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Abstract: In the IT security management process. a methodological gap exists between 
the results of a risk analysis. the development of adequate security policies and 
the selection of appropriate operational controls. We believe that a number of 
methods and techniques developed by the Requirement Engineering 
community. and goal requirements modelling in particular. can be useful to 
bridge this gap by providing modelling frameworks that might support those 
processes. 
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1. INTRODUCTION 

IT insecurity results from a particular set of risks that should be properly 
evaluated and then minimized to a level acceptable regarding the 
organisation's goals and constraints. 

While most of the bricks needed for the management of IT security exist. 
there are still some methodological gaps to be filled to achieve a rational 
process that will minimize the actual subjectivity involved in the translation 
of the risk analysis results into appropriate security policies and decisions for 
the selection of appropriate controls. 
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2. CONCEPTS OF A RISK-BASED SECURITY 
MANAGEMENT PROCESS 

The information security management process is based on risk 
management principles and mixes risk analysis methods with technical and 
organisational practices. Although many variants exists, the process is 
almost always based on the following steps [1,2,3]: 
- an analysis of the organisational contex t, and in particular, of goals set by 

the stakeholders and constraints imposed on the organisation; 
- an identification of the assets (also called resources) to be protected; 
- a security risk analysis. identifying threats vulnerabilities and impacts; 
- the development of a security policy for the risk reduction; 
- the selection, implementation and management of operational controls. 

3. REQUIREMENT ENGINEERING AND RISK 
MANAGEMENT 

Making explicit goals and constraints is vital to ensure a proper policy 
development and controls selection. The Requirement Engineering (RE) 
community has done a lot of work to provide adequate methodologies and 
tools to enhance the software requirement elicitation process, based on the 
integration of those goals and constraints. These tools have proven useful in 
valious situations, even outside the software world. 

Recent researches [4, 5, 6, 7] also present some attempts to integrate IT 
security concepts and risk management methods into the requirement 
engineering process. In the line of these efforts, we propose some extensions 
to a well established RE modelling framework in order to capture and reason 
on risks and security concepts. 

Our proposal is based upon a modelling framework inspired from the 
Goal Requirement Language (GRL) [8], developed by the University of 
Toronto. According to its authors, GRL is "a language for supporting goal
oriented modelling and reasoning of requirement, based on the merge of two 
previously studied frameworks, namely: 
- the NFR framework [9], dealing with non-functional requirements; 
- the I* [10] framework, an agent oriented modelling framework. 

Through several experiences and case studies, the GRL approach has 
been proven sllccessful in helping in understanding organizational situations, 
in identifying stakeholders' goals and in reasoning about requirements 
alternatives. 
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4. ILLUSTRATION 

Let's illustrate (fig. 1 ) our proposal on a basic example presenting security 
problems and potential solutions associated to a database for which goals 
like confidentiality, integrity and availability are required. 
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Figure 1. Database integ rity alld availability. 

The database, modelled by a rectangle at the centre of the model, is a 
resource we wish to protect. Around it, our security goals are modelled by 
rounded rectangle. The database is affected by various vulnerabilities, like 
an application bug, a lack of power failure protection and weak access 
control, modelled by diamonds with black upper comers. These 
vulnerabilities can be exploited by various threats, modelled by diamonds, to 
results into various impacts modelled by dashed arrows linking those threats 
to the links between resources and related goals. Various controls and 
counter-measures, like UPS, backup, access control and encryption can be 
applied to counter those identified risks. entry, thus reducing the integrity 
risk associated to bad data entries. 

This example emphasises the importance to get the "big picture" to fully 
understand the ins and outs of IT security risks, since many solutions ex ists 
for a given problems and one solution might be useful to several problems. 
We thus believe that such modelling framework, including various GRL 
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concepts, would provide visual support helping practitioners during the 
security policy and control selection processes. 

5. CONCLUSION 

In this paper, we have suggested that the requirement engineering 
community had developed models from which various modelling ideas could 
be reused within the IT security management process. The next step in our 
research would be to detennine the exact semantics required to build 
efficient models and to evaluate their practicability in real situations. 
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