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Abstract: Since several years, telecommunication networks have steadily grown in size 
and complexity due to the continual1y growing ofusers requirements for 
dynamicity, security and services. Several approaches, such as policy-based 
networking, active and mobile networks have been proposed in order to satisfy 
these requirements. Existing approaches of modeling and simulation (like 
queuing systems for example) cannot represent, test and evaluate such a 
dynamic environment. This paper presents a behavior-based multi-agent 
solution to model and simulate dynamic telecommunication networks. Five 
elementary nodes' behaviors (basic, careful, selective, faithful and unfaithful) 
have been implemented and tested by using the multi-agent platform Swarm. 
Dur aim was to measure the impact of introducing the behaviors on the node' s 
performances (Ioss of packets, response time and standard deviation of 
important packets). 

Keywords: Network modeling and simulation, multi-agent simulation, behavioral 
modeling, dynamic networks. 

1. INTRODUCTION 

Nowadays telecommunication networks have to provide users with ever 
improving, adaptive and dynamic services. Several approaches have been 
followed in order to satisfy these requirements. Policy-based networking 
[19], active [18] and mobile networks [12] are good examples of such 
approaches. Basically, the common challenge of these approaches is to 
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satisfy users demands for higher levels of network availability, adaptability 
and security. 

Due to the networks complexity, simulation is the only way to represent 
them and evaluate their performances. Unfortunately, traditional simulation 
methods are not adapted to the networks we are interested in: dynamic 
networks [16]. In these networks, the routers have dynamic functioning 
depending on the global or local traffic load, policies, failures, or 
information coming from other routers. Simulation plays an important role 
as it is the only effective mean to model and study dynamic networks. 

A new method to simulate dynamic networks based on multi-agent 
simulation and behavioral approach is proposed in this paper. This approach 
aims to model through a multiagent system the dynamic aspect of networks 
and to simplify the design and management of this kind of networks. The 
multi-agent simulation method is suited to non-exact sciences (biology, 
economy, medicine, ethnology). These systems are highly dynamic and 
complex and generate unknown phenomena. This method is thus especially 
weH suited to represent the next generation of networks. 

The remainder of this paper is organized as foHows. In section 2, we 
present the c1assic simulation methods, which are not suitable for the 
networks we are interesting in. Then, we present the behavioral multi-agent 
modeling; the approach we followed to model and simulate networks. In 
section 4, we describe a model of anode based on a two-Ievel architecture of 
behaviors and decision. Simulation parameters and results are presented in 
section 5. Discussion of the results we got is given in section 6. Section 7 
concludes the paper. 

2. UNSUITABLE SIMULATION METHODS 

Usually, to simulate a network we use methods like Petri Nets or queuing 
theory (static case) [11], or process algebra (dynamic case). The two first 
formalisms proved their efficiency in the modeling and the simulation of a 
static network. In static systems, modeling consists in defining equations that 
reproduce the system's behavior and in solving these equations analytically 
[6] (Figure 1). 

The limits of Petri Net and queuing theory modeling and simulation are 
the following: 
- the mathematical models used to model network behaviors generate 

complex and unsolved equations; 
- these models do not focus on individual behaviors but only on their 

global results; 
- these models do not explain the emergence of non modeled structures. 
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In the dynamie ease, process algebra can model dynamie systems with a 
very large range of finite states but this range must be limited [9]. Our goal 
is, however, to introduee a model that is not limited in terms of states and 
that uses a high level eommunieation between nodes, and c1assical 
formalisms (queing theory, Petri nets, process algebra) cannot afford these 
two goals. 
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Figure 1, The different steps of static systems modeling and simulation 

3. OUR APPROACH 

We have chosen a multi-agent approach because it offers our model the 
characteristics we are looking for like: flexibility, adaptability, autonomy, 
interaction, evolution, cooperation and learning [7, 20]. Agents are able to 
model and operate in the dynamic network environment. They will inc1ude 
intelligent and dynarnic control, to avoid congestion and packets' loss and to 
give better management and better global performance to the network. 

3.1 Behavioral modeling and simulation 

Multi-agent modeling and simulation has been used in several fields like 
the road traffic simulation [15], and biologie and soeial simulation ([2], [5]). 

Simulation is a scientific step that consists in artificially reproducing a 
real phenomenon that one wishes to study, in observing the reproduced 
behavior through the variation of some parameters, and in deducing what 
would occur in reality under the influence of sirnilar variations. 

Simulation is based on the definition of a modeling theory [5] that from 
the point ofview ofmulti-agent systems can be divided into three stag,es : 
1. deeomposition of the real problem in a set of autonomous elements that 

interact between them and whose interactions reproduce the real 
phenomenon. This decomposition requires a distributed vision ofthe 
phenomenon to model; 



168 Leita Merghem and Hugues Lecarpentier 

2. modeling each element by an agent, and definition of its knowledge, its 
functional capacities, its behaviors and its interaction modes with the 
other agents; 

3. description ofpossible actions between agents, by defining the 
environment in which these agents evolve and laws that control them. 
The behavior of an entity reflects the activities of that entity that must be 

represented in the simulation [13]. These activities depend on the simulated 
environment. Thus, a driver in a road trafftc simulation cannot have the same 
behavior as an ant in an ant-hill simulation, nor the same as a router in a 
telecommunication network simulation. 

3.2 Some examples of behaviors 

According to its current behaviors, the node modifies the actions it is 
performing on data (packets) it receives. Data can be more or less important 
depending on the quality the user is asking for its flows. In our system, we 
distinguish the three foHowing classes of Quality of Service [4, 17]: (1) 
Premium packets (PR) are the ones with the highest priority : they are never 
lost, and are not delayed; (2) Olympic packets (OL) represent the second 
class of priority. They are packets that must arrive to their destination but 
without any time guarantee; (3) Best Effort packets (BE) have the lowest 
priority: they are routed only if the bandwidth is not occupied by classes of 
higher priority, otherwise they are lost by the router. 

In the following, we will describe only behaviors we have already 
implemented. For more details on further behaviors, please see [8]. The first 
three behaviors deal with the queue management (basic, careful and 
selective) while the two last ones are in charge of the routing process 
(faithful and unfaithful): 
- Basic (FIFO): the node routes packets until its buffers become fuH; in 

this case, it rejects any arriving packets even the ones that have priority; 
- Selective: the node places the packets in the queue according to their 

priority. Thus, we will have the PR packets in the head ofthe queue, 
foHowed by the OL ones, and the BE packets at the end. If a PR packet 
arrives when the queue is fuH, a BE or eventuaHy an OL packet will be 
rejected in order to keep the most important packet. T,his is also valid 
when an OL packet arrives and the queue contains BE packets which can 
be rejected to place this packet; 

- Careful: this behavior consists in placing packets in the queue according 
to their priority while observing the state of the buffers in relation with 
two thresholds (figure 2). When the buffer load is below 60%, the node 
has no particular action to do (except placing packets in the queue). But 
when the first threshold is reached, it starts to reject packets with no 
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priority coming from its own sources. From 90% of buffer load (2nd 

threshold), the node rejects all packets without priority (even those 
coming from other nodes), and sends control messages to its nearest 
neighbors. When the queue is fuH, we have the same processing as with 
the selective behavior (rejecting a packet which is already in the queue in 
order to place another one which is more important); 

- Faithful: is anode that never changes its routing tables (static routing) 
even if it knows that it is sending packets to nodes that have an almost 
full buffer (the packets are very likely to be lost); 

- Unfaithful: is anode that adapts its routing tables to the current state of 
the environment. In fact, the node will try to avoid nodes with a fuH 
buffer, by sending its OL and BE packets on sub-optimal routes. The 
node adopts this behavior when it receives a message from a congested 
neighbor node for example. 

4. THE PROPOSED MODEL 

Agents can be reactive, cognitive, hybrid or adaptive [1], [3], [10]. 
Reactive agents are suitable for situations where we need less treatment and 
faster responses (actions). Cognitive agents, on the other side, aHow making 
decisions and planning based on deliberations taking into ac count the agent's 
knowledge about itself and the others. Adaptive agents can adapt their 
actions and parameters (by leaming) to the changing situations. Hybrid 
agents are composed of several concurrent layers [14]. 

Our approach is a tittle bit different: we have one cognitive agent that 
supervises reactive ones. Each reactive agent has a specific functioning 
provided by the elementary behaviors it is adopting. The cognitive agent (we 
call it Master Agent) is responsible for the behaviors' selection of the 
different reactive agents it monitors, regarding the current situation and the 
occurring events. 

By adopting this approach, we obtain the advantages ofboth reactive and 
cognitive agents while avoiding the drawbacks of hybrid approach 
(coordination between the different layers). 

In our model, we can distinguish two levels of behaviors within a 
network node (figure 3). These two levels represent the two decision levels 
in anode: 
- Elementary behaviors' level (level 0): this level is composed ofthe 

different behaviors of an entity, which are currently activated. Each 
behavior has its own parameters, conditions and actions, which can be 
manipulated by the entity lying at level I. The functioning of an 
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elementary behavior is limited to the execution ofthe loop (conditions 7 
actions); it is therefore represented by a method of a reactive agent; 

- Meta-behavior's level (level 1): this level supervises, observes and 
manipulates the entities of the level O. A Master agent is lying at this 
level. It is acting as a proxy for the network entity. This agent is indeed 
responsible for the different interactions with the other agents like the 
cooperation, negotiation, etc. It possesses a model of its local 
environment (its neighbors) that will help it to take its own decisions. 
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Figure 2. Careful behavior Figure 3. Operations on elementary 
behaviors 

Actions of the Master agent can be triggered by local internal information 
(a threshold is reached for an activated behavior, percentage of a local buffer 
load, etc.) or by external information (state of a neighbor node, etc.), and 
have consequences on the elementary behaviors that may consist in: (1) 
letting the active behavior running (action (1) on behavior A, figure 3), (2) 
changing parameters of some behaviors (action (2) on behavior B, figure 3), 
inhibiting other behaviors (action (3) on behavior C, figure 3), and (4) 
activating other ones (action (4) on behavior D, figure 3). 

In order to illustrate these ideas, we have made simulations. The next 
section will describe the different parameters of these simulations and the 
results we got. 

5. SIMULATIONS 

The aim of the present simulations is to prove the benefits introduced by 
the behavior concept in anode in terms of QoS. Parameters we would like to 
minimize (or at least to find a good compromise between them) are PR and 
OL packets loss and the response time and standard deviation of PR packets 
as weH. Simulations are realized in the multi-agent platform Swarm [21], a 



Agents: A solution/or Telecommunication ... 171 

domain independent, discrete event simulation tool that provides a 
framework to simulate a variety of complex problems. 

5.1 Parameters of the simulations 

The network topology used for our simulations is represented in figure 4. 
It is composed of six routers and twenty four c1ients (sources). The 
simulation environment is a two-dimension grid, on which we place the 
network's elements. Each router has a queue of 100 slots. A packet is 
generated by a c1ient and has another client as adestination, which is chosen 
randomly. The packet generation follows a process of Poisson, whereas the 
size of each flow of packets follows an exponential process. We simulate the 
proportions of the different types of packets as follows: 20% of BE flows, 
60% of OL flows and 20% of PR flows to fit the reality. The links, packets 
and queues are represented by objects. The different agents we used are 
described in the following. 

5.1.1 Agents 

We have defined the following c1asses ofagents (figure 5): 
- Generator (c1ient) agent: is responsible for the generation ofpackets' 

flows. Each c1ient has one generator agent; 
- Service agent: processes packets lying in the node's buffer. It sends 

packets to other nodes according to the routing table and their 
destination. This agent is lying at the node's level 0 and can have faithful 
or unfaithful behavior; 

- Queue manager: processes the arrival ofpackets and places them in the 
queue according to their priority and to its current behavior (basic, 
selective or careful). This agent belongs to the node's level 0; 

- Master agent: monitors service agents and queue managers and is 
responsible for choosing their elementary behaviors. 

5.2 Results 

The different simulations we have made can be c1assified in two 
categories: 
- Simulations where nodes keep the same elementary behaviors throughout 

the simulation time; 
- Simulations where nodes can change their elementary behaviors and 

adopt other ones that are more suitable under the eurrent traffte situation. 
For eaeh simulation, we took some measures like the percentage of loss, 

the response time of PR packets, etc. in order to compare the perfonnance of 
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the different behaviors. In the following, we will give some of the most 
significant results we got. 

Figure 4. Network topology Figure 5. Agents used in the simulation 

5.2.1 Simulations without behavior change 

In this section, we present results we got with simulations where the 
nodes keep the same elementary behaviors througl:lOut the simulation. The 
service agents have a faithful behavior: they use static routing tables, 
whereas the queue manager agents can be basic, selective or careful. 

The basic behavior was expected to give us the worst results in terms of 
loss, response time and standard deviation of important packets. This 
statement has been proven throughout the simulations' results. In fact, the 
configuration where all packets are basic is the only one that looses PR 
packets (we loose 17% of the generated PR packets) (figure 6). It also looses 
an important percentage of OL packets (figure 7). We assume that the 
response time for PR packets must not exceed 150 ms, but as we can see in 
table 1, we got 373 ms as a response time. The basic behavior does not 
guarantee any QoS for PR and OL packets. 

When all the nodes are selective, we got better results: we do not loose 
PR packets because they are treated in priority (figure 6), and we loose less 
OL packets than with the basic nodes (figure 7). We also got very good 
results conceming the response time and the standard deviation (tableI). 
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Figure 6. Premium packets' percentage loss 
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The configuration with only careful nodes represents. better performance 
than the two previous ones in terms of response time and standard deviation 
of PR packets. This is due to the fact that a careful node rejects BE packets 
in advance and lets more slots for PR packets (and eventually OL ones) that 
should arrive, which represents a significant time gain. Discarding a packet 
which was already in the queue represents an additional time to the packet 
processing time: (10%) and a selective node will do this operation more 
frequently than a careful one because it starts to reject BE packets only when 
its queue is fuH, so it is more likely that its queue contains more BE packets 
than does the careful node. 
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Figure 7. Olympic packets' percentage loss 

We loose however a lot ofpackets (especiaHy BE ones) (figure 8) when 
all nodes are careful, because they start to reject packets before their buffers 
become fuH, and also because the other nodes continue to use the same 
routing tables (they are faithful) and thus send their packets to anode which 
has already a full buffer. A solution to this problem will be to give the nodes 
the possibilit)!-to adapt their behaviors to the current network conditions. The 
foHowing simulations confirm this statement. 
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Tab/eI.Premium packets' response time 

Configuration Response Time (ms) Standard deviation (ms) 
All FIFO and Faithful 373.78 67.85 
All Selective and 

114.92 9.46 Faithful 
All Careful and Faithful 107.61 0.92 
Dynamic change of 

110.51 4.40 
behavior 

5.2.2 Simulations with behavior changes 

When a careful node reaches its 2nd threshold, it sends a control message 
to its neighbors telling them that its buffer is almost fuH, and asking them to 
follow another path to route their packets (only those that can bedelayed). 
By receiving this message, Master Agents of the neighbor nodes have to find 
the behavior(s) that correspond(s) the best to that event: unfaithful behavior 
(i.e. modify the route) seems to be that behavior. Thus, the Master agent will 
activate the unfaithful behavior and inhibit the faithful one . 
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Figure 8. Percentage of global1oss 

In this way, we have made simulations in which nodes have careful 
queue manager and a faithful service agent that becomes unfaithful after the 
reception of a control message coming from one neighbor that has reached 
its 2nd threshold. The receiver will however continue to send its PR packets 
on the same route because it is the optimal one. By re-routing OL and BE 
packets, we reach two objectives: (1) we reduce the load of a neighbor which 
has an almost fuH buffer and; (2) we avoid a loss which is almost sure if the 
packets were sent to anode which has reached its 2nd threshold. 

We got the best results in terms of OL packets' loss and global loss 
(figures 7 and 8). Using a sub-optimal path in order to relieve a neighbor 
which has reached its 2nd threshold is temporary. In fact, when the buffer 
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load of the node that has already reached its 2nd threshold drops below the 1 sI 

threshold (60%), it will send another message to its nearest neighbors to 
inform them. These ones will restore their old routes related to that node (the 
optimaiones). We got also very good results concerning the response time 
and standard deviation ofPR packets (table 1). 

5.3 DISCUSSION 

Results of the simulations show that the use of careful and selective 
behaviors to manage a node's queue gave better performance in terms ofOL 
and PR packets loss and PR packets response time and standard deviation 
than using only basic nodes. This is due to the fact that the two behaviors try 
to provide the QoS required for PR and OL packets by processing them in 
priority. Careful behavior, in addition, anticipates the arrival of important 
packets by letting more slots in its queue. 

Using careful behavior to manage node's buffer and unfaithful one to 
route packets was a good compromise between the three parameters to 
optimize. In fact, by adapting their behavior in response to events that occur 
in their environment (neighbor with almost fuH buffer), Master agents were 
allowed to optimize their parameters and thereby those of the global 
network. This adaptation is the result of an informal cooperation between the 
different routers. 

6. CONCLUSION 

A new approach for the modeling and the simulation of dynamic 
telecommunication networks has been proposed in this paper. It is based on 
two main concepts: multi-agent simulation and behavioral modeling. 

By adopting some elementary behaviors, the nodes could minimize the 
loss of Premium and Olympic packets and the response time of Premium 
ones. Agent adaptation to the events occurring in their environment helped 
the others to recover their equilibrium, and thus aHowed the global system to 
get better performance. 

The results we got encourage us to tackle other issues related to such a 
modeling, like the cooperation between nodes by using a formal approach to 
the cooperation and negotiation processes in order to choose the best sub
optimal path (routing) under the current network situation, for example. 

Agents must be more adaptive to their environment and to traffic the 
node is receiving by learning from their experience and their interactions 
with the others (learning by reinforcement, rule-based learning, etc.). A more 
detailed study of the different simulation parameters (thresholds of a careful 
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behavior, parameters of the flow generation process ... ) has to be done in 
order to validate our approach and this work has already started. 
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