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Abstract: This paper introduces a new methodology of producing Pseudo- Random 
Binary Sequence (PRBS) of high complexity while with lesser burden of the 
processing requirements. The key idea behind the implementation of the 
proposed methodology is the use of a nonlinear fuzzy logic selector. A set of 
Linear Feedback Shift Registers (LFSRs) of nominal but varying lengths is 
used to reduce the processing as well as hardware burdens. In the proposed 
scheme, the LFSRs can be loaded with different configurations according to 
changed characteristic polynomials and polynomial seeds. This facilitation is 
being arranged such that they are to be selected by fuzzy logic selector 
switches. Further, the inputs to the fuzzy logic selector are based on user
defined parameters. 
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1. INTRODUCTION 

Security systems today are built on increasingly strong cryptographic 
algorithms that foil pattern analysis attempts [1]. The use of pseudo-random 
processes to generate secret quantities can result in pseudo-security [2]. The 
leading cryptographic concept is Data Encryption Standard (DES). It is a 
computerized extension of the old traditional methods, where, substitution 
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and transpositions are being applied in series. Another major class of 
cryptosystems, popular in military applications is stream ciphers [1] - [7]. 
Most practical stream-cipher designs are centred on Linear Feedback Shift 
Registers (LFSRs). Although the Pseudo- Random Binary Sequence 
(PRBSs) generated by LFSRs satisfy all the randomness criteria, but the 
Beriekamp-Massey algorithm may recover the unknown state of a simple 
LFSR, and its feedback connection, with just 2n known bits of the PRBS. So 
that, the need to generate a more "complex" sequence led to the idea of using 
multiple LFSR's and somehow mixing their generated sequences so that the 
ultimate complexity would be the product of the individual complexities of 
the sequences. At present, most practical stream cipher designs centred on 
the non-linear combination ofLFSRs [8] - [15]. 

In view of above discussed issues in the field of cryptography it is the 
need of the day that a strong stream cipher keys must be designed and 
analyzed. This is actually the prime justification to carry out this work. The 
aim of our work is to propose such LFSR based stream ciphers designs, 
which have stronger keys. To make keys as strong as possible needs the 
analysis of PRBS used in the stream ciphers. This paper introduces a new 
methodology of achieving highly complexed PRBS while with lesser burden 
of the processing requirements. The key idea behind the implementation of 
the proposed methodology is the use of a non-linear fuzzy logic selector. A 
set of Linear Feedback Shift Registers (LFSRs) of nominal but varying 
lengths is used to reduce the processing as well as hardware burdens. In the 
proposed scheme, the LFSRs can be loaded with different configurations 
according to changed characteristic polynomials and polynomial seeds. This 
facilitation is being arranged such that they are to be selected by fuzzy logic 
selector switches. Further, the inputs to the fuzzy logic selector are based on 
user-defined parameters. 

2. STREAM CIPHERING 

The one-time pad inspired the technique of stream ciphering. A stream 
cipher has perfect security, with the obvious disadvantage that it need 
unlimited amount of keys. And, thus suggests to encrypt the plain text by 
adding "Pseudo-Random" Binary Sequence (PRBS) generated by a 
deterministic algorithm. To decrypt the cipher-text, the process of 
subtraction of the added sequence is to be carried out [2], [7], [10], [12]. 
Linear feedback shift register, most often used in hardware designs, is the 
basis of generating PRBS for the use of stream ciphers. A string of bits is 
stored in a string of memory cells, and a clock pulse can advance the bits one 
space in that string. The XOR of certain positions in the string is used to 
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produce the new bit in the string for each clock pulse. It is possible to choose 
the positions in the string to XOR so that, as long as the memory cells are 
not initially loaded with all zero bits, the period of the sequence of bits 
produced by that XOR may go up to 20 _1, where n is the number of cells in 
the string [8], [9]. Figure 1 illustrates an LFSR (n = 4) associated with the 
characteristic polynomial 1+ x + X4. If initial state, the contents of SI, S2, S3, 

and s4 is 1000 then, the output (PRBS) will be 000111101011001 ... which 
them repeats. The characteristic polynomial of this LFSR is 1 + x + x\ 
which is primitive. This is so in general, an n-stage LFSR has maximal 
period 20 - 1 if and only if its characteristic polynomial is primitive. 

-. Sl --. S2 ---. S3 ---. D-FF-l D-FF-2 D-FF-3 
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Figure 1: A 4-cell LFSR 
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Any such generated PRBS is ultimately periodic, and so closely related to 
cyclic codes. In application to cryptography some essential properties of the 
sequence should be required. These properties are: (i) period should be very 
large (say 1050), (ii) sequence should be easily generated through any 
deterministic algorithm, and (iii) Knowing a portion of plain text should not 
enable the cryptanalyst to reproduce the whole sequence. Unfortunately one 
can show (due to linearity) that 2n consecutive bits determine the whole 
sequence. Just 100 consecutive bits for the sequence of length 250 -1 gives 
the coefficients of the primitive polynomial hence the key LFSR. Using 
another or string of LFSRs to make the sequence nonlinear thereby 
strengthens the output from an LFSR. This technique can be applied in many 
ways like for the telecipher devices the use of LFSRs in pinwheels, Geffe 
generator [5] etc. Philosophy behind all such techniques is stem from the 
following fundamental facts: (i) choosing which combination or 
combinations of LFSRs is used to contribute to the output, (ii) being XORed 
with the output of the chosen LFSR or LFSR blocks, (iii) choosing the 
different characteristic polynomials of the LFSRs, and (iv) selecting a set of 
initial state of the LFSRs. Keeping in view of the above, for the first time we 
are exploring the feasibility of strengthening the output sequence by 
exploiting the technique of fuzzy logic. 
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3. FUZZY LOGIC SELECTOR - PROPOSED MODEL 

The fuzzy selector and the selected set of LFSR's each with different 
configurations are depicted in Figure 2. Figure 3, shows the details of fuzzy 
logic selector where, fuzzification transforms the crisp values of Mutual and 
Internal Keys into fuzzy sets. This transformation is governed by evaluating 
the membership functions represented in Figures 4 and 5 respectively. The 
fuzzy rule base contains the set of fuzzy rules in linguistic form, which is 
used to select a specific output from a given sets of input scenarios. The 
fuzzy rules used in this case are enumerated in Figure 6. The inference 
engine evaluates the rules and then based on the preconditions thus finally, 
recommends a set of actions at specific degree. The overall fuzzy output is 
the union of the outputs resulting from each rule. The defuzzification 
produces a non-fuzzy control action that represents the best of recommended 
fuzzy actions. The fuzzifier performs a mapping from a crisp point X = 
(xhxnl E U ( universe of discourse) into a fuzzy set A' in U. We used the 
triangular shaped fuzzifier (the most commonly used). The membership 
function for each term in the partitioned spaced is expressed mathematically 
as of [1,2] and given in Equation (1) below: 

I1A(X) = 
(1) 

I x-xJ> a-I 
otherwise 

Where Xo and a are the center and the slope of the triangular membership 
function respectively. In the case of this model the two variables considered; 
are the Mutual Key and Internal Built-In key whose each values are fed into 
the fuzzy selector to achieve the desired non-linear selection of the LFSR to 
be used. For simplicity each variable's universe of discourse is divided into 
three input membership functions, Zero, Middle and High. This is seen to be 
adequate as the inputs ranges from zero to 15 only. 
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Figure 2: The Fuzzy Selector system with the LFSR's 

Figure 3: Details of Fuzzy Selector 
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4. IMPLEMENTATION CRITERIA 

4.1 The Fuzzy Rule Base 

The rule base is set up using IF-THEN rules based on the fuzzy 
model. The IF-THEN rules describe what action is to be taken if a certain 
set of conditions is met. It incorporates information about every possible 
condition that the system can encounter. Note that when a fuzzy rule base 
recognizes information that is partially true it can partially invoke more than 
one rule at a time. If two or more rules are to be invoked that have the same 
value, than the rule that is invoked to the greatest degree is chosen (the 
maximum), and the rest are discarded [16], [17]. This is the union fuzzy 
operation. In our model of the system fuzzy logic rule base is represented as 
a two-dimensional table look up as shown in Figure 6. 

1 . II (MutueLKey is zero] end (lnterneLKey is zero] then (outputl is zero] (1] 
2 . If (Mutuel Key is zero) end (InterneLKey is m id) then (output1 is low) (1) 
3 . II IMutueCKey is zero) ... nd (InterneLKey is high) then (outputl is high mid) (1 J 
4 . If (MutueLKey is mid) end (lntern .. LKey is zero) then (outputl is low) (1) 
5 . If (MutueLKey is mid) end (InterneLKey is mid) then (outputl is mid) (1) 
S. If (MutueLKey is mid) end (InternaLKey is high) then (outputl is high) (1) 
7 . II (MutueLKey is high) end (InterneLKey is zero) then (outputl is lowmid) (1) 
8 . II Mutuel Ke is hi h end Internel Ke is mid then out utl is hi h 1 

Figure 6: Fuzzy rule base of Fuzzy Inference System. 

4.2 The Fuzzy Inference Engine and Defuzzification 

In evaluating the rule we used the minimum operator (the fuzzy 

AND operator), i.e. Jii ol = Jill (XI) A Jili (x2 ) where d denotes the output 
1 2 

region of rule i, and I; denotes the input region of Rule i for the j 

components, Xl and X2 are the two inputs, e and e in our case. For the 
defuzzification an average (Centroid) defuzzification formula (Equation 2) is 
used to determine the outputs. 

M . . 

L f.t' 
;=1 J 

M . 
L f.t' 
;=1 

(2) 

Where j denotes the jth component of the output vector (Oij is the region of 

Rule i for the jth output component, denotes the center value of region d 
j' M is the number of fuzzy rules in the combined fuzzy rule base. Dividing it 
into nine memberships allowing specific selections to be chosen for every 
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input configuration performs the output defuzzification. The memberships 
are depicted in Figure 7. 

:z . 

... 
olo.A.tput .. o .... put1 -

Figure 7: Defuzzification of output selection 

5. RESULTS & CONCLUSIONS 

- - .. -.-

Figure 8 shows the result where output, internal and mutual keys can be 
clearly related with each other. Through this paper we put forward an 
approach of generating PRBS of high complexity with nominal overhead of 
processing cost and time. We have compared our approach with other 
existing methodologies for the achievement of same objective. It has been 
noted that this method is capable of giving very much justifiable positive 
indicator towards the direction of feasibility of using the Fuzzy logic theory 
to achieve the more complexed sequences for the use of stream ciphering. 

Figure 8: Output and keys selection 
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