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Abstract In this article we will regard different kinds of electronic contracts and 
analyze them as to their special security requirements. We will use a 
goal-oriented method to derive appropriate security safeguards for the 
different contract types and discuss implementation issues for agent
based contracting systems. 

Keywords: Contracting process, contract types, security 

1. Introduction 
As more and more enterprises start to take their business processes 

to electronic media, the need for secure electronic contracting arises. 
Unfortunately, it is difficult to decide which security measures to take in 
order to achieve appropriate security. The aim of this article is to show 
how to choose appropriate safeguards for different contracting agents. 

The remainder of this article is structured as follows: After a brief 
review of current research in security of electronic contracts we will de
scribe the basic concepts used in this article as well as introduce the 
so-called POSeM-method (Process Oriented Security Models) (Rohrig, 
2002) in section 2. Section 3 will define parameters to distinguish be
tween different kinds of contracts and explain their varied security re
quirements. In section 4 we will apply the POSeM-method, derive safe
guard catalogues and discuss issues concerning their implementation in 
an agent-based system. A discussion of the results as well as further 
research directions is given in section 5. 

Electronic contracts and their security requirements as well as elec
tronic commerce in general are currently topic of many research projects. 
The project "Secure Electronic Contracts" (Gisler et al., 1999) deals with 
an implementation of a web-based Java application for a standard con-
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sumer contract. It allows negotiation between the sales and the client 
side and tracks all different stages of negotiations in case of an arbi
tration. A framework for open electronic contracts is developed in Lee, 
1998. It is based on generic scenarios that have a fixed structure and 
can be adapted and used by the partners of contract. 

2. Basic Concepts 

2.1 Contracting Process 

In its most general form, the steps towards a contract are as identified 
by Schumacher, 1998: 

1: Letter of Intent: One party declares its intent to enter negotiations 
with other parties. It includes the parties, which are addressed, 
and the objective of the later contract. It also includes a non
binding clause to show it is not an quote or a contract. 

2: Offer to start negotiations: One party can start negotiations of 
the contract with an agreement about the different steps and states 
of the negotiation. This agreement regulates the procedure of ne
gotiations and people involved in the process. 

3: Conclusion of an general pact: A general pact regulates all is
sues already fixed between the contract partners. It forms the ba
sis of the contract and delivers the requirements for the beginning 
of the main contracting phase. 

4: Preliminary agreement: The preliminary agreement regulates the 
steps and the arrangements on how negotiations proceed. Further
more it sets out in writing all consequences and contract penalties 
for each party if contracting fails. 

5: Draft Agreement: The draft agreement is unambiguously marked 
as a draft and can serve as an example or a template for the final 
contract. A draft agreement is always non-binding for the author
ing party. Normally draft agreements get archived to keep records 
of the contract's history in case of a lawsuit. 

6: Quote: A quote is legally binding for its author, e.g. a potential 
contractor. However, the author may to set a validity period and 
other conditions in his quote. If the partner accepts the quote by 
signing it, it becomes a contract. 

7: Contract: If all parties sign an identical quote, they conclude the 
agreement. When the contracts comes into effect all the contrac
tual terms become legal bindings that constitute a contract. 

Steps 5 and 6 may be repeated if no agreement is reached. The process 
can proceed between these two steps in any order. So, it is possible to 
answer on a quote with a counter quote or a counter draft. 
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2.2 Contracting Agents 

The definition of agents is not generally agreed upon. Even the Agent
FAQ, 2000 refuses to give one definition, but lists several ones. In this 
article we define electronic agents as computer programs that act 
autonomously on behalf of a person or organization (OMG, 1997). 

Mobile electronic agents can be used for negotiations. They could 
implement different services autonomously and thus reduce the costs of 
the negotiation process. Furthermore mobile agents provide negotiation 
possibilities detached from local office times. 

We define a contracting agent as an electronic mobile agent that 
is involved in a negotiation process. Owners of contracting agents can 
program their agents according to their personal preferences. Contract
ing agents can be travelling to specific marketplaces while looking for 
suitable counterparts. Therefore, contracting agents do not need any 
information or negotiation brokers to perform their tasks. Contracting 
agents negotiate according to the range the owner programmed. If two 
agents achieve an agreement, the optimal negotiation result for both 
parties is reached. We will distinguish between two different types of 
contracting agents: 

• Autonomous contracting agents: After the contracting parties 
program their agents with personal preferences, the agents move 
to marketplaces, negotiate accordingly, and conclude contracts-in 
an autonomous manner.Whether a contract concluded by a pro
gram is legally binding, is still under discussion. 

• Supporting contract agents: Duties of supporting contract 
agents are transportation of contracting documents, detecting ma
nipulations on these documents, as well as encryption services. 
Agents of this kind offer services to support the contracting process 
and services to distribute cryptographic keys between the partners. 

Supporting contracting agents provide for the contracting process and 
secure contract documents. They do not ensure the type or content of 
the contract documents. Due to this issue a person has to sign the 
contract by a conscious act. This so-called personal signing overcomes 
the juridical objections about totally automatic negotiated contracts. 

In this paper we take a closer look on different security requirements 
for supporting contract agents regarding specific kinds of contracts. 

2.3 Security 

For the purpose of this article security is defined by the objectives it is 
aimed to achieve. Generally, a security objective is the "contribution 
to security that a system or a product is intended to achieve" (Abrams 
et al., 1995). This term must not be mixed up with security service 
that is defined by Shirey, 2000 as a "processing or communication service 



498 Part Twelve: Modeling and Analysis for Information Security 

that is provided by a system to give a specific kind of protection to sys
tem resources". The three "classical" security objectives confidentiality, 
integrity and availability were defined by FIPS-73, 1980. With the ad
vent of electronic commerce more security objectives have been defined 
to suit certain legal needs; the most important one is accountability. 

• Confidentiality describes the state in which data are protected 
from unauthorized disclosure. Privacy (confidentiality of personal 
data) is used referring to legal aspects, e.g. data protection laws. 

• Integrity means that within a system data have not been altered 
or destroyed. 

• Availability is defined as the state that exists when required ser
vices can be obtained within an acceptable period of time (FIPS-
73, 1980). 

• If the accountability of a system is guaranteed, the participants 
of a communication activity can be sure that their communica
tion partner is exactly the one he or she claims to be. The term 
"non-repudiation" is sometimes used as a synonym for account
ability. However, in information security the term rather refers 
to the security service "that provides protection against false de
nial of involvement in a communication" (Shirey, 2000) instead of 
the security objective. Furthermore, it is not used consistently in 
information security and within the legal world (McCullagh and 
Caelli, 2000). Therefore, we prefer the term "accountability". 

2.4 POSeM Method 

To generate different sets of security measures in chapter 4.2 we will 
use a method that was described in (Rohrig, 2002) and (Meier and 
Rohrig, 2001). For means of this article a simplified version will be 
used and described. The so-called POSeM method uses security objec
tives of a business process to generate catalogues of safeguards that have 
to be implemented to achieve the security objectives defined before. 

The first step examines security objectives of the business process in 
general. During the analysis carried out in this article, we will use this 
step to mark off different security requirements for contracting agents. 

A second step assigns security objectives to all parts of the business 
process for the protection objectives confidentiality, integrity, availability 
and accountability. The security levels are defined according to a discrete 
ordered scale consisting of the values none, 10v, medium, high and very 
high. The result of this step will be a process model that contains both 
process information and information about the security objectives for 
each component of the business process!. 

The next step derives catalogues of safeguards that have to be imple
mented to meet the security requirements defined above. A base that 
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enables this derivation consists of a list of generic security measures that 
are assigned the levels of security they implement for a given security 
objective, e.g. 40 bit symmetric encryption provides medium confiden
tiality, medium integrity, no availability and low accountability. For 
comprehensiveness the basic list of safeguards was taken from the inter
national standard BS7799 and filled with implementation levels to make 
up POSeM's rule base. A security measure has to be implemented if the 
security level for a security objective of the process component is greater 
or equal than the level of the security measure in the rule base. This 
step results in catalogues of security measures for all components of the 
process. 

In an optional step these safeguards can be implemented on actual 
computer systems. Since the safeguards defined in the second rule base 
are generic and system-independent they have to be replaced by system
specific instructions for administrators and users. This step is not part 
of the method. Nonetheless, in this article we will provide for some ideas 
on how to implement the derived measures in an agent-based system. 

3. Security Levels for Contracts 

This section explains which kinds of contracts will be regarded, how 
they are classified and how they differ as to their security requirements. 

3.1 Contract Types 
Different contract types have different legal requirements. The most 

important legal criterion is whether a contract must be put into writing. 
The Swiss legal system distinguishes between three different categories 
(Vito, 1999): 

• Form-free contracts (non-written) are used in everyday transac
tions. 

• Simple writing preconditions stand for handwritten signatures. 
Contracts like that are used when opening a bank account, or 
when ordering certain custom-made goods. 

• A qualified writing requirement signifies a certification of the sig
nature by a notary or by an official. Swiss law requires a qualified 
signature in several cases: a testament, for example, has to be com
pletely handwritten, or at least certified by a notarial act. Some 
kinds of formation of company needs a notarial act to certified the 
signatures and a registration in the commercial register. 

Furthermore each of these contract types has different interpretations in 
different jurisdictions. 
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3.2 Other Parameters 

Apart from differences that arise from legal distinctions, other param
eters can be identified that have an effect of the security requirements 
of a contracting agent. 

• An important criterion to analyze security requirements is whether 
a certain amount of trust can be assumed between the contracting 
partners. If a certain amount of trust exists, a partner might be 
prepared to perform certain services in advance, even if a contrac
tual basis does not yet exist - assuming that the other partner 
would not take advantage of him (Rippberger, 1998). 

• Parameters that influence the importance of a contract (and there
fore its need for security) are also the frequency of transactions, 
and the location of the contracting partner. If the contracting 
partner is located within the same area of jurisdiction a potential 
lawsuit might be easier to be filed and succeed. 

• Another parameter might be the number of partners that par
ticipate. If a contract is been negotiated between more than two 
parties, it becomes more complicated and more difficult to handle 
- therefore requiring more sophisticated safeguards. Moreover, 
trust might exist between two partners but a third one may be 
mistrusted. 

• A further parameter influencing security requirements of an elec
tronic contract is the question whether the contract is concluded 
between partners within the same enterprise or between different 
enterprises. This is related to the trust issue, as partners within 
an enterprise might have developed a certain amount of trust. 

• Manchala, 2000 identifies monetary height of the transaction 
and shopping history of the consumer as factors relevant for 
trust and security requirements in e-commerce in general. A com
pany might activate additional security mechanisms for a customer 
if this customer has had problems with paying goods in the past 
or if the customer orders goods of an exceptionally high value. 

3.3 Example Contract Types 

Having defined a certain set of parameters to classify contracts we will 
now describe three example contract types and categorize them accord
ing to our parameters. In chapter 4 these categorizations will be used 
to specify the different security requirements for the example contract 
types that form the basis of our security analysis. 

• Our first example will be a Service Level Agreement (SLA) 
within a large enterprise. Generally, SLAs are written and binding 
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agreements between supplying and receiving business units for a 
specific service that include terms and conditions agreed upon (e.g. 
price, quality level). According to size and importance, the SLA 
document will contain more or less detailed information. 

Our example SLA is company-internal. Since the contract partners 
work within the same enterprise, a certain amount of trust can be 
assumed. The frequency of a contract conclusion for an SLA may 
be rather low while the monetary height may vary from quite low 
(as delivering order list of office material of subsidiaries) to very 
high (e.g. for computational services). To conclude an SLA more 
than two contract parties can participate. 

• The second example will be a purchasing contract between a 
merchant who sells consumer goods on an electronic marketplace 
and a customer who buys them. 

Mirroring everyday shopping activities, this contract does not re
quire a written form. Since the partners probably do not know 
each other prior to the transaction, no trust relationship is es
tablished between them. Generally, transactions like that have a 
high frequency as the merchant may sell similar goods to differ
ent customers. Depending on the goods to be traded, once the 
transaction has been concluded successfully, it may be repeated. 
Assuming that consumer goods are sold the monetary height of 
one transaction may be rather low. 

• Our third example will be a contract establishing simple com
pany, i.e. a union based on a contract of two or more natural 
persons or legal entities. The goal of a simple company is to reach 
a mutual purpose together. For the formation of a simple company, 
no official registration is necessary. Common purposes of simple 
companies are mostly the realization of a project, e.g. building a 
bridge or a tunnel. They are often called consortium. A simple 
company ends when the project is finished. 

Since all members of the consortium have at least one common 
goal (i.e. to successfully finish the project), a certain amount of 
trust between them can be assumed. The monetary value of the 
contract may be very high depending on the project's aim, while 
the frequency of transactions like that is rather low. 

4. Safeguards for Different Levels 

4.1 Security Requirements 

General security requirements for electronic contracts have been de
scribed by Meier and Rohrig, 2001. In general terms, confidentiality may 
be rated higher during the early phases of contract negotiations as all 
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contracting parties might have an interest not to disclose the act of nego
tiation. After the contract has been signed, however, the confidentiality 
requirements will fall to a low level. Integrity as well accountability 
requirements will be rather high during the whole contracting process; 
towards the end of the process they will even rise. Availability require
ments will stay on a medium level throughout the contracting process. 

For the SLA example the confidentiality requirements are rather low 
because within a company one might not expect eavesdroppers, since 
most employees might be bound by confidentiality agreements. SLAs 
regulate service providing between different business parts, which are ei
ther suppliers or consumers of the service within the same company. 
The need for integrity, however, is rather high, reflecting the SLA's 
value. Availability stays on a medium level throughout the whole pro
cess. While accountability starts on a medium level and rises towards 
the end of the process. 

Security requirements for the purchasing contract can strongly vary 
during the contracting process. If as assumed in our example, consumer 
goods are sold, confidentiality is rather low during the contracting pro
cess. Privacy laws, however, have to be observed. Integrity and account
ability are high and availability is at least medium. For other goods 
confidentiality starts on a much higher level from the beginning on. Ex
amples are all markets with a strong competition as in the electronic 
components market or in other high-tech markets. 

When a simple company is established, confidentiality requirements 
start high and drop towards the end of the contracting process. Integrity 
and accountability stay high throughout the whole process. The avail
ability depends on the timeframe of the project. If the timeframe to 
establish the company is short, the need for availability starts high and 
then decreases towards the end of the process. For a wider timeframe, 
availability will be medium throughout the process. 

Table 1 gives an overview of the security objectives and their impor
tance during selected contracting phases of all three contract types 

4.2 Safeguard List Generation 

To show how the lists of safeguards are generated we will use an 
example late within the contracting process where a quote that is legally 
binding is being sent from contractor to mandator. 

The first step of POSeM, i.e. the definition of general security ob
jectives of the process has been discussed in section 4.1. We will now 
apply these general objectives to the process step of sending the quote 
(send -quote), i.e. step 6 of the contracting process (cf. 2.1), as executed 
by a responsible person at the contractor's (sender-contractor). 

Table 3 shows a part of a simplified2 rule base to derive safeguards. 
The following paragraphs will point out by example, in how far an 

analysis of security requirements affects the list of appropriate security 
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Table 1. Security requirements for the different contract types 

Contract Type 
Process SLA Purchasing Simple 
Phase Contract Company 
1. Letter of Intent Conf: low Conf: medium Conf: high 

Int: low Int: medium Int: high 
Avail: low Avail: medium Avail: medium 
Acc: low Acc: low Acc: high 

6. Quote Conf: low Conf: high Conf: high 
Int: high Int: high Int: high 
Avail: medium Avail: medium Avail: medium 
Acc: high Acc: medium Acc: very high 

7. Contract Conf: none Conf: medium Conf: medium 
Int: high Int: high Int: high 
Avail: medium Avail: medium Avail: medium 
Acc: high Acc: medium Acc: very high 

Table 2. Security objectives for send-quote and sender-contractor 

SLA Purchasing Simple 
Contract Company 

send- Confidentiality low high high 
quote Integrity high high high 

Availability medium medium medium 
Acccountability high medium very high 

sender- Confidentiality low high high 
contractor Integrity high high high 

Availability medium medium medium 
Acccountability high medium very high 

measures for process components during step 6 of the contracting pro
cess. The highest differences can be found for the security objectives 
confidentiality and accountability. As there are low confidentiality re
quirements for the SLA type of contract simple encryption would be 
sufficient. For the other two components, stronger encryption mecha
nisms must be used to protect confidentiality. 

The integrity requirements for all examples are on a high level, there
fore a cryptographic hash function is appropriate. For a medium level of 
accountability to purchase customer goods some simple certificates writ
ten by a generally acknowledged TTP or an trading insurance company 
are sufficient; furthermore, it meets requirements to log only rejected ac
cess attempts. As the accountability is highest for the simple company, 
at least an official authorization that signs the certificates of each par
ticipant is needed, as suggested through Harnier, 2000 based on German 
digital signature law. 
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Table 3. Selected safeguard derivation rules 

Security Objective 
Safeguard Conf' Int' Avail' Ace' 
capacity planning (8.2.1) 
• capacity on demand - - medium -
• cold standby - - high -
• hot standby - - very high -
access control (9.6.1) 
• providing menus low low - low 
• role based access rights medium medium low medium 
• strict need-to-know very high very high medium very high 
event logging (9.7.1) 
• rejected access attempts medium medium - medium 
• all events high high - high 
message auth' (10.2.3) 
• simple hash funct' - medium - medium 
• crypto' hash func' - high - high 
encryption (10.3.2) 
• simple encryption low - - -
.40 bit sym' encr' medium medium - low 
• 56 bit sym' encr' high high - medium 
• 128 bit sym' encr' very high very high - high 
digital signatures (10.3.3) 
• user cert' key low medium - medium 
• TTP cert' key (hard disk) medium high - high 
• TTP cert' key (chip card) high very high - very high 

A complete list for the process actor sender-contractor would in
clude training measures and organizational procedures he has to follow 
as well as security measures from other parts of BS7799. 

4.3 IIllpleIllentation Issues 

The contracting agent is built up on a three layer architecture. The 
first layer handles all the connections to the outside. It offers all the 
interfaces to both user or agent space, where the contracting agent stays 
at the moment. 

The second layer holds all the security functionality. These functions 
use a simple role based access control protocol that also takes the sta
tus of the contract into account, similar to the one defined by Holbein, 
1996. Furthermore, this level accommodates different cryptographic al
gorithms to encrypt and decrypt the text or to sign and verify text and 
signatures. All interactions with the contract's content are controlled 
through these functions. 

The third layer contains all information of the contract like the sta
tus of the negotiation, the draft text etc. To assure the user that the 
contracting agent is not hostile, the agent can be signed by a TTP. 
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For the digital signing process the agent offers a graphical interface, 
where the user can enter his private key to sign the contract. The private 
key has to be stored outside of the agent place to prevent any attacks 
from hostile agents. It is possible that the signing can be done over a 
secure interface to a smart card or similar device. In this case, the agent 
does not get hold of private keys. To protect the agent itself from a 
hostile place is more difficult. Some authors, e.g. Sander and Tschudin, 
1998, offer approaches to secure agents against hostile platforms. How
ever, all of these suffer under specific limitations. A solution would be 
to allow registered and certified platforms only or to build up a trusted 
environment between all involved platforms. 

The agent offers all functionality to sign the contract, but only carries 
public keys with it. The implementation of cryptographic programming 
interfaces has to follow accepted standards and must not follow propri
etary standards of hardware or software suppliers. To overcome general 
threats against mobile agents Zapf et al., 1998 and Mandry et al., 1999 
suggest security policies. A major security requirement of contracting 
document to the agent is to keep the contracting data encrypted. 

5. Discussion and Further Research 
In this article we have shown that security requirements for any kind 

of application have to be examined very closely before implementing 
security measures that might seem necessary - even within a small 
area as electronic contracts. To show this, we have applied the five-step 
POSeM method that used security objectives as a basis to derive security 
safeguards. The resulting safeguard list can be used as a checklist for 
implementation purposes. As security measures are costly to implement 
or to use, a careful analysis will help to spend money on those safeguards 
that are necessary instead of general ones. 

There are, however, many open issues in our work, that will be solve 
during future steps: 

• To prove that secure electronic contracts based on agents facilitate 
the negotiation process, a prototype will be implemented according 
to the ideas stated above. 

• Even though the safeguards (or controls) of BS7799 are kept very 
general, they do not address agent-specific issues. Further steps 
will therefore include an agent-specific part for the rule base. 

Notes 
1. The full-length POSeM would now check whether the specification in the process model 

are consistent and do not contradict each other, e.g. whether an actor in the process has lower 
security levels than an artefact he is supposed to handle. 

2. Usually, the implementation levels are differentiated as to the kind of process compo
nent they are about to protect (i.e., actor, activity, or artefact) and to the type of component, 
i.e. an actor may be human or a computer system. 
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