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Abstract Traditional communication switches include an embedded processor that imple
ments both the switch control and network signalling. Such an architecture is 
failure-prone due to the complexity of the control software of modern network. 
Recently, a new approach of controlling switches through an external controller 
is gaining momentum, due the flexibility and reliability it affords. In addition, 
open control protocols and interfaces for controlling and managing networks, 
are now emerging as an alternative to specifications and standards. For instance. 
in the OpeNet project Sun Labs has designed and implemented an open. high 
performance ATM network control platform. 

In this paper we describe the OpeNet Switch Control Interface (ONSCI)-an 
open local switch control protocol, for controlling an ATM switch. An ATM 
switch controller uses this protocol to setup or tear down virtual circuits and 
perform other control and management functions in an ATM switch. Important 
and distinguished features of this protocol are primitives for Quality of Service 
(QoS) management in the switch and support for fault-tolerant operation in case 
of failure of a switch controller. The design of these primitives is based on 
conceptual modeling of the switch architecture. The model is generic enough to 
cover a wide range of ATM switches. 

The protocol was implemented and integrated with the OpeNet platform. 
Without going into specifics of the protocol, we describe its design principles 
and show how it has affected our protocol. 
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1. INTRODUCTION 

Communication switches are built from two major components: a hardware 
component where the data switching takes place, and a software component 
which provides the control mechanisms and the integration of the individual 
switch into a complete network. In traditional switches the control software is 
implemented on a dedicated processor embedded into the switch's hardware. 
This integration is typically tightly coupled and is tailor-made for the specific 
hardware and network application. Such an architecture suffers from many 
disadvantages such as inability to cope with the progress of processor and 
software technology and the inability to re-use the software. 

A new trend has started recently and is gaining momentum: to devise 
open network architectures based on distributed systems principles. Several 
research groups as well as network equipment manufacturers are engaged in 
active pursuit of the problem. Moreover, standardization efforts have recently 
started by the IEEE (e.g., the P1520 working group on application programming 
interfaces for networks [10] and its ATM sub-working group) with a goal of 
defining APIs for future multimedia networks. With such an interface in place, 
the controller is typically detached from the rest of the hardware, need not be 
tightly coupled with it, the entire design allows for easy upgrading of software 
and lends itself to better fault tolerance. 

As part of its activities, Sun Microsystems Laboratories designed and im
plemented OpeNet [3], an open, non-proprietary, high performance, switch 
independent ATM network control platform. To achieve the goal of sWitch 
independence, none of the mechanisms deployed by OpeNet rely on any par
ticular switch. However, to be deployed for operation, the OpeNet must be 
interfaced with an actual ATM switch. Thus the need for a generic interface to 
control ATM switches was felt. This lead to the development of the OpeNet 
Switch Control Interface (ONSCI) [7] which is the subject of this document. 

Our work has two basic distinguishing features from other works on open 
ATM switch control interfaces. Firstly, we provide support for managing Qual
ity of Service (QoS) in the switch in a manner compatible with the ATM Forum 
specifications. Secondly, primitives for fault tolerant operation are provided to 
assist recovery of a switch controller after its failure. In the event of failure 
of a switch controller, a backup controller (or the recovering failed controller) 
may assume the control of the switch and after some recovery operations, starts 
functioning as its primary controller. Other operations supported by ONSCI 
are setting up and tearing down VCs, configure and manage its ports, manage 
its VPs and get other statistics and information related to performance monitor
ing. The interface uses a message exchange protocol which is client/server in 
nature; the switch controller sends requests to the switch which responds after 
processing the request. 
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The Generalized Switch Management Protocol (GSMP) [14] was the first 
protocol developed to control ATM switches. GSMP supports only basic oper
ation like setting up and tearing down virtual circuits, monitoring performance, 
and lacks the more advanced QoS functions needed in an ATM network. The 
second version of GSMP [15] addressed the problem of QoS in the framework 
of Class Based Queuing (CBQ) [6]. This model is appropriate for the Internet 
suite of protocols like RSVP [19], but is still inadequate (and was not intended) 
for ATM networks. A GSMP extension was proposed [1], in the context and 
framework of Xbind [11] that uses the model of schedulable region [9] to carry 
out admission control, but is not compatible with the specifications of the ATM 
Forum. The work by Evans eLal. [5] define a reasonable model of managing an 
ATM switch that provides QoS guarantees, but proposes only an approach and 
not a complete specification. None of these addresses fault tolerance issues. 

The rest of the paper is organized as follows. Section 2 contains a brief 
overview of ONSCI design. To provide QoS support, the model of switch's 
resources and how the controller manages these resources is very important. 
This is discussed in Section 3, which is the major contribution of this paper. 
Section 4 details our assumptions and approach to support fault tolerance. The 
paper concludes in Section 5. 

2. ONSCI DESIGN 
A traditional switch of an ATM network is shown in Figure 1. It has two parts: 

A switching component, sometimes called the fabric or the cross-connect, a set 
of tables containing the forwarding information and configuration data, and a 
processing unit that embodies the control functions. 

The ATM switch forwards its incoming cells to different output ports. This 
forwarding is done at very high speed using the cross-connect. The entries 
in the forwarding table dictate which cell should be forwarded to which port. 
Most of the flow control, monitoring, statistics collection is jointly done done 
by the hardware and software components. Other network wide operations like 
routing etc., are done solely by the processor. In a typical network, decisions 
are made by the software running in the processor and then stored in the tables 
to be used by the cross-connect. Such manipulation of the data structures is 
typically done by a tight integration between the processor, the cross-connect, 
and the specific manner in which the data is stored in the tables. 

To overcome the deficiencies of a traditional ATM switch, a new architecture 
is proposed as depicted in Figure 2. An ATM node is divided into two major 
parts: The node controller (or switch controller) and the nodal switching sub
system (also referred to as "the switch"). The switching subsystem is essentially 
a very simple traditional switch where the processor need have extremely lim
ited computational power and a small interconnect-protocol (software) module 
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Figure I A traditional ATM switch Figure 2 An ATM Node 

with which it communicates with the controller. The switch is expected to have 
a limited capability processor, and a minimal operating system. The design of 
ONSCI is influenced by this assumption. 

The switch controller is a generic high performance computing platform. 
No restrictions are imposed on its architecture. For instance, it may be a high 
end workstation with a generic operating system. 

The switch controller sends messages to the ATM switch through a duplex 
interconnect. The ATM switch processes the message and sends back the 
response to the controller. ONSCI uses a regular ATM port for the intercon
nection. This makes the ATM switch uniform and enables a simpler and richer 
fault recovery mechanism (Section 4). 

ONSCI primitives allow programming of the switch forwarding table. Thus, 
the controller may send and receive (signalling) messages on special VCs 
(VCI between 0 and 31 on VPI 0) of each port by diverting them to specific 
VCs on the ATM interconnect. The switch tables can be programmed using 
ONSCI to reserve resources for connections (in a manner compatible with the 
ATM Forum). ONSCI is not tied to one particular signalling protocol. For 
instance, in one configuration of the network, all the nodes may use PNNI 
signalling, whereas in another configuration OpeNet signalling may be used. 
ONSCI also supports functions that are used for operations such as monitoring, 
management, configuration control, link failure indications, and processing of 
OAM cells. 

To maintain the reliability, the processor that is implemented in the switch 
is a very simple one, not running any complex operation but just responding 
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to requests from the controller. Therefore, it is clear that the controller is the 
susceptible point with respect to reliability. Our main design philosophy is 
that the switch should be able to continue operating, as much as possible, even 
with the failed controller and providing a mechanism with which a standby 
controller can gain the control of the switch. When a standby controller takes 
over the control of switch, it needs to recover the state of primary controller 
just before its crash. Primitives of these operations are included in ONSCI. 
Our design also allows to take the controller down in a graceful manner so as 
to allow upgrading or fixing the control software. 

3. MODELS AND STRUCTURE 

The switch interface design is based on conceptual modeling of the switch 
behavior as well as the way it supports different QoS requirements. These 
models cover most ofthe switch implementations regardless of the way the basic 
switching function is implemented, as well as the ways buffers are managed 
across different connections, and the way QoS is provided. It also captures a 
broad range of the switch core control architecture. 

3.1 THE SETTING 

ONSCI is defined in terms of AAL5 message exchanges between the switch 
and a controller. This interconnection may use pre-configured ATM VCs on a 
regular ATM port, or a virtual circuit between the switch and the controller as 
shown in Figure 3. This allows a single controller to control multiple switches 
as depicted in Figure 3. The switch controller controls switch-\ directly (i.e., 
the control VC indicated by the dot-dashed line) and controls switch-2 indirectly 
(i.e., the virtual circuit indicated by the dashed line). 

ATM Switch:! 

Figure 3 Control of multiple switches 



410 

3.2 PROTOCOL NATURE 

The interaction between the switch controller and the switch is master-slave. 
The controller issues a command to the switch by sending a request packet 
which is encapsulated in an AAL5 frame. The switch performs the request 
and send a response message with a similar structure. Every packet contains a 
32-bit transaction identifier which is used by the controller to match a response 
to a request. Most of the request messages are idempotent, and it is the 
responsibility of the controller to re-issue requests in case of packet losses. The 
resource management messages are not idempotent and carry another identifier. 
The state of one resource management packet is remembered by the switch to 
detect retransmissions. 

Other than these messages, the switch asynchronously sends event messages 
to the controller to report certain conditions like a link going down, in a manner 
similar to that described in [14]. 

3.3 CONNECTIONS 

The switch and its controller refer to individual connections by means of an 
abstract data structure which is referred to as generalized forwarding table. An 
entry in the generalized forwarding table consists of a set of input designators, 
a set of output designators, a traffic descriptor and some additional parameters. 
An 110 designator is a triplet of port number, VP and VC identifiers and is the 
means by which the switch identifies individual data flows. 

Every cell arriving at any input designator are switched to all the corre
sponding output designators. The traffic descriptor follows the ATM Forum's 
specification and includes traffic type and other parameters (see [7]). An en
try in the generalized forwarding table defines a flow in one direction only. 
A bidirectional connection includes two entries, one in each direction. The 
port to which the controller is attached treated as other ports and cells can be 
forwarded to and from it just like other ports. 

3.4 SWITCH PARAMETERS AND QOS MODEL 

The switch can support a set of predefined QoS classes. The set can vary 
from the minimum set defined by the ATM Forum (CBR, VBR-RT, VBR-NRT, 
ABR, UBR) [18] to a larger set which is proprietary to an individual switch. 
The switch has its own proprietary way to translate the class identity and call 
rate into its internal switch tables. This translation is only known to the switch 
and may be hidden from the controller. Sometimes this translation is easy as 
mapping the given QoS class into a internal priority class and including rate 
parameters for switch policing functions. Other more sophisticated switches 
need to translate the rate parameters and insert these translation into switch 



411 

internal buffer management table. The translation to the internal format is done 
by the embedded processor on the switch. 

3.5 SWITCH ACCOMMODATION CONTROL 
MODEL 

In addition to the ability of the switch to carry calls of certain QoS and rates, 
we assume that an accommodation test mechanism also exists by which the 
ability of the switch to accommodate an additional connection can be checked. 

At the source of a connection a routing decision must be made, and the 
source node must be able to estimate the ability of every switch along the 
computed route to accommodate the requested connection (we refer to this as 
the remote CAC test). During connection set-up, every node along the path 
must verify that the resources required by the connection are available (we refer 
to this as the local CAC test). Furthermore, there are two phases during the 
set-up time: first the node checks for resource availability and sets the resource 
aside tentatively, and then, when all nodes along the path have confirmed the 
availability of the resources a commitment is made. 

The local CAC test described above, is done by the local controller in coop
eration with the local switch. The accommodation test must be conservative in 
the sense that whenever it indicates that a call can be accommodated, it should 
be able to obey the QoS contract in the physical switch. On the other hand, the 
accommodation control test should be fairly accurate and not overly conserva
tive to allow for efficient utilization of all the physical resources available. 

In order to approximate remote CAC, a generic call admission control 
(GCAC) procedure has been defined which takes the new call rate parame
ters (SCR, PCR, MBS) along with the three parameters (ACR, CRM, VF) 
which are advertised by remote node for each of its link. The advertised GCAC 
parameters are switch dependent (VF parameter in PNNI GCAC), and the con
troller should be able to interrogate the local switch regarding the availability 
of resources (VF parameter). 

The above observations have led to a CAC model whose major components 
are shown in Figure 4. The translator block converts commands which are 
expressed in terms of a generalized VC table entry to the switch internal 
formats and parameters. In the reverse direction, the translator will make some 
of its internal settings available to the controller. The accommodation test 
and availability checks are performed with the accommodation oracle whose 
components are depicted in Figure 5. 

At the core of the accommodation oracle is a function or a performance model 
which can estimate quite accurately whether a new call of given QoS and rate 
parameters can be accommodated. While such a procedure is an essential block 
in any ATM system, it is the most switch dependent one. Even if we use known 
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models (such as one of the equivalent capacity models of [18], [8] or [4]) there 
are necessarily some parameters in these models which are switch specific and 
capture, for example, the amount and structure of buffering in the switch. It is 
quite possible that the implementation of the oracle might contain a proprietary 
switch model. In addition the oracle maintains a current traffic base, whose 
structure is undefined but which embodies the oracle's view of existing traffic 
base. To make an accommodation decision the oracle combines its notion of 
the current traffic with the requested new connection. 

With no further assumptions. the traffic base will consist of the list of 
connections with their traffic descriptors and QoS parameters. This will render 
the test and translate operations very complex and time consuming, adversely 
impacting the connection set-up procedure as we described earlier. To facilitate 
these operations we further assume that the accommodation control function is 
additive (or cumulative). This means that if A is the set of existing calls over a 
link of the switch and Cl and C2 are two given calls, and if Cl is feasible under 
link state AUC2, then C2 is feasible under the link state AUCI. This implies that 
the list of individual connections need not be maintained but that some form of 
aggregation would suffice and that allocating and de-allocating resources can 
be easily incorporated into the base. We also assume that the accommodation 
control function is monotonic which means that if Cl is feasible under state A 
and C2 has a rate description (and QoS) that is smaller than that of Cl, then C2 is 
also feasible under state A. With this assumption one availability check would 
suffice to quickly determine the availability of resources for several (small) 
connections. 

If implemented in the switch. the accommodation oracle and the translator 
have direct access to all the switch registers and can make the most accurate 
calculations. If implemented in the controller, the accommodation test function 
can be more efficient as the oracle can make full use of the computational 
resources of the controller and does not need to communicate with the switch 
for each decision. In this case the oracle may have to retrieve switch-specific 
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information from the switch, for which the private primitive is provided in the 
interface. 

4. SWITCH RELIABILITY SUPPORT 

The switch controller which has a large software component is more prone 
to failure than the ATM switch. ONSCI primitives allow a secondary controller 
located anywhere in the network, to replace the failed controller of a switch, 
enhancing the controller's availability. The controller is not involved in normal 
data transfer operation, and therefore the connections successfully established 
before its failure are not affected by Its failure. 

As soon as the failure is detected, a secondary controller sets-up VCs to 
the switch and modifies its forwarding table (using a pre-established virtual 
circuit) to divert the special VCs at each of its ports. It then queries the ATM 
switch to get a list of connections in progress and gathers information from 
its neighbours to reconstruct the state of primary controller and starts working 
as the primary controller of the switch. The following sections describe these 
operations in more detail. 

4.1 MULTIPLE CONTROLLERS OF A SWITCH 

A control point is a special I/O designator on which incoming messages are 
treated as ONSCI requests by the switch and the outgoing messages contain the 
corresponding switch response. Every switch has at least one default control 
point, which is used by the switch to locate its primary controller when the 
switch is powered up. 

Secondary controllers may be attached to the switch by dynamically creating 
new control points (using ONSCI primitives) and creating a VC from the new 
control point to the secondary controller. Thus, a controller can, in principle 
control, more than one ATM switch at a time as indicated earlier in Figure 3. In 
a realistic setting, a primary controller of a switch may also act as a secondary 
controller for another switch. 

4.2 REBUILDING STATE INFORMATION 

When a secondary controller takes over the control of an ATM switch, it 
first rebuilds the state of the primary controller, then it creates an additional 
secondary controller (if possible) and finally advertises its presence in the 
network and starts working as the primary controller of the switch. Of these, 
the first one is the hardest. The relevant state of the primary controller includes 
list of connections (in the generalized VC table), traffic descriptor and QoS 
of individual connections, and other information like link status of individual 
link, the load on ATM switches etc. The secondary controller gathers the 
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relevant information by three methods: from periodic broadcasts, by querying 
neighbors, and by querying switch. 

The list of active connections on a port along with the VCI, traffic descriptor 
and QoS of the connections can be obtained from neighbors. This along with 
the forwarding information from the switch's cross-connect is sufficient for 
building the generalized forwarding table. State of the traffic base of accom
modation control oracle is constructed by accumulating the traffic descriptor 
and QoS of each connection to the traffic base. Recall that in Section 3.5 we 
assumed that the accommodation control procedure is cumulative. Therefore 
the connections can be re-accumulated in any order to reconstruct the traffic 
base. 

The state information thus constructed reflects the state of the controller 
at the time it crashed. Some events (like connection tear-down) may have 
occurred between the crash and subsequent recovery. Thus, the recovering 
controller needs to carry out corresponding update in its state and possibly 
some additional operations, described next. 

4.3 PARTIAL AND ZOMBIE CONNECTIONS 

A partial connection is a connection such that there is one neighboring 
controller which believes that the connection exists and there is another which 
believes it has been closed. A zombie connection is one where none of the 
adjacent controllers believes that the connection exists. A connection may 
become partial or zombie if its tear-down is initiated after crash of a controller 
in its path. 

The recovering controller identifies the deleted input and output branches, 
traffic descriptor and QoS of partial connections, using the neighbour and switch 
information. It then removes these branches from the switch forwarding table, 
updates the current traffic base and initiates a connection tear-down if needed. 

Zombie connections are more difficult to deal with. Their existence can be 
identified but their traffic descriptors and QoS parameters may not be recov
erable. In order to reclaim the resources allocated to zombie connections, the 
entire traffic base may be rebuilt from scratch. 

The overall availability of the network to incoming calls mainly depends 
upon the number of secondary controllers, the mean time taken by a secondary 
controller in rebuilding its state and the mean time taken to repair the faulty 
controller. From these parameters, using the standard reliability theory tech
niques [2], [17] it should be possible to figure out the (approximate) number of 
secondary controllers needed to ensure a given availability. 

The primitives in ONSCI protocol provide support needed by the controller 
from the switch in order to make the network tolerant to faults in the controller. 
For the details of the protocol, the reader is referred to [7]. With proper design 
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of protocols at higher layer, and support from ONSCI it is possible to build a 
fault tolerant network. 

s. DISCUSSION AND CONCLUSION 

We have proposed the OpeNet Switch Control Interface (ONSCI), a new open 
ATM switch control interface based upon principles of distributed systems. 
ONSCI is switch independent and supports a variety of primitives to allow 
many network control platforms to be implemented on top of it. We chose 
the ATM Forum's traffic management model and the OpeNet signalling as an 
example. 

Two innovative contributions are included in ONSCI: (1) support for a re
source management scheme for the provision of general QoS that is both switch 
and signaling platform independent (2) support for a fault tolerant operation in 
the vein of increasing availability. Our design assumes limited switch capabil
ity in terms of the amount of memory and particularly CPU power. The idea 
behind this design is to allow simple (read: stable and reliable) processor as 
part of the switch. 

One of the major problem in designing this interface was how to identify 
resources of the switch allocated to a particular connection. Imagine a situation 
when a branch is to be added to an existing multicast connection. In order 
to compute the amount of additional resources needed for this purpose, the 
resources already allocated (buffers, bandwidth, etc.) must be known. The 
CPU of the switch performs only very simple operations and is incapable of 
storing this resource mapping. The controller cannot store this information 
either as the amount and structure of switch resources is switch specific which 
cannot be generalized. 

Resource identification has other benefits also. If the switch resources 
allocated to a particular connection were identifiable, all the commands in the 
resource management group could have been made idempotent, simplifying 
the protocol. The problem of reclaiming resources from zombie connections 
would have become much easier. 

Explicit resource identification requires enormous book-keeping in the switch 
(and a more complicated switch model). It also needs significant software on 
the switch. This conflicts with our original goal of decoupling software and 
hardware components of a traditional ATM switch, distributed implementation 
of these two components, and open switch control interface. Despite the ad
vantages of explicit resource identification, we decided not to opt for it. The 
tradeoff in favor of simple switch software is desirable. 

We solved the resource identification issues in a variety of ways. In terms of 
the resource management commands, we chose to implement those in a more 
reliable manner which includes specific ACKs for each request. In terms of 
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resource searching, we require that all messages that refer to resources should 
carry enough information to allow the switch to infer, rather than compute or 
search, the resources involved (e.g., including all I/O designators in identifying 
resources of a multicast connection). This is, in addition to the assumption that 
resource accommodation is monotonic and cumulative. 

The inability to identify resources impacts the recovery process after failures. 
To that end we provided primitives that will allow to reconstruct the state of a 
failed controller, considering the fact that a large amount of information can be 
acquired from neighboring controllers. 

ONSCI was implemented and integrated with the OpeNet control platform. 
Pure ONSCI implementation on an ATM switch was not available, but we 
had access to GSMP-capable ATM switch. We wrote a thin layer of software 
which converts ONSCI message to GSMP messages and GSMP response to 
ONSCI response. Using this basic functionality of ONSCI, like connection 
management, statistics etc., were successfully tested. 
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