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Abstract In a k out of n threshold signature scheme the secret key is distributed 
to n participants, so that any subset B of participants, with IBI ~ k, 
can combine their shares to form a signature, while any subset of cardi
nality ::; k - 1 gain no information about the signature. In democratic 
organizations the number of users vary temporally while maintaining 
the relationship k = L ~ J + 1. The manner in which a legislature votes is 
similar to a threshold signature scheme, and the power to sign is similar 
to possessing shares to sign. The transfer of power to sign is an integral 
part of democracy. In recent work, redistribution schemes have been 
developed that allow one to vary the threshold k and the number of 
users n. However, these solutions require parties to delete their shares, 
which is often an unrealistic assumption. Here we provide a model for 
democratic bodies and solve the related problem of assuring an orderly 
and verifiable transfer of power as the size of the body varies. 
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1. INTRODUCTION 

A threshold cryptosystem can be used for those situations where at 
least one of the parties is an organization rat her than an individual. To 
achieve this, a secret needs to be distributed throughout the organiza
tion so that authorized groups in the organization can use the secret, 
and ensure that no unauthorized group gains any information ab out the 
secret. For example, In the banking industry, large transactions need 
to authenticated. If the authentication of the transaction was left to an 
individual's discretion, then this could lead to invitation to embezzle
ment. The need to consider such scenarios was observed by Shamir in 
[12]. Thus authentication could be shared out to group(s) within the 
bank. 

Threshold cryptosystems are based on threshold schemes. In a k out 
of n threshold scheme [12, 1] all subsets of cardinality 2: kare authorized 
sets and can recover the secret, and all subsets of cardinality ::; k - 1 are 
unauthorized sets who cannot recover the secret. 

A topic related to our interest is "dynamic threshold sets". Can 
threshold schemes be developed which will allow a threshold or the num
ber of participants to vary during its lifetime? The problem "how par
ticipants authorized by their access structure r, can redistribute shares 
to a new set of participants in a new access structure", was addressed in 
[6, 8]. In [6, 8], redistribution protocols were developed that will allow 
a set of n participants in a k out of n threshold scheme to redistribute 
their shares to n' participants so that any k' out of n' can recover the 
secret key. 

This paper will address a problem related to "dynamic threshold sets" . 
Consider the following: A legislative body, like a congress, often passes 
"laws" according to some minimum of yes votes which is a proportion 
of the body present (some possibilities include majority or two-thirds). 
In such a situation the threshold is dependent on a proportion of the 
body that is present on a given dayl. One day it may be a 51 out of 100 
threshold, the next day a 45 out of 88. Consequently, we would need a 
scheme which allows transfer2 of signature power. 

The goal here is to provide an accurate model for democratic bod
ies and solve the related problem of assuring an orderly and verifiable 

IThe unit of time is relative. Most legislatures are dynamic throughout a given day, so we 
could substitute any time interval for "day " . 
2We use the word transfer as an analogy, the participant will redistribute their share to the 
n' participants. 
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transfer of power as the size of the body varies. Let us first differentiate 
between situations when the democratic body has been terminated and 
when the body is being dynamic in size. For example, for situations 
when some type of election has taken place, or if a member has been 
thrown out of office for some reason, we would view that the body has 
been terminated, and that a new one has begun. The body is being dy
namic when membership doesn't change but the threshold has changed. 
For example, the body's threshold may go from a two-thirds majority 
to a simple majority (like in the D.S. Senate), or the body maybe work
ing with a threshold of a simple majority, and the threshold is changing 
due to absenteeism. It is the latter "dynamic threshold" that we will 
address. Thus when many members are removed we will refer to this 
as the body has been terminated, and its term has expired. Any time 
the body is able to consider motions, we will refer to this as the body 
is in session. Any time when the threshold of the body has changed, 
yet the body has not been terminated, we will refer to this as a session 
has ended and a new one will begin. As we will discuss later, when one 
considers different legislative bodies, there is a great diversity. Some 
bodies are not dynamic at all , whereas others are in constant change. 
Some bodies have only one session in their term, and others can have 
multiple sessions in a given day. We would like to develop a model for a 
democratic body 3 for seeure transfer of power of signing when session 
changes occur. Furt her , we will view that members of the body may 
be adversarial, and that the body is an electronic body, because of this 
verification of the transfer is important. This model will be used as a 
guide to develop verifiable democracy. 

Consider a legislative body P1, ... ,Pn . They possess shares to a secret 
key which allows motions presented to the body, to be voted on, passed, 
and signed into law. The number of legislators present will vary from 
time to time. As long as a quorum exists (a pre agreed minimum number 
oflegislators needed to be present), the motions can be passed, according 
to some threshold, for simplicity we will adopt a simple majority vote. 
Le. a kt out of nt where nt represents the number of legislators present at 
time t, and kt = l!fj-J + 1. Again for the sake of simplicity, let's assume 
that the quorum represents a majority of the total number of legislators, 
i.e. the quorum is k = l1 J + 1. At any time there may be nt legislators 

3The use of legislators is merely an analogy, one could substitute any body whose threshold 
set is dynamic, a board of directors, the set of citizens attending a town hall meeting, or even 
the set of faculty attending a faculty meeting. 
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present, a motion can be voted on as long as nt ~ k. In that case the 
motion would be voted on in a kt out of nt threshold scheme, where 
kt = l!!;f J + 1. Before the legislators P{, ... 'P~t vote on the motion, a 
set Pi!, ... , Pik' which is a subset of P{, ... , P~t' will have to send to the 
legislators which are present, i.e. P{, ... , P~t' the power to use the secret 
key to sign. They can do this since they possess shares of the key in a k 
out of n threshold scheme. 

First observe that the transfer of signature power must be temporary. 
For example, suppose that the original body is of size 100, then one day 
only 88 are present. Any 51 out of the 88 participants can transfer their 
signature power to obtain a 45 out of 88 signature scheme, so that 45 
can sign. If the next day there are 97 present, then the threshold has 
now changed to 49, and 45 should not be able to sign. 

Consider so me attempts at a solution of redistributing the power of 
signing. Every time a new threshold is needed we simple create a new 
secret key. The cost, however, is prohibitive. This cost can be measured 
in time needed to authenticate new public keys, as weH as, the cost of 
publishing new public keys. Another reason why this is not an appropri
ate solution is that it is not natural. The secret key should be associated 
with the legislative body, and only when the term of this body is com
pleted, should a new key be established. In addition, absenteeism may 
be a common feature of the legislature. For example, consider the town 
hall meeting example, in this situation it is one-person one vote, during 
a single meeting citizens may walk in andjor walk out. Each time a new 
key would need to be generated. 

A second attempt at a solution is to use the results developed by [6, 8]. 
This would allows us to go from a k out of n threshold scheme to a k' out 
of n' threshold scheme. In these schemes, participants must destroy their 
old shares. In some applications this can be an acceptable assumption, 
but as a requirement it invites abuse as we now discuss. For example, 
suppose that the body is of size 100, shrinks to 88, and then grows to 97. 
Since the set of participants has shrunk to 88, the threshold has shrunk 
to 45. When the set of participants grows to 97, the threshold has grown 
to 49. To prevent 45 members (of the old threshold) to be able to sign, 
97-45+1=53 members must delete their old shares. Which is larger than 
the original majority! And if they do not, then 45 members can sign! 
This is contrary to our intentions. 

Let us describe some properties that a complete solution should pos
sess. We have already observed that the transfer of signature power 
should be temporary. This can be achieved by having participants 
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Pi! , ... ,Pik transfer their partial signatures instead of their power to 
sign. 

Secondly, observe that a few of the k (out of the nt) participants 
Pi! , ... ,Pik could thwart the process by not properly transferring their 
power (shares). This would be especially true if the message (law) was 
such that they had avested interest that the law should not be passed. 
Thus, as the transfer of power is message oriented, there is a need for 
the set Pil"'" Pik to transfer power blindly (Le. without seeing the 
message). 

Third, the participants Pi, ... , P~t' w hen given an opportunity to act 
on legislation must know that the outcome ("sign" or "not sign") is a 
result of their decision and not a result of bad faith on the part of the 
participants Pil , ... , Pik who had transferred them the power to sign. 
For example, if the law was not signed, who is to say that this is because 
there did not exist kt participants, a majority in Pi, ... , P~t' who wanted 
to sign or rat her that a majority in Pi, ... 'P~t were not ever truly given 
the power to sign that message temporarily blinded. 

Lastly, no set of participants should gain any information about a 
motion made during an illegal session, a session where either cheaters 
have been discovered or the number of legislators present is less than the 
quorum k. 

In light of the fact that we intend to verify transfer, one may wonder 
whether transferring this power blindly is still a necessary requirement. 
However, for various reasons we think that this aspect of the model 
is essential. Let us consider some examples of legislative bodies. A 
President of the V.S. is an example of a 1 out of 1 threshold. There is 
no dynamic aspect to this threshold. The session runs the length of the 
term, which starts when the President takes office and ends when the 
next president takes office. Legislation lli blinded to the President when 
the transfer of power occurs. That is, there is no revealing of all possible 
legislation to the President-elect at the moment of transfer occurs. In 
a town hall meeting or board of directors, any member at that moment 
may make a motion. The session had started once the group of people 
had congregated for the meeting. Thus the motion has been made public 
after the transfer of power has occurred. Most government legislatures 
have formed committee-based legislation. A proposed law, may be voted 
on to send it to a committee, it works its way through committee to see 
if it is prudent, then making its way back to the legislature for a final 
vote. This structure exists because there is a realization that some laws 
need to be carefully considered until a final vote. However, the original 
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motion was blinded, and a vote occurs to determine whether it should 
be sent to a committee. Arguably the initial motion was blind in the 
sense that the transfer of power has already occurred when the legislators 
congregate together, so the transfer occurs without seeing what motions 
will be voted on. 

An important tool in politics is delay. As we have detailed motions are 
made after the transfer of power has occurred. A model which requires 
motions to be revealed before the transfer of power has taken place lends 
itself to encouraging deceit, because delay is a useful tool. True our 
scheme will employ verification of the transfer, but history has shown 
how one member is willing to sacrifice their career for the good of the 
political coalition that they belong to. That is, if a coalition realizes 
that the number of coalition members is not sufficient to block passage 
(or to ensure passage) of a motion a member may cheat for the good 
of their coalition by sending false shares, it is detected because of the 
verification (and so the member may be penalized because of it). But it 
is effective, because the vote on the motion has been delayed. 

Because we are considering a electronic legislative body, there is no 
"physical presence" which will represent transfer of power, hence in our 
model we will adopt a need of motionsflaws be blinded prior to given to 
the body, after the transfer occurs the motion will be revealed. 

We start with a k out of n threshold scheme. At time t, mt will 
represent the message. The following will describe a protocol which al
lows temporary transfer of signature power from a set of k participants 
Pi!, ... ,Pik to a set of nt participants Pi, ... , P~t. Further, the protocol 
includes verification, so that the nt participants can verify that the k 
participants have honestly sent them this power. Most important, the n 
participants never cede power of future signatures to the nt participants 
Pi, ... , P~t· The protocol can be applied to any RSA threshold scheme 
[11], which allows transfer of partial signatures, as long as the thresh
old scheme described by the partial signatures is a linear secret sharing 
scheme. 

2. DEFINITIONS AND MODEL 

Definition 2 .. 1 A k out of n threshold scheme [1, 12} consists of two 
algorithms: a distribution algorithm 1) and a reconstruction algorithm 
R such that if PI, ... ,Pn are n participants, then for each S E K, (the 
set of secrets), shares SI, ... ,Sn are constructed from the sets SI, ... ,Sn 
(called the share sets), using distribution algorithm 1), and distributed 
to the participants PI, ... , Pn , respectively, such that any k out of n 
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participants can, using their shares and the reconstruction algorithm R, 
compute s. Further, any set B' of participants, with IB'I ~ k - 1, gain 
no information about the s. We will denote this k out of n threshold 
scheme by (V, R). The set of all B, for which IBI ~ k, is denoted by r. 

2.1 LINEAR SECRET SHARING SCHEME 

Definition 2 .. 2 [6} The class of secret sharing schemes in which the 
key s = 2: Wi,B(Si) where B E rand Wi,B : Si(+) -+ K(+) is a homo

iEB 
morphism, for each i E B, is called a linear secret sharing scheme. 4 

Karnin, Greene and Hellman [9] were the first to consider such schemes, 
their work was concentrated in the area of Galois fields. Some examples 
of recent work in the area of linear secret sharing occurs in [7, 6, 8]. 

2.2 RSA SIGNATURE SCHEME 

The RSA signature scheme is an example of a linear secret sharing 
scheme, and will be used to create a solution to the verifying democracy 
problem. 

Suppose Alice wishes to create a public key using RSA. Alice randomly 
selects two distinct primes, of sufficient size. Alice forms N which is the 
product of the two primes. Let cp(N) denote the Euler totient function. 
To form a RSA public key, Alice randomly selects e ER Z;(N)' where
upon Alice computes d such ed mod cp(N) = 1. Alice publishes N and 
e, and keeps d as her private key. 

Suppose Alice wishes to send to Bob a signature of message M. Alice 
applies a hash function hO to M, so that m = h(M). Alice sends to 
Bob M and m d , whereupon Bob can verify the signature by computing 
m = h(M) and raising it to the power e. If the result of the signature is 
m then Bob accepts the message. 

2.3 THRESHOLD RSA SIGNATURE 
SCHEME 

The problem of extending the RSA signature scheme to a threshold 
signature scheme is that cp(N) cannot be revealed to any of the par-

4Thus a linear secret sharing scheme is a threshald scheme such that far all B E r, 'R(SB) = 
2: IVi,B(Si). 

iEB 
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ties, even to the n participants PI,"" Pn . Threshold RSA schemes are 
described in [5, 10]. 
Set up The secret is d E Z;(N)' A "trusted dealer" computes shares 
SI, •.. ,Sn and sends them privately to PI, . .. , Pn , respectively, SO that 
for all Be {PI, ... , Pn }, with IBI = t, L Wi,B(Si) = d. In [5], the Wi,B 

iEB 
represents a row matrix of nonnegative integers. Therefore there exists 
coeflicients ai,B such that d = L ai,Bsi' 

iEB 
Now if M is some message, then ME ZN' Apply an appropriate hash 

function hO to M resulting in m = h(M). 
Signature The RSA threshold scheme5 is a linear secret sharing scheme. 
Thus as L Wi,B(Si) = d, we have 

iEB 

m d = mLiEB ai,BSi = rr mai,Bsi = rr S~i,B . 
iEB iEB 

2.4 REDISTRIBUTION 
To explain how redistribution works let us assume that W represents 

a matrix. Suppose 

WB = [WilB, Wi2B,···, WikB] 

where B = {~1l'" ,Pik}' 

Si2 [ 

Sil 

S = [Wil,B, Wi2,B, ... , Wik,B] : 

Sik 

and where s is the secret key. 
For each ij, j = 1 to k, Pij will distribute Sij to Pi, ... , P~t such that 

for all B', with IB'I = kt : 

5The notation for threshold RSA has been simplified, for the precise definition of exponenti
ation see [5]. 
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(observe that for each B' there are precisely kt of the iI!1,BI which are 
non zero, the remaining are zero). Then 

Therefore for any B', and B fixed, 

Hence 

I ] iI! i2:. ,B 
sik l 

[ 

iI!il,B 

iI!ibB 

(observe that SI is independent of B'). So for any B' 

~h I Sh 

Slkt 

I [ iI!il,B 

iI!i2,B 

iI! ik,B 

w here B' = {Pt , ... Pt }. Thus Sl represents the share (calIed the 
1 kt 

"compressed share") of Pt which has been created by the redistribution 
of the shares Sil' Si2' ... , Sik 

The transfer of signature power will be performed by redistributing 
partial signatures, and not shares of d, in a k out of n threshold scheme 
to partial signatures in a kt out of nt threshold scheme, using the redis
tribution protocol in [6]. We will omit further details of the description 
of the redistribution protocol, and refer the reader to [6, 8]. 

2.5 VERIFIABLE SIGNATURE SHARING 
SCHEME 

Verifiable signature sharing is a cryptographic sharing technique which 
allows a holder of document to distribute shares of the signature of the 
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document to proxies (participants), so that the proxies can later recon
struct and sign the document (if they wish). Further, by the end of the 
distribution phase, honest proxies can verify that they have been given 
shares of the authentie signature, without reconstructing the signature. 

2.6 MODEL 

We start with a k out of n threshold scheme. At time t, nt will 
represent the number of participants present, mt will represent the mes
sage, and kt will represent the dynamic threshold. A quorum exists 
provided nt ?: k. Whenever nt ?: k, we assume the following: (i) kt < k 
and (ii) kt ~ nt. In the case nt < k, we set kt to 00. Let us denote 
At = {P{, ... , P~t} as the set of participants present at time t. B t , a 
sub set of At, represents the set of participants present at time t which 
are willing to sign mt. 

MODEL 2.6 

(i) (completeness) If nt ?: k then VBt , with IBtl ?: kt , either Bt can sign 
mt or they can identify cheaters. 
(ii) (soundness) If B: ct At or if IB:I < kt then B: cannot sign mt rt 
{mi: l~i~t-l} 
(iii) The action of the cheaters should be independent of the message. 
Therefore ifVB' (represents a set of cheaters), with IB'I < k, Vmt, m~ the 
family {Joint - ViewB' (x, h, mt)} x is computationally indistinguishable 
from {Joint - ViewB,(x,h,m~)} x, where x is the RSA public key and 
h is the history. 
(iv) If nt < k or if cheaters have been discovered, then no subset of At 
should gain any information about mt. Therefore Vmt, m~ the family 
{ Joint - V iewAt (x, h, mt)} x is computationally indistinguishable from 
{Joint - VieWAt(x,h,m~)} x 

3. THE MAIN TOOL 

We will be working in an RSA setting. Observe that the secret key 
d, represents the true signature power. If the participants Pil' ... ,Pik 
redistribute their shares of d to At = {P{, ... , P~t} to sign some message 
mt, then this set At possesses the power to sign future messages. To 
expect the set At to erase their shares of d, is not realistic. Thus what 
should be transferred is shares of the signed message not shares of d 
(shares of the signed message are called "partial signatures"). 
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As we have mentioned, the message will be blinded. We can achieve 
a "blinded mt" by raising mt to the power e to form mf mod N (here 
the e refers to the exponent which is public in the RSA scheme). Now 
if shares of d were provided to PI, ... , Pn , then the partial signatures 
applied to m~ would actually be partial signatures of m~d = mt, which 
is not a signature of mt (we would like mt). We solve this problem 
by distributing shares of d2 to PI, ... ,Pn rather than shares of d. Then 
when we were to apply partial signatures to m~, they are shares of m~d2 = 

d 
mt· 

4. PROTOCOL - A DEMOCRATIC 
THRESHOLD SCHEME 

The following protocol describes a democratic threshold scheme that 
solves the posed problem. 

D will represent a "dealer". D will be involved in generating N, 
public key e and secret key d. Then D publishes (e, N). D will also be 
responsible for creating the original shares of ~, and distributing them 
privately to PI, ... , Pn . 

Since (e, N) is public, any person (even people who are not legislators) 
can make a motion Mt to the legislative body. Before they present the 
motion, they will apply a hash function hO to it. The result is mt = 
h(Mt ). Then they blind mt and Mt, and present mf to the legislators 
which are currently present, Le. At = {PL ... , p~J. This person, doing 
the blinding, will be denoted by B. Throughout the protocol we assume 
that if a cheater is discovered, or if a COMPLAINT is registered, then 
the participants will terminate the protocol (or they will complete the 
step that identifies the cheater, and then terminate). We assume that 
kt ~ L~J + 1 (i.e. kt is greater than or equal to a majority). 

Prom now on, shares that are represented by lower case letters will 
denote shares of the secret key. Shares that are represented by upper 
case letters will denote partial signatures. Compressed shares will be 
denoted with a tilde. Coefficients used in a k out n will be given by ai,B, 
whereas, coefficients used in a kt out nt will be given by a~,B.) 

Initialization - I 

I - 1. D chooses p and q primes such that p = 2p' + 1 and q = 2q' + 1 
where p' and q' are primes, and sets N = pq. D chooses e ER 

Z;(N). d is determined such that ed = 1 mod <jJ(N). D makes 
(e, N) public D then creates shares Si of d2 using a RSA thresh
old scheme which is a linear secret sharing scheme. D privately 



64 

distributes the shares SI, S2, ... , Sn to participants PI, •• ·, P n , re
spectively. Consequently, for all B E r 

L ai,Bsi = d2 mod </J(N) 
iEB 

I - 2. D chooses a "test" message w E ZN' and publishes (w, W Sie2 ) = 
(w, Wi) for each i = 1, ... , n. Observe that wSie2 is a share of w, 
which can be computed in a k out of n manner. 

Transfer of motion -TM 

TM - 1. An individual ß makes a motion Mt, and applies the hash 
function hO to it. The result is mt = h(Mt ). 

TM - 2. ß blinds mt by computing mt --+ m~ and similarly E(Mt ) is 
the blinding of Mt. 

TM - 3. bt = m~ is then broadcasted to At = {P{, ... P~t}' 

Transfer of signature shares - TS 

TS - 1. If nt 2 k continue, otherwise they terminate the protocol. 
TS - 2. Any k participants are chosen from the set At. We will denote 

them by ~l' ... '~k. 
TS - 3. For each j, participant ~j possess a share of d2 which is denoted 

by Sir Hence they possess shares of (mn d2 . Such a share will be 
denoted by Sij = (mnSij • 

TS - 4. ~j forms nt shares of Sij using redistribution protocol described 
in [6]. These nt shares will be denoted by Sl,ij' ... ' Snt,ij. The 
result is a kt out of nt threshold scheme which will compute Sij. 

TS - 5. For each 1 = 1, ... ,nt, Pij forms Sl,ij ~ (mnSI,ij which is a share 
of Sij. 

Recall (mnSl,ij, (mn S2,ij, ••• ,(mnSnt.ij are kt out nt threshold shares 
which can compute Sij. 

TS - 6. ~j sends Sl,ij to Pt via private channels for each l, 1 = 1, ... ,nt 

TS - 7. For each l, 1 = 1, ... , nt, Pt has received shares Sl,il' ... ,Sl,ik 
which they compress according to the redistribution protocol in [6] 
to form a single share SI. 
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Verification stage - VS one 

n b d se2 d s-e2 s-e2 s-e2 t P' p.' VS one - 1. ·Li· roa casts •. an 1 i· , 2 i· , ... , nt i· 0 1'"'' nt 
J 0J' J ' J ' J 

for j = 1, ... k 
VS one - 2. The set At collectively verify that for each 1 = kt , kt + 

1, , ... ,nt that 
s~21 II (Se2 .. )a~.OI 

'J /1-,'J 
/1-EGz 

where Cl = {I, 2, ... ,kt -1, l}. If for any such 1, this equality does 
not hold then Pij is a cheater. 

VS one - 3. We now use the protocol described in [10] which is a gener
alization of [3]. ~j is the PROVER and the set At act as the VER-

s· e2 
IFIER. PROVER proves that Wij = W 'j has been raised to the 

) s· e2 
same power as the broadcasted message (m~ 'j where w, Wij' m~ 
are public (and have been determined in the initial stages). 

1. VERIFIER chooses p, T ER {O, 1, ... ,n} and computes 

R~(mnpwT. VERIFIER commits to p,T. VERIFIER sends 
this commitment and R tp tg.e PROVER. 

2. PROVER computes SRdJ:.Re Sij and PROVER sends a com-
mitment of SR to the VERIFIER. 

3. PROVER opens the commitment to p, T. 

4. VERFIER opens the commitment to SR. 
5. VERIFIER verifies that SR: ((mnSije2)PWi: (where the for

mer was the broadcasted message). 
6. If true VERIFIER accepts, otherwise VERIFIER broadcasts 

a (COMPLAINT, ij). That is, i j is a cheater. 

VS one - 4. Each participant P! verifies that the privately sent share 
Sl,ij (from step TS - 6) raised to the e2 power is the same as the 

broadcasted Sf~. (which was broadcasted in VS - one 1). If not, 
, J 

then P! broadcasts a (COMPLAINT, 1, ij). If such a complaint 
is broadcasted then either Pij is a cheater or P! is a cheater. To 
determine which participant Pij or P! is a cheater perform the 
following protocol. 

1. We assurne that P! was privately sent Sl,ij (in step TS - 6) via 
a public key encryption, such that the ciphertext was public. 
Hence to prove that Pij was the cheater, P! signs Sl,ij and 
broadcasts the signature to At. (Failure of P! to perform this 
step will be considered as proof that P! is a cheater.) 
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2. The set At collectively decide (in a kt out of nt way) whether 
the signature reveals a message when raised to the e2 power 
modulo N is the same as the message broadcasted by Pij' 

sle2 .' If it is then PI' cheated, otherwise Pi· cheated. 
~ J 

Verification stage - VS two 

VS two - 1. We now use another protocol described in [10]. For each 
j, participant Pij broadcasts new test messages using the shares 
created in step TS - 4. They will be denoted 
by (W e2 )S1,ij, (We2 )S2,ij, ..• , (w e2 )Snb ij. In a kt out of nt these mes-

2 8· 
sages should compute the test message Wij = (we ) 'j. 

VS two - 2. The set At collectively verify that for each 1 = kt , kt + 
1, ... , nt that 

where Cl = {1, 2, ... ,kt - 1, I}. If for any I, this equality does not 
hold then Pij is a cheater. 

VS two - 3. Pi· is the PROVER and the set At collectively act as the 
J 

VERIFIER. the PROVER proves that for each 1, the broadcasted 
(We2 )SI,ij is indeed an element of the group (we2 ) as in [4]. The 
PROVER selects a random exponent r (Since the PROVER does 
not know <jJ(N), they use N, also due to the nature of threshold 
RSA (see [5]) the power is really a vector ofintegers, not an integer) 

2 
and broadcasts w' = (w e t. The VERIFIER chooses a random 
bit b, If b = 1 then PRO VER broadcasts the value r + SI i·, and , J 

the VERIFIER verifies that (we2 )rHl,ij = w'(We2 )SI,ij. If b = 
o then the PROVER broadcasts r, and the VERIFIER verifies 
that (we2 y = w'. If the broadcasted (W e2 )SI,ij tI. (w e2 ), then the 
probability of passing this test is 1/2. By repeating this procedure 
1/ times, we reduce this probability to 2-V • 

VS two - 4. Each participant P{ compresses the verified 
2- 2- 2- -

(w e )81,i1, (we )81,2, ... , (W e t1,ik to Wl . . Observe that with high 
probability both WI and SI belong to groups (we2 ) and (mn such 
that the exponents are the same. 

Act on legislation - AL 

AL - 1. The person ß who made the motion reveals mt to At 
AL - 2. The set At of participants verify that bt is mi 
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AL - 3. The kt out of nt legislative body At decide whether to sign 
or not to sign the legislation. Any subset of size kt can sign the 
legislation, Since for all Bt C At, with IBt I = kt 

a' rr Sll,Bt = mf mod N 
lEBt 

AL - 4. To verify partial signatures for each lEBt we apply the pro
tocol in [10] which we used in step VS - 3 using Wl as the test 
message and Sl as the partial signature that needs to be verified. 
Participant pr plays the role of the PRO VER and the set At col
lectively act as the VERIFIER. This protocol will identify any 
cheaters. 

AL - 5. If there are no cheaters, and IBtl ~ kt , the set Bt signed mt. 

5. REMARKS CONCERNING THE 
VERIFIABLE DEMOCRACY PROTOCOL 

Let us consider our protocol in terms of the described model Model 
2.6. 
(i) Consider completeness. Observe that there are limitations to the 
ability to identify cheaters. First, if the majority of the nt participants 
are cheaters, then cheaters may not be identified. However, if kt ~ 

l ~ J + 1, and there are at least kt honest participants then the protocol 
satisfies completeness. 
(ii) Consider soundness. It is true that if B: is any set of people and if 
IB:I < kt then B: cannot sign mt. However, if B: represents any set of 
people (not a subset of At), it is possible that B: can sign mt. This is 
true if B: contains at least k participants from the original legislature. 
This follows from the fact that they possess shares to d2 . However, 
this violation of soundness is the only possible violation, and this seems 
to be an acceptable violation since a signature occurs only because of 
overwhelming support (i.e. k legislators willing to sign.) One could 
argue that if participants from the originallegislature learn about a 
motion and vote on it then they are present (i.e. they belong to Ad 
(iii) & (iv). We will not be able to achieve security condition (iii) of 
MODEL 2.6. That is the view of cheaters is such that even if they are 
discovered they will see m~, w hich is an RSA encryption of mt. However, 
the only information leaked is equivalent to the information leaked when 
one uses RSA to encrypt. 
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6. UNCONDITIONAL PRIVACY 
We have achieved a verifiable version of democracy. However, we will 

not be able to achieve condition (iii) of MODEL 2.6 unconditionally. 
The view of cheaters is such that they will see m1, which is an RSA 
encryption of mt, and of course information ab out mt leaks. So we alter 
the scheme one last time, as follows (we will only indicate the steps that 
will change). 
We alter steps TM - 2 and 3 as follows: 

ß blinds mt by mt. ß also chooses 
2 

r ER ZN. ß sends bt = mt . r e to At. 

Observe that the mapping x ---t x e2 is an isomorphism from ZN to 
ZN. Therefore if r is uniform random, then so is re2 • Note that the 
partial signatures formed by the set {Pil' ... ' Pik} will be for mt . r, 
which will be the signature of mt. 
We alter step AL 1 and 2 as: 

ß reveals (mt, r) to the set At. 
The set At of participants verify that bt is mt . r e2 • 

All other steps will remain the same, except that the signature of mt 

is mt . r. The problem concerning this version is that it allows ß to 
cheat. That is, ß, can propose one motion and choose an r, yet later 
when the motion is to be revealed, reveal a different motion, and a r ' . 

7. SUMMARY AND OPEN PROBLEMS 
We have provided a verifiable democracy signature protocol. It al

lows a body Pil' . .. ,Pik to transfer signature power to another body 
P{ , ... , P~t' such that we have transferred from a k out of n threshold 
scheme to a kt out of nt threshold scheme, yet, Pl , ... ,Pn do not give 
up signature power for future messages. Further, the protocol allows 
the set P{, ... 'P~t to verify that this transfer has occurred without forc
ing anyone to form the signature. This protocol was outlined under 
the assumption that Pil' ... ,Pik was a subset of P{, ... , P~t. This was a 
practical assumption allowing the protocol to be used at any time during 
a legislative session. (For example the protocol may be used many times 
in a given day). Although the paper was motivated for use in sessions 
where a majority vote will sign the law, nowhere in this protocol is there 
a requirement that kt = l T J + 1. (For example, in some democratic 
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bodies, the threshold is a two-thirds.) The only requirement is that the 
number of potential cheaters is less than the majority. We have implic
itly assumed that the number of cheaters is less than or equal to nt - kt . 

This can be achieved whenever kt ~ L T J + 1. In fact, the protocol is 
secure for kt which is not a function of nt 

Observe that a solution to the "dual problem" (creating a democratic 
threshold encryption scheme) is trivial. An obvious generalization would 
be to allow Pil , ... , Pik to have members that are not contained in the set 
P{ , ... , P~t' The application would have to change slightly, presentation 
of motions must be made in front of the board ~l , ••• , Pik' so that they 
can send partial signatures to P{, ... , P~t . 

Is it possible to modify the protocol so that it is robust? The answer 
is yes, identify the cheaters, remove them and run the protocol again. 

Is it possible to achieve true democracy? That is, because we use a 
trusted dealer D, we do not achieve true democracy, since D possesses 
the power to sign all messages. Results by [2] cannot be used here be
cause we are using safe primes. Thus, a protocol to achieve verifiable 
democracy without using a trusted dealer remains an open problem. 
Some other questions. Is it possible to achieve a solution to verifiable 
democracy that will satisfy all aspects of our model, and not allow the 
"motion sponsor" B to cheat? The ability to go from a k out of n 
threshold scheme to a kt out of nt threshold scheme is achieved by re
distribution. Due to the nature of the problem, kt ~ k. However many 
democratic bodies grow. For example, the United Nations has gone 
through an incredible amount of growth in the last ten years. Is it pos
sible to create a democratic threshold scheme for which kt may exceed 
k and then shrink again? Another quest ion can a democratic threshold 
scheme be designed for other sharing schemes like DSS? 
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