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Abstract: Enterprises are more and more dependent on business processes which are 
based on distributed computer applications. Business processes are adapted frequently 
to the changing enterprise needs. In order to support such requirements, middleware
based distributed multi-tier application architectures have been developed. Managing 
such complex distributed environments with respect to availability, performance etc. is a 
complicated task. The integration of traditional systems and network management disci
plines together willi application management is a first step towards necessary solutions. 
This paper describes an architecture and the current project status of a flexible manage
ment environment primarily used for configuration, event and performance management 
of distributed applications. The CORBA middleware is used for integrating llie manage
ment objects, relying on gateways for incorporating traditional environments, like SNMP. 
CORBA services are used to build higher-level management functions, e.g. for repre
senting llie information model or for distributing events. Thus, delegated management 
functionality and flexibility in configuring management applications is achieved. For 
automating standard management procedures, which is considered critical for the future 
acceptance of distributed systems, an automata-based approach has been selected. The 
overall approach is currently applied for the management of CORBA applications. 
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1 INTRODUCTION 

During the past years, the role hosts and computer networks play within enterprises 
has been changed drastically. The traditional host-based applications using networks 
mainly for transporting data between different sites, are considered inadaquate for sup
porting the rapidly changing requirements of modern business process oriented strate
gies. This leads to distributed multi-tier application architectures using a middleware 
layer as a flexible infrastructure for integrating the different application components. 
The same high degree of flexibility is expected from management applications. They 
have to be able to adapt to the changing management requirements while being able 
to control the growing diversity of components at the system, the network, and the ap
plication level. As a consequence, modern management models start at the enterprise 
level, considering business processes as managed entities, each of those consisting of 
several distributed applications [20]. Thus, the real goal of management activities, 
i.e. ensuring the desired quality-of-service parameter with respect to availability, per
formance, etc. at the lowest possible cost, becomes more evident compared to the 
bottom-up approach of integrated management [8]. A management solution will have 
to cover all layers of the computing infrastructure (system hardware and operating 
system, network hardware and protocols, middleware core and services, application 
entities). The changing business level requirements demand for high adaptability in 
the management solution at almost no cost. To support adaptability a management 
infrastructure is necessary. It is based on an overall information model which allows to 
define and reflect all resources, applications, users etc, and their dependencies. Based 
on this information model the infrastructure will allow to setup/change a management 
solution rapidly using well- defined management objects as building blocks. Further
more, in order to achieve cost-effectiveness, standard management procedures have to 
be carried out automatically in a prearranged manner. 

At Fachhochschule Wiesbaden - University of Applied Sciences, the AppMan
project (Methods and Tools for Managing Distributed Applications) carries out applied 
research and development in the area of management of distributed applications. In the 
past, an approach for automated application management was developed and presented 
in [4]. The distributed application was controlled by a management application which 
monitors runtime characteristics and issues control actions in order to correct the 
behavior of the application. The proposed solution was based on modular, delegated 
management objects which (pre)-process upcoming data and events close to their 
source. Additionally, computed application characteristics were offered to standard 
SNMP management platforms using agent extensions. A distributed UNIX BSD print 
system was managed using this approach [3]. The implementation sty Ie was traditional, 
using socket-based network programming, C and Tcl. During the last years, the 
object-oriented programming paradigm has been applied succesfully for distributed 
application development, more and more replacing traditional development methods. 
Especially, CORBA received growing acceptance as a middleware layer for developing 
modern object-oriented multi-tier distributed applications. The Object Management 
Architecture (OMA) defined by the Object Management Group (OMG) represents a 
reference model for such applications. An Object Request Broker (ORB) is the central 
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component which provides the underlying communication infrastructure. An ORB 
facilitates transparent invocations between client and server objects. CORBA, the 
Common Object Request Broker Architecture, standardizes the ORB interfaces [15]. 
CORBA objects are defined using the CORBA Interface Definition Language (IDL). In 
total, CORBA achieves independence of hardware, operating systems, implementation 
language and location of objects. 

Due to the growing acceptance of CORBA for developing strategic enterprise
wide applications, future application management will have to deal with CORBA 
applications more and more. Due to this expectation, the AppMan approach was 
extended in order to be applicable to manage CORBA applications. Specifically, 
sensors have been developed for generically instrumenting CORBA-based applications 
in order to create event descriptions if relevant events happen in the application [13]. 
This is achieved either by executing code at predefined points in the invocation path 
between client and server (e.g. as Orbix filter points) or by extending the generated 
stub code itself. Based on these events, performance indices can be computed and 
the dynamic invocation behavior between the application objects can be displayed 
graphically by the ObjectMonitor tool [2]. 

As described above, future management applications also require a flexible infras
tructure. Thus, it is not a surprise that the CORBA model was taken by standardization 
bodies as a possible management architecture for the future. Effort has been spent on 
defining translations from the existing management architectures onto CORBA [22]. 
Interfaces of general higher level CORBA services have been defined which can serve 
or which can be extended for management applications [16]. Furthermore, specific 
management-related CORBA services are currently being developed by special interest 
groups of the OMG and The Open Group. In the research community, CORBA-based 
management approaches are getting high attention [12]. Thus, it can be expected that 
CORBA will play an important role for management applications of the future. 

As a consequence, the AppMan achitecture has been revised on a CORBA basis. 
This paper describes the new architecture and the current project status. It realizes 
a flexible management environment primarily targeted for configuration, event and 
performance management of distributed CORBA applications. As all CORBA ap
plications consist of meshes of objects interacting by method calls and living within 
processes on hosts of a network, a generic underlying information model can be de
veloped which serves as a basis for all management tasks. This information model 
is presented in the following section 2. In addition to the application layer itself, the 
model also reflects the underlying CORBA middleware layer, and those parts of the 
operating system layer and the network layer necessary to run the applications. The 
CORBA middleware is also used for integrating the management application objects. 
The overall CORBA-based architecture of the management environment is presented 
in section 3. It is based on existing common CORBA services (like naming), on 
management-oriented enhancements of common services, like an event management 
service for distributing and filtering events and the topology service for representing 
the information model of all relevant components at all levels and their static and 
dynamic dependencies. In addition, several AppMan-specific object types have been 



232 MANAGEMENT ASPECTS 

introduced, like evaluators and management automata. Gateways are incorporated for 
interfacing to more traditional environments, like SNMP. Chapter 4 describes the cur
rent status of work. Especially, experience is reported concerning the implementation 
of the event management service. The paper closes with a short summary in section 5. 

2 INFORMATION MODEL OF CORBA-BASED MANAGED SYSTEMS 

Achieving manageability requires knowledge about the underlying system. Without 
this knowledge it is almost impossible to extract meaningful information about the 
actual state of the system or to make correct management decisions. As a result, it is 
necessary to develop an information model of the system which is being managed. 

Defining a general model for all kinds of applications and systems is almost impos
sible because no general structure can be assumed. By putting the focus on CORBA
based environments, a well-defined structure in the middleware and in the application 
layer is given. Using CORBA as a communication framework implies the usage of its 
associated communication model. This CORBA communication model can be used 
to develop an information model for the middleware and the application layer and an 
abstraction of the underlying system and network layer. In order to keep the runtime 
overhead small, it is important that the model is kept flexible but as simple as possible. 
Especially for management decisions or event correlation purposes a simple model is 
desireable. In figure 1, the structure of a CORBA-based environment is presented. 
The object model of each layer is described with UML. The dependencies between 
objects in different layers are emphasized by dotted lines. The model is described in 
the following paragraphs. 

Figure 1. Simplified structural model. 

According to this model, a CORBA-based environment consists of four layers 
(application, CORBA, system, and network layer). Each of these layers consists 
of several well defined objects which represent either real system components or an 
abstract representation of groups of similar components. 

An application is logically subdivided into components and subcomponents. Com
ponents are larger subsystems, e.g. a database unit. A component consists of several 
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subcomponents which represent CORBA clients, CORBA server objects, or simple 
application processes. The CORBA layer is divided into a communication part and a 
server part. The communication components are represented by the local ORB sub
component (LOSC) used by all local CORBA clients. In addition, a CORBA server 
uses an object adapter (OA) and offers one or more server objects. In the system layer 
the application is only represented by processes living on hosts. In the network layer, 
hosts are represented by network nodes which can also be elements of the infrastruc
ture, e.g. a switch, or even a printer. A network node lives in one or more subnetworks, 
which together constitute the network. 

Based on this model of a CORBA-based environment, each concrete application 
is represented by a set of instances of the presented entities at the different layers 
and their corresponding relationships. So far, the model only represents the structural 
aspect of the managed system at the different layers. Each entity type is now attributed 
with specific configuration information, performance indices and event types. These 
attributes are similar to a classical MIB defined for each entity. Together, they constitute 
the AppMan information model for a CORBA-based environment. 

While setting up the information model, emphasis has been put on defining all 
relevant information for the application layer and the CORBA layer, whereas the 
entities at the network and system layer are regarded as being fully described by 
existing approaches, e.g. SNMP MIB definitions like MIB-II or Host Resources MIB. 
Thus, no new attributes are defined for these two layers. As a consequence, information 
gathering for these layers can rely on existing mechanisms and does not require any 
additional work. 

For the definition of management information for the CORBA and the application 
layer no standardization efforts currently exist, but corresponding approaches are still 
at the research/prototype level. For the CORBA layer a proprietary solution has been 
proposed by IONA. It defines a CORBA-MIB which contains performance metrics 
and event descriptions for the Orbix ORB [10]. This and other similar approaches 
have been used as a basis for the AppMan solution. As an example, for a CORBA 
server object configuration information contains version, location, and other specific 
parameters; performance indices are response times and throughput for the different 
methods, number of client connections, number of bytes sent/received etc.; events 
are defined for object creation/deletion and specific exceptions being raised during 
invocations. 

Like in MAScOTTE [14] overall information model is divided into two views, a 
static view and a dynamic view. In AppMan, the structural information together with 
the configuration information constitutes the static view of a CORBA environment, 
as these characteristics only change in longer terms. The performance indices and 
the events reported by the objects form the dynamic view. Boths views are necessary 
for management. As an example, figure 2 shows an algorithm which demonstrates 
the usage of the static view when computing a compound performance index of the 
dynamic view. 

Figure 3 depicts the correlation between both views of a managed application. The 
information desribing the static view of an application is setup in so-called Component 
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invocations ¢:: 0 
for all components in application A do 

for all subcomponents in component do 
if subcomponent has relation to a CORBA servant then 

x ¢:: get number of total invocations 
invocations ¢:: invocations + x 

end if 
end for 

end for 

Figure 2. Example of a traversing the information model. 

Description Files (CDF) during application development/configuration. CDF is a 
standard format for the definition of application component parameters (independent 
from CORBA), recently defined by Tivoli as part of the Application Management 
Specification (AMS) [25]. It is based on the MIF format by the Desktop Management 
Task Force (DMTF). By choosing CDF for denoting static properties of applications, 
AppMan can take advantage of upcoming AMS tools and can even incorporate non
CORBA applications defined using AMS. Besides the static application information 
knowledge about the underlying layers has to be provided according to the structural 
model. At runtime, data is extracted from all layers of the running system thus leading 
to the dynamic view. The introduced information model and its static and dynamic 
views are maintained using CORBA services and provided to the other management 
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Figure 3. The dynamic and static views. 
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components via a management interface. The overall architecture of the AppMan 
management system is described in the following section. 

3 ARCHITECTURE OF THE MANAGEMENT SYSTEM 

The architecture of the management system (cmp. figure 4) is based on the information 
model described in the previous section. The management system is designed to man
age CORBA applications with CORBA, i.e. the management system components are 
themselves CORBA objects. The capapilities of using CORBA as a communication 
and information framework for a management system have been successfully demon
strated by ProSphere from General DataComm (GDC), which is a CORBA-based 
management system restricted to pure network management [7]. 

The static view of the managed system as well as its metric descriptions and its 
event types are represented using the Topology Service [24]. The knowledge about 
the actual configuration is essential when carrying out management procedures. For 
achieving the dynamic view additional management components are required which 
are described in the following paragraphs. 

First, management relevant raw data has to be extracted from the system. In 
the application layer specific sensors observe the invocation of methods and their 
timing. Within the AppMan project several solutions for application sensors have 
been developed. For ORBs with extended functionality, e.g. Orbix, sensors were 
implemented on the basis of filter points and on smart proxies. For ORBs available 
in source code, e.g. OmniBroker [19], the IDL compiler was modified to provide an 
automatic instrumentation of the application. Both approaches are described in [1]. 
Adapting the sensors to interceptors [15] is in preparation. Effective monitoring of the 
CORBA layer depends on the opportunities offered by the ORB. The need to monitor 
the CORBA layer is recognized by the ORB vendors and initial solutions exist [10]. 
The system and the network layer are monitored using existing information sources, 
like system utilities, logs, and SNMP MIBs, and translated into CORBA events via 
event gateways. Gateways for UNIX syslog and for SNMP traps [1] are available. 

The raw data extracted by sensors quite often has little or no meaning. For expressing 
the state of the system the raw data has to be transformed into meaningful metrics. This 
task is done by so-called evaluators. The AppMan evaluator is comparable to the ISO 
workload-monitoring and summarization functions [21]. It provides the computation 
of minimum and maximum values, relative and absolute frequency, mean, variance, 
standard deviation, and covariance. In addition, it is able to control thresholds and to 
generate events in case of a threshold violation. 

In complex distributed systems in case of an error an event storm is often generated 
and the administrator is flooded with a huge number of events. To find the root cause 
of the errors a correlation engine is required. Considering the information model 
described in the previous section, a model-based correlation engine which takes the 
dependencies between all four layers into account, seems to be the most promising 
approach. 

For automating management procedures a feedback mechanism for manipulating a 
running application is required. The AppMan management components are designed 
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to be used as building blocks for setting up a control cycle (cmp. figure 4). There may 
be several independent control cycles managing disjoint domains. For minimizing 
network traffic and limiting delays, it is necessary to process information as close 
to their source as possible. The CORBA-based management components enable the 
implementation of local control circuits as well as distributed/global ones. 

~_n" 
CORBAlAIy .. 

-lAIy .. 

Application 
ObJect 

Event Gateways 

E .. .,.. 

CorrelMlon 
engine 

Evaluator 

Figure 4. AppMan management components. 

The automation of management procedures requires a component which implements 
the management algorithm. The AppMan management algorithms are realized using 
automata. They are driven by events received from other management components. 
Management procedures are carried out as a result of state transitions. To cope with the 
complexity of distributed applications the automata support a number of composition 
patterns: nested, parallel, and meshed automata. Nesting means that the state of an 
automaton is described by another automaton. A group of parallel automata is driven by 
the same sequence of events. Meshes are complex groups of automata which generate 
internal events serving as inputs for other automata of the mesh. The support of these 
composition patterns also increases the reusability of already defined automata. 

For enabling a control circuit it is necessary that the application offers some actors. 
The actors are access points for influencing or reconfiguring the application. For 
new applications it is highly beneficial to design them with management in mind. 
This design results in dividing the object interface into a production interface and a 
management interface (actor). The integration of legacy components requires object 
wrapping techniques. 

As depicted in figure 4, an Event Management Service (EMS) [23] is the central 
component of the infrastructure decoupling the event-based communication of the 
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various components of the architecture. In the following paragraphs the EMS is 
described in more detail. 

Since the EMS supports the standardized interfaces of the untyped CORBA Event 
Service [16], existing applications based on this specification can access it without 
modifications. Push- and pull-style communication are both supported as well as any 
combination of these two models. Event notifications are represented by the IDL data 
type any, which can hold any data structure definable in CORBA IDL. Therefore, 
arbitrary data objects can be associated with event notifications. 

In addition, EMS adds the following mechanisms to control the flow of event 
notifications: 

• Event filtering allows to control the distribution of event notifications. Each 
client can subscribe to a precise set of events that it is interested in by selecting 
specific types of events or by specifying logical expressions (constraints) on the 
contents of event notifications. 

• Event prioritization supports event-driven applications in processing events ac
cording to their importance. In particular, systems management applications 
frequently depend on such a mechanism to be able to react on critical events in 
time. 

• Event aging allows the assignment of an expiry time to each event notification. 
Since many events loose their meaning after some period of time, this mechanism 
enables the EMS to prevent unintentional reactions to obsolete information by 
discarding expired event notifications. 

• Priority and expiry time are determined by mapping filters from the contents of 
an event notification. This procedure does not depend on special event attributes 
and can therefore be applied on a broad variety of event types. 

• An event history, kept by filter objects and evaluated in constraint expressions, 
allows the EMS to observe the time order of events and thus provides basic event 
correlation capabilities. 

The defined constraint language allows the dynamic analysis of the information 
contained in an any object. Components of complex data objects can be extracted 
and combined using C-like operators and functions. This constraint language has 
been designed as an independent module, which can be used whenever the contents of 
unknown any objects have to be evaluated at runtime. 

In addition to the flow of management-relevant events as depicted in figure 4, 
the evaluators, the correlation engine and the management automata are providers of 
events as well. These events are also forwarded via the EMS. Actor operations may be 
invoked explicitly by the management automata or triggered by events, if so desired. 

Interaction between the administrator and the management system is Web-based. 
The management objects have individual graphical user interfaces (GUI) implemented 
as Java applets. They enable the administrator to inspect and reconfigure the compo
nents using a Web-browser. 
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4 IMPLEMENTATION 

This section presents the actual state of the implementation of the AppMan architecture 
as described in section 3, focussing on the implementation of the Event Management 
Service. 

The Topology Service with a restricted functionality (cmp. [24]) has been designed 
and is currently being implemented. Based on the developed sensors according to the 
different methods as described in section 3, a tool has been implemented which visual
izes the dynamic behaviour of CORBA-based applications as hierarchical graphs [2]. 
Performance and flexibility were the main design goals for the evaluator. Therefore, 
the statistical functions are implemented as a C-library whereas the Tcl-language is 
used to dynamically construct a computational network from the elementary statisti
cal functions for the incoming raw data. Details are provided in [11]. Currently a 
CORBA-wrapper is being developed together with a Java-based GUI. As the existence 
of the correlation engine is not essential for demonstrating the automated control cy
cles, its development has been postponed. Furthermore, the integration of existing 
solutions is evaluated. Currently, two design alternatives for management automata 
are evaluated. The first one is a completely generic approach based on interpreting 
automata descriptions. The second approach generates code for management automata 
out of their descriptions. In [9], a first version of the Web-based management console 
is described. A revised version is currently being developed. 

The implementation of the Event Management Service is compatible to the CORBA 
Event Service and includes elements of the draft specifications of the new CORBA 
Notification Service [17, 18]. 

The Event Management Service is running on Linux and on Microsoft Windows NT 
4.0. For both environments ORBacus/Omnibroker 3.0 and the JThreads/C++ thread 
library, both from Object-Oriented Concepts (OOC), have been used. In order to 
support manageability of the EMS a monitoring interface is provided for observing 
internal state variables of the service's CORBA objects. 

In order to examine the runtime behaviour of the EMS, performance measurements 
have been carried out using an synthetic load generator. These measurements have 
been performed on a standard PC (Pentium 150, 32 MB memory) running Linux. 1000 
event notifications of each event type shown in table lea) have been sent across an 
event channel with one forwarding filter using push-style communication. Table l(b) 
summarizes the results for the different event types. Blocking time of the event supplier 
(push () delay) as well as the transport delay each notification experienced until it 
was received by the event consumer were measured. Whereas the rows (a) through 
(c) show similar results, extremely increasing delays in row (d) indicate an overload 
condition. Although Any objects are the most flexible way to attach information to 
event notifications, their dynamic analysis leads to severe performance problems. 
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event type event size 
(a) structure, 3 items (integer, string, enum) 109 octets 
(b) sequence of 64 structures 2154 

octets 
(c) sequence of 128 double-precision floatingpoint values 1048 

octets 
(d) sequence of 1024 octets 1048 

octets 
(a) event types 

push () delay [ms] transport delay [ms] 
max. average standard max. average standard 

devia- devia-
tion tion 

(a) 2.9 2.6 0.0 6.9 6.1 0.0 
(b) 6.2 4.8 0.1 65.1 63.1 0.2 
(c) 4.1 2.8 0.1 40.5 38.8 0.2 
(d) 412.2 9.1 41.6 319,708.0 161,538.0 92,065.2 

(b) results 

Table 1. Performance measurement. 

5 SUMMARY 

Managing business-critical applications in accordance to QoS requirements concerning 
availability and performance is considered one of the main management topics for 
the next years. In this paper, the architecture and the current status of the AppMan 
project at Fachhochschule Wiesbaden have been presented. AppMan realizes a flexible 
environment for managing distributed CORBA applications. CORBA is also used 
by the management system itself for integrating the different management objects, 
while gateways are used for incorporating traditional environments, like SNMP. Due 
to the CORBA communication infrastructure, the configuration of the management 
system can be freely adapted to the management needs thus simplifying delegation 
of management objects. The unique AppMan information model has been presented. 
It covers the application and the ORB layer as well as the system and network layer. 
The model integrates a static and a dynamic view. The static view is described using 
the AMS notation and maintained in a CORBA topology service. For determining 
the dynamic view the architecture identifies specific components, like sensors and 
evaluators. AppMan allows for automated processing of management tasks, which is 
considered as of critical importance for the future acceptance of distributed systems, by 
using a modular automata-based approach. In more detail, the design and performance 
measurement results of an event management service have been presented which is the 
primary component for exchanging event information in AppMan. The measurements 
indicate that the generic solution of using CORBA any objects for representing event 
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information leads to severe performance problems. Thus more efficient data types, 
like structured events, will probably be used in the future. 
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