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Abstract 
We present in this paper an implementation of an electronic ID card 

which allows its holder to reveal (and prove) only a part of his identity. 
In many cases, only a few pieces of information are required from the 

user, and classical schemes do not allow him to reveal only these specific 
pieces. For example, he must reveal his whole identity even though he 
is just required to prove that he is of age. To solve this problem, we 
present in this paper an identification scheme which allows the prover 
to reveal to the verifier only a part of his identity. Then, depending 
on the context, the user will be able to prove his full identity, only a 
part of it or just that he is of age. The part of the identification scheme 
performed by the smart card requires less than 10 exponentiations which 
can be pre-computed, so it can be easily implemented in a smart card. 

1. INTRODUCTION 
The set-up of an identification scheme is a tiresome process, as the 

third party which certifies the public key of each user must be convinced 
that this user is the person he claims to be. Up to now, the only way 
to prove indisputably one's identity to this third party is to go and see 
him with an ID card or a passport. It is desirable that this process would 
happen only once, so the resulting certificate must be usable in any case. 
But, depending on the context, the user may later on be required to give 
more or less information on his identity : in some cases, the full identity 
(name, address, date or birth, ... ) is asked for, when in other cases, the 
verifier only requires a proof that the user is of age. In the latter case, as 

http://dx.doi.org/10.1007/978-0-387-35528-3_22


258 IFIP CARD IS 2000 

the user is allowed to stay anonymous, we must allow him to prove that 
he is of age without disclosing his name or even his date of birth. 

We present in this paper an implementation of an ID card on a smart 
card. This card contains her full identity : her name, her address, her 
date of birth, her place of birth and every element usually written in an 
ID card. It allows Alice to give her full identity to another entity (and 
prove that this identity is correct), or only a part of her identity, e.g. her 
name and her address without her date of birth. Moreover, she can prove 
that an element of her identity (typically her age) belongs to an interval, 
e.g. that she has reached her majority. She can also escrow a part of her 
identity: she will stay anonymous, but a judge will be able to retrieve 
her identity. 

We briefly describe our model: Let I be Alice's identity string which is 
the concatenation of several strings NAME, ADDR, DATE, PLACE 
and OTHER which contains her name, her address, her date of birth, her 
place of birth and other data about her. A certification authority, after 
being ensured that all these data objects are correct (e.g. by checking 
Alice's physical ID card) issues her with a signatureS of I. This signature 
S is stored in a smart card. 

In the first step, the smart card creates a commitment F to Alice's 
identity string I and proves to the verifier that it knows a signature S 
of this committed number hidden in F. This convinces the verifier Bob 
that the ID card is valid and that the identity of the owner is hidden 
in F, but without providing him with any information about Alice's 
identity. Moreover, he is unable to establish a link between two "blind" 
identifications from the same user. 

The second step can be performed by Alice's personal computer, if 
we allow this computer to know Alice's full identity. Alice creates five 
commitments to each data object NAME, ADDR, DATE PLACE and 
OTHER and proves to Bob that the concatenation of these committed 
numbers is I. 

Finally, in the third step, each data object is processed separately : it 
can be hidden, revealed, escrowed or Alice can prove that it belongs to 
an interval. 

If we let Alice's PC know her full identity, the main part of the scheme 
can be performed by this computer. The only part which must be per
formed by the smart card requires less than 10 exponentiations which can 
all be pre-computed. So, an identification can be performed in reasonable 
time by a smart card without cryptoprocessor if the exponentiatons are 
pre-computed, or otherwise by a smart card with cryptoprocessor. 

Notations: Throughout this paper, ?ln denotes the residue class ring 
modulo n, and denotes the multiplicative group of invertible elements 
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in ?ln. a II b denotes the concatenation of the strings a and b. We denote 
by PKt(X : R(x)) a zero-knowledge proof of knowledge of x such that 
R(x) is true, where tis a security parameter. 

Organization of the paper: In Section 2, we present the basic tools we 
will use in our scheme. We describe our scheme in Section 3. Finally, we 
conclude in section 4. 

2. BUILDING BLOCKS 
In this section, we present the building blocks we will use in our 

schemes. All these tools are already known and have been proven secure 
by their authors under (at least) the strong-RSA assumption introduced 
in [F097]: 

Strong RSA Assumption: There exist a probabilistic polynomial-time 
algorithm that on input 1lnl outputs an RSA-modulus nand an element 
z E such that it is infeasible to find integers e ¢ { -1, 1} and u such 
that z = ue mod n. 

In this section, the building blocks are performed by two entities called 
Alice and Bob. We will only specify which kind of devices are used to 
perform these proofs (a smart card, a computer, a server, ... ) in the 
next section. 

Throughout this section, n is a large composite number which is the 
product of two strong primes p = 2p' + 1 and q = 2q' + 1 whose factor
ization is unknown by Alice, g is an element of order p' c/ in and h 
is an element of the group generated by g such that both the discrete 
logarithm of g in base h and the discrete logarithm of h in base g are 
unknown by Alice. H is a hash-function which outputs 2t-bit strings, 
where tis a security parameter. 

2.1. THE FUJISAKI-OKAMOTO COMMITMENT 
SCHEME 

Let 8 be a security parameter. 
We denote byE= E(x,r) = gxhr mod n a commitment toxin base 

(g, h), where r is randomly selected over { -28 n + 1, ... , 28 n -1}. 
This commitment has first appeared in [F097], and statistically reveals 

no information about the committed number x. 

2.2. SPECIAL PROOF THAT A COMMITTED 
NUMBER LIES IN A GIVEN RANGE 

Let t, l and 8 be three security parameters. A successful execution of 
this protocol convinces Bob that a committed number x lies in 
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[-2t+1 b, 2t+l b], but can be successfully executed by Alice with overwhelm
ing probability only if x lies in [0, b]. This proof is due to [CFT98]. 

Protocol: SpecPKt,1(x, r: E = E(x, r) 1\ x E [-2t+1b, 2t+1b]). 

1 Alice picks random w ER {0, ... , 2t+1b-1} and7J ER {0, ... , 2t+1+8 n 
-1}, and then computesW = 9wh11 mod n. 

2 Then, she computes C = H(W) and c = C mod 2t. 

3 Finally, she computes D1 = w + xc and D2 = 7J + rc (in Zl). If 
D1 E { cb, ... , 2t+1b- 1 }, she sends ( C, D1, D2) to Bob, otherwise 
she starts again the protocol. 

4 Bob checks that D1 E {cb, ... , 2t+lb- 1} and that C = H(gD1 hD2 
E-c). 

2.3. PROOF THAT TWO COMMITMENTS HIDE THE 
SAME SECRET 

Let t, l, s1 and s2 be four security parameters. 
Let 91 be an element of large order in and 92, h1, h2 be elements 

of the group generated by 91 such that the discrete logarithm of 91 in 
base h1, the discrete logarithm of h1 in base 91, the discrete logarithm 
of 92 in base h2 and the discrete logarithm of h2 in base 92 are unknown 
by Alice. 

We denote by E1(x,rl) = 9i'hi1 modn a commitment toxin base 
(91, hi) where r1 is randomly selected over {-281 n + 1, ... , 281 n- 1}, and 
E2 (x, r2) = mod n a commitment toxin base (92, h2) where r2 is 
randomly selected over {-282 n + 1, ... , 282 n - 1}. 

Alice secretly holds x E {O, ... ,b}. Let E = E1(x,ri) and F = 
E2(x, r2) be two commitments to x. She wants to prove to Bob that 
she knows x, r1, r2 such that E = E1(x,ri) and F = Fh(x,r2), i.e. that 
E and F hide the same secret x. 

This protocol is derived from proofs of equality of two discrete log
arithms from [CEG87], [CP92] and [Bao98], combined with a proof of 
knowledge of a discrete logarithm modulo n [Gir91]. 

Protocol: PKt,l(x,r1,r2: E = E1(x,r1) 1\ F = E2(x,r2)). 

1 Alice picks random wE {1, ... , 21+tb- 1}, 7J1 E {1, ... , 21+t+s1 n-
1}, 'f/2 E {1, ... , 21+t+82n- 1}. Then, she computes W1 = 
modn and W2 = mod n. 

2 Alice computes c = H(W1 II W2). 
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3 She computes D = w +ex, D1 = 1/1 + cr1, D2 = 1J2 + cr2 (in il) 
and sends (c, D, D1, D2) to Bob. 

4 Bob checks whether c = H(gf hf1 E-c mod n II gf hf2 p-c mod 
n). 

2.4. PROOF THAT A COMMITTED NUMBER IS A 
SQUARE 

Let t, l, and s be three security parameters. 
Alice secretly holds x E {0, ... , b }. Let E = E(x2, r1) be a commit

ment to the square of x (in il). She wants to prove to Bob that she knows 
x and r 1 such that E = E ( x2 , rl), i.e. that E hides the square x2. 

The first proof that a committed number is a square has appeared in 
[F097]. 

Protocol: PKt,l(x,r1 : E = E(x2,rl)). 

1 Alice picks random r2 E {-28 n + 1, ... , 28 n - 1} and computes 
F = E(x,r2). 

2 Then, Alice computes r3 = r1 -r2x (in il). Note that r3 E { -28 bn+ 
1, ... , 28 bn -1}. Then, E = Fxhr3 mod n. 

3 As E is a commitment to x in base (F, h) and F is a commitment 
toxin base (g, h), Alice can run P K(x, r 2 , r 3 : F = gxhr2 mod n 1\ 
E = Fxhr3 mod n), the proof that two commitments hide the same 
secret described in section 2.3. She gets (c,D,D1,D2 ). 

4 She sends (F,c,D,D1,D2) to Bob. 

5 Bob checks that P K(x, r2, r3 : F = gx hr2 mod nl\ E = Fxhr3 mod 
n) is valid. 

2.5. AN "EXACT" PROOF THAT A COMMITTED 
NUMBER LIES IN A GIVEN RANGE 

In this section, we recall results from [BouOO]. We first present a proto
col which allows Alice to prove to Bob that a committed number x E [a, b] 
belongs to [a-(}, b + 0], where (} = 2t+l+ly'b- a, and then present a 
slightly modified version of this first protocol which convinces Bob that 
x belongs to [a, b] and not a larger interval. 

2.5.1 First Proof. 
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Let t, l and s be three security parameters. This protocol allows Alice to 
prove to Bob that a committed number x E [a, b] belongs to [a-(}, b+ OJ, 
where (} = 2t+t+1 v'b - a 

Protocol: PK(x, r: E = E(x, r) 1\ x E [a- 0, b + 0]). 

1 Both Alice and Bob compute E = E I ga mod n and E = gb IE mod 
n. Alice sets i; = x- a and x = b- x. Now, Alice must prove to 
Bob that both E and E hide secrets which are greater than -9. 

2 Alice computes: 

it = l y' x - aj , X2 = i; -

XI = l Vb - X j, x2 = x -
Then, x = + x2 and x = + x2, where 0 x2 2\f'b- a and 

3 Alice randomly selects r1 and r2 in { -28 n + 1, ... , 28 n - 1} such 
that ft + r2 = r, and ft and fz such that ft + f2 = -r. 

4 Alice computes: 

Et = ft), Ez = E(x2, r2), 
Et = E2 = E(x2,r2). 

5 Alice sends iA and E1 to Bob. Bob computes E2 = E I E1 and 
E2 = EIEt. 

6 Alice executes with Bob 

PKt,t(xt,i't: Et = 

PKt,t(xt.ft: Eh = 

which prove that both Et and Et hide a square. 

7 Let 9 = 21+1+1y'b- a. Alice executes with Bob the two following 
special proofs from section 2.2: 

SpecPKt,t(:i2,r2: E2 = E(:i2,r2) /\:i2 E [-0,0]), 

SpecPKt,1(x2,r2: E2 = E(x2,r2) /\x2 E (-0,0]). 

which prove that both E2 and Ez hide numbers which belong to 
[-0,0], where(}= instead of proving that they be
long to [0, 2v"b=Uj. 

In this proof, it is shown that both i; and x are the sums of a square 
and a number which is greater than -0. As a square is always positive, 
Bob is convinced that i; = x- a > -0 and that x = b- x > -0, i.e. x 
belongs to [a- 9, b + 9]. 
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2.5.2 Second Proof. 
By artificially enlarging the size of the secret, it is possible to convince 
Bob that a committed number x E [a, b] belongs to this interval and not 
a larger one. 

First, Alice proves to Bob that she knows x, the committed value 
hidden in E. 

LetT= 2t+2l+2+rlog2(b-a)l. We define x' = 2T x, and E' = E 2T. E' 
is a Fu.jisaki-Okamoto commitment to x' that Alice can open. Moreover, 
as Alice knows how to open E, Bob is convinced that the committed 
value hidden in E' is 2T times the committed value hidden in E. 

As x' E [2T a, 2Tb], Alice can convince Bob that x' E [2T a- 9, 2Tb+9], 
where () = 2t+1+1v'2Tb- 2Ta. As it is clear that 0 < (} < 2T, Bob is 
convinced that x' E]2Ta-2T,2Tb+2T[. 

Then, Bob is convinced that x, the committed value hidden in E, lies 
in the range ]a- 1, b + 1[. Finally, as x is an integer, Bob is convinced 
that x E [a, b]. 

2.6. PROOF OF EQUALITY OF A COMMITTED 
TIDRD ROOT AND A COMMITTED NUMBER 

This proof is derived from [F098]. 
Let N be a large composite number whose factorization is unknown 

by Alice. Alice secretly holds x E {0, ... , b}. Let E = E(x, ri) and F = 
x3 mod N be a commitment to x and a RSA encryption of x. She wants 
to prove to Bob that she knows x and r1 such that E = E(x, r1) and 
F = E(x3 mod N, r2). 

1 Alice proves to Bob that the value committed byE lies in (0, N -1]. 

2 Alice computes a= {in ?l), G2 = E1(x2,r3), G3 = 
E1(x3,r4) and Z = E1(aN,r2 -r4). 

3 Alice proves to Bob that E, G2 and G3 are commitments to the 
same value respectively in bases (g, h), (E, h) and (G2, h) using the 
building block presented in section 2.3, and that she knows which 
value is committed by Z in base (gN, h), using the building block 
presented in section 2.2. 

4 Bob checks these proofs, and also checks that F = G3Z mod n. 
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3. SCHEME PROVIDING PARTIAL REVELATION OF 
IDENTITY 

3.1. CERTIFICATION PROCEDURE 

The certification authority computes a large composite number n which 
is the product of two strong primes p = 2p1 + 1 and q = 2q1 + 1. It defines 
an element g of order p1 q' in and an element h of the group generated 
by g. These values define the commitment scheme : E(x, r), where r is 
randomly selected over [-28 n, 25 n], where sis a security parameter. 

Moreover, the certification authority computes a large RSA modulus 
N, and chooses a public exponent e = 3 and a secret exponent d such 
that ed = 1(modcp(N)). 

When a user Alice wants to register to the system, she gives to the 
certification authority her name, her address, her date of birth, her place 
of birth and every element usually written in an ID card. She proves 
that she is honest by producing her physical ID card to the certification 
authority. 

For each element of Alice's identity (name, address, ... ), the certifi
cation authority forms a string which contains this element and possibly 
some random characters so that these strings have the same length for 
every user. We call these strings: NAME, ADDR, DATE, PLACE, 
OTHER, and their respective lengths: LNAME, LADDR, LvATE, 
LPLACE and LaTHER· 

Finally, Alice's identity string is the concatenation of these strings: 

I= NAME II ADDR II DATE II PLACE II OTHER 

We denote L the length of the string I, and set K = 1 + 2L + 2 2L + 23L. 

To certify this identity, the certification authority signs the ID string 
I by computing: 

S = (KI)d =(I II I II I II I)d mod N 

and gives S to Alice which keeps this signature secret. 
In the current state of the art, this signature scheme is secure against 

known signatures attacks. The best known attacks on this kind of signa
tures is found in [CNS99], but they are only chosen-message attacks. So, 
a coalition of fraudulent users cannot forge a signature of a valid mes
sage M II M II M II M using the signature of their own identity. We have 
chosen this kind of redundancy because it provides a secure signature 
scheme against known-message attacks and it is possible to design a zero
knowledge proof of knowledge of Sand I such that S = (KI)d mod N, 
but any redundancy function which has the same characteristics is also 
appropriate. 



Partial revelation of certified identity 265 

The ID card of each user contains S and I. The secret S is protected 
by the tamper-resistance of the smart card. 

3.2. "BLIND" IDENTIFICATION 

Alice wants to prove that her ID card is valid and that she is the 
owner of this ID card, i.e. she holds S such that S3 mod n is in the form 
I II I II I II I, but without revealing her identity, i.e. the string I. 

For this, Alice's card creates two commitments: E = E(S, r1), a com
mitment to her secret certificate S and F = E(I, r2), a commitment to 
the ID string I, where r 1 and r2 are randomly selected over [-28 n, 28 n]. 

We denote G = pK = E(KI,Kr2). Then, the card performs the 
following proof: 

PK(S,r1,r2: E = E(S,rl) 1\ G = E(S3 mod N,r2)) 

which convinces Bob that she knows a third root of the value hidden in 
G. Moreover, Alice proves with techniques of section 2.5 that the value 
hidden in F belongs to [1, 2£-l] : this convinces Bob that the value 

hidden in G is of the form M II M II M II M and that M =f. 0. As the 
signature scheme used to certify the users' identities is secure against 
known signature attacks, Bob is convinced that F is the commitment of 
Alice's identity, but has no information about Alice's identity. 

The blind identification is partly performed by the smart card : the 
smart card performs the proof of knowledge of a third root of the value 
hidden in G. It requires 8 exponentiations which can be pre-computed 
(pre-computation of hr1 , hr2 for the computation of E and G, hr3, hT4 

for the computation of the values G2 and G3 in the protocol presented 
in section 2.6 and four exponentiations for the proof of equality of three 
commitments, a generalization of the protocol presented in section 2.3). 
The second part of the blind identification (i.e. the proof that the value 
hidden in F belongs to [1, 2£-l]) can be performed by Alice's computer, 
if we let it know Alice's full identity. 

3.3. SEPARATION OF DATA OBJECTS 

Now, Bob is convinced that F = E(I, r 2 ) is a commitment to Alice's 
identity. As Alice does not want to reveal her full identity but only some 
parts of it, she commits herself to each part of her identity by computing: 

FNAME = E(NAME,r5) 
FADDR = E(ADDR, r5) 
FnATE = E(DATE,r7) 
FPLACE = E(PLACE,rs) 
FaTHER= E(OTHER,r9 ) 
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where r5, r5, rr, rs and rg are randomly selected over [-2 8 n, 28 n], 
and proves to Bob that she knows which values are hidden in these five 
commitments, and that these values have the required length: 

PK(NAME,rs: FNAME = E(NAME,rs) A NAME E [0,2LN.<ME -1]) 
PK(ADDR, r 6 : FAD DR= E(ADDR, r 5 ) A ADDR E [0, 2LADDR - 1]) 
PK(DATE,r7: FnATE = E(DATE,rs) A DATE E [0,2LDATE -1]) 
PK(PLACE,rs: FPLAGE = E(PLACE,rs) A PLACE E [0,2LPL.<cE -1]) 
PK(OTHER,r9 : FoTHER = E(OTHER,r5 ) A OTHER E [0,2LoTHER -1]) 

(1) 

We denote L1 = LAvvR+LvATE+LPLACE+LaTHER, L2 = LvATE+ 
LPLACE +LaTHER, L3 = LPLACE +LaTHER and L4 = LaTHER, and 
NAME'= NAMEx2L1 , ADDR' = ADDRx2L2 , DATE'= DATEx 
2L3 and PLACE'= PLACE x 2L4 • 

Then, we have: 

I 
NAME' 
AD DR' 
DATE' 

PLACE' 
OTHER 

NAME 
NAME 

0 ... 0 
0 ... 0 
0 ... 0 
0 ... 0 

ADDR 
0 ... 0 

ADDR 
0 ... 0 
0 ... 0 
0 ... 0 

DATE PLACE II 
0 ... 0 o ... o II 
0 ... 0 o ... o II 
DATE o ... o II 
0 ... 0 PLACE II 
0 ... 0 o ... o II 

Alice commits herself to the followmg commitments : 

GNAME = E(NAME',rlO) 
GADDR = E(ADDR',ru) 
GvATE = E(DATE',r12) 
GPLACE = E(PLACE',r13) 

OTHER 
0 ... 0 
0 ... 0 
0 ... 0 
0 ... 0 

OTHER 

where r10, ru, r12 and r13 are randomly selected over [-28 n, 28 n] and 
such that r10 + ru + r12 + r13 + rg = r2. 

She sends these values to Bob which checks that: 

GNAME x GADDR x GvATE x GPLACE x FaTHER= F(modn) (2) 

Finally, he performs the following proofs : 

= AGNAME = E(NAME',r10)) 
Fi'bnn = AGADDR = E(ADDR',ru)) 

PK(DATE',r7,r12: Ff;'!.tTE = E(DATE',rr) AGnATE= E(DATE', r12)) 
FJ;tAcE II GPLAGE = E(PLACE',r13)) 

(3) 

The proofs of knowledge (1) and the proofs of equalities (3) convince 
Bob that the string NAME' ends by L1 zeroes, the string ADDR' by 
L 2 zeroes, the string DATE by L3 zeroes and the string PLACE' by L4 
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zeroes: as Alice can only know a single committed value in FNAME'• there 
is an equality between the number NAME' involved in the proofs of 
equalities in (3) and 2£1 x NAME, where NAME is the number involved 
in the proof of knowledge (1), i.e. the value committed by FNAME· 

Moreover, as the proofs (1) are also proofs of membership to an in
terval, they convince Bob that the length of these strings are correct. 
So, Bob is convinced that the string NAME is at the right place in the 
string NAME' and surrounded with zeroes, and so are ADD R', DATE', 
PLACE' and OTHER. 

Finally, the equality (2) convinces Bob that Alice's identity I is the 
sum of NAME', ADDR', DATE', PLACE' and OTHER. As all these 
strings have the right format and contain the strings NAME, ADD R, 
DATE, PLACE and OTHER committed by FNAME, FADDR, FnATE, 
FPLACE and ForHER , Bob is convinced that these five commitments 
are commitments to Alice's name, Alice's address, Alice's date of birth, 
Alice's place of birth, and other data about Alice. 

If we let a computer (e.g. Alice's PC) learn Alice's full identity, this 
part can be performed by this computer, as it does not require the knowl
edge of the secret S. 

3.4. PROCESSING OF EACH DATA OBJECT 
Once each data object (name, address, ... ) is isolated in a com

mitment, it can be processed in different ways : this data object can 
be kept secret, revealed, escrowed or Alice can prove that it belongs to 
an interval. We described here each possible process for a commitment 
F = E(INFO,r), where INFO is one of the strings NAME, ADDR, 
DATE, PLACE or OTHER. 
Secrecy: Alice sends no information to Bob. 
Revelation: Alice sends INFO and r to Bob. 

Bob checks that E(INFO,r) =F. 
Membership to an interval: Alice proves to Bob that the committed num
ber hidden in F belongs to an interval [a, b]. This process is very useful 
to convince Bob that Alice is young enough or old enough to access to a 
service. 
Escrow: Alice performs a publicly verifiable secret sharing (see e.g. 
[Sta96], [YY98], [F098] or [BT99]) of the secret INFO. Alice encrypts 
shares of her secret INFO which can be deciphered by some escrow au
thorities which can retrieve the secret INFO if they collaborate. Bob is 
able to check that Alice has encrypted the shares honestly. This leads to 
a revocable anonymity scheme. 
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Once again, if we let a computer learn Alice's full identity, this part 
can be performed by this computer, 

4. CONCLUSION 
We have presented in this paper a reasonably efficient protocol which 

allows to reveal a part of one's identity to another entity and convince it 
that this identity is correct. This protocol can lead to an implementation 
on smart cards, as only less than 10 exponentiations (which can be pre
computed) are required to perform the "blind" identification part, the 
only step which involves the smart card. 
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