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Abstract Rewriting logic seems very weH suited as a semantic framework for open 
object-based distributed systems. Both the distributed states and the 
local concurrent transitions of such systems can be naturally specified by 
rewrite theories in which such local concurrent transitions are described 
by rewrite rules. Maude is a high-performance rewriting logic language 
and system developed at SRI International that supports executable 
specification and programming, and a flexible variety of formal analyses. 

As a wide-spectrum semantic framework, rewriting logic can span 
the gap between high-level properties and architectural designs on the 
one hand, and distributed or mobile system implementations on the 
other. Rewriting logic has been used to give a precise semantics to a 
number of distributed architectural notations and to obtain formal exe
cutable specifications from them. Using Maude and its associated tools, 
such executable specifications can then be formally analyzed in a va
riety of ways. Furthermore, high-level properties of such specifications 
expressed in nonexecutable formalisms such as temporal and modal log
ics can likewise be analyzed and verified. Since under quite reasonable 
assuptions rewriting logic specifications can be directly implemented as 
distributed and mobile systems, it is possible to span the gap from high
level designs to implementations without leaving the formal frarnework. 
This paper intro duces rewriting logic and Maude, and surveys the ex
perience that, thanks to the efforts of several research teams, has been 
gained so far in applying them to open object-based distributed systems. 

1. INTRODUCTION 
Rewriting logic [55] seems very weH suited as a semantic framework 

for open object-based distributed systems. Both the distributed states 
and the local concurrent transitions of such systems can be naturally 
specified by rewrite theories in which such local concurrent transitions 
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are described by rewrite rules. Specifically, the distributed state can be 
axiomatized as an algebraic data type by an equational theory (E, E), 
and each rewrite rule t --+ t' is interpreted as a local transition in the 
distributed state of the system. That is, t and t' describe patterns for 
fragments of the distributed state of a system, and the rule specifies how 
a local concurrent transition can take place in such a system, changing 
the local state fragment from the pattern t to the pattern t'. 

Rewriting logic then provides a simple inference system in which one 
can derive all the possible finitary concurrent transitions of the sys
tem so axiomatized. That is, concurrent computations exactly corre
spond to deductions in the logic. Furthermore, the initial model T-,?
of a rewrite theory n is built out of the proof theory, so that its ele
ments are equivalence classes of proofs, which are understood as abstract, 
truly-concurrent computations. Specifically, for rewrite theories specify
ing object-based distributed systems, Carolyn Talcott and I have shown 
that, under very reasonable assumptions, each equivalence dass of proofs 
is in bijective correspondence with a partial order of events, in which the 
basic events are precisely the local concurrent rewrites [57]. 

An important advantage of rewriting logic specifications is that they 
are executable. Therefore, they provide an executable formal model 
of the specified system, that can be simulated, and can be analyzed 
and reasoned about using a variety of model checking and proof tech
niques. There are in fact three language implement at ions of rewriting 
logic, namely, ELAN [42, 7, 6], CafeOBJ [35], and Maude [16, 12]. In 
particular, Maude is a high-performance rewriting logic language and 
system developed at SRI International that supports executable specifi
cation and programming of distributed object-based systems. Further
more, Maude is reflective, and this can be used to formally analyze the 
behavior of Maude specifications by flexible model checking strategies 
defined within the language. 

Executability can be exploited not just for formal specification, sym
bolic simulation, and formal analysis purposes: with appropriate com
pilation techniques rewrite rules can in fact be the code of parallel, dis
tributed, and mobile systems that are then much easier to develop, de
bug, and analyze than similar systems built with conventional code. This 
possibility has been demonstrated by the Simple Maude language and 
compilation techniques in the context of parallel computing [47, 48, 49]. 
At present, Francisco Dunin, Steven Eker, Patrick Lincoln and I are 
working on the design and implement at ion of Mobile Maude [29], which 
will demonstrate the same possibility in the context of mobile computing 
and internet programming. 
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As a wide-spectrum semantic framework rewriting logic seems well 
suited to span the gap between high-level properties and architectural 
designs on the one hand, and distributed or mobile system implemen
tations on the other. Rewriting logic has been used to give a precise 
semantics to a number of distributed architectural notations and con
cepts, and to obtain partially- or fully-defined formal executable specifi
cations from such notations. Using Maude and its associated tools, such 
executable specifications can then be analyzed in a variety of ways, in
cluding symbolic simulation and debugging, and flexible forms of model 
checking analysis. Furthermore, using model checkig analysis and formal 
proofs, high-level properties of such specifications expressed in nonexe
cutable formalisms such as temporal and modal logics can likewise be 
analyzed and verified. Since, as already mentioned, rewriting logic spec
ifications can under quite reasonable assuptions be directly implemented 
with competitive performance as distributed and mobile systems, it is 
possible to span the gap from high-level designs to distributed imple
mentations without leaving the formal framework. 

As a research program, all this is quite ambitious, and should be con
sidered as work in progress, that has not yet been fully realized. How
ever, thanks to the efforts of very gifted researchers in several research 
teams, a substantial body of encouraging experience already exists. The 
goal of this paper is to introduce rewriting logic and Maude, and to sur
vey the experience gained so far in applying them to open object-based 
distributed systems. Section 2 explains how concurrent object systems 
are axiomatized in rewriting logic. Section 3 intro duces the basic con
cepts of the Maude langllage. Section 4 explains the range of formal 
methods that can be used to analyze and reason about rewriting logic 
specifcations, the formal tools available, and the specification logics in 
which properties can be stated. Section 5 discusses a number of applica
tions of rewriting logic and Maude to object-based distributed systems 
developed so far by different researchers. The paper ends with some 
concluding remarks 

2. CONCURRENT OBJECTS IN 
REWRITING LOGIC 

Using an informal style of presentation, I explain how concurrent 
object systems are axiomatized in rewriting logic, and how concurrent 
object-based computations correspond to proofs in the logic and yield 
an algebraic model of "true concurrency". In general, a rewrite theory 
is a tripie n = (E, E, R), with (E, E) an equational specification with 
signature of operations E and a set of equational axioms Ej and with 
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R a collection of labelled rewrite rules. The equational specification de
scribes the statie structurc of the system's state space as an algebraic 
data type. The dynamies of the system are described by the rules in 
R that specify local concurrent transitions that can occur in the system 
axiomatized by 'R, and that can be applied modulo the equations E. 

Let me explain how the state space of a concurrent object system 
can be axiomatized as the initial algebra of an equational theory (E, E). 
That is, I explain the key state-building operations in E and the equa
tions E that they satisfy. The concurrent state of an object-oriented sys
tem, often called a eonfiguration, has typically the structure of a multiset 
made up of objects and messages. Therefore, we can view configurations 
as built up by a binary multiset union operator which we can represent 
with empty syntax (Le. juxtaposition) as __ : Conf x Conf --+ Conf. 
(Following the conventions of mix-fix notation, _s are used to indicate 
argument positions.) The operator __ is dedared to satisfy the struc
tural laws of associativity and commutativity and to have identity 0. 
Objects and messages are singleton multiset configurations, and belong 
to subsorts Object, Msg < Conf, so that more complex configurations 
are generated out of them by multiset union. 

An objeet in a given state is represented as a term 

where 0 is the object's name or identifier, C is its dass, the ai's are 
the names of the object's attribute identifiers, and the Vi'S are the cor
responding values. The set of all the attribute-value pairs of an object 
state is formed by repeated application of the binary union operator 
_ ,_ which also obeys structural laws of associativity, commutativity, 
and identity; Le., the order of the attribute-value pairs of an object is 
immaterial. This finishes the description of some of the sorts, operators, 
and equations in the theory (E, E) axiomatizing the states of a concur
rent object system. Particular systems will have additional operations 
and equations, specifying, for example, the data operations on attribute 
values. But the top level structure of the concurrent object system is 
typically given by the multiset union operator. 

The associativity and commutativity of a configuration's multiset 
structure make it very fluid. We can think of it as "soup" in which 
objects and messages float, so that any objects and messages can at 
any time come together and participate in a concurrent transition corre
sponding to a communication event of some kind. In general, the rewrite 
rules in R describing the dynamics of an object-oriented system can have 
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the form 

r(x) MI ... Mn (01 : F1 I atts1) ... (Om : Fm I attsm) 

---t (Oii : F!i I ... (Oik : F!k I 
(Q1 : D 1 I ... (Qp : Dp I 
M{ ... 

if C 

where r is the label, x is a list of the variables occurring in the rule, the 
Ms are message expressions, i1, ... ,ik are different numbers among the 
original 1, ... ,m, and C is the rule's condition. That is, a number of 
objects and messages can come together and participate in a transition 
in which so me new objects may be created, others may be destroyed, 
and others can change their state, and where some new messages may 
be created. If two or more objects appear in the lefthand side, we call the 
rule synchronous, because it forces those objects to jointly participate 
in the transition. If there is only one object in the lefthand side, we call 
the rule asynchronous. 

For example, we can consider three classes of objects, Buffer, Sender, 
and Receiver. The buffer stores a list of numbers in its q attribute. 
Lists of numbers are built using an associative list concatenation opera
tor, _. _ with identity nil, and numbers are regarded as lists of length 
one. The name of the object reading from the buffer is stored in its 
reader attribute. The sender and receiver objects store a number in 
a cell attribute that can also be empty (mt) and have also a counter 
( cnt) attribute. The sender stores also the name of the receiver in an 
additional attribute. The counter attribute is used to ensure that mes
sages are received by the receiver in the same order as they are sent by 
the sender even though communication between the two parties is asyn
chronous. Each time the sender gets a new message from the buffer, it 
increments its counter. It uses the current value of the counter to tag 
the message sent to the receiver. The receiver only accepts a message 
whose tag is its current counter. It then increments its counter indicat
ing that it is ready for the next message. Three typical rewrite rules for 
objects in these classes (where E and N range over natural numbers, L 
over lists of numbers, L. E is a list with last element E, and (to Z : E 
from (Y. N» is a message) are 

read(X,Y,L,E,N) : < X Buffer 
< Y Sender 

=> < X Buffer 
< Y Sender 

q: L . E, reader: Y > 
cell: mt, cnt: N > 
q: L, reader: Y > 
cell: E, cnt: N + 1 > 
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send(Y,Z,E,N) : < Y : Sender I cell: E, cnt: N, receiver: Z > 
=> < Y : Sender I cell: mt, cnt: N > (to Z E from (Y,N» 

receive(Z,Y,E,N) < Z : Receiver I cell: mt, cnt: N > 
(to Z E from (Y,N» 

=> < Z : Receiver I cell: E, cnt: N + 1 > 

where the read rule is synchronous and the send and receive rules asyn
chronous. These rules are applied modulo the associativity and commu
tativity of the multiset union operator, and therefore allow both object 
synchronization and message sending and receiving events anywhere in 
the configuration, regardless of the position of the objects and messages. 
We can then consider the rewrite theory R = E, R) axiomatizing the 
object system with these three object classes, and with R the three rules 
above (and perhaps other rules, such as one for the receiver to write its 
contents into another buffer object, that Iomit). 

Rewriting logic then gives an inference system to deduce, for a system 
axiomatized by a rewrite theory R, which are all the finitary concur
rent computations possible in such a system. Such computations are 
identified with proofs of the general form a : t --+ t' in the logic. In 
what follows, to simplify the exposition, I specialize the general infer
ence system of [55] to the case of object systems. Idle, or "identity" 
computations, in which nothing changes in astate t, are denoted by t 
itself, and elementary rewrites corresponding to the application of a sin
gle rule are denoted by the appropriate substitution instance of the rule 
labelj for example, send (b, c, 3,1) is the rewrite in which sender object 
b sends to c the value 3 with counter 1. More complex computations 
are then buHt up by parallel and sequential composition of elementary 
proofs, according to the following inference system, that specifies both 
the inferences and the new proof terms associated to proofs a and ß. 

a : t ---+ t' ß : u --+ u' 
aß: t u --+ t' u' 

1 Congruence: 

2 Transitivity: a : tl ---+ t2 ß : t2 --+ t3 
aj ß : tl --+ t3 

For example, a buffer object a, and sender and receiver objects band c 
can be involved in a concurrent computation in which b reads value 
from a and sends it to c, and then, simultaneously, c receives it and b 
reads a second value from a. Suppose that we begin with the following 
initial configuration Co 

< a Buffer I q: 7 . 9, reader: b > 
< c Receiver I cell: mt, cnt: 1 > 
< b Sender I cell: mt, cnt: 0, receiver c > 



Rewriting Logic and Maude 95 

Then, the above concurrent computation can be described by the proof 
term 0, built up by repeated application of congruence and transitivity 

(read(a,b,7,9,O) < c : Receiver I cell: mt, cnt: 1 »; 
(send(b,c,9,l) < c : Receiver I cell: mt, cnt: 1 > 

< a : Buffer I q: 7, reader: b »; 
(read(a,b,nil,7,l) receive(c,b,9,l» 

and has as its final configuration Cl 

< a Buffer I q: nil, reader: b > 
< b Sender I cell: 7, cnt: 2, receiver c > 
< c Receiver I cell: 9, cnt: 2 > 

This is fine, but when do two different proofs describe the same con
current computation? This typical "true concurrency" quest ion is posed 
by approaches in which a more abstract description of concurrent com
putations is sought, and models characterizing such computations are 
built. For example, in our computation 0 we could replace the last step, 
namely (read(a,b,nil,7,l) receive(c,b,9,l», by either of two different 
"interleaving" proof terms equivalent to it: one in which the recei ve 
happens after the read, and another in which they happen in opposite 
order. 

Rewriting logic is in this sense a "true concurrency" approach. The 
abstract model giving a semantics to the concurrent computations of a 
system axiomatized by a rewrite theory 'R = (E, E, R) is denoted Tn. 
and is a quotient of the algebra of proof terms modulo some simple 
equations that express basic equivalences between proofs. The details of 
this algebraic construction for an arbitrary rewrite theory can be found 
in [55]. In [57] Carolyn Talcott and I have given a detailed construction 
T/t specializing to the case of object-oriented systems the Tn. model. 
We can give the fiavor of these proof equivalences by pointing out that, 
firstly, all the equations E in 'R are also applied to proof terms (in 
particular, parallel composition of proofs in object systems is associative 
and commutative and has identity 0, because multiset union enjoys those 
axioms) and in addition parallel and sequential composition obey, among 
others, the following three equations that are suflicient for proving that 
our proof term 0 above is equivalent to the two proof terms in which 
the last parallel step has been replaced by interleavings. 

1 Associativity. (0; ß);, = 0; (ß; ,). 

2 Identities. For each 0 : t --+ t', 0; t' = 0 and t; 0 = o. 
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By identifying proof terms using equations such as these, the model 
Tn characterizes abstract concurrent computations in an object-oriented 
system as equivalence dasses [al of proof terms a. This algebraie model 
is constructed using initiality (see [57] for the details) and enjoys many 
of the good properties of algebraie constructions, induding parallel and 
sequential composition operations. Furthemore, Carolyn Ta1cott and I 
have proved that, under reasonable assumptions about the rewrite theory 
'R, it is isomorphie to a very natural and intuitive partial order of events 
model eR that is fully general, in the sense of allowing both synchronous 
and asynchronous computations. In addition, the models Tn and eR 
have a straight forward extension to models of infinite computations Tir 
and e1f that are again isomorphie. In fact, for rewrite theories 'R whose 
rules are all asynchronous and obey the actor locality laws (cf. [67]), e1f 
specializes to the well-known partial order of events model of Hewitt and 
Baker for Actor systems [3, 20]. 

Co Co 

I 
read(a, b, 7, 9, 0) 

I 
[al .. send(b, c, 9,1) 

read(a,b,nil,7,1) recei ve( c, b, 9, 1 

Figure 1 Equivalence between proof and event partial order descriptions of a con
current object-oriented computation. 

In the isomorphism Tn eR, an equivalence dass of proof terms is 
mapped to a partial order of events in whieh the individual events are 
atomie rewrites. Without giving the formal details, that can be found 
in [57], Figure 1 illustrates this isomorphism by showing the partial 
order of events isomporphie to the equivalence dass [al of proof terms 
for the proof term a in our running example. In Tn the equivalence 
dass of proofs [al labels an arrow between the beginning and ending 
configurations Co and Cl. In eR the same arrow is instead labeled by 
the corresponding partial order of events. Note that the events are the 
elementary rewrites corresponding to applying each one of the rules, and 
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the order between them is the causality relation between such events. 
Thus, the first send and the recei ve events are causally connected, but 
the second read and the recei ve are unrelated in the causal partial 
order. 

3. MAUDE 

Maude [12, 13] is a language and system developed at SR! Interna
tional whose modules are theories in rewriting logic. The most general 
Maude modules are called system modules. They have the syntax mod 
'R endm with 'R the rewrite theory in question, expressed with a syntax 
quite elose to, the corresponding mathematical notation1 . The equa
tions E in the equational theory E) underlying the rewrite theory 
'R = E, R) are presented as a union E = E' U A, with Aaset 
of equational axioms introduced as attributes of certain operators in 
the signature example, an operator + can be deelared associa
tive and commutative by keywords assoc and comm-and where E' is 
a set of equations that are assumed to be Church-Rosser and terminat
ing modulo the axioms A. Furthermore 'R is assumed to be (weakly) 
coherent [71], which intuitively means that the equations E' and the 
rules R "commute with each other" modulo A in an appropriate sense. 
Maude supports rewriting modulo different combinations of such equa
tional attributes A: operators can be deelared with any combination 
of associative, commutative, and with left, right, or two-sided identity 
attributes. 

Since we can view an equational theory as a rewrite theory whose set 
R of rules is empty, Maude contains a sublanguage of junctional mod
ules of the form fmod E) endfm, where, as before, E = E' U A, with 
E' Church-Rosser and terminating modulo A. The equationallogic of 
functional modules and of the equational part of system modules is mern
bership equationallogic [56], an expressive logic whose atomic formulas 
are equations t = t' and membership predicates t : s with s a sort. Mem
bership equational logic is quite expressive. It supports sorts, subsorts, 
operator overloading, and equational partiality. But this expressiveness 
is achieved while being efficiently executable by rewriting and having 
suitable techniques for completion and for equational theorem proving 
[8]. 

Maude has a third elass of modules, namely, object-oriented mod
ules, that specify concurrent object-oriented systems and have syntax 

lSee [12) for a detailed description of Maude's syntax, which is quite similar to that of OBJ3 
[37). 
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omod n endom, with n a sugared form for a rewrite theory. That is, 
object-oriented modules are internally translated into ordinary system 
modules, but Maude provides a more convenient syntax for them, sup
porting concepts such as objects, messages, object classes, and multiple 
dass inheritance. Some of the syntax of object-oriented modules has 
been illustrated in Section 2. The two key points to bear in mi nd about 
object-oriented modules are: that rewriting takes place modulo the ax
ioms of associativity, commutativity, and identity axioms of the multiset 
union operator for configurations __ : Conf x Conf ---+ Conf, and 
that rewrite rules can be either synchronous or asynchoronous and have 
the general form explained in Section 2. 

Modules in Maude have an initial semanties. Therefore, a system 
module mod n endm specifies the initial model Tn of the rewrite theory 
n. Similarly, a functional module fmod (2::, E) endfm specifies the initial 
algebra Tr"E of the equational theory (2::, E). 

In addition, like in OBJ3, Maude supports a module algebra with pa
rameterized modules, parameter theories (with "loose" semantics) views 
(that is, theory interpretations) and module expressions. In Maude, this 
module algebra, called Full Maude, is defined inside the language by re
flection, and is easily extensible with new module composition operations 
[30, 28]. Such a module algebra is one important concrete application 
of the general metaprogramming capabilities made possible by Maude's 
support of reflection through the META-LEVEL module. Reflection, as 
well as the reflective capacity for defining internal strategy languages 
that can guide the execution of rewrite theories by me ans of rewrite 
rules at the metalevel are explained below. 

Even though the Maude system is an interpreter, its use of advanced 
semicompilation techniques that compile each rewrite rule into match
ing and replacement automata [33] make it a high-performance system 
that can reach up to 1.66 million rewrites per second in the free theory 
case (A = 0) and from 130,000 to one million rewrites per second in 
the associative-commutative case on a 500 MHz Alpha for some applica
tions. In addition, a Maude compiler currently under development can 
reach up 13 million rewrites per second on the same hardware for some 
applications. 

This means that Maude can be used effectively not only for executable 
specification purposes, but also for dedarative programming. Further
more, as already mentioned, there is a substantial body of encouraging 
experience on parallel compilation for the Simple Maude sublanguage 
[47, 48, 49], and the design of the Mobile Maude language extension is 
currently und er development [29] (see Section 5.3). 
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Executables for the Maude interpreter, a language manual, a tutorial, 
examples and case studies, and relevant papers can be found in http: 
//maude.csl.sri.com. 

Reflection and Strategies 

Intuitively, a logic is reflective if it can represent its metalevel at the 
object level in asound and coherent way. More precisely, Manuel Clavel 
and I have shown that rewriting logic logic is reflective [17, 11, 19] in the 
sense that there is a finitely presented rewrite theory U that is universal 
in the sense that for any finitely presented rewrite theory n (including 
U itself) we have the following equivalence 

n f- t --+ t' {:} U f- (n, t) --+ (n, t'), 

where n and t are terms representing n and t as data elements of U. 
Since U is representable in itself, we can achieve a "reflective tower" with 
an arbitrary number of levels of reflection, since we have 

n f- t --+ t' {:} U f- (n, t) --+ (n, t') {:} U f- (U, (n, t)) --+ (U, (n, t')) ... 

Reflection is a very powerful property. It is systematically exploited 
in the Maude rewriting logic language implement at ion [12], that pro
vides key features of the universal theory U in a built-in module called 
META-LEVEL. In particular, META-LEVEL has sorts Term and Module, so 
that the representations t and n of a term t and a module n have 
sorts Term and Module, respectively. META-LEVEL has also functions 
meta-reduce(n, t) and meta-apply(n, t, I, 0', n) which return, re
spectively, the representation of the reduced form of a term t using the 
equations in a module n, and the (representation of the) result of ap
plying a rule labeled l in the module n to a term t at the top with 
the (n + l)th match consistent with the partial substitution 0". As the 
universal theory U that it implements in a built-in fashion, META-LEVEL 
can also support a reflective tower with an arbitrary number of levels of 
reflection. 

Reflection can be exploited to define internal rewriting strategies [17, 
18, 11], that is, strategies to guide the rewriting process whose semantics 
can be defined inside the logic by rewrite rules at the metalevel. In fact, 
there is great freedom for defining many different strategy languages in
side Maude. This can be done in a completely user-definable way, so that 
users are not limited by a fixed and closed strategy language. The idea 
is to use the operations meta-reduce and meta-apply as basic strategy 
express ions , and then to extend the module META-LEVEL by additional 
strategy expressions and corresponding semantic rules. A number of 
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strategy languages that have been defined following this methodology 
can be found in [11, 13]. 

4. FORMAL METHODOLOGY, TOOLS, AND 
SPECIFICATION LOGICS 

In this section I explain how a flexible range of formal methods can 
be applied to rewriting logic specifications (4.1) the existing formal tools 
supporting these methods (4.2) and the different specification logics that 
can be used to state formal properties (4.3). 

4.1. FORMAL METHODOLOGY 
The fact that rewrting logic specifications are executable allows us to 

have a flexible range of increasingly stronger formal methods, to which 
a system specification can be subjected. Only after less costly and 
"lighter" methods have been used, leading to a better understanding 
and to important improvements and corrections of the original specifi
cation, is it meaningful and worthwhile to invest effort on "heavier" and 
costlier methods. Maude and its theorem proving tools [14, 63] (more on 
this below) can be used to support the following, increasingly stronger 
methods: 

1 Formal specijication. This process results in a first formal model 
of the system, in which many ambiguities and hidden assumptions 
present in an informal specification are clarified. A rewriting logic 

provides a formal model in exactly this sense. 

2 Execution of the specijication. Executable rewriting logic specifica
tions can be used directly for simulation and debugging purposes, 
leading to increasingly better designs. 

3 M odel-checking analysis. Errors in highly distributed and nonde
terministic systems not revealed by a particular execution can be 
found by a model-checking analysis that considers all behaviors of 
a system from an initial state, up to some level or condition. 

4 Narrowing analysis. By using symbolic expressions with logical 
variables, one can carry out a symbolic model-checking analysis in 
which all behaviors not only from a single initial state, but also 
from the possibly infinite set of states described by a symbolic 
expression are analyzed. 

5 Formal Proof. For highly critical properties it is also possible to 
carry out a formal proof of correctness, which can be assisted by 
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formal tools such as those described in Section 4.2 below. Such 
properties can be expressed in rewriting logic itself, or in an ade
quate modal or temporallogic as explained in Section 4.3 

4.2. FORMAL TOOLS 

The above methodology is supported by the formal tools described in 
what follows. First of all, Maude itself is a very versatile formal tool 
supporting methods 1-2 through its default interpreter, and method 
3 through reflective rewriting strategies that can analyze the different 
concurrent computations from a given initial state checking for desired 
properties. In a future release of Maude we plan to support unification in 
a built-in way, which will make it easy to support method's 4 narrowing 
analysis. 

In addition to the formal methods directly supported by Maude, one 
can use Maude as a formal meta-tool [15J to build other formal tools sup
porting other kinds of analysis and proof. As explained in [14, 15, 54], 
reflection and the flexible uses of rewriting logic as a logical framework 
[50J are the key features making it easy to develop such formal tools 
and their user interfaces. Interfaces can be built using the general meta
parsing and meta-pretty printing functions of the META-LEVEL module, 
and the LOOP-MODE module [12], that provides a general read-eval-print 
loop that can be customized with appropriate rewrite rules to define the 
interaction with the user for each tool. Our experience suggest that it 
is much easier to build and maintain formal tools this way than with 
conventional implementation techniques. Also, because of the high per
formance of the Maude engine, the tools generated this way often have 
quite reasonable performance. Of course, special-purpose algorithms or 
off-the-shelf tools can also be used as components for performance or 
convenience reasons, since this is not excluded by Maude's meta-tool 
building capabilities. 

The papers [15, 63J give detailed accounts of different formal tools, 
including theorem proving tool, execution and analysis environments for 
different formalisms, a module algebra, and logic traslators, that have 
been defined in Maude by different authors using the above reflective 
methodology. Some tools are more domain-specific, or support formal 
analysis and reasoning in other formalismsj I discuss a few of these in 
Section 5. Maude-specific tools, applicable to large classes of Maude 
specifications, or extensions of such specifications, include the following: 

An Inductive Theorem Prover. Using the reflective features found 
in Maude, we have built an inductive theorem prover for equa
tional logic specifications [14J that can be used to prove induc-
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tive properties of both CafeOBJ specifications [35] and of func
tional modules in Maude. As already mentioned, this tool can be 
extended with reflective reasoning principles to reason about the 
meta-Iogical properties of a logie represented in rewriting logie or, 
more generally, to prove metalevel properties [4]. 

A Church-Rosser Checker. We have additionally built a Church
Rosser checker tool [14] that analyzes equational specifications to 
check whether they satisfy the Church-Rosser property. This tool 
can be used to analyze order-sorted [36] equational specifications 
in CafeOBJ and in Maude. The tool outputs a collection of proof 
obligations that can be used to either modify the specification or 
to prove them. Extensions of this tool to perform equational com
pletion and to check coherence of rewrite theories are currently 
under development. 

Full Maude. Maude has been extended with special syntax for object
oriented specifications, and with a rieh module algebra of parame
terized modules and module composition in the Clear/OBJ style 
[9, 37] giving rise to the Full Maude language. All of Full Maude 
has been formally specified in Maude using reflection [30, 28]. This 
formal specification-about 7,000 lines-is in fact its implementa
tion, whieh is part of the Maude distribution. Our experience in 
this regard is very encouraging in several respects. Firstly, because 
of how quiekly it was possible to develop Full Maude. Secondly, 
because of how easy it will be to maintain it, modify it, and extend 
it with new features and new module operations. Thirdly, because 
of the competitive performance with whieh it can carry out com
plex module composition and module transformation operations, 
that makes the interaction with Full Maude quite reasonable. 

Real-Time Maude. Based on a notion of real-time rewrite theory that 
can naturally represent many existing models of real-time and hy
brid systems, and that has a straightforward translation into an 
ordinary rewrite theory [62], Peter Ölveczky and I are developing 
an execution and analysis environment for specifications of real
time and hybrid systems called Real-Time Maude [63]. This tool 
translates real-time rewrite theories into Maude modules and can 
execute and analyze such theories by means of a library of strate
gies that can be easily extended by the user to perform other kinds 
of formal analysis. 
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4.3. SPECIFICATION LOGICS 
Rewriting logic is primarily a logic oi change-in which the deduc

tion directly corresponds to the change-as opposed to a logic to talk 
about change in a more indirect and global manner such as the differ
ent variants of modal and temporal logic. Such logics regard a system 
as a mathematical model-typically some kind of Kripke structure
about which they then make assertions about its global properties such 
as safety or liveness properties. Both levels of description and analysis 
are useful in their own right; in fact, they complement each other: one 
can use both logics in combination to prove system properties. 

Of course, the first issue that must be addressed is the semantic in
tegration between rewriting logic and the modal or temporal logic of 
choice. Usually, such an integration is straightforward, because both 
logics are talking about essentially the same mathematical model. In 
fact, the initial model Tn of a rewrite theory R is a category with alge
braic structure, where the objects correspond to system states, and the 
arrows correspond to concurrent system transitions. Therefore, Tn can 
be regarded as a Kripke structure whose transitions are labeled by the 
arrows of the category. A variety of different modal or temporal logics 
can then be chosen to make assertions about such a Kripke structure, 
or about a closely-related structure obtained from it, such as, for exam
pIe, the extension Tif of Tn to infinite computations. In fact, some of 
these logics can be interpreted within first-order rewriting logic, and we 
can use this first-order logic directly to express relevant properties some
times not expressible in a given modal or temporal logic. For example, 
the confluence of a rewrite theory can be expressed by the first-order 
formula 

V(x, y, z).(x --+ y 1\ x --+ z) ::::} (3v.(y --+ v 1\ z --+ v)). 

The point is that, when we consider arbitrary first-order formulas-and 
not just universally quantified conditional or unconditional rewrite rules, 
which are the axioms in rewrite theories-rewriting logic itself becomes 
another candidate for a nonexecutable specification logic. 

The investigation of suitable specification logics having a good inte
gration with rewriting logic is a current area of research. In the choice 
of such a specification logic there are different tradeoffs between, for ex
ample, generality, expressiveness, and amenability to different deductive 
andjor model checking techniques. The most general proposal advanced 
so far is the one by J. Fiadeiro et al. in [34], where a modal logic for 
reasoning about general rewrite theories is presented. But since object
oriented systems constitute a particularly wide and important applica
tion area, modal or temporal logics that provide explicit support for 
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object systems and can reason about their rewriting logic specifications 
are clearly of interest. Two candidate formalisms of this kind have been 
proposed. One is aversion of the modal J.l-calculus proposed by Ulrike 
Lechner [46, 44, 45] for reasoning about object-oriented Maude specifi
cations. Another is Grit Denker's object-oriented distributed temporal 
logic [21], that extends the distributed object temporallogics of H.-D. 
Ehrich and G. Denker [32, 22, 31]. Another direction being explored 
is real-time formalisms: Pet er Ölveczky and I are currently investigat
ing a variant of linear time temporal logic suitable for reasoning about 
rewriting logic specifications of real-time systems. 

One attractive prospect is the use of Maude's reflective features to 
build tools mechanizing the desired modal or temporal logic deduction 
and/or model checking, and to integrate such tools with the underlying 
rewriting logic and equationallogic formal tools described in Section 4.2. 

5. DISTRIBUTED OBJECT-BASED 
APPLICATIONS 

I discuss work in three broad classes of applications of rewriting logic 
and Maude to distributed object-based systems: (i) distributed architec
tures and open components; (ii) networks and communication protocols; 
and (iii) agent and mobile languages. 

5.1. DISTRIBUTED ARCHITECTURES AND 
OPEN COMPONENTS 

It is very important to detect errors and inconsistencies as early as 
possible in the software design cycle. For this reason, formal approaches 
that can increase the analytic power of architectural notations such as 
architectural description languages (ADLs) and object-oriented design 
formalisms such as UML are very valuable. A related concern is the 
formal specification and analysis of distributed component architectures. 
Maude has been used by several authors in these areas to allow formal 
analysis of designs in early design stages, and, in some cases, to support 
code generation from the associated executable specifications. 

• As part of a project to represent the Wright architecture descrip
tion language [1] in Maude, U. Nodelman and C. Talcott have 
developed a representation of CSP in Maude. This is compatible 
with existing tools for analyzing CSP specifications, complements 
them by providing a rich execution environment and the ability 
to analyze non-finite state specifications, and provides a means of 
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combining CSP specifications with other notations for specifying 
concurrent systems. 

• In [12] (Appendix E) F. Dunin, C. Talcott and I present a sub
stantial case study showing how Maude can be used to execute 
very high level software designs, namely architectural descriptions. 
We focus on a difficult case, namely, heterogeneous architectures, 
which is illustrated by a command and control example that in
cludes dataflow, message passing, and implicit invocation sub
architectures. Using Maude, each of the different subarchitectures 
can not only be executed, but they can also be interoperated in 
the execution of the resulting overall system. 

• M. Wirsing and A. Knapp [73] have stressed the practical impor
tance of combining object-oriented design notation with formal 
executable specifications. Their proposal is to annotate diagrams 
in an existing and widely-used object-oriented notation and then 
derive formal executable rewriting logic specifications written in 
an extension of Maude. The specifications can then be used to 
execute and formally analyze the designs, and even to generate 
code in a conventional language such as Java. These ideas are 
furt her developed and implemented in Knapp's upcoming Ph.D. 
thesis [43]. 

• A related proposal is the GILO-2 scenario-based object-oriented 
design notation proposed by S. Nakajima and K. Futatsugi [60]. 
In GILO-2, scenario-based object-oriented diagrams are system
atically transformed into rewriting logic formal specifications in 
CafeOBJ. In fact, rewriting logic provides a formal operational se
mantics for GILO-2 designs, and allows their execution and formal 
analysis. 

• C. Talcott [68, 66, 69] has given a rewriting logic semantics for actor 
systems that are axiomatized by actor theories. She then extends 
actor systems by an algebra of components, where a component 
is formalized as a distributed subsystem that can include actors, 
messages, and other (sub-)components and that is encapsulated 
by a precisely defined interface that mediates its interactions with 
an open environment. Furthermore, she has developed methods 
to reason formally about such open component systems, including 
techniques to prove behavioral equivalence between such sytems. 

• G. Denker, C. Talcott and I [24] have given an executable speci
fication of a general middleware architecture for composable dis
tributed communication services such as fault-tolerance, security, 
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and so on, that can be composed and can be dynamically added 
to selected subsets of a distributed communications system. 

• E. Najm and J.-B. Stefani [58] have used rewriting logic to give a 
formal semantics to the operational subset of the Reference Model 
for Open Distributed Processing (RM-ODP) [40]. RM-ODP speci
fies a language-independent computational model underlying many 
of the distributed computational models that have been recently 
proposed, including those adopted for CORBA, the Network Ob
ject system, and the Java RMI system. 

• S. Nakajima [59] shows how the calculus of mobile ambients of 
Cardelli and Gordon [10] can be naturally expressed in rewrit
ing logic, and then uses rewriting logic specifications in CafeOBJ 
to formally specify the architecture of WEB-NMS, a JavajORB 
implement at ion of a network management system with four archi
tectural components. 

5.2. NETWORKS AND COMMUNICATION 
PROTOCOLS 

The paper [26] surveys some of the advances made using Maude to 
specify and analyze communication protocols, including cryptographic 
protocols, and, more generally, network software such as active network 
programming languages, active network algorithms, network manage
ment systems, and so on. These advances can be summarized as follows: 

• The paper [27] reports on joint work by researchers at Stanford 
and SR! with the group led by J.J. Garda-Luna at the Computer 
Communications Research Group at University of California Santa 
Cruz in which we used Maude very early in the design of a new 
reliable broadcast protocol for Active Networks. In this work, we 
have developed precise executable specifications of the new pro
tocol and, by analyzing it through execution and model-checking 
techniques, we have found many deadlocks and inconsistencies, 
and have clarified incomplete or unspecified assumptions about its 
behavior. 

• Maude has also been applied to the specification and analysis 
of cryptographic protocols [23], showing how Maude's reflective 
model-checking techniques can be used to discover attacks. 

• The positive experience with security protocols has led to the adop
tion of Maude by J. Millen and G. Denker at SR! as the basis for 
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giving a formal semantics to their new secure protocol specifica
tion language CAPSL and as the meta-tool used to endow CAPSL 
with an execution and formal analysis environment [25]. 

• The paper [72] reports joint work with Y. Wang and C. Gunter at 
the University of Pennsylvania in using Maude to formally specify 
and analyze a PLAN [38] active network algorithm. 

• In collaboration with M. Keaton and S. Zabele at TASC and S. 
Bhattacharyya at Sprint, P. Ölvecky, C. Talcott and I have spec
ified and formally analyzed the AERjNCA [41] suite of sophisti
cated active network protocol components for reliable multicast. 
This is perhaps the most complex suite of protocols we have stud
ied so far, because of its time-sentitive behavior and the need to 
analyze both correctness and performace. The Real-Time Maude 
tool (see Section 4.2) has allowed us to find important errors and 
inconsistencies in the Maude specification derived from the original 
use-case informal specification. 

• I. Mason and C. Talcott are also using Maude to support modeling, 
simulation and analysis of network architectures and communica
tion protocols taking into account resources, such as nodes, LANs 
and interfaces, network failures and their recovery, and composable 
protocols [52]. Their goal is to develop a generic infrastructure in 
which a variety of protocols can be modeled, simulated, and ana
lyzed in Maude. To test their ideas, they have applied them to the 
Hello subprotocol of PIM-DM. 

• I. Pita and N. Martl-Oliet have used the reflective features of 
Maude to specify the management process of broadband telecom
munication networks [64, 65]. 

• D. Basin and G. Denker have given an in-depth experimental com
parison of the advantages and disadvantages of using Maude versus 
using a lazy functional language like Haskell to analyze security 
protocols [5]. On the Maude side, this work contains valuable 
new optimization techniques for efficient model checking analysis 
of protocols. 

5.3. AGENT AND MOBILE LANGUAGES 
Rewriting logic and Maude have also been used to give a formal ex

ecutable semantics to different agent, actor, active network, and mo
bile programming languages, and to develop formally-based optimization 
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techniques for some of these languages. Furthermore, we are currently 
extending Maude into the Mobile Maude language. 

• As already mentioned, S. Nakajima [59] has used rewriting logic to 
give semantics to the calculus of mobile ambients of Cardelli and 
Gordon [10]. 

• Ishikawa et al. [39] have given a Maude specification of a represen
tative subset of the GAEA language [61], a reflective concurrent 
logic programming agent language for AI applications based on a 
new paradigm called organic programming. 

• C. Gunter, P. Kakkar, M.-G. Stehr, C. Talcott, and I are currently 
developing an executable formal definition of the PLAN active net
work programming language in Maude that can be used as a PLAN 
simulator (PLAN does not have a simulator at present) and as a 
formal tool to analyze PLAN programs. 

• 1. Mason and C. Talcott [51, 53, 70] use rewriting logic to give 
semantic definitions of actor languages, and to "compile away" 
certain language features by defining semantics-preserving trans
lations between actor languages that are formalized as translations 
between their corresponding rewrite theories. 

• van Baalen et al. [2] have used Maude to give a formal semantics 
to, and to analyze, key fault-tolerant protocols in the DaAgents 
mobile agent system. Their analysis, which includes detailed anal
yses of the protocols' behavior under different fault models, has 
revealed mistakes and inconsistencies in the protocols' informal 
specifications. 

• Finally, as furt her explained below, we are using rewriting logic 
and Maude not only to specify mobile computations, but also to 
program them in Mobile Maude. 

Mobile Maude 
As already mentioned, Maude can be used not only for specifying 

distributed object systems, but also for programming them. At SRI, 
Francisco Duran, Steven Eker, Patrick Lincoln and I are currently ad
vancing the design and implementation ofMobile Maude [29]. This is an 
extension of Maude supporting mobile computation that uses reflection 
in a systematic way to obtain a simple and general declarative mobile 
language design. The two key notions are processes and mobile objects. 
Processes are located computational environments where mobile objects 
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can reside. Mobile objects can move between different process in differ
ent locations, and can communicate asynchronously with each other by 
means of messages. Each mobile object contains its own code-that is a 
rewrite theory R-metarepresented as a term R, as weIl as its own in
ternal state. In this way, reflection endows mobile objects with powerful 
"higher-order" capabilities whithin a simple first-order framework. 

Figure 2 Object and message mobility 

Figure 2 shows several processes in two locations, with (mobile) object 
03 moving from one process to another, and with object 01 sending a 
message to 02. 

We expect that Mobile Maude will have good support for secure mo
bile computation for two reasons. Firstly, mobile objects will communi
cate with each other and will move from one location to another using 
state-of-the-art encryption mechanisms. Secondly, because of the logical 
basis of Mobile Maude, we expect to be able to prove critical properties 
of applications developed in it with much less effort than what it would 
be required if the same applications were developed in a conventional 
language such as Java. 

6. CONCLUSIONS 

I have explained how rewriting logic and Maude can be used to specify, 
execute, and formaIly analyze distributed object-based systems using a 
flexible range of formal methods, tools, and specification logics. I have 
also summarized a fairly extensive body of work by different authors 
applying rewriting logic and Maude to distributed software architec
tures and components, to communication protocols and networks, and 
to agent and mobile languages. 
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This paper is a snapshot of work in progress. However, I hope to have 
given enough evidence to support the view that-thanks to the efforts of 
researchers in the US, Europe, Australia, and Japan-rewriting logic is 
well suited as a semantic framework for object-based distributed systems. 
Of course, some of the most exciting work remains ahead of us, including: 

• Uses of Maude in internet programming and mobile computation, 
based on the upcoming release of Maude 2.0 and the Mobile Maude 
language currently under development. 

• Further advances in property-oriented specification logics comple
menting rewriting logic, including development of model checking 
and proof techniques supported by adequate tools. 

• More applications of rewriting logic and Maude to the design, anal
ysis, and verification of seeure distributed systems at all levels of 
abstraction: software architectures, protocols and networks, and 
mobile code. 

• Uses of Maude as a forma meta-tool to build both a richer for
mal environment of tools for Maude, and a wide range of domain
specific formal tools. 
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