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Abstract 

Model checking techniques have been an effective means for finding subtle 
defects in hardware designs and communication protocols. The increased use 
of concurrent software in embedded applications and the widespread adoption 
of Java with its built-in concurrency constructs have led researchers to attempt 
to adapt model-checking techniques to software. To date, this effort has been 
hindered by several obstacles including construction of correct tractable models 
from programs with enormous state spaces, appropriate specification of check
able software requirements, and interpretation of long, and potentially abstract, 
counterexample traces. 

In this talk, we describe Bandera - an integrated collection of tools for 
model-checking concurrent Java software that attempts to overcome the obsta
cles described above. Bandera is a model compiler in the sense that it takes 
Java source code as input and compiles it to a program model expressed in 
the input language of one of several existing verification tools including Spin, 
dSpin, and JPF. Program slicing and abstract interpretation components are 
used during compilation to customize the program model with respect to the 
properties being checked. Bandera is like a debugger in the sense that it maps 
counterexamples produced by back-end model checkers to the source 
code level, and it allows the user to replay program execution both forwards 
and backwards along the path of the counterexample. 

We will present an overview of several case studies using Bandera that 
provide positive evidence of the effectiveness of model checking realistic prop-
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erties of non-trivial concurrent software. These case studies also point out the 
need for additional functionality to enable scaling of software model checking 
to even larger and more complex systems. Finally, we conclude with a descrip
tion of the latest public release of the Bandera toolset and our plans for future 
functionality. 
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