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Abstract: The growing number of product variation, unstable sales figures and the 
increasingly reduced lifecycle of products has lead to increasing flexibility 
requirements for the whole production process. Additionally, mechanical 
engineers pursue, against the background of the growing importance of 
services in the industrial sphere, the improvement of the existing supply of 
services in the direction of customer service. From an OEM viewpoint, it 
would be desirable to purchase the production as a service and to pay per 
produced unit. Beyond maintenance and upkeep, services emerge that grow 
into the core business of the system supplier. For the user, service, reliability 
and quality losses can be the consequence when the system supplier has a 
lacking or limited business experience. For the system supplier, as the operator 
of their system, the unrestricted availability and complete control over the 
reuse are the primary objectives. Once the net concepts and structures 
correspond to the modem requirements, then future operating models with 
suitable monitoring functions can be supported. It is necessary, that: 

• The system, not the control system, is considered as the logical unit. 

• A high flexibility through consequent use of TCPIIP and HTTP as a 
transportation and transfer protocol on the basis of Ethernet as net 
technology can be guaranteed. 

• The communication of individual control units, sensors and actuators 
in a network based on switches with a quasi deterministic behaviour 
is allowed. 

• Through internet-similar structures in the system, no additional 
programming costs for data communication and data synchronisation 
arise and secure, switched network hierarchies merge to a logical net 
layer, as a result the bottlenecks SPS-CPUs are cancelled. 
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1. MOTIVATION 

The growing number of product variation, unstable sales figures and the 
increasingly reduced lifecycle of products has lead to increasing flexibility 
requirements for the whole production process /GAB-94/. Additionally, 
mechanical engineers pursue, against the background of the growing 
importance of services in the industrial sphere, the improvement of the 
existing supply of services in the direction of customer service [LUC-97]. 
The path leads from the supplier model to the different participation models 
to the operation model. As a result, one increasingly ends up with a transfer 
of the risk from the user back to the system supplier. At present, the 
conditions are lacking to financially bear this risk. 

Research must develop future comprehensive approaches that are 
economically optimal for the manufacturer, operator and society [STE-87]. 
The economic potential is particularly located in the area of reusing systems 
and components for new products or for other customers [SCH-OO]. Deficits 
are caused by insufficient knowledge about the load situation of system 
components and their remaining lifespan. This has various causes: 
- Insufficient modular design of machines and systems 
- Lack of experience with using used components and accompanying risk 

estimation; 
- The insufficient knowledge regarding component condition, i.e. 

insufficient statistical data for the financial and technical potentials of 
components; 
Lack of technical documentation of the system; 

- Lack of concepts for the organisational integration of the new business 
field into the existing company. 

Figure 1 portrays the development of a production system with all the 
connected development processes; preparation of the market or development 
of production processes accompany, or rather influence, the planning of the 
features of a new product, its realization as well as its application and sorting 
out. The starting point is an operating scenario for a production system, 
which contains a life cycle monitoring and prognosis including appropriate 
maintenance strategies and which considers an extended system 
responsibility. This scenario pursues the solution from the existing principle 
of the to date unidirectional business relation between system supplier and 
his customer, as far as an integrated business model. System adaptation and 
retreating work gain importance [K.OR-99]. The objective is for a production 
system to be able to "produce" over several product generations; this means 
that the system should be able to flexibly adapt to product further 
developments, after the actual production commencement. The reuse for new 
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products or for other customers is prerequisite to use the considerably longer 
lifetime of components in comparison to the product lifecycle. 

Entwicklungsprozesse Nutzungsphasen der Produkteigenschaften 

b 

----- Projektfortlchrftt ----• 

- = Entwicklungen a. b. c = der Schnittstelle Kunde· Lieferant 

- = Aktivitaten des Kunden beim reinen Betreibermodell 

Figure 1. The change of the interface customer- supplier [GER-99] 

2. NEW SERVICES 

From an OEM viewpoint, it would be desirable to purchase the 
production as a service and to pay per produced unit. In the automobile 
industry, corresponding examples of complete operating models already 
exist: MCC (Hambach) or VW do Brasil (Resende) [K.oe-00]. Beyond 
maintenance and upkeep, services emerge that grow into the core business of 
the system supplier. For the user, service, reliability and quality losses can be 
the consequence when the system supplier has a lacking or limited business 
experience. For the system supplier, as the operator of their system, the 
unrestricted availability and complete control over the reuse are the primary 
objectives. From this the following core questions arise: 

How does one modularly design the system correctly? 
- Which maintenance and upkeep strategies should be pursued? 
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- What must a control technology concept accomplish in the future, with 
regard to monitoring and lifecycle prognosis? 

Loads over the whole lifetime of the component and the resulting service, 
maintenance and failure probabilities are the basis of a new type of 
calculation models, which will have a decisive influence on the development 
of systems or components. This requires a complete knowledge base 
concerning every single module, in order to determine, via the lifecycle or 
prognosis models, the possible failure probabilities and the remaining 
lifespan of the modules. This means that a comprehensive monitoring of 
system relevant information objects must be the input for diverse models for 
analysis, status description and prognosis of failure probabilities or 
remaining operation times. Figure 2 illustrates the available communication 
levels of the machine levels over the company internal network up to 
connection via the internet. 

Conventional control concepts of systems are often not capable to fulfil 
the increasing requirements of complex production systems and they are 
moreover part of the monitoring and prognosis problems. One current hurdle 
that is difficult to clear is the classical PLC, which is currently still the 
central control element for automated production. New control concepts, 
which for mechanical modular design analogously contain a decentralized 
control periphery and a decentralized control intelligence, are therefore an 
indispensable condition of future operating models. An additional 
independent network of sensors and actuators without a media break to the 
production controlling nets (continuous TCPIIP) can achieve this under the 
condition of acceptable costs. 

3. WHY A NEW CONTROL TECHNOLOGY? 

Lets begin with an excursion into nature. Walking means more than 
merely to swing the legs -the movement seems to provide common 
principles: the model of central pattern generators (CPG) can be understood 
as such a principle [GMD-00]. When we walk the muscles in our thighs are 
tensed and relaxed in a specific chronological connection (phase) to one 
another. This pattern is produced through the central pattern generators 
(CPG). They are so to speak small brains, which take over this control for us. 
Consequently, our real brain is relieved of this burden and is able to 
concentrate on other things, according to the principle: divide and conquer! 
This means distributed control. In nature there doesn't exist a nervous 
system that takes over all assignments on all levels. Instead, the tasks are 
shared out, this means that certain routine processes are out sourced to 
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subordinate structures, which accordingly take over certain control processes 
autonomously. 

The transfer to the automation technology means: future controls should 
be divided up into smaller local units, which only concentrate on certain 
processes. While a specified processor specialises in the analysis of sensory 
impressions, another takes over the central control of the whole system on a 
higher level. The local processors are structured similar to the central pattern 
generators (CPG). 

They have a URI (uniform resource identifier) with methods and 
parameters; this means that information vectors enable a worldwide 
unambiguous addressing. The data to be exchanged is implemented in SOAP 
Objects (Simple Object Access Protocol) and uses standardised transport 
protocols such as TCPIIP on the basis of Ethernet. The control systems of 
the production have to be integrated into the administrative IT systems. The 
objective of these developments must be to continuously realize the data and 
information flow of the visualisation as far as the individual drive, the 
control unit or the relevant sensors of a system. 

Figure 2: Levels of communication in the production field. 
Decentral controls are the fundamentals of modem industrial control 

concepts and are based on: 
- the decentral periphery (distributed installation) and 
- the decentral intelligence (distributed functionality). 

The objective of distributed installation is to reduce the wiring expense; 
minimal cable lengths and open and maintainable installations are thus 
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achieved. The advantage of less wiring expenses is however confronted with 
the serious disadvantage of, 

The structures of classical PLCs are not created for this. 

Data must pass through Systems with the help of different drivers in 
order to reach the main level from the sensors. Less speed and a lack of 
transparency are the consequences. Not every control can communicate at 
any time with every other control. In many cases, the real time of the 
application and high flow rate of data can not be spoken of. 

As a result, the required principle of decentral intelligence, which should 
distribute a control task among a number of intelligent control nodes, is not 
realizable with the classical PLC systems. Moreover, trends such as OPC 
(OLE for Process Control) only produce marginal improvements, as long as 
they are imbedded into the old structures. 

Consequence: In order to achieve a drastic simplification, a 
reduction in programming expenses and a strengthening of 
interoperability, a paradigm change is necessary in control technology. 

The future lies in distributed intelligence, which combines the advantages 
of central and decentral concepts. In the individual components of a system, 
specific function blocks, which for example contain high-integrated drive 
functions, must be implemented as well as the mechanical modularity. At the 
same time the openness of the systems is particularly worth paying attention 
to, this means that these components must be freely programmable, or rather 
parametrizable and operate as independent modules. The intelligent systems 
are no longer only driving systems or actuators, which are operated from a 
central control, but rather systems that independently and self-sufficiently 
take over the control of sub-systems. 

Consequently data and information emerge that on the one hand, are 
directly integrated into the operating and monitoring process of the 
operator's IT system and which, on the other hand, present the basis for a 
target orientated monitoring and data processing of future operating models. 
This means, for example, that direct access from the ERP system to the 
operation unit or a specific sensor for foresighted maintenance assignments 
or for necessary recording of current components with reference to future 
taking back obligations becomes necessary, this means with this the pursuit 
of the current manufacturing process will attain a high priority in the future. 

The internet enables an intensive and rapid collaboration between 
operator, system supplier and component manufacturer. The connection of 
current system information with the service departments of participating 
partners over the internet, accelerates error diagnosis and as a result the 
entire response time. Spare part orders can automatically and directly occur 
via corresponding business-to-business mechanisms such as BizTalk and 
UDDI (Universal Description Discovery Integration, an international 
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repository for web services). When problems arise and their cause cannot be 
immediately and clearly classified, the internet enables a cooperative 
collaboration of all participators on a standardized database. 

4. DEMAND THAT ARE MADE ON FUTURE NET 
CONCEPTS: 

A net technology, which has a capability of at least ten times more than 
that of introduced field buses, is the prerequisite for a decentralized, but 
simultaneously real time capable and deterministic concept. A suitable basis 
seems to be Ethernet, which must be made usable for applications in the 
production systems. A switched Ethernet meets all the necessary conditions: 
- High transfer capacity (up to lGbits/s) 
- Quasi deterministic behaviour with use of the switch technology; 
- In principle all the Net topologies are realizable via different media; 
- Based on an established transport protocol TCPIIP, which is equipped 

with a high availability of components for connection to classic 
information technology and as a result access to the entire network with 
low costs for the whole system. 
The core of switch technology is a unit for the distribution of an Ethernet 

network into the various sub-networks. Switching has two main advantages: 
the possibility of application oriented scaling of collision areas (up to 
collision free Ethernet) and the extremely fast packet exchange between the 
collision areas. Figure 3 illustrates the connection between communication 
paths of a switched network with redundant communication paths. A switch 
switches through the (data) packet that arrives at an input port, due to a 
destination address being contained within the packet, unchanged to the 
correct output port. The switch analyses the packet on arrival, decides, 
according to a saved address table, to which output port the packet 
appertains and despatches it as soon as possible, this means the data packets 
are thus no longer released in the whole net and the network is relieved of 
the load. 

An important function of a switch is the collision avoidance through 
switching a separate collision free channel with the full Ethernet bandwidth 
between the input and output port. Nonetheless, the switch allows direct data 
circulation control overlapping from module to module, without the data 
being led via a bottleneck of a CPU. What is even more important, however: 
through the consequential usage of switches up to the lowest level, the 
Ethernet becomes consequently deterministic and real time capable. As a 
logical result of the consequent decentralized structure, every intelligent 
module can also work in a standalone way in the net. 
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Figure 3: Network topology based on switches 

5. OBJECT ORIENTATION AND MODELLING OF 
THE CONCEPT 

A function is only defined once within a system and used for all the same 
functions within the system (inheritance). If this object orientation of the 
elements is connected with the modelling of the concept, it is possible to 
describe the system with information, action and description objects. As a 
result the simulation of the entire functionalities and the working process 
chains become reality. The long-distance maintenance and further telematic 
functions are thus, in principle, plausible from anyone location in the world 
via the internet with these control concepts .This means a new dimension of 
services. 

The course to implement secured operating models is to supply qualified 
data and to offer digital services based on internet technology. In this 
connection SOAP (Simple Object Access Protocol) [SOAP-00; W3C-00] is 
a possibility to implement the data exchange; platform independent and from 
business-to-business. 
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6. WHICH PROSPECTS DOES SOAP OFFER? 

SOAP based on XML (Extensible Mark-up Language); with a high 
probability, this combination will represent, in future, the construction of 
internet-capable application solutions. XML is very simple to understand 
and use, quasi unrestricted in possible use and is one of the few recognised 
standards in the broad sphere of the industry. XML, as a common platform, 
is supported by various company consortia, in order to standardize data 
exchange between systems and different environments. 

For a new generation of man-machine interfaces XML together with 
HITP is already in use as a base technology. Nevertheless, even an 
extensively widespread and accepted data format does not alone accomplish 
the Paradigm change. In order to achieve this, XML requires a strong 
partner: SOAP as mechanism for the call of functions in computers that are 
distributed in the internet. SOAP combines the advantages of XML with 
protocols such as HITP, SMTP or Message Queues, in order to obtain a 
new, powerful mechanism that has been especially designed for the internet: 
the integration of remote functions. Figure 4 portrays the principal elements 
of a SOAP Envelope. 

SOAP is a very simple packaging and routing mechanism for XML data. 
Figuratively speaking, the XML data are a letter, which obtains its correct 
Envelope with sender and receiver information through SOAP. The SOAP 
Envelope (official term of the specification) contains descriptive information 
regarding data that are to be transported between two end points. Their 
format, coding as well as references, regarding how and from whom this 
data is to be processed, are also contained within this Envelope. 

SOAP was designed especially for use in the internet with high latency 
times and frequently available, unreliable availability. This became 
necessary since the fundamental specifications of XML enable important 
enlargements for the extensive formulation of complex data connections, the 
actual transportation of the XML data, however, was only very rudimentary 
treated. 

Traditional RPC protocols break down in the internet scenario, because 
they deal with defined net connections and unambiguously coordinated 
configurations of all participants. With HITP, SOAP employs a transport 
protocol, onto which the entire internet infrastructure is coordinated. On 
closer reflection DCOM and ITOP are high propriety protocols of a few 
suppliers, though server components as a rule are not portable - although 
partly publicly documented from the OMG. SOAP on the other hand is 
simple and requires a small implementation expenditure. 
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Figure 4: Construction of a SOAP message 

7. WHY XMLAND NOT BINARY CODING? 

The application of XML, in contrast to binary data, produces 
comparatively larger data sequences of tags, name space declarations and 
additional attributes. Consequently the processing speed does not seem to be 
suitable for employment in automation assignments. This disadvantage with 
reference to bandwidth requirements and resource consumption for the 
"packaging" of data in XML in contrast to binary protocols turns out, 
however, to be an advantage in heterogeneous system landscapes. 
Homogeneous rniddleware that is available on any platforms is currently 
only available on the basis of "virtual machines" and thus has a system 
inherent speed disadvantage. If SOAP is implemented on the basis of XML 
in a system-related way, then a decrease in the processing speed does not 
necessarily occur. 

The same situation is also detectable when looking at the necessary 
bandwidths for data transfer. In addition to the bandwidth uses, the "work
loads" are also to be considered via the actual protocol. An URI (Uniform 
Resource Identifier) for the clear description of a SOAP end point with 
HTTP is mostly only a few bytes long. Binary protocols require the size of a 
standard frame to establish the connection and to identify the end point, even 
with the smallest data packages, and as a result load the network with 512 
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bytes or rather distinctly more; with that, a simple SOAP-Envelope is 
already completely described. 

8. SECURITY 

If one views the SOAP specification 1.1 in an isolated way , one is 
initially attempted to reject the use of SOAP in every security-sensitive 
environment and thus, decline connection of the automation systems to the 
internet, because of missing security mechanisms. SOAP is not, however, 
responsible for the implementation of the security aspects. Several security 
mechanisms can be implemented in connection with SOAP, for example a 
password supported authentication or with HITPS (SSL) a client-sided 
certification for the secure identification combined with the encoding of the 
SOAP packages [http-00]. 

A solution that is independent of the transport protocol, for encoding, 
authentication and signature of SOAP contents, can occur through the 
integration of additional header entries for security and routing into the 
SOAP Envelopes. These can either be directly inserted through the 
application, evaluated and tested at the opposite end, or these header entries 
can be implemented by suitable Switches/Firewalls that function as SOAP 
distributors (see also figure 4). Such implementations are legal in accordance 
with the enlargements planned in the SOAP specifications and very effective 
for specific enlargements of SOAP for the automation technology. 

9. RESULT 

Once the net concepts and structures correspond to the modem 
requirements, then future operating models with suitable monitoring 
functions can be supported. It is necessary, that: 
- The system, not the control system, is considered as the logical unit. 
- A high flexibility through consequent use of TCPIIP and HITP as a 

transportation and transfer protocol on the basis of Ethernet as net 
technology can be guaranteed. 

- The communication of individual control units, sensors and actuators in a 
network based on switches with a quasi deterministic behaviour is 
allowed, whereby 

- SOAP objects on the basis of XML guarantee the interoperability and 
- Continuity from the sensor to internet and as a result enable a data 

continuity from the production to the EDP office without any overheads, 
this means that 
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- a sufficient compatibility and interoperability between the control IT and 
the office IT is achieved. 

- Through internet-similar structures in the system, no additional 
programming costs for data communication and data synchronisation 
arise and secure, switched network hierarchies merge to a logical net 
layer, as a result the bottlenecks SPS-CPUs are cancelled. 

10. SUMMARY 

With new system standards, instruments for control concepts are 
available that fulfil the complex requirements of an operating model: 

Independent networking of sensors and actuators for a monitoring of the 
loads and for a deduction of maintenance and prognosis models for modular 
designed production systems in an independent way from the control
function. 
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