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Abstract If r is a q-axy code of length n and a, b, ... , e axe codewords, then c 
is called a descendant of a, b, ... , e if c; E {a;, b;, ... , e;} for i = 1, ... , n. 
Codes r with the property that coalitions of a limited size have restric
tions on their descendants axe studied. Namely, we consider codes with 
one of the following properties, refered to later as 2-paxtially identifying 
(2-PIC) and 3-frameproof (3-FPC) codes, respectively: 

- any two non intersecting coalitions of size two have no common 
descendant 

- the descendant of any coalition of size at most 3 does not belong 
to the code. 

Keywords: Frameproof codes, partially identifying codes, copyright protection. 

1 Introduction 

The ability to resolve ownership disputes and copyright infringement 
is difficult in the worldwide digital age. There is an increasing need to 
develop techniques that protect the owner of digital data. Digital wa
termarking is a technique used to embed a known piece of digital data 
within another one. The embedded piece acts as a fingerprint for the 
owner, allowing the protection of copyright, authentication of the data, 
and tracing of illegal copies. 
A publisher embeds a unique fingerprint pattern into each distributed 
copy of a document, keeping a database of sold copies and their corre
sponding fingerprints. If, later on, an illegally distributed copy is discov
ered, he may trace that copy back to the offending user by comparing its 
fingerprint to the database. We consider the attack which results when 
two users collude and compare their independently marked copies. Then 
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they can detect and locate the differences, and combine their copies into 
a new one whose fingerprint differs from all the users'. 
Codes were introduced in [2] (see also [13]) as a method of "digital fin
gerprinting" which prevents a coalition of a given size from forging a 
copy with no member of the coalition being caught, or from framing an 
innocent user. 

The outline of the paper is as follows. Definitions and basic results are 
presented in Section 2. In Section 3 we first prove that Sylvester type 
matrices are 2-PIC. Although, they can accommodate a limited number 
of users, their length 2i make them suitable for practical applications 
and concatenation. 

In Section 4, Hadamard matrices of order 4(2k + 1) are shown to be 
3-FPC. Such codes are also good for practical applications since a large 
number of Hadamard matrices of order 4(2k + 1) have been constructed 
(there are already 486 Hadamard matrices of order 28 with Hall sets). 
Section 5 presents asymptotic constructions via concatenation, for which 
seeds described in Sections 3 and 4 can be used. The last section is de
voted to q-ary s-PIC. In particular we show that an equidistant code 
with 2w > n is 2-PIC. Thus we improve the requirement 4d > 3n in [4]. 
We also improve the sufficient condition d/n > 1- 1/s2 for s-PIC [13]. 

2 Definitions and basic results 

We use the notation of [13] for fingerprinting issues and of [15] for 
codes and Hadamard matrices. 

We identify a vector with its support, set of its non-zero positions; in 
the binary case for a pair of vectors ( u, v), we denote by u n v the vector 
having for support the intersection of the supports of u and v. For any 
positive real number x we shall denote by l x J its integer part and by 
r X l the Smallest integer at least equal to X. 

A set r GF(q)" is called an (n, M, d)-code if !rl = M and the mini
mum Hamming distance between two of its elements (codewords) is d. 

Suppose C r. For any position i define the projection 

Pi(C) = U ai. 
aEC 

Define the feasible set of C by : 

F(C) = {x E GF(q)n: Vi, xi E Pi(C)}. 

The feasible set F(C) represents the set of all possible n-tuples (de
scendants) that could be produced by the coalition C by comparing the 
codewords they jointly hold. Observe that C F(C) for all C, and 
F(C) = c if ICI = 1. 



Now, ifthere is a codeword a E F(C) \C, then the user who owns code
word a can be "framed" because the coalition C can actually construct 
a. 

Thus the following definition from [2] to forbid this situation. 

Definition 1 An (n, M)- code C is called a s-frameproof code if, for 
every C C such that ICI s, we have F(C) n C =C. 

If two non-intersecting coalitions can produce the same descendant, 
it will be impossible to trace with certainty even one guilty user. This 
motivates the following reworded definition from [13}. 

Definition 2 An (n, M)- code r is called a s-partially identifying code 
(s-PIC for short) if, for every couple of coalitions C, C' r such that 
ICI s, IC'I s and C n C' = 0, we have F(C) n F(C') = 0. 

The identification property can be rephrased as follows when q = 2: 
For any ordered 2s-tuple of codewords written as columns, there is a 

coordinate where the 2s-tuple (1..10 .. 0) of weight s or its complement 
occurs. 

We denote by C[n, k, d]q (or simply C[n, k]q when d is irrelevant) a 
linear code of length n, dimension k over GF(q) and minimum dis
tance d. The subscript is omitted in the binary case. The rate of C 
is R(C) = R = kjn. In the nonlinear case, the rate is defined analo
gously as n-1 logq M. We refer to [15] for all undefined notions on codes. 

3 Binary 2-PIC 

Theorem 1 {1] 
If Hn is ann times n Hadamard matrix with n > 1, then n is even and 

for any two distinct rows of H there are precisely columns in which 
the entries in the two rows agree. Further, if n > 2 then n is divisible 
by 4, and for any three distinct rows of H there are precisely 1 columns 
in which the entries in all three rows agree. The same statements hold 
for columns of H. 

Let Hn be a Sylvester type matrix of order n = 2i [15]. If +1's are 
replaced by O's and -1's by 1's, Hn is changed into the binary Hadamard 
matrix An [15]. 

Theorem 2 The matrix An is a (n = 2i,M = 2i) 2-PIC. 



Proof: Set n = 4m with m = 2i-,-2. We distinguish between two cases, 
according to whether or not one of the four codewords is the first row of 
A4m {the all 1 vector). 

Case 1. Let c1 , c2, c3, c4 E A4m be all different from the first row in 
A4m· By [15] Ch. 2, since any two rows in are orthogonal, they 
agree in 2m places and differ in 2m places. Any such two rows contain 
m columns of the four possible types {11)T, {OOf, {01)T, {10)T. Then 
A4m will not be 2-PIC if the following occurs: 

p a LiJ ril 3m-a ,_,._ ,_,._,_,._ 
Cl : 1...1 1. .......... 1 1...1 0 ... 0 * * ...... * 

p a LtJ ril 3m-a ,_,._ ,_,._,_,._ 
C2: 1...1 1. .......... 1 0 ... 0 1...1 * * ...... * 

p LfJ ril a 3m-a ,_,._ ,_,._,_,._ ------.. C3: 1...1 1. .. 1 0 ... 0 1 ........... 1 * * ...... * 
p lfJ ril a 3m-a ,_,._ ,_,._,_,._ 

C4: 1...1 0 ... 0 1...1 1 ........... 1 * * ...... * 
where the number of columns {11 )T in any two rows of A4m is a.+ {3 = 

m, a '*' being indifferently a 0 or 1. If a. is an odd number then c2, C4 
have more than 1 + a.+ ,8 = 1 + m columns (11 )T, a contradiction. Thus 
a. is even, say a.= 2a.'. Then A4m will fail to be 2-PIC if the following 
occurs: 

p 2a1 a' a' 2m-P-3a' 2m-P-3a' 2m-P-3a' 2m-P-3a' ,_,._ ,_,._,_,._ ...----.-.. ...----.-.. ...----.-.. ...----.-.. 
Cl : 1...1 1 ........... 1 1...1 0 ... 0 1. ....... 1 0 ........ 0 0 ........ 0 0 ........ 0 

p 2a1 a' a' 2m-P-3a' 2m-P-3a1 2m-P-3a1 2m-P-3a' ,_,._ ,_,._,_,._ ...----.-.. ...----.-.. ...----.-.. ...----.-.. 
C2: 1. .. 1 1 ........... 1 0 ... 0 1...1 0 ........ 0 1. ....... 1 0 ........ 0 0 ........ 0 

p a' a' 2a' 2m-P-3a' 2m-P-3a' 2m-P-3a' 2m-P-3a1 ,_,._ ,_,._,_,._ ...----.-.. ...----.-.. ...----.-.. ...----.-.. 
C3: 1...1 1...1 0 ... 0 1 ........... 1 0 ........ 0 0 ........ 0 1 ........ 1 0 ........ 0 

p a' a' 2a1 2m-P-3a' 2m-P-3a' 2m-P-3a' 2m-P-3a' ,_,._ ,_,._,_,._ ...----.-.. ...----.-.. ...----.-.. ...----.-.. 
C4: 1...1 0 ... 0 1...1 1. .......... 1 0 ........ 0 0 ........ 0 0 ........ 0 1. ....... 1 

Columns in [c1, c2, c3, C4] are· written this way up to position {3 + 4a.' 
since any two rows in A4m have columns {11)T in m positions. The 
number of (01)T and {lO)T columns are equal, otherwise two of the rows 
cl,c2,c3,c4 would have more than m columns {11)T. Therefore rows 
c1, c2, c3, C4 must have disjoint supports from position ,8 + 4a.' + 1 on, 
since any two of them contain already m columns {ll)T on the first 
,8 + 4a.' positions. We now upperbound by 4m the number of columns 
containing at least one 1, getting {3 + 4a.' + 4{2m - {3- 3a.') ::;; 4m, or 
3,8 + Sa.' 4m. On the other hand, for any two rows, the number of 



(11f columns ism= (3 + 2cl. This leads to 2a' = m,(3 = 0, which is 
impossible since the first column of A4m contains only 1 's. 
Case 2 now. Suppose that c1 is the first row in A4m, i.e. wt(cl) = 4m. 
Then A4m will not be 2-PIC if the following occurs. 

m m m m ,.....,__ ,.....,__ ,.....,__ ,.....,__ 
C1 : 1...1 1...1 1...1 1...1 

m m m m ,.....,__ ,.....,__ ,.....,__ ,.....,__ 
C2: 1...1 1...1 0 ... 0 0 ... 0 

m m m m ,.....,__ ,.....,__ ,.....,__ ,.....,__ 
C3: 1...1 0 ... 0 1...1 0 ... 0 

m m m m ,......,.._.. ,.....,__ ,......,.._.. ,.....,__ 
C4: 10 .. 0 1...1 01..1 0 ... 0 

The row c4 should have a 1 in the first position since all rows of A4m 
do. The support of c4 in positions { m + 1, m + 2, ... ,2m} has size m 
by the assumption that A4m is not 2-PIC. In this case [c2, c4] will have 
m + 1 columns ( 11) T, again reaching a contradiction. Therefore Am is a 
2-PIC. (Note that the actual support of c4 in positions {2m+ 1, ... ,3m} 
is irrelevant to our proof). 

0 

Remark 1 A4m is NOT a 3-FPC. For m = 2, a counterexample is 
given below (the fourth row, e.g., can be ''framed" by the first three, 
since neither {1110} nor {0001} appear as a column of the first four 
rows). It easily extends to all m. 

11111111 
10101010 
11001100 
10011001 
11110000 
10100101 
11000011 
10010110 

4 The case n = 4m, m odd 

Let H 4(2k+l) be the matrix obtained from a Hadamard matrix [15] of 
order 4(2k + 1) when +1's are replaced by O's and -1's by 1's. 

Theorem 3 H 4(2k+l) is a binary 3-FPC(4(2k + 1), 4(2k + 1)). 

Proof: Suppose H4c2k+l) is not a binary 3-FPC(4(2k + 1), 4(2k + 1)), i.e. 
there are four rows c1, c2, c3, c4 E H4(2k+l) yielding no column of either 



type (0001)T or (1110f. Again, two cases may occur. If no Ci is the all 
1 vector, then, w.l.o.g. we may assume that these four rows form the 
following array: 

2k+l 2k+l 2k+I 2k+l 

CJ 1. ...................... 1 1 ............................ 1 0 ............................. 0 0 ..................... 0 
2.1:+1 2k+l 2k+l 2k+l 

C2 1 ....................... 1 0 ............................ 0 1. ............................ 1 0 ..................... 0 
m 2.1:+1-m 2k+1-m m 2.1:+1-m m m 2k+1-m - ...,.......___ ...,.......___ ca 1. .. 1 o ................ o 1. ............... 1 o ........ o 1. ................ 1 o ........ o 1. ......... 1 o ....... o 
m "' ........................ 

<"4 1...1 1.1 0 ......... 0 

1J 2k+1-m-IJ z m-z t 2.1:+1-m-t a m-a {J m-{J 2.1:+1-m 
............. ,..._...._ .......................... ................---.--......................... ............. .............. 
1.1 0 ......... 0 1.1 0 .. 0 1.1 0 .......... 0 1.1 0 .. 0 1.1 0 .... 0 0 ....... 0 

provided any row has weight 2(2k + 1). 

By Theorem 1 any three rows in H4(2k+l) agree in 2k + 1 positions. 
Applying Theorem 1 to the rows c2, c3, C4 we obtain m + t = z. Since 
z m we conclude that t = 0 and m = z. 

In a similar way, considering cr, c2, C4 gives x = 0 and m = {3, and 
c1,ca,c4 gives m =a. Any two rows ofweight.2(2k+1) in H4(2k+l) have 
2k + 1 columns of type (ll)T. Therefore c4 should have 2k + 1 l's in 
positions {2(2k + 1) + 1, ... , 4(2k + 1)}, which leads tot+ a+ f3 = 2k + 1. 
This contradicts our conclusion that a= f3 = m and t = 0. Therefore 
there is a column of either type (OOOl)T or (1110)T in H4(2k+l)· 

Assuming now (second case) that one of c1, c2, c3, c4 is the alll vector, 
we obtain a contradiction in a similar way. This concludes the proof that 
H4(2k+l) is a 3-FPC. 

0 
5 Asymptotic constructions 

The following classical concatenation method is quite useful for ob
taining binary FP or PIC code!! from p-ary ones, p = 2k. Let C1 be an 
(N, Mp) code over GF(p); let C be an (n, M) binary code with M p. 
We map arbitrarily GF(p) onto a subset C2 of C of size p. Denote by 
cl * c2 the concatenation of cl and c2, obtained by replacing every 
occurrence of a p-ary symbol in codewords of C1 by its image (a binary 
n-tuple of C2). 



5.1 Infinite constructions of 3-FPC 

We have the following result from [5]. 

Proposition 1 Ct * C2 is an (N n, Mp) binary code. If Ct and C2 are 
both 3- FPC (over GF(p) and GF(2) respectively), then Ct *C2 is a 3 
- FPC binary code. 

The efficiency of concatenation is due to the fact that, for large alpha
bets GF(p), the condition 3d > 2n {[14]) on distance ensures that the 
code is a 3-FPC. We shall state the results for linear codes, since they 
are more practical, although they hold for unrestricted codes as well. 

Let p = 22m. For any a > 0, and any No, there exist (see [16]) 
constructions of codes Ct ( N) with parameters [ N, N R, N 6] over G F (p) 
with N ;?: No and R + 8 ;?: 1 - (2m - 1)-1 -a. 

Choosing m = 3, 8 = 2/3 +  and concatenating C1{N) and C2, a 
binary {64, 64) code obtained from Section 3, yields a constructive infi
nite sequence (Ct{N)*C2)N of binary 3-FP codes with rates arbitrarily 
close to 1/56. 

5.2 Infinite constructions of 2-PIC 

Proposition 2 (6) IfC1 and C2 are both 2-PIC (overGF(p) and GF(2) 
respectively), then Ct * C2 is a 2-PIC binary code. 

Let p = 22m again. In the previous construction of codes Ct (N) 
[N,NR,N8] over GF(p) with N;?: No and R+ 8;?: 1- {2m -1)-1 - a, 
choose now m = 7 and 8 = 3/4 + j then concatenate C1{N) and C2, 
where C2 is a binary [126, 14, 55] code of rate 1/9 (see [6]). This yields 
a constructive infinite sequence (Ct(N) * C2)N of binary linear 2-PIC 
codes with rates arbitrarily close to 0.026. 

6 On s-PIC 

Positions where two codewords coincide are denoted 0, and posi
tions where they have different coordinates are We now 
improve on a result from [13]. 

Theorem 4 Let r be a code with d/n 1 - 1/ s2 ; then its codewords 
make up the elements of a s-partially identifying code. 

Proof. For simplicity we shall consider only s = 2. The same idea carries 
over to any s. Suppose r is not 2-PIC. Then, possibly after some column 



permutation, there are codewords Ct,C2,C3,C4 E r, such that: 
c1, c3 coincide on positions 1, 2, ... , x+a; x+a+y+1, ... , x+a+y+x1 +a1 
c1,c4 coincide on positions x + 1, ... ,x +a+y; x+a+y+x1 + 1, ... , x + 
a + y + x1 + a1 + Yl 
c2, c3 coincide on positions 1, 2, ... , x + a; x + a + y + x1 + aL + Yt + 
1, ... , x +a+ y + x1 + a1 + Yt + x2 + a2 
c2,c4 coincide on positions x+ 1, ... ,x+ a+y; x+a+y+x1 +at +Yt + 
x2, ... ,n, i.e. 

X Q y X! 0!! Yl X2 0!2 Y2 ........-... ........-... ........-... ........-... ........-... ........-... 
Cl : *···* *···* *···* *···* *···* *···* 

X Q y 
X! Qj Yl 

X2 0!2 Y2 ........-... ........-... ............. ........-... ........-... ............. C2; *···* *···* *···* *···* *···* *···* 
X Q y X! Qj 

Yl 
X2 0!2 

Y2 ........-... ............. ............. ........-... ........-... ........-... 
C3: *···* *···* *···* *···* *···* *···* 

X 
Q y 

X! 0!1 Yl :1:2 0!2 Y2 ............. ............. ........-... ........-... ........-... ............. C4; *···* *···* *···* *'"·* *···* *···*. 
Combining n = x +a+ y + Xt + a1 + Yl + x2 + a2 + Y2 with the number 

of positions where (ct,c3}, (c2,c3}, (c1,c4) and (c2,c4) coincide, i.e. 

x+a+xt +a1 +x+a+x2+a2+a+y+a1 +y1 +a+y+a2+Y2 22 (n-d), 

we get 4d < 3n. Thus, r is 2-PIC if 22d?: (22 - 1)n. 

0 

Example 1 The ternary hexacode [4, 2, 3] is 2-PIC by Theorem 4. 

Proposition 3 Let C be an equidistant q-ary code with dist( Ci, Cj) = w. 
If 2w > n, then C is 2-PIC. 

Proof. Suppose Cis not 2-PIC. Then w.l.o.g. we may assume that there 
are four codewords c1, c2, c3, c4 E C such that c1, c2 and c3, c4 

can produce a common descendant. Let 
c1, c2 coincide on positions 1, 21 ••• , x +a+ y = n- w, 
Ct, c3 coincide on positions 1, 2, ... , x +a; x +a+ y + 1, ... , x +a+ 2y 
c2 , c3 coincide on positions 1, 2, ... , x +a; x +a+ 2y + 1, ... , x +a+ 3y, 
c1,c4 coincide on positions x+1, ... ,x+a+y+m1; x+a+3y+1, ... , 2x+ 
a+3y- m1. 
c2,c4 coincide on positions x + 1, ... , x+a+y; x +a+ 2y+ 1, ... ,x +a+ 
y+m2; 
2x + 3y +a - m1 + 1, ... , 3x + a+ 3y - m1 - m2 = n. 



Thus the 4 times n array, obtained from q, c2, ca, c4, may be described 
as follows 

X Q y ffil y-m1 
ffi2 y-m2 x-m1 x-m2 ,--.... ,--.... ,--.... ,.........., ,.........., ,--.... 

Cl : *···* *···* *···* *·* *·* *···* 
X Q y 

ffil y-m1 ffi2 y-m2 
x-m1 x-m2 ,--.... ,--.... ,--.... ,.........., ,.........., ,--.... 

C2: *···* *···* *···* *·* *·* *···* 
X Q y ffil y-m1 ffi2 y-m2 x-m1 x-m2 ,--.... ,--.... ,.........., ,.........., ,.........., ,.........., 

ca: *···* *···* *·* *·* *·* *·* 
X 

Q y ffil y-m1 ffi2 y-m2 x-m1 x-m2 ,--.... ,--.... ,.........., ,.........., ,--.... ,--.... 
C4: *···* *···* *·* *·* *···* *···*. 

Combining a +m1 + m2 = n- w, (ca,c4 coincide on n- w positions) 
and a+ x + y = n - w, (c1, c2 coincide on n- w positions) we obtain 
m1 + m2 = x + y. The last equality together with 

leads to x = y = m1 = m2. 
Looking at the positions where c1, ca coincide we get 

x + y +a = 2y +a = n- w. 

Replacing 2y by w gives a + 2w = n. This is possible only for a = 
0, 2w = n. By assumption 2w > n, therefore C is 2-PIC. 

0 

Example 2 There exists an equidistant ternary {19, 99, 8} code {9]: by 
Proposition 9, it is 2-PIC. 
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