
IFIP TC-ll 

The International Federation for Information Processing (IFIP) is a multinational 
federation of professional and technical organizations (or national groupings of 
such organizations) concerned with information processing. IFIP consists of 48 
member organizations, representing 59 countries. Eleven societies, associations, 
federations or councils are affiliate members to IFIP. 

IFIP was founded under the auspices of UNESCO. Its official relationship with 
that organization is classified as category B, that is able to advise in a particular 
field. IFIP established official relations with the W orId Health Organization in 
February 1972 and maintains informal relationships with other members of the UN 
family. IFIP has the status of a Scientific Affiliate of the International Council of 
Scientific Unions (ICSU). 

In 1970, IFIP together with four sister federations, IFAC, IFORS, IMACS and 
IMEKO, established a Five International Associations Co-ordinating Committee 
(FIACC) which provides a basis for the cordial and successful co-ordination of a 
variety of activities of mutual interest. IFIP also participates in an advisory capacity 
in the work of CCITT, the International Telegraph and Telephone Consultative 
Committee. 

IFIP Technical Committee lion Security and Protection in Information Systems 
was created in 1983 under the chairmanship of the late Kristian Beckman of 
Sweden. Representatives from 28 countries that are members of this committee 
meet at least once a year at the IFIP SEC conferences that are held in different 
member countries. 

IFIP TC-U Aim and Scope 

The aim of TC-11 is to increase the reliability and general confidence in 
information processing as well as to act as a forum for security managers and others 
professionally active in the field of information processing security. 

The scope of TC-11 's activities will include: 
• the establishment of a common frame of reference for security in organizations, 

professions and the public domain; 
• the exchange of practical experience in security work; 
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• the dissemination of information on and the evaluation of current and future 
protective techniques; 

• the promotion of security and protection as essential elements of information 
processing systems. 

In order to accomplish its objectives, TC-ll has established a number of working 
groups (WG's) to address specific areas of security interest. Special task forces 
(TF's) are installed when a topical subject requires a reaction or standpoint from 
TC-ll. 

IFIP TC-ll general information 

Chairman: prof.dr. Sebastiaan von Solms, Rand Afrikaans University, 
Johannesburg, South-Africa 

Vice-chairman: prof.dr. Reinhard Posch, Technical University Graz, Austria 
Secretary: mr. David Batchelor, Sussex Systems, Ontaria, Canada 
Press relations officer: prof. dr. Harold Highland, Elmont, USA 
Working group coordinator: mr. John Beatson, Wellington, New Zealand 

The official journal of TC-ll is Computers & Security, published by Elsevier 
Advanced Technology. ISSN 0167-4048 

More information 

All current information about IFIP can be found on or via IFIP's homepage: 
http://www.ifip.or.at 

All current information about TC-l1 can be found on or via TC-ll' s homepage: 
http://www.ifip.tu-graz.ac.atITC 11 

The IFIP secretariat can be reached at: 
Hofstrasse 3 
A-2361 Laxenburg 
Austria, Europe 

Telephone: +43223673616 
Telefax: +43 2236 73619 
E-mail: ifip@ifip.or.at 



IFIP Te-II Working Groups 

WG 11.1 INFORMATION SECURITY MANAGEMENT 

Chair: prof.dr. Rossouw von Solms, Port Elizabeth Technikon, South-Africa 

Aim 
As management, at any level, may be increasingly held answerable for the reliable 
and secure operation of the information systems and services in their respective 
organizations in the same manner as they are for financial aspects of the enterprise, 
the Working Group will promote all aspects related to the management of 
information security. 

These aspects cover the wide range, from the pure managerial aspects concerning 
information security, like upper management awareness and responsibility for 
establishing and maintaining the necessary policy documents, to more technical 
aspects like risk analysis, disaster recovery and other technical tools to support the 
information security management process. 

Scope 
The scope of the working group shall be to: 
• study and promote methods to make senior business management aware of the 

value of information as a corporate asset, to realise the risks involved with this 
corporate asset, and to get their commitment to implementing and maintaining 
the necessary objectives and policies to protect these assets; 

• study and promote methods and ways to measure and assess the security level in 
a company and to convey these measures and assessments to management in an 
understandable way; 

• research and develop new ways to identify the information security threats and 
vulnerabilities which every organization must face; 

• research and identify the effect of new and changed facilities and functions in 
new hardware and software on the management of information security; 

• study and develop means and ways to help information security managers to 
assess their effectiveness and degree of control; 

• address the problem of standards for information security. 
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WGll.2 SMALL SYSTEMS SECURITY 

Chair: prof. dr. Jan Eloff, Rand Afrikaans University, Johannesburg, South Africa 

Aim 
To investigate methods and issues in the area of information security, particularly 
related to small systems; and to advance knowledge and awareness of the subject 
through publications, conferences and other means. The aim is to address small 
systems security from both a functional and technical perspective. 

Scope 
The scope of the working group shall be to: 
• promote the design of the new information security techniques and methods in 

systems where the functionality and responsibility for secure systems are 
distributed to the end user; 

• investigate and report on the information security aspects of information 
technology products and information services for end users and consumers; 

• address the information security aspects in systems which could technically be 
described within the range from bits-like systems such as intelligent tokens up 
to desktop type workstations; 

• design guidelines and promote methodologies for the implementation of 
information security in small organizations; 

• investigate intelligent token and smart card applications in information security 
with the aim of making the user less dependent on a shared environment. 

WGll.3 DATABASE SECURITY 

Chair: prof. dr. David Spooner, Rensselaer Polytecnic Institute, Troy, USA 

Aim and Scope 
The aim and scope of the working group shall be: 
• to advance technologies that support: 

• the statement of security requirements for database systems; 
• the design. implementation. and operation of database systems that 

include security functions; 
• the assurance that implemented database systems meet their security 

requirements; 
• to promote wider understanding of the risks to society of operating database 

systems that lack adequate measures for security or privacy; 
• to encourage the application of existing technology for enhancing the security 

of database systems; 
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WG 11.4 NETWORK SECURITY 

Chair: prof. Sokratis Katsikas, University of the Aegean, Samos, Greece 

Aim 
to study and promote internationally accepted processes which will enable 
management and technicians to fully understand their responsibility in respect of 
the reliable and secure operation of the information networks which support their 
organizations, their customers or the general public; 
to study and promote education and training in the application of security 
principles, methods, and technologies to networking. 

Scope 
to promote the awareness and understanding of the network aspect of information 
systems security; 
to provide a forum for the discussion, understanding and illumination of network 
security matters; 
to study and identify the managerial, procedural and technical aspects of network 
security; and hence to define the network security issues; 
to study and describe the risks that arise from embedding an information system in 
a network environment; 
to advance technologies and practices that support network security controls, make 
possible the statement of requirements for network security, and in general, 
advance the foundation for effective network security; 
to contribute, as feasible and appropriate, to international standards for network 
security. 

WG11.S SYSTEMS INTEGRITY AND CONTROL 

Chair: Leon Strous, De Nederlandsche Bank, Amsterdam, The Netherlands 

Aim 
To promote awareness of the need to ensure proper standards of integrity and 
control in information systems in order to ensure that data, software and, ultimately, 
the business processes are complete, adequate and valid for intended functionality 
and expectations of the owner (i.e. the user organisation). 

Scope 
• study and promote the research and use of standard mechanisms I measures to 

ensure that data integrity requirements in information systems and their use in 
business are satisfied; 

• study and promote the use of standard evaluation criteria to define the integrity 
and control requirements; 
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• study and promote the use of advanced tools and techniques as a means to 
identify integrity and control weaknesses; 

• study and promote the use of advanced tools and techniques to support the work 
of internal and external auditors; 

• promote the mutual understanding of the edp-audit, security and development 
functions between personnel engaged in those functions and to the wider 
business community. 

WGll.8 INFORMATION SECURITY EDUCATION 

Chair: prof. Louise Yngstrom, University of Stockholm, Sweden 

Aim 
To promote information security education and training at the university level and 
in government and industry. 

Scope 
The scope of the working group shall be to: 
• establish an international resource center for the exchange of information about 

education and training in information security; 
• develop model courses in information security at the university level; 
• encourage colleges and universities to include a suitable model course in 

information security at the graduate and/or undergraduate level in the 
disciplines of computer science, information systems and public service; 

• develop information security modules that can be integrated into a business 
educational training programme and/or introductory computer courses at the 
college or university level; 

• promote an appropriate module about information security to colleges and 
universities, industry and government; 

• collect, exchange and disseminate information relating to information security 
courses conducted by private organizations for industry; 

• collect and periodically disseminate an annotated bibliography of information 
security books, feature articles, reports, and other educational media. 
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Information Systems Security Integrity and Internal Controls 
Facing the information society of in Information Systems 
the 21 st century 

Edited by S. Katsikas, Associate 
Professor of Informatics, Deportment 
of Mathematics, University of the 
Aegean, Somas, Greece, and D. 
Gritzalis, Department of Informatics, 
A thens University of Economics and 
Business, Athens, Greece 
This book presents a state-of-the-art 
review of current perspectives in informa
tion systems security in view of the infor
mation society of the 21 st century. It will 
be essential reading for information tech
nology security specialists, computer pro
fessionals. EDP managers and auditors. 
researchers and students working on the 
subject. 

S. Jajodia, George Mason University, 
USA, W. List, the Broken Hill Proprietary 
Company, Melbourne, Australia, G. 
McGregor, The Kingswell Partnership 
Ltd, Oxfordshire UK, and l. Strous, De 
Nederlands Bank, NV, The 
Netherlands 
This book explores the area of the integri
ty objective wilhin IT security and the rela
lionship between integrity in information 
systems and Ihe overall internal control 
systems that are established in organiza
tions to support the corporate gover
nance codes. With a view to aiding the 
creation of effective business systems in 
the future, this book aims to bridge the 
gap between IT security specialists and 
those working in corporate management. 

May 1996: 234x156: 520pp: 150 line iIIus: November 1997 234x156: approx. 320pp: 
Hardback: 0-412-78120-4: £75.00 Hardback: 0-412-82600-3: c. £70.00 
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Information Security - the Next Decade 
Edited by J.H.P. Eloff and S.H. von Solms, Deportment of Computer 
Science, Rand Afrikaans University, Johannesburg, South Africa 

These are the proceedings of the Eleventh International Information Security 
Conference which was held in Cope Town. South Africa. May 1995. This confer
ence addressed the information security requirements of the next decade and 
papers were presented covering a wide range of subjects including current indus
try expectations and current research aspects. The evolutionary development of 
information security as a professional and research discipline was discussed a long 
with security in open distributed systems and security in groupware . •• presents a 
state-of-the-art review - essential reading for current perspectives·· provides a 
one-stop reference for information security, covering the complete spectrum 

May 1995: 234x156: 640pp: 50 line iIIus: 
Hardback: 0-412-64020-1: £79.00 

For furth" Informlltion, or to ord9r, plNse con"ct: Emma Rogers, Marlietinll 
Departmen~ Thomson Sci,nce. 2-6 Boundary Row, London SE1 .HN 

Tel: +« (0) 171 865 0066 : Fu: +« (0) 171 .65 0014: 
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an imprint of 
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Database Security XI This book documents progress and pre-
sents a broad perspective of recent 

Status and prospects developments in database security. It also 
T.Y. lin. Depatment of Math & Computer d iscusses in depth the current state-of
Science. San Jose State Univooity. San Jose. the-art in research in the field. A number 
USA. and X. Qlan. Computer Science of topics are explored in detail including: 
Laboratory. SRI Intemational. Menlo Park. current research in database security and 
USA the state of security controls in present 
This book aims to discuss in depth the cur- commercial database systems. Datobase 
rent state of research and practice in Security IX will be essential reading for 
database security. " documents progress advanced students wor1<ing in the crea of 
and provides researchers and students database seclXily resecrch and development 
with a broad perspective of recent devel- in fCY roustrial resecrchers in this technical crea. 
opments in what is recognised as a key March 1996: 234x1 56: 328pp: 25 line //Ius: 
topic in businesses and in the public sec- Hardback: 0·412·72920·2: £65.00 

tor. 
April 1998: 234x 156: c.4 16pp: 
Hardback: 0·412·82090·0: c . £75.00 

Database Security Volume X 
Status and prospects 

Edited by P. Samaratl. DSI Universita di 
Milano. Milan. Italy. and R. Sandhu. ISSE 
Department. George Mason University. 
Fairfax. VA. USA 
The purpose of this book is to discuss. in 
depth. the current state of research and 
practice in database security. to enable 
readers to expand their knowledge. The 
book brings together contributions from 
experts in the field throughout the world. 
Database security is stili a key topic in 
most businesses and in the publiC sector. 
having implications for the whole of soci
ety. 
February 1997: 2 34x156: 640pp: 50 line lIIus: 
Hardback: 0·412·80820·X: £65.00 

Database Security IX 
Status and prospects 

Edited by D.L. Spooner. Rensselaer 
Polytechnic Institute. USA. S.A. DemurJlan. 
Computer Science and Engineering 
Department. University of Connecticut. 
USA. J. Dobson. Centre for Software 
Reliability. University of Newcaslle. UK 

Information Security in 
Research and Business 
L. Yngstrom. Department of Computer 
and Systems Sciences. Stockholm 
University. Sweden. and J. Carlsen. Data 
Security Institute. a subsidiary of Coopers 
& Lybrand. Denmark 
Within the last five to ten years. IT has 
entered ali important areas in society. 
Unfortunately. focus on security has been 
frac tionalized. detailed and often linked 
to non· business applications. Therefore. 
business. trade and industry have not 
been able to use existing IT security 
methodology and products. However. 
practices and insights are changing: with
out adequate and useful IT security func
tionality. the IT society may only be a 
mirage. Among the leading issues dis
cussed in this book are: I T security in retro
spective - worthwhile inheritance for the 
future; existing IT security tools and 
methodology for modem IT environments 
including case studies. harmonization. 
standards, laws, regulation and ethics in IT 
security environments. and current and 
future prospects in technology. infrastruc
tures, techniques and methodologies. 
Aprl11997: 234x 156: 488pp: 82 line iIIus: 
Hardback: 0·412·81780·2: £85.00 
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