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Abstract 
Distributed object technologies offer promise for improvements in system 
flexibility and evolvability but pose new challenges for both data management ad 
security. Data management can be implemented either through distributed object 
interfaces akled to a conventional database system architecture or through 
decoupled, distributed components that coordinate to provide database capabilities. 
Key security issues include security context alXl responsibilities in n-tiered 
architectures and in decoupled data management components, security-awareness of 
applications, and assurance. 
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1 INTRODUCTION 

As they begin to mature, distributed object technologies such as the Common 
Object Request Broker Architecture (CORBA) develq>ed by the Object 
Management Group (OMG, 1995), are gaining in importance. Object Request 
Brokers (ORBs) are becoming ubiquitous. Netscape Communications Corp. is 
putting a CORBA ORB in its widely-used browser, and Microsoft Corp. is putting 
its Distributed Component Object Model (DCOM) in its operating system, which 
dominates the desktop-level market (Chappell, 1996). The CORBA Security 
Services Specification (CORBASEC) has been out for about a year (OMG, 1997), 
and the first CORBASEC-compliant ORBs have appeared. However, many areas of 
security are not a&tressed in CORBASEC, either intentionally, to leave open 
options for vendors, or of necessity, because the issue was not well enough 
understood. Areas that are either unspecified, problematic, or yet to be considered 
include the handling of audit repositories, authorization management, assurance, 
and granularity. Furthermore, there are difficult architectural questions regarding 
security for which the current specification provides relatively simplistic strategies. 

Designed as a way to make components of large, complex systems easier to 
integrate, more interoperable, reusable, and the resulting systems more evolvable, 
distributed object technologies embody a non-traditional architectural model. 
Distributed object technology appears in several guises, including CORBA's icra 
of common facilities for vertical domains; Microsoft's DCOM-based Object 
Linking and Embedding Database (OLE DB) concept, which turns every application 
into a potential data store (Blakeley, 1996); the Defense Advaoced Research 
Projects Agency's mediator concept; database management system (DBMS) 
extensions via data blOOe or cartridge architectures; and Java technologies. 
Generally, these variations share the idea of an n-tiered architecture. A client's 
request may be serviced by a whole chain of objects, each of which performs a 
different function and takes part in refining the data from the source into what the 
client wants to see. Security responsibilities relative to the original client and the 
eventual end-point server are reasonably well understood, since those components 
correspond to the two ends of a conventional client-server model, but it is not clear 
what are the specific responsibilities of each intermediate server in the chain. 

Integrating data management into a distributed object environment such as 
CORBA presents some special problems. It is an architectural model in which we 
do not yet know how to integrate database functions, much less secure them. While 
CORBA does provide the ability to interoperate with DBMSs as with any other 
legacy server, we cannot expect that all data that needs to be protected will be stored 
in a conventional DBMS which is simply wrapped with a distributed object service 
interface. The functions of a conventional DBMS might be broken across all four 
layers in the CORBA vision- ORB, common object services, domain-specific 
services, and application services. No longer is there a clear place to locate security 
functions and responsibilities. 
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DBMSs, and our ideas of how to protect data, are built basically on a client
server model. The client performs application-specific processing and calls upon a 
database server from time to time to store or retrieve data. Although this model is 
complicated somewhat by distributed database and 'three-tiered' models, the database 
server is essentially monolithic in t"a;h case. Database operations are tightly 
coupled and reside in one or more self-contained database servers. 

This paper reports on the results of the panel on Distributed Object Technology, 
Databases, and Security held at the Eleventh IFIP WGl 1.3 Working Conference on 
Database Security. It discusses issues related to security and distributed object 
technologies, both in general and in relation to data management specifically. The 
discussion focuses primarily on CORBA and DCOM/OLE DB, as relatively well
developed examples of distributed object architectures. 

2 BACKGROUND 

As context for the discussion of issues, we first present a brief summary of 
CORBA, DCOM, and OLE DB. 

2.1 CORDA 

Recognizing that heterogeneity of operating systems, networks, and applications is 
inevitable, CO RB A strives to make clients independent of the implementations of 
services they use by taking advantage of the object model's properties of 
encapsulation, polymorphism, and inheritance. Objects implementing services are 
described in terms of OMG's Interface Definition Language (IDL). Client objects 
communicate with server objects via an ORB, which relays the invocation request 
forward and the results back. Figure 1, adapted from (OMG, 1997a), shows the 
architectural framework for CORBA 

CORBA Services provide fundamental services such as object creation, deletion, 
and naming. CORBA Facilities provide common services at a higher level of 
abstraction, including both horizontal facilities such as compound document 
services and vertical (i.e., domain-specific) facilities such as services specific to the 
financial, medical, or command and control domains. Application objects 
implement individual application-specific functions. 

CORBASEC defines security services for authentication, which establishes a 
client's credentials; access control; secure invocation, which provides mutual 
authentication of client and target objects and integrity or confidentiality protection 
for requests and responses; nonrepudiation; and audit. In addition, options are 
defined for delegation, to control which credentials are in effect when a service is 
being executed as a result of a chain of object invocations. The Secure Internet 
Inter-Orb Protocol (SECilOP) defines how credentials are to be passed, to allow 
interoperability of heterogeneous secure ORBs (OMO, 1996). 
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Figure 1. OMG's Object Management Architecture 

2.2 DCOM and OLE DB 

DCOM provides the object bus for Microsoft's disbibuted object architecture, as 
shown in Figure 2, for local or remote access. (The figure has been reproduced from 
[Microsoft, 1997].) Objects in DCOM support multiple interfaces by which their 
functions can be invoked, and every object must support a root interlace called 
iu.nlcnown, by which clients can learn what interfaces the object provides. DCOM 
also includes interfaces for data transfer, persistent storage, and names. 

OLE and OLE DB, respectively, are designed to allow interoperation of 
heterogeneous application components and data sources. OLE builds upon the basic 
interfaces provided by DCOM to provide higher level interfaces such as drag-nl
drop, compound document functions, am automation capabilities that can be used 
by applications. 

OLE DB provides interfaces for access to heterogeneous data providers, as shown 
in Figure 3, using DCOM and OLE as infrastructure. (The figure has been 
reproduced from [Microsoft, 1997a].) All OLE DB features are available through 
OLE-style interfaces and functions. Data at the various providers, however, are not 
wrapped as DCOM objects before they are pa§C(f to OLE DB, because of the 
ovezhead involved. OLE DB creates a rowset abstraction. 



Distributed object technologies, databases, and security 21 

CfMlnt Proceu 

Figure 2. DCOM's Object Bus 

DCOM Security 
The security mechanisms provided by DCOM can be divided into two categories: 
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Call security provides secwity for connections established between clients and 
server objects. It can be established in two ways. The first is through services that 
provide DCE-RPC style security through Microsoft's MS-RPC facilities. Secmity 
for RPC calls can be requested at varying levels of granularity and strengths that 
range from initial authentication when the client establishes a relationship with a 
server to encrypting every argument in an RPC call. With this approach, 
applications have to explicitly do their own security checking. The second approach 
uses services provided directly by the COM inftasbUcture and has the advantage that 
COM itself automatically does security checking for the application. 

OLE DB Security 
One of the key ideas in OLE DB is to break up the monolithic, tightly coupled 
architecture of today's DBMSs into components such as query processors an 
transaction managers, making this functionality available for processing non
DBMS data and making it easier for various data providers to share data. For 
example, a sales manager could issue a query that involves, conceptually, the 
equivalent of a relational join resulting in a search of his email folder, local 
spreadsheets, as well as customer records in a central database. 

The role of security in an OLE DB-style approach to componentized data access 
is to expose the relevant secwity functionality buried in the security facilities of 
individual data providers such as DBMSs, file systems, and spreadsheet systems. 
Thus, the goal is to package and expose the8e underlying security services of 
various data providers to OLE DB applications through a variety of OLE-style 
interfaces. The key challenge is to provide to the extent possible a unified view of 
the various security services at the OLE DB layer. 

Two of the key areas for OLE DB secwity are authentication and access control. 
Various clients need to authenticate themselves as they connect to data providers 
using the OLE DB connection model. The access control interfaces in OLE DB 
allow clients to make access control requests to individual data providers. There 
also exists the capability for a client to inquire about the user, data, and permission 
types supported by a data provider. 

3 DISTRIBUTED OBJECT TECHNOLOGY AND DATA 
MANAGEMENT 

3.1 Conventional vs. componentized data management 

Data management in a distributed object environment can be approached either by 
wrapping a conventional monolithic data management capability with object 
services interfaces or by coordinating separate distributed objects to provide the 
required iavices. 

The monolithic approach, in which a conventional database system is wrapped as 
an object, is the simplest. Oat.abase vendors can be expected to take this approach 
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in the near tenn. In tenns of the CORBA model, IDL would be defined to present 
invocation interfaces for querying and transactions, for instance. The monolithic 
approach preserves a tight coupling among database services that allows central 
implementation of optimization, security enforcement, and other functions, llld 
allows knowledge about the interaction of data management functions to be 
exploited to provide complex and sophisticated data manipulation and access 
control. Even in this approach, however, some questions arise, such as what the 
specific services are for which interfaces should be defined Some things that 
CORBA regards as services, such as concurrency control, are nonnally expected of 
a DBMS as properties applied to its execution of other services. CORBA defines 
services only in tenns of their interfaces, to maintain implementation 
independence, but exposing an interface for concurrency control does not ~ its 
effects on other services. A potential drawhK:k of the monolithic approach, 
assuming such questions are appropriately resolved, is that it does not take full 
advantage of the commodity offerings of services that the distributed object 
architectures hope to foster in large-scale environments. 

The componentized approach decouples the functional units of a monolithic 
DBMS and distributes them as components. The challenge is to achieve the 
capabilities of a monolithic DBMS using components. 

The OMG's CORBA Common Object Services Specification provides services 
equivalent to most of the functional units of a monolithic DBMS, such as 
transaction management (Transaction Service), locking (Concurrency Service), file 
storage (Persistence Service), indexing (Collection Service), and query processing 
(Query Service). However, unlike a DBMS where these functions are tightly 
coupled into a single executable unit, the CORBA model provides each of these 
functions as a loosely coupled collection of replaceable components. These 
components must be carefully coordinated to be able to perform data management 
operations correctly without sharing a common execution context. 

3.2 Managing data in the middle tier 
Independent of whether a monolithic DBMS or components are used to manage 
data, the middle tier in the three-tier architectures of distributed infonnation systems 
presents new challenges resulting from the new layer of processing and data 
abstraction placed between users and their data. 

Traditional client-server infonnation systems have two tiers or levels, the client 
and the server. The server, which may be a monolithic DBMS, provides data to the 
client. The client uses the data and its processing capabilities to present 
infonnation to a user. In three-tier architectures, the processing capabilities are 
removed from the client and placed in a middle tier between the client and the data 
store. The client is now concerned only with presentation and interaction concerns. 
The logic for combining and analyzing data to produce information for a particular 
purpose is handled by components or servers in the middle layer. 

In military command and control applications, the middle tier contains 
components for managing abstractions such as plans and situations and servers 
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such u bandwiddl-sensitive communications and simulation models. By providing 
components for these important abslractions llKl services, this middle tier allows 
applications to be assembled quickly and polelltially have longer useful lives. New 
component implementations can replace current implementations u technology 
changes without a need to replace entire systems. 

The OMG's Object Management Architecture, which underlies CORBA, is a 
three-tier architecture with CORBA Services at the bottom, CORBA Domain
specifac Facilities in the middle, and client applications at the top. The ORB, or 
Object Bus, is the glue that ties these layers together. Domain-specific facilities 
povide dala abstractions nl services for particular business domains such u 
medicine, finance, and military command and conttol. 

4 SECURE DATA MANAGEMENT IN A DISTRIBUTED OBJECT 
ENVIRONMENT 

4.1 Securing componenti7.ed data management 

In monolithic DBMSs, security functions such u ~ control checks can be 
perfonned early in the process of satisfying a query, and later processing stages need 
not be ooncemed with security. When the functions of a DBMS are broken into 
individual componenlS, many functions that were previously security-unaware may 
have security responsibilities. For example, in processing an SQL quezy such u 
the one shown below, 

SELECT FIRST_NAME, LAST_NAME FROM EMPLOYEES WHERE 
AGE>40, 

a monolithic DBMS can verify early in query processing that the user submitting 
the query bu access to data in the EMPLOYEES table. 

When the functions required to perfonn the query are broken into distributed 
componenlS, the Query Service that receives the SQL query from a user will not 
necessarily know who is allowed to access the stored data representing the 
EMPLOYEES table. Hence, the query service may not be able to decide, based on the 
SQL, if the query should proceed. Inslead, it will have to continue processing the 
query, decomposing it into actions on various other components. 

As part of query processing, the Collection and Persistence Services will be used 
to access the dala representing the EMPLOYEES table. These services, which are 
security-unaware in a monolithic DBMS, must decide if the access is allowed. 
Further, the access control check to be performed by the Collection and Persistence 
Services is more complex than a similar check in a monolithic DBMS. It may be 
acceptable for a particular user to access data through the Query Service using the 
Transaction Setvice and the Concurrency Service but not acceptable for the same 
user to access the same data in other ways. The services doing the access check 
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must be aware of the path taken by the request through other components to make 
their decision. 

Security in the ORB provides some assistance to the Collection and Persistence 
Services. The ORB can perform access control at the level of allowing a user or 
user via other components to send a particular type of request to the services. 
However, the ORB does not make data-dependent access decisions based of the 
values of parameters passed in a request. In processing the SQL query above, the 
ORB could prevent users from accessing the Collection Service from any path 
except through the Query Service. However, the Collection Service would still 
have to determine if the user was permitted access to those collection elements 
satisfying the WHERE clause of the SQL query. Further, the ORB does not restrict 
access based on use of Transaction and Concurrency Services, so the Collection 
Service must check the environment associated with a request to verify that it is 
part of a transaction. 

Implementations of the CORBA Services are just beginning to appear on the 
market. The approach being taken by several vendors is to build monolithic 
implementations, where a collection of services, such as Persistence, Transaction, 
and Concurrency, are implemented by a single component. These implementations 
are very similar to monolithic DBMSs but not as capable. Most likely, vendors 
have chosen this approach because they understand how to build these large, multi
component implementations and their customers know how to use them. 

Microsoft's OLE DB is based on data providers that are monolithic 
implementations of components. That is, a data provider implements a collection 
of different interfaces that provide persistent behavior, transactional behavior, and 
security. The DCOM infrastructure provides some security services between 
components such as integrity and confidentiality protection of requests and 
responses but does not provide access control. 

A query service using OLE DB may use data from many different data providers. 
As in the CORBA case, the query service will not be able to determine if access to 
the underlying data will be permitted. Each data provider must make its own access 
decisions. However, the query service will be able to determine if individual data 
providers implement transaction semantics or persistence using the provider's 
iunknown interface. Because individual data providers in OLE DB are much more 
independent than the CORBA Services, data management in OLE DB is similar to 
federated data management using multiple independent monolithic DBMSs. 

4.2 Securing data management in the middle tier 

In client-server systems, the security capabilities of the server are well understood 
by the client, and clients are designed to handle any security responsibilities not 
handled by the server. When a collection of servers providing various abstractions 
and services is inserted between the data and the client, the individual servers will 
not and should not be intimately aware of each others' security capabilities. If they 
were, systems could not be built in 'plug and play' fashion from components. The 
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effect of this middle layer is that it moves enforcement of a large portion of the 
security policy out of the data store and into components that must operate without 
complete knowledge of the other components they work with. 

Access controls in monolithic DBMSs are ill-suited to this distributed 
component environment. These controls have evolved to provide support for very 
flexible authorization mechanisms based on user identity and roles. In client-server 
architectures these controls are very useful. However, when access to data may 
depend on the particular path taken by a request through the middle-layer servers, 
DBMSs are not able to provide the necessary controls. It might be possible to 
codify in the DBMS a particular collection of paths and relate them to specially 
defined users and roles. However, each new component IKkJed would create a 
potentially large number of new paths and the complexity of managing such a 
mechanism would quickly make it unusable. Experience has shown that three-tier 
system implementors frequently disable the access controls in their backend 
DBMSs and implement ad-hoc access controls in their middle-layer servers. 

Identity delegation schemes have been defined that allow each server along a 
request path to know the path taken so it can use that information to make access 
decisions. Very little has been done, though, to provide responsibility delegation 
schemes that pass security responsibilities back along the request path with 
responses. Hence, when a server receives data, it knows that its request was 
authorized access to the data but it does not know how it must protect the data. Is it 
acceptable to use the data in satisfying other requests from the same user? Should 
the data be used to satisfy requests from other users? In order for components to be 
replaceable, they must be able to learn their security responsibilities from their 
peers when receiving responses to their requests. 

4.3 Assurance 

The CORDA Security Services Specification ~ assurance briefly, 
identifying the need for vendors to explain to customers their philosophy of 
protection and why they believe the services they have implemented provide 
reasonable protection. It contains no requirements for any formal developmental 
assurance. 

In fact, the architecture of most commercial ORBs prevents any significant 
degree of assurance that security services are implemented completely and correctly 
and that the security services are nonbypassable. Most ORBs are implemented as 
libraries linked into both client and target implementation code. Typically, clients 
and targets communicate via a direct network connection without involving a third 
party. As a result, conventional trusted computing base definitions typically 
include most of the software of an ORB and applications. Hence, to confirm that 
security controls were implemented and used correctly, every client and every target 
implementation would have to be examined. 

Some research ORBs have taken the approach of situating ORB software in a 
separate process from application clients and servers. While this allows the ORB to 
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be protected from tampering, current commercial operating systems cannot prevent 
direct client/server communication that bypasses an ORB process. Cryptographic 
meuures could be employed to prevent the ORB from being bypassed, but they 
typically require placing trust in server software to verify origin of messages. 

It is possible that future commercial operating systems will provide features that 
greatly enhance the assmance of ORB-based security, by supporting strong, 
nonbypassable, tamperproof access controls. However, even if such strong systems 
materiali7.e, achieving high assmance will also require strong distributed 
authentication mechanisms. All current distributed authentication technologies rely 
in some way on cryptography. The strength of cryptographic protection measures 
depends on facilities for key protection~ Any approach in which keys are stored on 
general-pwpose computers is subject to vulnerabilities. Use of cryptographic 
tokens or smart cards (which store keys and cryptographic software on separate 
hardware) is one way to alleviate vulnerabilities resulting from weak key 
protection. 

It is unlikely that commercial vendors will redesign their operating systems ax1 
ORBs to provide high assurance. The commercial experience of b'usted operating 
system and trusted relational database products has not been good. Given the level 
of effort necessary to produce these trusted products and the small sales volume 
associated with them, it is not clear that b'ue high assurance products are viable in 
the commercial marketplace. 

Furthermore, the architectural aspects of current products that make assurance 
difficult are the same aspects that improve performance. Even the security services 
that vendors are delivering today have had a significant impact on ORB 
performance. At a joint NSA.,QMG workshop on CORBA security, one vendor 
noted that adding security to their ORB had the effect of undoing three years of 
performance optimimtions (NSA/OMG, 1997). 

Even with high assurance commercial operating systems and ORBs, high 
assurance distributed object-based information systems may not be a realistic goal. 
Three-tier architectures distribute functional capabilities and security 
responsibilities to a collection of servers. Some of these security responsibilities 
can be met ttansparently by the invocation-based access controls implemented in an 
ORB. However, what proportion of CORBA applications can actually be security
unaware is an open question. Many. significant applications have historically 
provided their own access control mechanisms and are likely to continue, for two 
reasons. First, security policies. may involve application-specific constraints. 
Examples of such constraints include access based on contextual factors (e.g., time 
of day) or on values of method paramett"l' data (e.g.; spending authority limits in 
financial applications). Second, because of relatively heavyweight implementations 
associated with ORBs, objects and service interfaces tend to be applied at a coarse 
level of granularity, and security distinctions often must be made on more finely 
grained operations and data. 

Certainly ORBs can provide valuable infrastructure for such security-aware 
applications, minimizing the effort required to develop application-specific access 
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checking software. However, the prepoodelm:e of security-aware applications is a 
critical facu for CORBA security assurance issues, since some of the security 
software is part and parcel of the application. If the majority of 'big-ticket' 
CORBA applications needed by a commercial ORB vendm's customer base must 
be security-aware, there may be little motivation for efforts to improve the 
nonbypassability or tamper-resistance of security software. 

For OLE DB and DCOM, this is even more of an issue. They have no notion of 
providing security for security-unaware applications and servers. DCOM does not 
have the architectural concept of a request broker that handles requests and responses 
between a client and target. Hence, there is no place to perfonn security functions 
except in applications Bl servers. DCOM does provide support services such as 
authentication that applications and servers can use. Consistent with this approach, 
OLE DB does not povide any security enfm:ement but instead defines interfias 
that data providers can use to expose the security capabilities they provide. Thus, 
even if there were high assurance operating system platfonns for OLE DB/DCOM 
applications, tAiCh application and dala provider would also need to be high 
assurance. 

Currently, there are no guideline8 for evaluating security in distributed object 
systems. It is an open question whether approaches such as those defined in the 
Trusted Computer Systems Evaluation Criteria (commonly referred to as the 
Orange Book) or the new Common Criteria can be used to evaluate such systems 
(NCSC, 1985; CCEB, 1996). It would be very helpful to have an approach foc 
evaluating C01i111le1cial-grade products without fonnal developmental assurance. 
Though such an approach would not meet the needs of high-risk government 
environments, it would provide a basis foc comparing the available commercial 
products and allow informed choice among them. 

High risk environments that require high assurance systems will probably have 
to fund their developmenL The good news here is that high-assurance CORBA 
ORBs can be built that confonn to the Security Services Specification and other 
CORBA specifications. Therefore, if an acceptable ORB is developed for a high
risk environment, it should be usable with software developed on low-assurance 
products. · 

Functionally, label-based multilevel security capabilities for distributed object 
applications are desirable foc some government organizations and environments. 
ORBs which run on commercial-grade operating systems such as Sun Solaris IDi 
Microsoft Windows NT do not provide multilevel security functionality or the 
requisite assurance levels (though label-laed access conttol for commercial use 
would be feasible to implement). Special-purpose multilevel operating systems 
that can support these capabilities are not likely to be targets for commercial 
ORBs. However, both Odyssey Research Associates and Trusted Information 
Systems have pUOtyped high assurance ORBs with multilevel secwity 
capabilities {Bell7.el and Sebes, 1996). Teaming of vendors who have experience 
building secure systems with large commercial distributed object technology 
vendors could result in evolution of viable niche-marlcet products. 
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5 CONCLUSIONS 

CORBA and the Object Management Aithitecture represent a large distributed 
experiment in building distn"buted information systems, based on model-neutral 
services specifications that allow. a wide range of confonnant implementations. 
Based on the vision, real-world systems are being built using the implementations 
commercially available to date, and there are some early success stories. 

Securing CORBA-based environments has proven to be much more difficult than 
getting basic functionality. Though CORBASEC has been criticized for not going 
far enough in defining security services for distributed object systems, in some 
ways, the specification is ahead of both the technology available to implement it 
and the users' need for the services. Secure ORB products conforming to 
CORBASEC have been slow to materialize and initially offer only the minimum 
required level of security services. 

Nevertheless, CORBA security represents an advance in deployment of security 
technology for distributed systems. The next year or two could see a significant 
change in the ease of developing and fielding highly distributed client/server 
applications, with security integrated either into the ORB or the application (if need 
be). Of course, information system developers must learn to use these new 
capabilities appropriately so the systems they build are secure. From an operational 
perspective, effective security and system administration are even more difficult in 
distributed object systems than in current systems and will require a more in-depth 
understanding of the system's components. The Open Group Adage project is 
beginning to~ this problem (Simon and Zorko, 1996). However, compared 
to previous al hoc practices for application-specific security policy IRl 
mechanisms, and weak or poorly defined administrative procedures, CORBA 
security can offer significant improvements. 

OCOM, having grown out of OLE and COM, represents a more evolutionary 
approach to distributed object technology than CORBA. It is <tscended from 
technologies originally developed for sharing information and functionality in a 
single-user desktop environment, where strong security controls were not required 
By the same token, though, OCOM is much less an experiment than CORBA, as 
there is a large base of COM/OCOM software in use today. The challenge fer 
OCOM-based systems is to suecessfully scale up from desktop solutions to 
enterprise solutions. Part of this scaling will involve enhancing DCOM's security 
capabilities while preserving compatibility with existing software. 

OLE DB begins to address the security administration problem by providing a set 
of interfaces to be used by all data providers. It also takes the first step towards a 
unified approach to authori7.ation by defining a generic access control model. Data 
providers still define their own privilege types, so the same privilege may have 
different semantics in different providers. However, it does provide a useful set of 
generic security administration interfaces. 
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Many open questions remain in seeming three-tier architectures. Objects in the 
middle tier will take on security responsibilities previously handled by either a 
DBMS or a large application program. How these objects will interact with each 
other to determine and carry out their responsibilities is an open research question. 

Assurance issues are worrisome. No formal evaluation of a secure ORB has been 
attempted. It is not clear how to apply existing guidance such as the TCSEC to 
distributed object systems or even if it is appropriate to do so. However, while this 
will be a hindrance to fielding systems in some areas, effective deployment of 
CORBA security can mise the bar for adversaries from allowing simple host-based 
cracking and human engineering (not to mention accidental breaches of security) to 
requiring non-trivial software development, server/protocol attacks, key theft, ad 
cryptanalytic attacks. 

OLE DB/DCOM and CORBA represent two related but distinctly different 
approaches to building information systems with distributed object technology. 
Both approaches provide some of the services necessary to build secure distributed 
systems and both face challenges satisfying the broad range of security requirements 
in future infonnation systems. Certainly, when critical or valuable resources are to 
be protected by either of these emerging technologies, careful risk assessment is 
warranted. In some cases the available security mechanisms may be judged quite 
risky. However, in many situations, current security capabilities may provide a 
more than acceptable risk/benefit balance, and significant gains in ease of 
development and deployment · 
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