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Abstract 
Key distribution is a major cryptographic component for secure communi
cation. To ensure privacy data must be encrypted with keys which are dis
tributed securely. The keys must be properly authenticated. Most of the re
search on key distribution has focussed on two-party systems although there 
is some notable work on conference systems (with more than two parties). 
However the dynamic aspect of such systems has been neglected. In this pa
per we address this issue and consider a scenario appropriate for internet 
applications. We show how a conference system can be extended efficiently to 
enable new participants to join, in such a way that all earlier communication 
within the conference is protected. We also consider the case when partici
pants leave a conference. Our approach is general and can be used with any 
conference system. The security of our dynamic extension is essentially the 
same as that of the conference system. Finally we discuss several threats to 
dynamic conferencing. 
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1 INTRODUCTION 

Data security in computer networks is becoming increasingly important due 
to the extensive use of distributed computation and databases, telecommu
nication applications, and more recently, internet applications. For message 
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confidentiality and integrity data must be encrypted with keys which are 
securely distributed. To prevent impersonation the keys must be authenti
cated [8]. Research has concentrated mainly on the design of two-party key 
distribution (as in [9, 16, 15, 14, 17, 20, 3, 10, 1, 19]), although there is some 
notable work on conference systems (e.g. [12, 13, 5, 7]). However the dynamic 
aspect of such systems has been neglected. In this paper we address this issue 
and consider several scenarios. We do not necessarily restrict the power of the 
adversary or require on-line trusted third parties, except where required by 
the mechanisms used in the implementations. 

We propose an efficient technique which uses a (any) conference system as a 
primitive and makes it possible for new participants to join the conference and 
obtain a key in such a way that all earlier communication within the conference 
is protected (conference extension). The cost is essentially proportional to the 
number of new users. We also consider the case when participants leave a 
conference (conference restriction). We show that if the conference system 
used is optimal, then there is no algorithm for constructing and distributing 
securely a new key to a subconference, which is more efficient than the original 
system. 

Conference systems are subject to various security threats. These may in
volve man-in-the-middle attacks* [2], interleaving attacks* [3, 1], and insider 
attacks. An insider is a legitimate participant (with valid secret keys) who does 
not adhere strictly to the conference protocol. Insiders may create dummy ses
sions and try to use the messages which are exchanged during the distribution 
of the keys to obtain information about previous session keys [4]. They may 
also collude to prevent certain participants from joining a conference [11]. 

Distributed conference keys must be 'fresh', that is, for each conference 
session a new key must be distributed. Furthermore, when a conference is 
extended, the new participants should not be able to compute the old con
ference key. Similarly when a conference is restricted, those participants in 
the old conference who are not in the new conference should not be able to 
compute the new key. These issues, and other security issues are discussed in 
more detail in Section 2 and Section 4. 

The organization of this paper is as follows. In Section 2 we describe our 
technique for extending, merging, and restricting conference systems. In Sec
tion 3 we consider implementations and describe a particular application. In 
Section 4 we discuss the security of dynamic conferencing. We conclude with 
remarks. 

*The adversary diverts the messages which are exchanged by the participants to a conspir
ator. 
• A man-in-the-middle attack in which the adversary interleaves messages which are ex
changed by the participants in different sessions. 
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2 DYNAMIC CONFERENCES 

A conference key distribution system is a process by which a session key is 
generated and distributed among m parties, m ~ 2. We call these parties, 
the participants of the conference, and the session key the conference key. 
The conference key is used to encrypt data communicated within the confer
ence, for confidentiality and integrity. To prevent impersonation attacks, the 
conference key must be authenticated by the participants. 

Several conference systems have been proposed in the literature. In this 
paper we are not going to be restricted to a particular system. Any conference 
system will do. We shall refer to it as the primitive system. This system will 
be extended to get a dynamic system. Of course the security of the dynamic 
system can be no better than that of the primitive system used (in fact in our 
case it will turn out to be roughly the same). 

In our model we assume that all pairs of parties share a 'long-life' secret key. 
This key is obtained either directly from a Trusted Center, or indirectly from 
secret information (e.g. based on public keys) which has been certified by the 
Trusted Center (in Section 3 we discuss two implementations). As opposed 
to the long-life keys, conference keys should be used for only one session. 
That is, with each new session a 'fresh' key should be used. There are many 
reasons for this. One is to prevent ciphertext attacks. Other reasons are key 
compromise, replay attacks, and preventing information being carried across 
distinct sessions. 

In our scheme, the messages exchanged by the participants in a conference 
are encrypted using the conference key [(. For this purpose we use an appro
priate symmetric key encryption scheme &K. We do not specify this scheme 
any further. However we shall assume that it is at least as strong as the 
conference primitive.* 

2.1 Extending a conference 

New participants may wish periodically to join a conference. If the same key I< 
is used for encryption, then the new participants will have access to all earlier 
conference messages encrypted under [(. This will expose the system to several 
security threats, and is not desirable. So a new key I<' has to be constructed 
and distributed. There are several ways in which this can be achieved. In this 
paper we propose techniques which use the original conference key exchange 
protocol as a primitive. Our goal is to minimize the complexity of computing 
a new key. 

2.1.1 Adding new members. Let U = {Ut, ... , Un} be a conference 
with session key I< and let Uf, U~, .. . , U£ be the parties who wish to join the 

*DES in Cipher Block Chaining mode is satisfactory for most applications. 
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conference. One member of U, say Un, generates a conference K' with the 
new participants UL U~, ... , Uf by using the conference primitive. The key 
K' is then concatenated with a list consisting of the labels of Un and all new 
participants, and sent to the participants in U encrypted under the old key 
J( (Figure 1). 

u U' 1 r---- U' 2 
u2, key U' .. J(' 
key/( 

U' t 

Figure 1. Adding new members 

With this technique the cost of extending a conference of n participants to 
allow for t new participants is minimized, and is roughly proportional to 
t + 1 and not t + n. More specifically, if ~(n) is the overall complexity• of 
distributing a key to n parties using the primitive, then the complexity of our 
extension is ~(t + 1) + e, where e is the complexity of encrypting and sending 
the new key. For one new participant (t = 1) this is ~(2) + e, which clearly 
cannot be reduced significantly, • unless a better primitive is used. In general, 
if an optimal conference system is used then the complexity of extending it 
to include t new participants cannot be less than ~(t + 1), otherwise this 
system could be used to compute a conference key for t + 1 participants with 
complexity less than the optimal. 

Sequential extensions. New members can be added sequentially. For this 
purpose, the new parties are arranged into subgroups Ufk, k = 1, ... , t, t $ n, 
each one of which is subordinate to a member Uik, k = 1, ... , t, in U. These 
subgroups then generate conference keys I<fk using the conference primitive. 

The keys I<fk are sent by Uik to all the members in U U (LJ}~:~ UJ) encrypted 
as above. 

2.1.2 Merging groups. Another way of extending conferences is by merging. 

*This includes the computational and communication complexity of the multi-party com
putation. 
• At least two parties must exchange a key. 
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If the groups are U, U' with keys I<, I<', and U n U' = 0, then two participants 
U, U', one in each group, exchange a key I<* using the primitive. This key is 
then sent to all parties in U encrypted under I< by U, and to all parties in 
U' encrypted under I<' by U' (see Figure 2). If the groups overlap, then a 
participant U E U n U' chooses a random key I<* in the keyspace and sends 
it to all parties in U, U' encrypted under the appropriate key (I< or I<'). 

u 

U1, Uz, ... , 
key I< 

Figure 2. Merging groups 

2.2 Restricting a conference 

U' 

u~, ... , u: 
key I<' 

When some participants leave the conference then the session key I< has to 
be changed, otherwise these parties will have access to all future messages 
encrypted under the key I<. If the parties which leave have joined at an 
earlier stage using the key extension protocol described in Section 2.1 then 
the remaining participants can revert to the old session key. Otherwise a new 
session key must be generated and distributed. In this case, the best procedure 
to distribute a new key is to use the conference primitive directly. To show 
this we prove the following: 

Proposition. If the primitive system is optimal then there is no algorithm 
which can distribute securely a new key to a restricted conference with com
plexity less than the primitive. 

Proof. Suppose that t parties leave a conference of n participants (n > t) 
and that a new (fresh) key has to be computed. Let lf>(n) be the complexity of 
an optimal conference system A for n participants, and let A' be an.algorithm 
which on input the (old) conference key(s) f{ and the secret keys of then- t 
participants (or their shared keys), outputs with complexity less than lf>(n -t) 
a session key I<'. If A' is secure then it should be computationally infeasible* 
to compute I<' from the key f{ and the secret keys (or the shared secret keys) 
of the remaining t parties who leave the conference. Therefore algorithm A' 
can be used as a conference system for n - t users with complexity less than 
that of A (for n- t users). As input for A' we select any key f{ for the old 

*Or information theoretically impossible, depending on the model used. 
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conference key• and any keys for the remaining n- t participants (the keys 
should be selected in appropriate fields). This contradicts our assumption that 
algorithm A was optimal. 

2.3 Rekeying 

In many applications it is desirable that conference sessions are periodical 
rekeyed. One reason is to prevent the key being compromised and to prevent 
ciphertext attacks. Another is to support various conferencing services such 
as session registration for new participants [18]. The technique proposed in 
Section 2.1 can easily be used for this purpose. 

3 IMPLEMENTATIONS 

We consider two methods for implementing dynamic conference systems. The 
first is based on probabilistic encryption and uses pseudo-random functions. 
All pairs of participants are given privately long-lived common secret keys 
by a Trusted Center, which are used as keys for pseudo-random functions. 
These are then used to define a conference system as in [1, 6]. This method is 
essentially provably secure, provided the adversary is polynomially bounded 
(and cannot distinguish pseudo-random sequences from random sequences). 
Suitable pseudo-random functions for this method of implementation can be 
obtained by using the construction proposed by Bellare and Rogaway. This 
uses the Data Encryption Standard (DES) in Cipher-Block-Chain mode and 
a suitable hash function. 

The second method is based on the Diffie-Hellman key exchange [9]. A 
Trusted Center publishes an appropriate prime p and a primitive element g (or 
an element whose order is a large factor of p-1). Each party U; selects its own 
secret key s;, which is a random number in Zp_ 1 , and registers P; = g• •modp 
with the Trusted Center. The long-life keys are then computed using the 
Diffie-Hellman key exchange, and used with a conference system based on the 
Diffie-Hellman scheme [5, 6]. Breaking this system is as hard as breaking the 
Diffie-Hellman problem (provided an appropriate encryption scheme is used). 

3.1 A particular application based on a public-key 
conference system 

As primitive we use the cyclic conference system proposed in [7, 5] which 
is an extension of the Diffie-Hellman key exchange [9]. For this, each user 
in U = {U1, ... , Un} has a secret key s; E Zp-1 and a public key P; 

*We discount the cost of simulating old keys. 
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g•• mod p. To compute a conference key each user U; sends to Ui+1 initially 
X; = gr' modp, where r; is a random exponent in Zp-b and then Yi = 
(Pi+tY'/(X;_t)••modp. The conference key is [{ = gr1 ••+r>•3+ ... r,.•tmodp, 
which all parties can compute. 

Suppose that two new participants UJ., U~ wish to join the conference U. 
We employ the technique described in Section 2. Thus Un, UJ., U~ compute the 
key [{ = gr .. •~ +r~ ·~+r~• .. modp, using the conference system described above. 
The other parties Ut, U2, ... , Un-t do not participate, but receive the key K' 
encrypted under their key [{ by Un. The overall computational cost for this 
extension is only 3 x 3 = 9 exponentiations, roughly, compared to (n + 2) x 3 
exponentiations otherwise. 

4 SECURITY ASPECTS OF DYNAMIC CONFERENCE 
SYSTEMS 

The dynamic conference system discussed above is, essentially, as secure as 
the underlying primitive. In Section 1 and Section 2 we have discussed various 
security threats to conference systems. In this section we focus on those threats 
which relate to dynamic conferencing. 

It is usually assumed that insiders (with valid secret keys) in a cryptographic 
system are honest, i.e. behave according to the protocol. However, as pointed 
out earlier this is not necessary always the case. Indeed some of the more seri
ous threats come from dishonest insiders. One such threat is exclusion. With 
this, a group of insiders arranges that some participants will not receive the 
conference key, but that all the other participants will believe that these par
ties are in the conference. For example, in the dynamic extension in Figure 1, 
participant U1 may exchange a conference key K' with only U~, . .. , Uf, but 
then include UJ. in the encryption Ex(!<', U1 , UJ., ... , Uf), thus claiming that 
UJ. is also a new member. In this case, all the participants in U will believe 
that UJ. is in the extended conference, whereas UJ. has not receive the key K'. 
Similarly, some of the new participants may be shielded by dishonest insiders 
as in [11] (if the primitive conference system allows for this). To prevent these 
types of attack, all the new participants must sign: an encryption under the 
key [{' of a list consisting of the new participants and the random strings sent 
in the conference key exchange, using public keys. This encryption must be 
sent to all the other participants in the extended conference. In the symmetric 
key case aU new participants must send to all the other participants in the 
extended conference an encryption under the corresponding shared key of the 
list of the new participants and the random strings exchanged. 

Another possible attack is to prevent some of the parties from receiving the 
conference key, or some encrypted messages, by blocking paths of the physical 
communication network. This can be prevented by using a communication 
network with sufficient connectivity. 
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The security of our system is, essentially, based on the transitivity of au
thentication. More specifically, if two authenticated groups U, U' intersect, 
then an authenticated key for U U U' can be obtained by simply sending an 
encrypted key*. If on the other hand U n U' = 0, then some parties in U 
(e.g. Un) must establish an authenticated key with some members in U' (e.g. 
UD. This key is then used as the authenticated key for U UU'. Transitivity of 
authentication guarantees that the new key is authenticated. 

5 CONCLUDING REMARKS 

We have described a dynamic approach for secure group communication. Our 
technique for extending conferences has minimal cost. We have also shown 
that the most efficient way to restrict a conference is to use the primitive 
directly. 

The security of the dynamic approach is no worse than that of the primitive. 
We get a secure dynamic system if a strong primitive system is combined with 
a good encryption scheme. 
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