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Abstract 
Recently security has become one of the most significant problems for spreading new 
information technology. This article describes security demands in a distributed, digital video 
application. We want to give an introduction to security problems and want to set up specific 
design criteria in distributed multimedia environments in order to dispel acceptance problems 
of the new technology on the part of video producers, and to organize the digital marketplace 
more attractively. A technical approach to the transparent encryption of MPEG-2 Video is 
presented. 
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1 MOTIVATION 

Today video and movie productions are mainly produced and edited on digital computers. The 
continuing trend towards world-wide computer networking requires new concepts both to 
support the new working process on distributed computers and to protect the communication 
during the production process and the produced material in a digital marketplace. The billing 
procedures are not mainly addressed here but rather the presentation in the digital 
environment. The article analyses the security problems of the digital video system and the 
digital video material in the Distributed Video Editing System (DiVidEd) at the GMD -
German National Research Center for Information Technology, institute IPSI. The knowledge 
about security risks sets new design criteria for these environments. Our goal is to identify the 
producers acceptance problems of the to open them the digital working possibilities and the 
digital marketplace for a wide spread distribution of their works. Out of these security 
requirements the Try&Buy transaction problem has been chosen, and a transparent encryption 
approach is presented based on the MPEG-2 video format. 
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In order to analyze security requirements, the DiVidEd System is first introduced. It is 
followed by a summary of potential security factors in the distributed, digital video 
application and a presentation of our solutions for a transparent encryption schema for 
Try&Buy transactions. Finally the approach is evaluated in view of robustness against 
enemies. 

2 DIVIDED SYSTEM 

The DiVidEd System is a distributed, digital video editing and cutting system, (Steinmetz, 
1994). The system increases the standard functionality of the editing process during post 
production, it also ensures consistency between the script, the story and the final cutting 
process. Because the production takes place at different locations, the tools are realized as a 
distributed application. DiVidEd is one part of a distributed video production environment 
combining all production steps, including the data sources based on a network, 
(Steinmetz,J996). The editing server is responsible for editing functionality and the editing 
client provides the user interface. A video database and a meta database are located within the 
distributed video production environment. The DiVidEd system uses these databases to call, 
edit and store the data sources. 

Figure 1 Distributed video production environment 

The digital video production is a system which works in homogeneous as well as in 
heterogeneous networks to support the users at any time wherever they are. The system can be 
started on any workstation via network access. The video production environment was not 
only designed to support the production process itself, it also provides a video database server 
functionality to offer and distribute video data. The system can be used for production support 
as well as for distribution support. Besides editing, cutting and retrieval of video and meta 
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data the users can search for videos and view them in a specific order. The system serves a lot 
of different user requirements. 

To summarize, DiVidEd offers an open technical infrastructure for communication and open 
information and data transfer of video material and related meta data. Security is a major part 
of an open infrastructure and open data transfer, and will be described in the following 
section. 

3 SECURITY DEMANDS FOR A DISTRIBUTED DIGITAL VIDEO 
APPLICATION 

A distributed, digital video production environment opens a lot of opportunities to design the 
production process more effectively and efficiently. Simultaneously the security problem 
becomes topical. The video production process leads to a final product with a high individual 
amount of ideas, and the result is an unique intellectual creation. It is easy to understand that 
the authors and producers have an interest in protecting their work. With the digital 
representation of their work, they run the risk of suffering disadvantages like direct financial 
loss, legal problems and image loss. A digital copy does not differ from its original. The 
expansion of the digital networks all over the world allows extensive attacks to access data 
material and communication. Problems include unauthorized taping, reading, manipulating or 
removing data. The perpetrator logistics required for such attacks are very simple, e. g., a PC 
with a modem. 

These reasons justify the security demands to protect the communication and the work in 
distributed, digital video applications. A detailed security risk model can be found in 
Dittmann/Steinmetz (1997). 

The authors and producers must be able to store and transfer data in a confidential way. The 
produced videos in the video database must be signed by the authors and producers as their 
own ones to ensure originator and license rights during distribution of the material. The 
distribution process can be supported by Try&Buy transactions. Potential buyers receives the 
video material in inferior quality first to evaluate the product and to verify their intentions to 
buy the video. Not until payment or until fulfilling special conditions is the video data 
delivered in the original quality. Try&Buy transactions can be realized by a transparent 
encryption method, but very often a general access protection is needed. A general access 
protection requires, first, a correct identification of the person depending on the 
authorizations. After the correct identification, the person receives access to the data and the 
functionality. On the other hand information on the author or producer of the video material is 
very important to ensure the originality of the video data. 

A distributed, digital video production environment should offer a varied potential of 
security to increase the users acceptance. The following table describes the security aspects in 
an overview. 
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Table 1 Security aspects 
Security Aspect Description 

Access Control control of system access and access protection 
to system functions and stored data 

Authentification proving authors and producers identity and 
originality/genuineness of the data material 

Confidential Communication and Data 
transfer 

Integrity 

Demonstrable Security 

Transparent Encryption I Presentation 

Copyright Protection 

Privacy 

prevents access of enemies/ unauthorized 
persons to the communication or data material 

proof that the data is unchanged 

proof of the authentication and integrity of 
communication and data material to third 
parties and to ensure the obligation of a 
communication or data transfer 

data material is offered in low quality, 
Try&Buy transactions 

protection of individual work, watermarking 
of the author or producer, marking of legal 
customer copies, identification of illegal use 
of work 

protection of privacy: unobserved and 
anonymous communication or data transfer, 
pseudonymity, defense of data flow and user 
behavior analysis 

All these aspects should be considered in designing security procedures for each video 
production step to protect the communication, the data transfer, and the data in the video 
database and meta database. In the DiVidEd System the security modules are arranged in steps 
to get a desired security level. The users can select a specific level of security according to 
their own interests. They can choose to take quicker but weak algorithms for security, or 
choose slower but stronger methods. The methods can be applied to text, graphics, video and 
other kinds of data existing in the system. 
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Figure 2 DiVidEd-Security components 

The security risks of global communication must be met with global security technology. A 
detailed security policy model can be found in Dittmann/Steinmetz ( 1997). 

4 TRANSPARENT ENCRYPTION- AN ESSENTIAL FACTOR IN THE 
DISTRIBUTED, DIGITAL MARKETPLACE 

In this section, we will introduce a special technical transparent encryption method developed 
within our security conception based on MPEG-2. If producers intend to offer their video 
material via a distributed digital video database, they are very often interested in Try&Buy 
transactions. All potential customers receive data in a low quality to verify the applicability 
and suitability of the material. The producers can place the data in a low quality and give 
access to those materials for all interested customers without running the risk of illegal 
copying and illegal using of the low quality data offered. When the customer has paid and 
fulfilled the conditions he receives the data in full quality. There are several methods to offer 
data in low quality. Usually these methods have an expensive logistic to supply the customers 
with the low quality and afterwards possibly with the full quality video material. Our 
attentions are focused on improving Try&Buy transactions by designing a simple transparent 
encryption method. The method should easily hide the high quality and should also easily 
convert the full quality back with a special user key to improve the logistical process. 

4.1 Transparent Encryption Approach 

Our approach was to use the transparent encryption. Therefore we inspected the video format 
MPEG-2 and tried to find a way to partly encrypt the video stream to offer a lower quality 
covered with a noise for Try&Buy transactions. We also wanted to design the solution with a 
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secret key method for removing the noise in order to improve the release process of the video 
material. We discovered that MPEG-2 offers an interesting approach for transparent 
encryption. The idea is based on the scalability of the MPEG-2 data streams. We developed an 
extended scalability mechanism with partial encryption to produce output data with a noisy 
and low quality for Try&Buy transactions. In the following the scalability mechanisms are 
explained first using the MPEG-2 standard (ISO/IEC-13818-2). Then, an encoder and decoder 
are developed to support the SNR scalability functionality. Subsequently the SNR-scalable 
encoder and decoder is extended for transparent encryption. Scalability was developed to 
provide various error protections or error corrections for transmitting and broadcasting video. 
MPEG-2 describes different kinds of basic scalability, data partitioning, SNR scalability, 
spatial scalability and temporal scalability, (Reimers, 1995). The structure 
sequence_scalable_extension with the field scalable_mod identifies the applied scalability 
inside the video stream. The following table illustrates the scalable modi, (ISO!IEC13818-2). 

Table 2 Definitions of the field scalable_mode 

scalable _mode Meaning 

sequence_scalable_extension() not present 

00 data partitioning 

01 spatial scalability 

10 SNR scalability 

II temporal scalability 

In the case of basic scalability, two layers of video are refereed to the lower layer and the 
enhancement layer, whereas, in the possibility of the use of hybrid scalability, up to three 
layers are supported with an extended error protection. We chose the SNR scalability as an 
example for developing a transparent encryption method. Indeed, SNR scalability is slightly 
more complex, and has slightly lower efficiency than, e.g., data partitioning, but it is easier to 
produce lower layer signals of a usable quality without the enhancement layer. 

SNR scalability involves generating two video layers of the same spatial resolution but 
different video qualities from a single video source, called the lower layer and the 
enhancement layer. The lower layer is coded by itself to provide the basic video quality and 
the enhancement layer is coded to enhance the lower layer. The enhancement layer, when 
added back to the lower layer, regenerates the higher quality reproduction of the input video. 
The goal of SNR scalability is its ability to provide a high degree of resilience to transmission 
errors, as the more important data of the lower layer can be sent over a channel with better 
error performance, while the less critical enhancement layer data can be sent over a channel 
with poor error performance. The scalability properties are now used for our approach. We 
use the mechanism for transmission of two layer services with different quality. The lower 
layer is used for Try&Buy transactions and the enhancement layer is hidden until the 
conditions are fulfilled. 
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On the base of the standard we developed the following SNR scalable encoder and decoder: 
In the lower layer, the encoding is similar to the non scalable situation in terms of decisions, 
adaptive quantisation and buffer regulation. The encoder reads the video stream and a discret 
cosinus transformation (OCT) is performed like in the non_scalable mode. The OCT 
transforms each 8x8 pixel block into spatial frequencies. The OCT coefficients as the output 
of the OCT is a set of 64 basis-signal amplitudes whose values are uniquely determined by the 
particular 64-points input signaL The OCT coefficient values can thus be regarded as the 
relative amounts of the 20 spatial frequencies contained in the 64-point input signaL The 
coefficients with zero frequency in both dimensions are called the DC coefficient and the 
remaining 63 coefficients are called the AC coefficients. For an 8x8 sample block from a 
typical source image, most of the spatial frequencies have zero or near-zero amplitudes and 
need not to be encoded. After that transformation into spatial frequencies the OCT 
coefficients are quantized with the advantage of that data reduction. Based on a 
psychophysiological experiment special coefficients are formed as the input for the quantizer. 
Frequencies better visible for the human eye are quanized more exactly than other frequencies. 
The MPEG-standard contains possible quantization tables which relates the OCT coefficients 
to the quantizer step size. The purpose of quantization is to achieve further compression by 
representing OCT coefficients with no greater precision than necessary to achieve the desired 
image quality. Stated another way, the goal of these processing steps is to discard information 
which is not visually significant. Quantization is a many-to-one mapping, and therefore is 
fundamentally lossy. It is the principal source of lossiness in OCT -based encoders. 

Quantization is defined as a division of each OCT coefficient by its corresponding quantizer 
step size, followed by rounding to the nearest integer: 

f ~: spatial frequencies 

• G if~): quantized DCT coefficients 

• G(j~): unquantized DCT coefficients 

• QifxJ): quantizer step size 

Usually the divisor differs for all spatial frequencies (fx.fy) to achieve a good adaption of the 
human visual faculty. It can be recognized: greater quantizer steps cause coarser quantizer and 
lossy quality of the image. This knowledge will be used in the SNR scalability to provide two 
layers with the same picture resolution but different quality levels. 
The SNR Scalable Quantization is Performed in the Following Way: To produce the 
lower layer the OCT coefficients are quantized using a rather coarse quantizer. The quantized 
coefficients are then VLC (Variable Length Coding) coded and sent together with the required 
side information forming the lower layer (base layer). A coarse quantizer means that the 
quantizer steps are chosen greater than the suggested steps. Using such a coarse quantizer the 
visual quality level is decreased. This loss must be measured and compensated by coding the 
loss in the enhancement layer to reach the full quality when decoding the lower and the 
enhancement layer together. To do so, after the coarse quantizer the lower layer is inverse 
quantized and the resulting dequantized OCT coefficients are compared with the original OCT 
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coefficients. The measured difference, the residual error between the coefficients and the 
dequantized coefficients, is then re-quantized, using a second finer quantizer (quantizer step 
size >= 1). The resulting refinement coefficients are VLC-coded and form the additional 
enhancement layer, together with a marginal amount of side information. 

The following example tries to illustrate the process: 
First, the description for the non scalable situation: 
I. Gifx.fy)=G( 1,3) = 36, the unquantized DCT coefficient 
2. Qifx.fy)=Q( 1,3) = 24, the quantizer step size 
3. GQ(fx.fy)=GQ( 1,3)=round(36!24) = 2, the quantized coefficients 
4. Recognizing: the DCT ranges between (35,60) produce the same quantized coefficient. 

This range is enlarged with a higher quantizer step size. The quantizer step size 48 produces a 
quantized coefficient I with a range (23,72) and causes a greater quality loss. 

Now, the SNR scalable situation: 
5. Using the coarse quantizer with a step size 48, the quantized coefficient I is produced 

in the lower layer. The quantized DCT coefficient coming from the lower layer is dequantized 
(48) and the residual error between the original DCT coefficient 36 and the dequantized 
coefficients 48 is then requantized, thus the difference -12. This difference forms the 
additional enhancement layer and represents the quality loss produced by using the first coarse 
quantizer. We developed the following diagram for the SNR scalable encoder based on the 
generic MPEG specification: 

Figure 3 MPEG encoder with SNR scalable extension 

Base 
Layer 

Enh•ncem<nl 
Layer 

The quantizer step size for the lower layer should be chosen coarsely with a higher step size, 
and for the enhancement layer a finer step size should be used, with a minimum of I the 
quality loss is completely compensated. 

Based on the MPEG-standard the SNR scalable decoder is illustrated in the following 
diagram. 
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Base~ 
Layer~ 

~ 
Enhancement~ 

Layer-----~ 

Figure 4 MPEG decoder with SNR scalable extension 

The coded DCT coefficients of the lower layer are increased by using the enhancement layer 
to restore the quality of the video stream. As illustrated in the diagram, data from two bit 
streams is combined after the inverse quantization processes by adding the DCT coefficients. 
Until the data is combined the decoding processes of the two layers are independent of each 
other. The lower layer, derived from the first bit s tream, can itself be either non-scalable, or 
require the spatial of temporal scalability decoding process to be applied. The enhancement 
layer, derived from the second bit stream, contains mainly coded DCT coefficients and a small 
overhead. All information regarding prediction is contained in the lower1ayer only. Therefore, 
it is not possible to reconstruct an enhancement layer without decoding the lower layer data in 
parallel. It is inherent that the two layers are very tightly coupled to one another. It is a 
requirement that the corresponding picture in each layer shall be decoded at the same time as 
one another. The two bit stream layers are identified by their layer_id where the layer_id of 
the lower lay~r is one po.int lower than the id of the enhancement layer. There are some 
semantic and syntactic restrictions for the layer structures necessary for the decoding process. 
These structures are added during the encoding process and can be found up at the section 7.8 
SNR Scalability (ISOIIEC13818-2). Inverse VLC and inverse quantization are performed as 
for a non-scalable mode with the coarse and the finer quantizer step sizes. The corresponding 
coefficients of the blocks of each layer shall be added together to form the output signal with 
higher quality. Using our example we should add 48 and -12 to 36 with the assumption t!he 
enhancement layer quantizer step size was equal I. After adding the two coefficients t!he 
decoding process is similar to the non_scalable decoder. 

The described process will be used for chrominance and luminance blocks. If the 
chroma_simulcast field is set to I only the luminance blocks are treated as described above. 
For chrominace blocks the DC coefficients of the lower layer is used as a prediction of the DC 
coefficients in the coincident block in the enhancement layer, whereas the AC coefficients of 
the lower layer are discarded and the AC coefficients of the enhancement layer form the 
output signal according to the following formula: 

G' (0,0) = G',0 ,..,(0,0) + G'•n114nu(OO) 

G' (j., /,) = G',.114'"',(j.,J,J, fur allef.,/1 aufler fx=J, = 0 

In that case, a special encoder is needed to realize the coding using the difference to the (0,0) 
coefficient instead ofthe differences between the signal coefficients. 

Our idea is now to use the SNR scalability to design a Try&Buy mechanism to encrypt the 
stream transparently. The video material is coded with the developed SNR-scalable encoder to 
produce two layers with a differing quality. The lower layer is the basement of the video 
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stream and offers a low quality which allows a valuation at the desired criteria of the 
customer. The producers can offer the formed lower layer out of charge on the video server 
without risking financial loss. There are two ways to distribute the lower and the enhancement 
layers. Either the video stream is SNR encoded and only the lower layer is offered and sent to 
the customer, m: both layers are offered and sent to the customer where the enhancement layer 
is encrypted with a secret key algorithm. The first method requires that the enhancement layer 
is extracted after the encoding process and will be sent only after the prices have been paid for 
the video data. This method has a high logistic effort to distribute the video stream twice. The 
second method encodes the video stream SNR scalable and encrypts the enhancement layer 
with a customer specific secret key. Finally, the encrypted enhancement layer must be hidden 
from the decoder so that the decoding process uses only the lower layer. In order to achieve 
this, the scalable mode will be set to non-scalable mode. 

Figure 5 Transparent encryption SNR scalable encoder 

Enhancement 
Layer 

If the customer orders the full quality, the encryption key must be sent to the customer for 
decryption. The scalable mode is reset to SNR scalable and the decoder produces the full 
quality. 

nhanc:emtnt 
Layer 

Figure 6 Transparent encryption SNR scalable decoder 

This method requires a separate encryption and decryption tool, which must also be 
available for the customer to reach full quality. The advantage is that the producer can offer 
different quality levels by switching to separate encrypted enhancement layers and using an 
appropriate secret key. Two well known secret key algorithms are DES and IDEA. DES is 
widely spread in conventional applications, but the algorithm is not valid for applications with 
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high security demands, (Barker, 1991), (Biham, 1993), (Schneier, 1996). Therefore, high 
security applications use newer encryption techniques like the IDEA algorithm. 

4.2 Evaluation of the Approach 

The transparent encryption based on SNR scalability was designed with a secret key cipher. 
All in all, secret key techniques have the disadvantage of storing and transferring the keys 
secretly in a digital computer and computer network. Public key techniques should be used to 
transfer the keys to the customers. In order to evaluate the strength of the transparent 
encryption mechanism, we observed the possibility to build an enhancement layer with only 
the knowledge of the lower layer to get the original quality. The enemy requests the video 
stream in low quality from the video server and gets the lower layer and the encrypted 
enhancement layer. Now the enemy tries to rebuild the enhancement layer without ordering 
the secret key for decryption. We want to try to find out his chances using our example: 

The quantizer step size for the lower layer is 48 and for the enhancement layer is 1 (for each 
full quality). The lower layer consists of the quantized coefficient ofl. 

The enemy makes an inverse quantization with the quantized coefficient and with the 
quantized step size of 48 and gets the dequantized DCT coefficient 48. The original OCT 
coefficient is unknown to him (36), therefore he starts his search. He analyses all values which 
produce the quantized coefficient of l with the quantizer step size 48. In our example all 
possible values are in the range of (23, 72). The enemy forms all possible differences between 
48 and the value in that range. One difference is the real value of the enhancement layer. In 
order to find that coefficient he must perform a complete decoding process with every value in 
the range of (23, 72) and decide with his subjective feeling which is the right one. 

These actions must be processed for each image of the video stream and lead to a big extend 
of time. An automatic review of the image quality is very difficult to design. It is very costly 
to analyze a whole video stream in such way to find the right enhancement layer data. 

SNR scalability is slightly more complex and has slightly lower efficiency than, e.g., data 
partitioning, but it is easier to produce lower layer signals of useable quality, when the 
enhancement layer is absent, and therefore it is better to use it for our transparent encryption 
method. 

5 CONCLUSIONS 

The security problem is a decisive subject for the spreading of new information technology. 
Our recent work has concentrated on an analysis of the user interests to achieve security in 
distributed digital video applications. On the base of our experiences, we developed and 
evaluated a technical approach to support Try&Buy transactions for MPEG-2 video. Our 
special approach is supposed to be a solution which strengthens the producer's acceptance to 
use the new digital technology and the digital market place. They can offer their products in a 
lower quality and can control the video material by using a key based algorithm. The secret 
key provides the customer with the high quality video, if the customer has paid the price or 
fulfilled the conditions. It is also possible to provide different quality levels for each video 
stream. The article has not shown the secret key distribution problem and the key 
classification with the customers, but it is also one major basis of our approach. 
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