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Abstract 
To help the Web reach its full potential, it is important that end users have a reliable mechanism 
that allows them to decide what Web content they can trust. In particular, in two classes of 
documents public trust has become an issue: Active content (e.g. ActiveX controls or Java 
applets),and documents implying commitments (e.g. price lists, press releases, political 
statements). Both of these needs can be addressed by the ability to attach digital signatures to on
line documents. The World-Wide-Web-Consortium started a Digital Signature Initiative project 
to address this topic. It has been working on a specification and an interoperable code base, an 
interoperability test suite and a public demonstration of the system. It plans to allow the signature 
to be able to be transported in different ways; to have a common format for a signature block; 
allows for a systematic means for specifying the semantics of the signature, and it does not 
mandate a specific cryptographic algorithm nor a single certification hierarchy. 

Digital Signatures, Semantics, WWW. 

1 INTRODUCTION 

Keywords 

The Internet and in particular the World-Wide-Web have been gaining a lot of interest within the 
commercial community in recent years. The WWW is becoming a common marketplace and it is 
already possible to order anything from pizzas to cars over the net. In the future, shopping over 
the Internet could be just as normal as shopping at the supermarket; especially software will 
often be bought and downloaded online. The software-industry is preparing for electronic 
software-distribution, as this is much cheaper and faster than shrink-wrapping manuals and CD
ROMs. In addition, a large percentage of communication between individuals is already taking 
place on the net rather than on the phone or via letters, and there will be demand to negotiate and 
sign contracts over the net. Technologies necessary for such applications are already available or 
will be available soon. However, they will only be of interest to the general public if security 
concerns are accurately addressed. That means that at least the problems of authenticity and 
secrecy of the communication need to be solved; sometimes there will be further requirements. 

But the Internet is not well suited for these demands. It was designed to be an open network 
and security was not a concern. Therefore the network does not provide security itself- rather it 
must be added at the application layer. Many attempts to do this have already been made, some 
also resulted in an industry standard, for example the Secure Socket Layer (SSL) protocol which 
provides adequate protection against eavesdroppers on the network by using authentication and 

Communications and Multimedia Security Vol. 3 S. Katsikas (Ed.) 
© IFIP 1997 Published by Chapman & Hall 



194 Part Eight Digital Signatures 

encryption. However, this kind of security is not sufficient for the general case. For example, 
consider the case of transmitting a document via SSL. With SSL the server and the client can 
authenticate each other, so that both of them can be reasonably sure about the identity of their 
communications partner. Therefore, if the server sends some document to the client, the client 
can be sure that it originates from the server. However, the client cannot make any assumptions 
beyond that For example, he will not be able to prove to a third party that this document 
originated from this server. Digital signatures on the other hand can provide both of these. They 
can have rich semantics and they offer the possibility to prove authenticity even years after the 
document was originally obtained. Nevertheless there is no adequate established standard for 
digitally signed documents. The purpose of this paper is to discuss the requirements that digitally 
signed documents would have to meet and to propose a possible framework for such a signature 
format 

2 WHAT'S A SIGNATURE? 

Signatures are very important in daily life; there are used for many things like contracts, and are 
even required by law in certain cases. But such signatures are unsuitable for use in an electronic 
environment But what are the features of a personal signature that makes them so valuable? 

• A signature is authentic and cannot be forged. It's a proof that the signer has signed the 
document, and not somebody else. 

• One cannot reuse a signature. It's fixed to the document and cannot be moved to any 
other document 

• The document cannot be changed after applying the signature. 
• The signature cannot be denied. It's a physical proof that the signer cannot deny. 
• Anybody can verify the signature. 

Well, in reality none of these points are true as stated, but we still use our signatures in daily 
life. But all these idealized properties can be taken as requirements for any replacement of 
signatures, especially electronic, or digital signatures. 

What's a Digital Signature? 

The basic technologies for digital signatures are well known [Schneier]. Using asymmetric or 
public key-cryptography, the signer of a message could use his private key to encrypt the 
document, which is to be signed. The public key of the signer is assumed to be known to the 
verifier, or retrievable via certificates, ideally using the WWW. A verifier takes the public key 
and decrypts the encrypted document Assuming that only the signer is in possession of the 
private key, the verifier knows that the signer indeed created the document 

As asymmetric cryptography is comparatively slower to compute than symmetric 
cryptography, one never creates a signature this way in practice. To sign a document, one 
calculates the hash of the document using a cryptographically secure hash function (examples for 
such hash-functions are MD5 and SHA-1). This results in a condensed representation of the 
message, which also is called message digest. This digest is now encrypted using the private key 
of the signer, providing a comparable level of assurance encrypting the full document would. 
The security of a digital signature using hash-functions is as strong as the weaker of the 
algorithms used for hashing and encrypting. 
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What can these signatures be used for? 

Especially for the Web it is important that there is a reliable mechanism that allows end-users to 
decide what Web content they can trust. For two classes of documents public trust has become 
an issue: 

I. Executable content, as ActiveX controls, Java applets, Plug-in's, application macros -
any executable program in general. Users must have sufficient and reliable information 
about active elements to be able to decide if they should allow the program to run and 
what privileges they should be granted. 

2. Documents implying commitments (e.g. price lists, press releases, political statements). 
Users need to be encouraged to verify the authenticity of these documents, and the issuers 
need to be able to demonstrate both authorship and non-authorship. 

For both situations, digital signatures can provide a solution. It is necessary, however, to be able 
to specify what the signature means: does it describe authorship only, or does it also guarantee 
that the program has not been infected by a virus? Neither of these is provided by the 
cryptographic operations involved alone. Digital signatures, as traditionally used, provide 
implicit semantics only and are not an adequate solution to our problem. Lets look at samples 
where digital signatures are in use at the moment: 

• If I sign an email-message, using PEM or PGP, the signature I produce is often assumed 
to mean that I did write and send that message (in reality, it only proofs that I had access 
to that message and a secret key to sign it). 

• Identity certificates, like X.S09-certificates, are also signed documents. The Certification 
Authority that created that certificate states that way that the object, which owns the 
given distinguished name, is bound to a certain public key. In this case, the certificate can 
contain optional fields giving additional information about that object. This is much 
closer to what we need, but still not enough. 

• If I sign any other document, the signature only means that I had seen that document at a 
certain time. One often assumes that the signer agrees with the content of the document, 
though this is never said explicitly. To the contrary, if a time-stamping service generates 
a signature on the hash of a document and some time, it only testifies that the document 
existed at that time, and the signature is not related to the content of the document at alL 

Enhancing Signatures 

Therefore, standard signature schemes lack making the semantics of the signature explicit. As we 
saw, for many cases it is not sufficient to know that the signer has seen the document and 
possibly agrees with its content. Generally, one would want to make statements about the 
document signed and include them with the signature. To make such statements usable in the 
WWW, they ideally would be machine-interpretable, at least to some extent. Summarised in one 
sentence our requirements and objectives are: 

"The digital signahtre shall provide a simple, flexible, and easy to use framework for digitally 
signed documents of arbitrary type where rich semantics can be associated with the signature. " 

In detail, this means: 

• It must be possible to sign all types of documents and no modifications to the inner file 
format of documents must be required. Applications not aware of or not implementing 
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the digital signature scheme must be able to work with signed files in the same way as 
with files that have not been signed. 

• The focus is on signing documents, not primarily on signing email messages or contracts. 
The reason for this decision is that there are different requirements for each of these. 
Additionally there are already several standards for secure electronic mail and the legal 
issues involved with digitally signed contracts are yet to be discussed. Still it is desirable 
to make the system flexible enough to be used with both email and contracts as well. 

• Confidentiality issues are not addressed. It is assumed that if privacy is required, it will 
be provided elsewhere (for example by using encryption or access control). 

• The signature must have rich semantics. These semantics must be specified in a way to 
allow processing by machines so that for example search engines can make use of them. 
Hence plain English text as a description is not acceptable. 

• The solution must not be limited to a specific cryptographic algorithm and must not 
require a single certification hierarchy. 

• It must be possible to transport the signature in different ways: 
• embedded in the document for those types of resources where this is possible 
• attached with the document, in transfer headers or in a parallel file 
• separately, e.g. by querying a database 

• The scheme shall be easy to use for both the signer and the verifier of the document. In 
particular for the targeted range of Web applications the average author of Web pages 
and the average Web "surfer" must be able to use digital signatures without hassle. 

• It must also be easy to implement to encourage widespread implementation and thereby 
widespread use. 

• A reference implementation that includes a fully functional base system must be freely 
available in source code and binary code to everyone at no charge. It is especially 
important that this software will be available in the US and abroad. 

• We prefer human readable representations for data, if possible. This makes creation and 
inspection much easier, particularly in the early phase of development when comfortable 
tools will not be available. 

• For easy and efficient handling, programs are often distributed in archived form, for 
example the executable, documentation and other files of an application all come packed 
in a single zip file or Java classes are packed into a Java-Archive (JAR). A mechanism 
that allows making statements about the contents of such an archive file is required. 

• It must be possible for a document to be signed multiple times by multiple individuals so 
that these individuals can reference statements made by one another to affirm or 
contradict them. 

• In the Web HTML forms are often used to post data from the client to the server. There 
should be a mechanism to digitally sign this data on the fly while being sent. 

SEMANTICS 

The basic meaning of a digital signature, implicitly given by its nature, is "the signer had access 
to the signed document (at the given date)". This meaning is often not sufficient as it does not 
become apparent whether the signer is the author of the document, if he wants to show his 
support for statements made in the document, or if he just wanted to acknowledge its receipt by 
signing it. Although there are sometimes conventions that make the meaning of the signature 
clear, the possible semantics are very limited. However, it is often desirable to associate one or 
more, sometimes even very complex meanings, with a signature. Therefore the need to extend 
the semantics of digital signatures became apparent and people began to talk about "signatures 
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with semantics". Yet this phrase does not precisely state the requirements when signing 
documents. We do not really want to describe the meaning of the signature itself, rather we want 
to make statements about the document and guarantee their authenticity by digitally signing 
these statements. Therefore we need a way to describe the semantics of a document. 

Luckily there is a standard that was designed for a similar purpose: PICS, short for Platform for 
Internet Content Selection, is a rating system that e.g. allows parents to restrict their children's 
access to the Internet so that they cannot access e.g. violent or sexually explicit material. It is a 
very flexible system, as it does not specify fixed categories in which content is rated, rather it 
defines a language that can be used to specify in which categories rating is performed. Therefore 
PICS, or something like PICS, could be used not only as a content rating system but also as a 
content description system, which is exactly what we need. 

However, as PICS was designed to rate content against some scale, there are shortcomings 
when we try to use PICS in its current form to describe the semantics of documents in general. 
For example, PICS allows the value of some category only to assume a numerical value, other 
types like strings are not allowed. PICS also includes a mechanism to digitally sign the ratings 
assigned to a document. Yet the scheme is unsatisfactory for two reasons: 

I. The system is restricted to MDS as the hashing algorithm and to RSA as the signature 
algorithm. 

2. PICS ignores the question of public key/ certificate distribution as it does neither specify 
where to obtain the signer's public key nor does it attach it to the message. 

Furthermore, the PICS method for computing hash values on the document itself and on the 
associated ratings must be reconsidered, especially for the case of signatures embedded in the 
signed document. Consequently we propose to extend and modify PICS to enable it describing 
the semantics of documents and to rework its digital signature scheme or completely replace it 
by another, more flexible scheme. 

A DESCRIPTION SYSTEM 

The PICS content description system specifies which aspects of the content are described. 
Therefore its definition determines which semantics can be expressed. Consequently the 
description system should as complete as possible to allow all imaginable semantics to be 
expressed. Although a standard content description system is not required, it is desirable to have 
one or only a few to ease interoperability. While an appropriate committee could define a 
standard system, table I is meant to give an idea of categories that could be in such a content 
description system. 

THE DIGITAL SIGNATURE INITIATIVE 

In this paper we wanted to show the need for a widely deployed solution for signing documents 
of any type, where machine-interpretable descriptions are possible. The ideas presented above 
were input to the Digital Signature Initiative of the World Wide Web Consortium (WJC) 
(http://www.w3.org/ and follow the DSig Link). In a preparatory phase, the following issues 
were identified: 

1. Signed labels must be able to be transported in three different ways: 
• Embedded in the document for those document types that can be extended to 

support this (e.g. HTML, Java) 
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Category 
Document author 
copyright status 

copyright holder 
type of content 

secrecy status 
privacy 

covered by patent 

export/ re-export I import 
restrictions 
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Txpe of value 
tring 

numeric or URL 

string 
numeric/numeric 

numeric 

patent number/ applicable in 
countries 

ACL's of countries 

Comment 
name or URL or certificate 
free, GNU license, 
shareware ... 

e.g.: image/photo, textlpoerr 
text/scientific 

ratings -ex pre ions PICS ratings as in use today 

checked for viruses 

version number 

compiled by 
supported operating ystems and 
CPU types 
URL for updates, 
documentation, bug reports 

URLs of required software 

for Java Applets: recommended 
security policy 

Table 1: Eiamples for categories 

checked with program 
name! version number 
version number of program/ 
document 
string 

string/ tring 

URL 

component (libraries, 
viewer. ) 

ACL's for file and hosts 

URL 

• Attached with the document, in transfer headers or a parallel or containing file 
(using HITP extension headers and PEP for instance) 

• by querying a trusted third party 

1. There must be a common format for a signature which does not require wrapping the 
data and is cryptographically and certificate format neutral. 

2. There must be a systematic means for specifying the semantics of the signature. That is, a 
system for expressing assertion schema (the lingua franca of assertions within a 
signature) and the synatx for expressing an arbitrary number of specific assertions within 
a signature both need to be developed and standardized. 

3. It should build on existing standards (PKCS-7, X509v3, PICS, SPKI, PGP, .. ) where 
possible. 

4. Provide a high level of assurance that the identity and integrity of the documents signed 
is maintained. 

The Digital Signature Initiative was launched in October, 1996 with an initial 4 month design 
phase. Ten WJC member companies supplied engineers and architects. This phase will be 
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complete at the end of January, 1997. The implementation phase has been announced, and a call 
for participation went out in early December, 1996. Implementation phase started in February 
1997 and a first prototype implementation was available in June 1997. 

The technical core of the DSig project is to establish two mechanisms: 

I. for a signer to make statements about objects on the web ("Signature Labels") 
2. for a user to interpret those statements with automated tools ("Trust Management") 

Various vendors are introducing or have introduced incompatible schemes for digitally signing 
code and documents on the Web. Most of these are, by their very definition, designed to express 
at most a single assertion. The work currently underway in the DSig project will result in 
specifications for an interoperable digital signature which goes beyond the these restrictions 
offering the Web community a single method for expressing the language of an assertion schema 
and multiple, rich assertions within a digital signature 

Dsig's Signature Labels differ from previous digital signature techniques in exactly two ways. 
First, they allow the signature to carry with it machine-readable assertions and endorsements ("I 
wrote this and it requires 16 meg of memory"). Second, they allow the data to be separate from 
the signature, so that third parties can make assertions about data they do not possess ("That 
applet, written by Company X, can be used by employees in the Accounting Department and has 
been certified for their use by our IT Department"). lt is the expectation of the Dsig Signature 
Label design team that their specifications will be considered for a W3C Recommendation when 
the project is complete. 

While Signature Labels build on well-understood technology, the trust management work is a 
currently active research area. The Dsig project has chosen to build on research work from 
AT&T Research Labs, ffiM Research Labs, and MIT. The goal of this work is to provide a 
testbed for showing how Signature Labels can be used in practical applications and to further this 
critical research direction. The trust management work will be made available to W3C member 
companies, but it is not intended to become the basis for a W3C Recommendation in the 
foreseeable future. 

DSig 1.0 

Following the initial design phase, the DSig Implementation phase officially started in February 
1997 and, at the time of writing, is expected to produce the first public beta mid-June 1997. 
There has been quite some interest in this work. Vendors, like Sun, mM or Microsoft, have 
announced their support for DSig as well as integration into their products. Firewall-vendors 
were very interested in using that technology for enhanced filtering. New developments in the 
Metadata and Web-Collections area as well as work on PICS-Next Generation have impact on 
the design ofDSig: 

• Metadata is relevant, as Signatures can be embedded as Metadata into HTML-pages; 
• Web-Collections are important, as we want to be able to express statements on a group of 

Information Resources as well as single resources. A duplication of efforts does not make 
sense. 

• PICS-NG is important, as it will make it possible to express statements like the ones 
presented above. DSig 1.0 aims at PICS 1.1 - and there will be a DSig 2.0 being tightly 
coupled to PICS-NG. 

For DSig we therefore took the decision to wait for, discuss and influence the new developments 
in these areas. Meanwhile we finished the specifications on DSig 1.0, aimed for use with PICS 



200 Part Eight Digital Signatures 

An example 
The following example should help getting an impression how the Signature-Block-Extension 
will look like. 

("DSigBlock-1.0" 
( "Attriblnfo" 

("http://www.w3.org/DS1g/Certs/X509" "=base64-x.509-cert=") 
("http://www. w3. org/DSig/Certs/X509" 

"http://ice-tel-tlca/certs/DN/CN=Peter%+Lipp%,O=TU-Graz,OU=IAIK") 
("http://www.w3.org/DSig/Certs/pgpcert" "=base64-pgp-signed-key=") 
("http://www.w3.org/DSig/Certs/pgpcert" 

"http://pgp.com/certstore/plipp@iaik.tu-graz.ac.at") 

("Signature" 
"http://www.w3.org/DSig/Ciphers/RSA-MD5" 
("byKey" ("N" "-aba212412412-") ("E" -abcdefghijklmnop=")) 
("on" "1996.12.02T22:20-0000") 
( "SigCrypto" "=aba1241241=") 

("Signature" 
"http://www.w3.org/DSig/Ciphers/DSS" 
( "ByName" "plipp@iaik. tu-graz. ac. at") 
("on" "1996.12.02T22:20-0000") 
( "SigCrypto" ( "R" "=abal241241=" ) ( "S" "=casdfkl3r4=" ) ) 

CONCLUSIONS 

With the increasing use of the internet, where selection of content is necessary to filter the junk 
from the useful and the dangerous from the harmless, and with ·the increase of electronic 
commerce, trust mechanisms available and understandable to the end user are extremely 
important. Digital signature techniques are a key ingredient, and a uniform standard across 
products and platforms for the use of digital signatures is necessary. The W3C has recognized 
this early enough, and the interest in the project was great. Announcements by vendors indicate, 
that the Digital Signature Initiative's result will soon appear in real-world products. 

At the time of this writing, the specifications for parts of the Digital Signature Initiative are 
nearly complete, and implementation work has begun. Still, the specifications will be under 
discussion and review and results of the implementation work will feed back into the design. We 
want to encourage everybody to have a close look at the specs and evaluate, if the Digital 
Signature Initiative solution is a solution applicable for your problem as well. 
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