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Abstract 
Broadband networking has evolved dramatically in the past few years. Especially the 
asynchronous transfer mode (ATM) has attracted attention in the area of high-speed 
communication, promising the integration of almost all communication profiles such as voice, 
video and computer-based multimedia communication. As ATM builds the transport 
technology of broadband integrated services digital network (B-ISON), it is to be considered 
as the key technology of the data-highway initiatives aimed by the majority of industrial 
countries. However, the topic of network security plays an important role in any publicly 
accessible telecommunication infrastructure. Unfortunately, the progresses made in providing 
for adequate network security still lag behind the evolution of B-ISON. 

In this paper we give an interim report on a project aiming to information privacy in B-ISON 
infrastructures. Several approaches to B-ISON security with emphasis on confidential 
user-to-user communication are discussed. We compare the different approaches to ATM 
encryption and propose the application of a method known as A TM cell stream interception. 
Therefore, we apply an encryption module to an ATM network interface card (NIC) using 
standardized interfaces and, thus, propose an architecture that is almost independent of the 
hardware. 

Keywords 
B-ISON security, ATM security, ATM cell stream encryption 

Communicalions and Multimedia Security Vol. 3 S. Katsikas (Ed.) 
1!:> IFIP 1997 Published by Chapman & Hall 



156 Part Six ATM Systems Security 

1 INTRODUCTION 

Global multimedia communication has been restricted to integrated services digital network 
(ISDN) so far. The main limiting factor has been the deficiency of widely available public 
communication infrastructures. Being the natural evolutionary path of ISDN, the advances in 
the ATM-based B-ISON promise higher bandwidth, together with a far-reaching availability in 
the near future. This allows for great strides towards further deployment in the area of 
multimedia communications, making ATM security an important factor. 

ATM is a connection oriented switching technique based on statistical multiplexing of fixed 
length packets, called cells. It is the integration of a variety of communication profiles with 
different Quality of Services (QoS) demands which makes ATM one of the most promising 
telecommunication technologies developed in the last decades and, thus, makes ATM suitable 
for future business and authority's telecommunication demands. However, as being the basis 
of the public B-ISON infrastructure, the demand of sophisticated security mechanisms has 
been recognized soon. E.g., the missing solutions in that area were addressed as "ATM: 
Dangerous at any Speed?" in a talk by Schulzrinne (1995). 

With its preliminary security specification (Tarman, 1996) the A TM Forum published a first 
step towards standardizing secure communication in ATM networks. Although not yet 
approved as a standard, this draft specification already puts the area of ATM security into 
shape and allows for a far-reaching preview to the final specification announced for 
August 1997. 

The basic security needs in B-ISON infrastructures can be characterized by the four classes 
access control, information authenticity, information integrity, and information privacy, as it 
holds for any other communication system. Within these, applying cryptographic techniques to 
obtain confidential user-to-user communication is considered to be the one of most challenging 
tasks. This is, on the one band, caused by the high bandwidth to be dealt with, ranging from a 
few Mbit/s into the Gbit/s area. On the other hand, the placement of the encryption unit into 
the ATM protocol architecture is to be thought-out well, as the. problematic nature of 
statistical multiplexing on the ATM cell level deals off with handling different multiplexed 
services when placing the encryption unit to the upper layers. 

Based on the ATM Forum's preliminary security specification, we propose an almost 
manufacturer independent ATM cell stream intercepting encryption unit added to an 
ATM NIC. By using standardized hardware interfaces to intercept the communication, the 
proposed solution is capable of easily being ported to a variety of platforms. 

The remainder of this paper is structured as follows: In Section 2, a brief overview of the 
targeted environment is given. Section 3 summarizes the ATM Forum's draft specification. 
Based on the B-ISON reference model, Section 4 discusses the different approaches to placing 
encryption units into this architecture. Section 5 presents the A TM cell stream intercepting 
encryption unit. Section 6 discusses aspects of key-exchange and synchronization and, finally, 
conclusions are given. 

2 THE ATM AND B-ISDN ENVIRONMENT 

An ATM network consists of a set of switches interconnected by point-to-point ATM links. 
Two different types of interfaces are provided by an ATM switch: Firstly, the user network 
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interface (UNI) (Oobrowsky, 1994) between a user and the ATM switch, respectively between 
two ATM switches. Secondly, the network network interface (NNI) (Goguen, 1996) is 
defining the routing and signaling mechanisms needed within larger clouds of A TM switches. 
In addition, the UNI is subdivided into public-UNI and private-UN!, depending on whether the 
A TM link is connected to a public or private A TM switch. 

ATM cndpoml (US<:r) 

Figure 1 The A TM security interaction model. 

ATM endpoint 
(router) 

From the security point of view, an ATM network can be looked upon as a set of endpoints 
(users) interconnected by a set of ATM switches. Thus, the security interactions can be 
characterized as endpoint-to-endpoint, endpoint-to-switch, or switch-to-switch security. This 
scenario is schematically depicted in Figure I. Basing on this interaction model, the following 
Section 3 describes the current stage of A TM Forum's standardization work in progress. 

3 THE ATM FORUM'S STAND 

The International Telecommunication Union - Telecommunication Standardization Sector 
(ITU-T) has defined ATM as the basic transport technology of B-ISON. The protocol 
architecture has been standardized as ITU-T recommendation 1.321 (ITU-T, 1991). Closely 
related to the ISDN protocol model, it consists of several planes: Firstly, the management 
planes to maintain the network operational. Secondly, the control plane defines the signaling 
functions needed for establishing and controlling the communication channel. Finally, the user 
plane is responsible for exchanging the user data via the communication channel A virtual path 
connection (VPC) - virtual channel connection (VCC) pair defines a certain communication 
link through an ATM network. The B-ISON protocol reference model is shown in Figure 2. 

With reference to this B-ISON protocol architecture, the ATM Forum has defined four 
security services, as follows: 
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e User plane security: The user plane security covers the virtual connection (VC) level 
which can be either a VPC or a VCC. Thus, it defines the mechanisms to allow for secure 
communication between nodes in an ATM network. The user plane security, as defined 
by the A TM Forum, can be subdivided into access control, authentication, data 
confidentiality, and data integrity. 

e Control plane security: The control plane defines the call control signaling needed to 
establish, maintain and close a certain VC. Thus, authentic signaling has been defined as 
the main target of control plane security for any endpoint-to-endpoint, switch-to-switch, 
or endpoint-to-switch signaling communication. 

e Support services: The support services define the certification infrastructures, the key 
exchange mechanisms, and the basic negotiation of security requirements and capabilities. 

e Management plane security: The management plane is responsible for both performing 
management functions for the system as a whole (plane management), and for performing 
network and system management functions such as resource management (layer 
management). The management plane security is not in the scope of the ATM Forum's 
preliminary security specification (Tarman, 1996). 

Figure l B-ISON (ATM) reference modeL 

Our project mainly deals with confidentiality of A TM user communication. Thus, the 
endpoint-to-endpoint user plane security mechanisms are the main targets. In the current stage 
of the preliminary specification, the ATM Forum has defined a line of thought rather, than a 
precise definition of the security mechanisms. Especially, the impacts on other specifications 
like local area network emulation (LANE), private-NNI, broadband inter carrier interface 
(B-ICI), etc., are not discussed yet. Thus, the recommendations influencing the targeted ATM 
encryption unit are listed, as follows: 

e Layering of the encryption units: The ATM Forum considers ATM cell-level encryption 
as a straightforward approach. Even, if ATM adaptation layer (AAL) encryption seems to 
be advantageous for computer-based local area network (LAN) communication, this 
approach is somehow inflexible, as will be discussed in Section 4. 

e Encryption method: Symmetric encryption, especially data encryption standard (DES) 
(ANSI, 1981) as default method and TripleDES, or fast data encipherment algorithm 
(FEAL) as optional methods, are recommended for encrypting the user data. Electronic 
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code book (ECB) as default operation mode and cipher block chaining (CBC) 
(ANSI, 1983) as optional operation mode has been chosen. In addition, a counter mode 
for block ciphers has been defined. 

e Key exchange: Because of scaling and robustness considerations, key exchange 
mechanisms basing on asymmetric methods such as Rivest, Shamir, Adleman (RSA) 
(Rivest, et al. 1978) algorithm is recommended. It is worth mentioning that the exchange 
mechanism has to be independent of intermediate nodes. Thus, the intermediate nodes 
(i.e. ATM switches) do not have the necessity to be upgraded to ATM security services. 

e Security messages transport services: The A TM Forum has proposed to use both 
information elements in the call establishment phase, and an auxiliary signaling channel 
for security negotiation during an established connection. Therefore, organization, 
administration, and maintenance (OAM) flows are used. Especially, the F4 (VPC level) 
and F5 (VCC level) flows are of importance. 

e Certification: X.509 (ITIJ-T, 1989) is recommended for the certification of the public 
keys needed for key exchange. 

With these preconditions, the following Section 4 discusses several approaches to apply 
encryption mechanisms to ATM. Especially, the flexibility of the solution in terms of 
manufacturer independence and adaptation to different services is taken into account. 

4 APPROACHES TO ATM ENCRYPTION 

Generally spoken, any encryption mechanism operates on the protocol payload, leaving the 
protocol headers unchanged, which are needed for transmitting the data and maintaining the 
communication. Considering the A TM protocol architecture, encryption can take place on 
several levels. Figure 3 shows the possible layering of encryption modules schematically. Note 
that placing the encryption modules between the protocol layers leaves the upper and lower 
protocols unchanged. 

> 
Generally spoken, any encryption mechanism operates 
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Applying encryption to the application layer - e.g., file transfer protocol (FfP) - respectively 
the transport layer or the network layer - e.g., Berkeley Software Distribution (BSD) sockets 
or internet protocol (IP) which both are located above ATM - would make the solution 
independent of ATM. However, this application level encryption would require adaptation of 
the multitude of applications and services and, thus, would over-rule the benefits ATM offers. 
Application level encryption is typically located between the application programming interface 
(API) provided by the ATM NIC manufacturer, such as a BSD socket interface or a LANE 
driver, and the application (see Figure 3). 

Using the AAL service data unit (AAL-SDU) as the payload to encrypt is advantageous for 
LAN-based traffic, as AAL-5 is mainly used for computer-based communication. This solution 
was proposed several times: (Deng, et a!. 1995) has proposed a "Data Protection Layer" 
(DPL) between the two AAL sublayers convergence sublayer (CS) and segmentation and 
reassembly (SAR). (Chuang, 1996) has introduced a "CryptoNode" that intercepts the AAL to 
API data-stream at the direct memory access (DMA) interface between the ATM hardware 
and the host. The approach given in (Cruickshank, et al. 1996) also targets encrypting the 
AAL payload. For LAN-based traffic, (Laurent, et al. 1997) proposed a "Solution for 
Frequent Communications" (SFFC) closely related to IEEE 802.10A model for LAN-based 
traffic. 

However, the disadvantage of these approaches is, that embedding services, like video 
conferencing, telephony, etc., into the security system might require a great deal of effort, as 
additional AALs have to be supported. Thus, the AAL-SDU has its main security-relevant use 
in the area of data integrity for LAN-based traffic. In addition, for ATM NICs, this approach is 
strongly manufacturer and platform dependent, as the access to the AAL-SDU is usually 
located at the ATM NIC transferring the AAL-SDU via the system bus. 

Encryption can take place at the A TM cell level, such as proposed by 
(Stevenson, et al. 1995), and, as mentioned in Section 3, by the A TM Forum. This approach 
has its main advantage in being independent of the service applied on top of the A TM layer. 
With the precondition of such an ATM cell1evel-based approach we follow up with discussing 
the application of the encryption unit to A TM hardware. At this point, it is worth mentioning, 
that the physical layer is subdivided into two sub-layers, as follows (see Figure 3): 

e Transmission convergence (TC): This sub-layer performs ATM cells header error 
checksum (HEC) processing, cell delineation, cell rate de-coupling, etc. Note, that these 
functions still operate on the A TM cell structure. 

e Physical media dependent (PMD): The PMD layer finally transforms the ATM cells to a 
bit-stream that is transmitted over the physical infrastructure, such as synchronous optical 
network (SONET) or synchronous digital hierarchy (SDH). 

Thus, ATM cells can be accessed for encryption in two ways: Firstly, at the interface 
between the AAL and the ATM layer. Secondly, the ATM cells passed from the ATM layer to 
the TC layer can be accessed. The ATM Forum standardized this interface as the universal 
test & operations physical interface for ATM (UTOPIA). 

As an ATM cell level based user plane ciphering unit encrypts the cell payload leaving the 
cell header unchanged, both approaches operate on the same data and, thus, are to be 
considered equivalent. But, considering available ATM hardware, the UTOPIA-based 
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approach is advantageous, as state-of-the-art SAR controllers integrate both the AAL, and the 
ATM layer in one chip, interfacing to the physical layer via the UTOPIA interface. Thus, the 
interface between the AAL and the ATM layer is not accessible using these SAR controllers. 

When applying endpoint-to-endpoint encryption to the ATM cell level, several flows 
carrying information between the endpoint and the intennediate nodes (switches) have to be 
excluded from the encryption mechanisms, as the intennediate nodes are not imperatively 
equipped with ATM security services. Interim local management interface (ILMI) information, 
Q.2931 signaling messages and several OAM cells are examples of such information flows that 
cannot be encrypted. Fortunately, the decision of which cell has to pass the encryption module 
unchanged can be made by evaluating the cell header. These information flows are bound to a 
fixed virtual channel identifier (VCI) virtual path identifier (VPI) pair, such as Q.2931 
signaling information, respectively a fixed payload type identifier (PTI) such as segment OAM 
cells. 

Figure 4 shows the architecture of today's ATM NICs consisting of a SAR controller, the 
physical layer hardware, a system bus interface, and the buffers needed by the SAR controller 
to perform SAR of the cell streams. In addition, a UTILITY bus provides for controlling the 
physical layer hardware. Based on 155 Mbit/s optical carrier 3 concatenated (OC3c) 
architecture of this kind, the following Section 5 presents an ATM cell stream intercepting 
ciphering unit currently under development. 

5 THE ATM CELL STREAM INTERCEPTING ENCRYPTION UNIT 

The main idea of our project is to intercept the UTOPIA interface and to adapt an in-house 
developed DESffripleDES complementary metal oxide semiconductor (CMOS) core for 
operating on the UTOPIA interface. Therefore, a very large scaled integration (VLSI) CMOS 
application specific integrated circuit (ASIC) is to be developed. This ASIC will be added to a 
conventional 155 Mbit/s OC3c ATM NIC, as it is schematically shown in Figure 5. This 
section describes this procedure and the timing constraints that are to be met. 

The encryption unit is initialized and controlled by the UTILITY bus provided by the SAR 
controller and encrypts (decrypts) both the ATM upstream, and the downstream. Even, if this 
hardware architecture seems to be a simple one, there are two important performance related 
considerations to be made: 

Figure 4 shows the architecture of today's 
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e A TM throughput: The encryption unit has to handle the full bi-directional OC3c 
band with, as it is discussed in Section 5.1. 

e Statistical multiplexing: A per-VC encryption scheme with unique session keys for each 
user connection is to be supported and is discussed in Section 5.2. 

5.2 DES!fripleDES at OC3c speeds 

An ATM cell is 53 Bytes long, separated into a 5 Byte header and a 48 Byte payload. With 
DES as encryption algorithm, the payload size leads to six full DES encryptions for each ATM 
cell. As the cell header remains unchanged, this six encryption scheme is the basis of the 
following throughput consideration. 

Because of VLSI design criterions a synchronous design is aimed to, i.e. no first in first out 
(FIFO) buffering additional to latching the incoming data is needed in the encryption unit, 
which encrypts the data as it is offered by the UTOPIA interface. As both the SAR controller, 
and the TC hardware deliver their data at this rate, the throughput of the UTOPIA interface 
prescribes the performance constraints within a synchronous design approach. The UTOPIA 
interface is an 8 bit parallel interface operating at 25 MHz. Thus, the bandwidth (BW) of the 
UTOPIA interface is calculated as: 

BW(uTOPIAl = Clock · 8 bit = 25·106 • 8 = 200 Mbitls (1) 

This gives a significant gap between the UTOPIA rate and the ATM layer rate, which is 
135.632 Mbitls- the SONET OC3c rate reduced by the overhead caused by SONET. 

For the encryption unit, two modes are targeted: DES and TripleDES. Assuming loaded 
keys in our design, in both cases 16 cycles of the DES/fripleDES core are needed for loading 
one 8 Byte DES data block into the data unit of the core. Additional 16 cycles is needed to 
feed the encrypted block to the output and, thus, to release the data unit for loading the next 
DES block. The DES algorithm needs 32 cycles, respectively 96 cycles in the TripleDES case. 
Thus, assuming pipelined input and output, the accumulated number of cycles for the six DES 
encryptions of an entire A TM cell payload is calculated as: 

ATM cell is 53 Bytes long, separated into a 5 Byte header 
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Cyc~oES)= input+ 6 · encr(DES) +output= 16 + 6 · 32 + 16 = 224 cycles (2) 

In the TripleDES case the cycles for encrypting a entire cell payload is calculated as: 

Cyc~TripleDES)= input+ 6 · encr(TripleDES) +output= 16 + 6 · 96 + 16 = 608 cycles (3) 

With the technological boundaries of the aimed 0.6 micron CMOS technology, a clock rate of 
200 MHz is aimed to. Following the synchronous design approach consequently, the overall 
throughput is to be evaluated using the length of the ATM cell payload, which is 
48 Bytes· 8 = 384 bit. Using Formula (2) and (3), this in done in the following calculations (4) 
and (5) for both the DES, and the TripleDES case: 

BW(DES)= Clock· 384 bit! Cyc~DES) = 200·106 • 384/224 = 342.9 Mbitls (4) 

BW(TripleDES) =Clock· 384 bit I Cyc~TripleDES) = 200·106 • 384/608 = 126.3 Mbitls (5) 

Comparing Formula (1) and (4), it can be conducted that the targeted design is capable of 
handling full UTOPIA speeds in the DES mode. For the TripleDES mode, Formula (5) shows 
that - under the assumption of a technological 200 MHz boundary - the hardware feeding the 
encryption unit has to be interrupted using the buffer full signals provided by the UTOPIA 
interface. However, this reduction of the throughput is partly overruled by the buffering 
mechanism of the TC controller and SAR controller used. Thus, throughput results of almost 
the value shown in Formula (5) are expected in TripleDES mode. 

The cycles needed due to latching the data, or due to deciding whether a cell is to be 
encrypted (according to Section 4, this decision is made upon the VPINCI and PTI values in 
the cell header), do not affect above throughput calculations. This is because they can be 

considered as a small additional delay of a few cycles and are independent of the encryption 
core. 

As a per-VC encryption scheme is aimed, the decision what session key is to be used is to be 
made upon the VPINCI values. However, the obvious drawback of above calculated 
throughputs is, that the assumption of loaded keys was made. Considering multiple 
connections, there might be the need of changing the key for any cell. This is discussed in the 
following Section 5.2. 

5.2 Per-VC encryption 

Beside the stated throughput considerations of encrypting at OC3c speeds, the probably most 
challenging task is handling the statistical multiplexing ATM is based on. As 
(Stevenson, 1995) stated, using unique session keys for each connection is demanded in ATM 
networks. This is known as per-VC encryption. 

The cryptographic unit must be capable of changing the keys rapidly. To specify the term 
"rapidly", note, that in the case of OC3c ATM connections operating at a bit-rate of 
134.632 Mbitls at the A TM layer (see Section 5.1 ), each 3.13 microsecond a new cell enters 



164 Part Six ATM Systems Security 

the ATM link. A cryptographic unit capable of changing between keys rapidly is called a key 
agile system. Figure 6 shows the architecture of such a scheme using one encryption unit. 

------1. 
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Figure 6 Key agile scheme using one enciphering unit. 

The approach of using just one encryption module has two drawbacks: On the one hand, 
fetching and loading the keys frequently demands more powerful encryption units, as this 
consumes additional processing power. On the other hand, such a system is limited to the ECB 
mode, unless, e.g. in the case of CBC mode, the encrypted block to be chained has to be 
stored on each key exchange. This comes with additional processing power needed. 

Thus, our approach trades off the computing power needed for the key agile mechanism 
using one encryption core against silicon by using multiple encryption cores. The 
DESffripleDES encryption core needs about 0.5 mm2 of silicon resulting in approximately 
1 mm2 for combining the upstream and the downstream. Thus, this approach limits the total 
number of VCs that can be handled at the same time to some tens. For the targeted 
environment applying the unit to an ATM NIC, this is considered to be sufficient. However, 
further optimization by duplicating the key and data units instead of the whole DESffripleDES 
core is to be made to increase the number of VCs that can be handled simultaneously. The 
scenario of using separated encryption cores for each VC is shown in figure 7. 
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Figure 7 Key agile scheme using multiple enciphering cores 

With the architecture shown in Figure 7 the hardware basis of the project is provided. 
However, two important aspects have been ignored in this paper, so far: On the one hand, 
we've assumed loaded session keys in the hardware units, not discussing key exchange 
mechanisms. On the other hand, ATM tends to discards cells in highly loaded periods without 
notifying the sender or receiver. This demands for sophisticated synchronization mechanisms. 
Both aspects are addressed in the following Section 6. 
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6 MAINTAINING THE SECURITY STATE 

In this section, we discuss the ATM characteristics affecting key exchange and encryption 
synchronization. Generally spoken, an authenticated and confidential key exchange mechanism 
is aimed to, basing on X.509 (ITU-T, 1989) certification and public key encryption for 
establishment of session keys, such as proposed by (Peyravian, 1995). Studying the literature, 
three different communication channels for exchanging keys are proposed: 

e Signaling information elements: Additional information might be added to the signaling 
information, as proposed by (Deng, et al 1995) or (Chuang, 1996). 

e Management information: Secondly, OAM information flows can be used. For key 
exchange, the F5 (VCC level) and F4 (VPC level) flows are of importance. The 
ATM Forum decided to use such an in-band in-channel flow for maintaining the security 
state. E.g., this is needed to change session keys during the communication "on the fly'' 
to increase the level of security. 

e Auxiliary channel: (Stevenson, 19%) proposed to negotiate keys immediately after 
connection establishment using the first data transmitted. The A TM Forum suggests 
negotiating an auxiliary signaling channel and establishing session keys during the call 
establishment procedure. 

In order to provide for a SQlution compliant to a future A TM Forum specification, we study to 
apply the ATM Forum's approach, consisting of using the signaling information elements for 
the initial establishment of session keys. Using OAM F4 and F5 flows, renegotiation of keys 
on an established VC is provided. Both the initial, and the periodic renegotiations are still 
under study, as security maintenance will be done by software within the ATM NIC driver. 

7 CONCLUSIONS 

It is foreseen that in the area of multimedia and communication ATM-based B-ISON will 
increasingly replace current telecommunication infrastructure such as ISDN. As being a public 
infrastructure, guaranteeing adequate levels of security will play an important role. In this 
paper we have presented a project addressing the area of confidential endpoint-to-endpoint 
communication over ATM. 

Comparing the different methods, we have chosen an ATM cell stream intercepting 
approach for concerns of independence of the service running on top of ATM. An in-house 
developed DESffripleDES encryption core capable of handling transmission rates up to OC3c 
is eilhanced to intercept the ATM cell stream at the standardized UTOPIA interface. This 
makes the hardware design applicable to various existing ATM hardware units. Thus, even if 
the concept is aiming to add the encryption unit to an ATM NIC, it is not limited to that 
application, giving the approach far-reaching flexibility. 

A per-VC based encryption scheme is used. Therefore, multiple encryption cores provide a 
key agile scheme trading off silicon consumption against performance limitation which is 
caused by reloading the keys. 
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