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1 INTRODUCTION 

Ravi Sandhu 
George Mason University 
sandhuOisse.gmu.edu 
www.isse.gmu.edu/faculty/sandhu 

The discipline of database security emerged soon after the first database management systems 
were deployed. It is a pragmatic and practical discipline in which the value of theoretical con
cepts is ultimately demonstrated in actual implementations. Implementations in turn suggest new 
theoretical problems and issues. 

The purpose of this panel was to provide a status report on implementations by different 
vendors, including product upgrades and new versions that will be emerging from the pipeline 
in the near term. Panelists were also asked to address longer term prospects of database security 
from the vendor perspective. 

I am grateful to the panelists who accepted my invitation to participate. Each of the three 
panelists has provided a position statement which is given in the following three sections. 

2 EXPERIENCES WITH TRUSTED ORACLE7 DEPLOYMENT 

LouAnna Notargiacomo 
Oracle Corporation 
lnotargiOus.oracle.com 

Over the past year Oracle has undertaken a survey of its current Trusted Oracle7™ customer 
base. The results of this survey are being used as input into the design of Trusted OracleS, our 
next major release. This survey included background on program mission, security policy, security 
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issues impacting certification and accreditation, specific features that are being used or not being 
used, additional requirements, and future directions. Current plans for Trusted OracleS include 
support for an object-relational model, so this survey also included questions on requirements 
for unstructured data type support (images, text, video, etc.). Since the current customer base is 
centered in the DOD and Intelligence community worldwide, the majority of the feedback received 
dealt with the needs of this community. 

While a position paper cannot present the complete findings, a sampling of the findings derived 
from the survey are the following. 

e System designs were conservative as far as security risk is concerned. For DOD systems where 
all users are not cleared for all the data, the range of security levels was very small. This 
contrasted with intelligence systems operating in protected environments. In this later case 
they could be using a wide range of hierarchical levels and thousands of compartments. In 
all systems that were surveyed, none gave end users mandatory access control privileges. 
Operations requiring privileges, for example a downgrade operation, were controlled by special 
trusted application software. 

e Data Administrators did not use the multilevel meta-data capability. They found it easier 
to create all meta-data at database low and control access to the meta-data through the 
discretionary access control features. However, they did want the ability to control the security 
range of tables. 

e System designs did not allow data to be polyinstantiated. They found the complexity and 
integrity issues overruled the small channel concerns (remembering that we are dealing with 
Bl requirements). One system that was designed to use polyinstantiation to support cover 
stories has decided to redesign the system to remove this capability. 

e Several systems were designed with special purpose software that analyses inputs and deter
mines the proper labels for data before objects are actually stored. In some cases, this also 
occurred on retrieval to deal with aggregation. 

• In cases where applications required finer than tuple-level labeling for some relations, this was 
handled by splitting tables. No one surveyed favored full-scale element-level labeling. 

• Several applications were designed to use only single-level client workstations. However, the 
applications that did use them were very favorable about their ability to reduce the number 
of workstations for users and simplify their jobs. The use of multilevel clients also included 
the use of Microsoft Windows emulation. 

e It was found that there are no systems being developed based on the use of OS MAC Mode. 

Some other general trends were: 

e use of multilevel nodes in distributed configurations to connect to other system-high or single-
level systems; 

e use of replication between single-level and multilevel nodes; 
• use of web access tools; and 
e use for image processing and text-based applications. 

Finally, while several people from the research and experimentation community were surveyed, 
their use of Trusted Oracle did not correspond to how actual programs developing systems for 
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deployment were using the product. Specifically this dealt with the use of polyinstantiation and 
element-level labeling. This factor is being weighed into our analysis. 

3 LOCK DBMS LESSONS LEARNED 

Dan Thomsen 
Secure Computing Corporation 
thomsen~sctc.com 

The LOCK DBMS program has ported Trusted ORACLE to the high assurance LOCK platform. 
By using the trusted subset architecture we were able to create a DBMS that meets the Al 
requirements in the TDI, except for DAC and Audit. 

Using the LOCK system's type enforcement mechanism we were also able to provide mandatory 
separation between different roles at the granularity of reading and writing databases, similar to 
the trusted subset approach. 

Over the course of the program we learned many useful pieces of information, and combining 
that with hind sight we summarize the lessons learned on the LOCK DBMS program. 

1. Nobody is beating down our door for a multilevel DBMS. This is most likely due to the 
fact that it is extremely difficult to re-engineer an application that is system high to become 
multilevel. The fact that there are no high assurance MLS network environments is also a 
factor. It is difficult enough trying to determine how a legacy database application functions, 
let alone what the security constraints are. 
Lesson: Multilevel security has to be built into the application as it is created. 
Make the multilevel DBMS as easy to use as possible. 

2. Tuple level labeling is sufficient for most applications. We see the potential need for element 
level labeling, but without a history of building multilevel applications it is difficult to deter
mine if element level labeling should be part of the DBMS or handled by the applications as 
a join between two tables at different levels. 
Lesson: Tuple level labeling is a good starting point for secure databases. 

3. Networking a security database is paramount. Users logging on directly to the database server 
is not the model used by most applications today. However, allowing access of a DBMS over 
a network raises huge security concerns. Can the users be properly authenticated? What 
requests are network users allowed to make? The lack of high assurance multilevel networks 
may make multilevel DBMSs an important way to connect networks at different levels. The 
firewall approach may answer some of these questions, but more research has to be done. 
Lesson: Make networking part of your secure DBMS, but be aware of the addi
tional security concerns raised by connecting the database up to a network. 

4. An untrusted DBMS on a high assurance platform is sufficient for some applications. We are 
using LOCK DBMS to store the cryptographic certificates for sealing documents. 

5. High assurance is good but users want ease of use. Many applications require high assurance, 
but the over riding factor seems to be ease of use. Using LOCK DBMS as a multilevel database 
is much easier than having a system high database and downgrading the needed pieces. Un
fortunately multilevel security is more complicated than using a single level database. 
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The question of a high assurance DBMS using the TCB subset architecture, versus a DBMS 
with less assurance using a trusted subject architecture must be resolved by the accreditors. 
Only the accreditors can balance the conflicting goals of security risks versus ease of use. 
Lesson: No matter what architecture you use, make your secure database easy to 
use. 

6. The general problem is harder to solve than a specific problem. 
Providing a multilevel DBMS that solves all the multilevel issues is ideal. However, if the 
solution involves trusting complicated code or is difficult to use, maybe the application is the 
better place for resolving the security issues. Proper structuring of an application may allow 
the trusted portions of the application to be much smaller than the general solution that is 
part of the database. 
Lessons: Before incorporating a new trusted solution for a complex general prob
lem, consider if the solution is better left to the individual applications. 

Future Plans 

The LOCK DBMS program is being continued in the High Assurance Secure X.500 program. 
X.500 is a protocol for a directory of network information. Users query the directory server for 
information; if the server does not know it in turn queries other servers. An important part of 
the X.500 protocol is the database where all the directory information is stored. A multilevel 
database provides an important piece for hooking directory servers at different levels together. 

Now that we have a realistic multilevel application, we hope to learn more about the features 
required in a multilevel DBMS. 

4 AN INFORMIX PERSPECTIVE 

Jess Worthington 
lnformix 
jessOinformix.com 

Since the very first time that humans began to have secrets, information security (INFOSEC) has 
been important and necessary. The sophistication of INFOSEC methodologies has evolved with 
technology and generated an associated set of challenges. As the INFOSEC requirements evolved 
beyond managing a written source and began to include electronic communications mediums, a 
discipline known as communications security (COMMSEC) emerged. As other media developed, 
the need to comprehensively manage and leverage the advances and advantages of these new 
technologies, particularly in computer technology, a parallel discipline called computer security 
(COMPUSEC) emerged to address these new risks. Protection of information today clearly re
quires both disciplines, COMPUSEC is founded on and extends the principles of INFOSEC and 
COMMSEC. 

Early COMPUSEC methodologies were primarily oriented toward an isolationist strategy with 
strong reliance on physical protection and strict administrative procedures. This approach gener
ally favored housing non-secure computer systems inside of a dedicated and physically protected 
facility which had limited if any external communications links. This approach also requires all 
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the personnel with access to the facility to hold security clearances equal to or greater than the 
highest sensitivity level on the system. All personnel are subjected to rigid and expensive, but 
necessary, security clearance administration and cleared to the maximum level of the informa
tion maintained in the facility, regardless of their actual need to have access to any particular 
information asset. The Washington Post recently reported that DoD spent over $192 Million on 
security clearances for Fiscal 1993, much of this required by the use of "system high" systems 
and facilities. 

While this approach, called the "System High" approach, was generally secure, it had its own 
set of undesirable characteristics and operational problems. This approach is expensive, requires 
excessive duplication of staffing, capabilities and facilities, and most importantly it does not deal 
with two difficult, but related problems. First, this approach presents serious data sharing prob
lems between system high systems, and often requires very sub-optimal work around procedures 
based on trusted "guard" technology. In most of the Gulf War debriefs the on scene commanders 
said that all the data they needed was available in the theater but could not be fused into the 
high-value information really needed due to the lack of connectivity between the various System 
High systems. The second problem is the lack of straight forward "need-to-know" data access 
controls in single level system high systems, the CIA experienced this in the Aldridge Ames inci
dent. In system high facilities, since everyone in the facility has the security clearance necessary 
to see most of the sensitive data, "need-to-know" enforcement becomes problematic. The ability 
to manage inappropriate data aggregation becomes extremely difficult. An often overlooked but 
very serious problem arises when evidence indicates that a compromise has occurred. Since every 
one has the mandated facility clearance there is no easy way to realistically look at the set of 
people who had need-to-know access, or to selectively monitor a small subset. 

In response to those undesirable characteristics and the operational problems inherent with the 
System High approach, DoD sought more flexible solutions which could provide INFOSEC and 
COMPUSEC at more than one level on a single system. Several studies were conducted, includ
ing the landmark "Woods Hole" Study, and a multi-level security policy was developed, including 
the supporting security policy model, and eventually a set of evaluation criteria was produced to 
aid the National Computer Security Center (NCSC) in evaluating multi-level security products. 
Several vendors have completed NCSC evaluations of various products at various levels. This 
process is very burdensome and expensive for vendors who choose to evaluate their products. It 
takes a minimum of eighteen months and often three to five years to get a COTS product evalu
ated at the B1+ level and costs several million dollars. The products which ultimately complete 
evaluation and are rated at Bl+ are consequently several revisions out of date with currently 
released, non-evaluated versions, of the same product. Given current and projected DoD system 
acquisition budgets it is crucial that these technologies be secure versions of commercial products. 
Historically, most secure technology was developed uniquely for a government application in very 
small quantities and consequently the government bore the full burden of R&D cost in the price 
they paid. When a company views its secure technologies as merely feature enhancements to its 
standard commercial product, the R&D cost is allocated across a large number of units and is 
much Jess burdensome. This approach also allows the vendor and the government to enjoy the 
cost and time-to-market advantages inherent in the Ratings And Maintenance Program (RAMP). 
However, the reality today is that Secure COTS products do Jack currency relative to the com
parable commercial version of products, and the additional millions of evaluation cost amortized 
in the development cost of these products is difficult to allocate and manage. This process, as 
it is done today, clearly fails to adequately meet the needs government's or the vendor. The net 
result is that many vendors choose not to make the "evaluation" investment, thereby limiting the 
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governments access to evaluated trusted products. Even when vendors do invest, the process is so 
long and burdensome that the products are often one to three or more versions behind the vendors 
commercial market products. In actuality, these evaluated products have not been great finan
cial successes for the vendors. For whatever reasons, the government has not bought very many 
COTS Secure products. Numerous RFP's have been issued which required these "Multi-Level 
Secure" (MLS} technologies and products. However, nearly all of these program requirements 
have been modified near the end of the acquisition process to make MLS technology, optional 
or allow it to be delivered at some unspecified future time, and etc. It has been our experience 
that most customers, in both the public and private sector, are very anti "DoD grade Security." 
Most commercial customers found the "DoD grade" security to be too expensive and burdened 
by excessive overhead as a result of being designed to meet the DOD Orange Book (DoD 5200.28 
STD) requirements. The major issues for commercial customers seemed to revolve around the 
government's "system centric" approach to assurance. They did not want to be forced into using 
secure operating systems and secure networks or accept the high system management workloads 
that accompany DoD grade high assurance systems. 

Consequently, even when available, MLS products have generally not been used. When queried 
about why these evaluated products have not been bought and used, senior government officials 
have offered a variety of reasons such as too expensive, severe performance degradation, simply 
too hard, and etc. These answers are very simplistic and only begin to scratch the surface. There 
are many less obvious, but much more serious, reasons why MLS technology has not been the 
proverbial knight in shining armor that many expected it to be. Reasons like outdated versions 
of the products, serious difficulties in the accreditation process for multi-level systems, hardware 
compatibility problems since secure versions tend to be developed on current platforms and op
erating systems and are not backward compatible, non-availability or incompatibility of existing 
commercial development tools, and realistic risk management issues are show stoppers for many 
program managers. The inability to get current versions of products due to the exceedingly long, 
expensive and unpredictable evaluation cycle is a serious concern. Due to the increased devel
opment cost and their view that security is a product, as opposed to being merely a feature of 
a standard commercial product, many vendors were led to charge very high price multiples for 
secure products which many DoD managers found objectionable and put their entire program 
budgets at risk. However, the RAMP process for updating previously evaluated products dramat
ically cuts the cost and time-to-market for current versions of evaluated products. The RAMP 
program does not completely eliminate the evaluation cost and delay but it certainly helps make 
it more palatable, assuming vendors do not continue to add large multiples to the price. In general 
most secure operating systems are built for the most current generation of CPU's and are not 
completely backward compatible with older hardware platforms and operating systems. The DoD 
has a very large investment in hardware of varying vintages and cannot generally just throw it 
out and buy all new hardware to run the new secure operating systems which are the heart of 
the "system centric" approach to security and secure product evaluation.* Many senior managers 
voiced strong concern and frustration over the inability to get MLS systems accredited with the 
functionality demanded by the users of the systems. Capabilities such as Graphical User Inter
faces (GUis), distributed computing systems and databases, and tailorable access policies. Many 
of the senior managers felt they faced impossibly conflicting demands for usability versus security, 
when these issues logically seemed to them to be merely risk management issues. In reality, every 

*Note: virtually all other system components are evaluated, and used, in a "trusted subject" role 
relative to the operating system environment, hence the emphasis on the system. 
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program manager faces the common problem of having "X" requirements and "Y" resources, with 
"X" always being greater than "Y". This leads to a constant requirement prioritization process 
where things are constantly being de-prioritized into the delta between "X" and "Y". Program 
managers almost universally push three kinds of requirements into the "X" minus "Y" gap; those 
which are very expensive relative to their perceived benefit, those with a level of difficulty dispro
portional to their perceived functional benefit, and those for which there is no positive personal 
reward for accomplishment-multi-level security today fits all these categories. 

Many commercial customers have found the governments approach to Identification and Au
thentication (I&A) to be lacking the necessary robustness to meet their concerns. The governments 
approach to I&A is basically centered around the use of a User ID and a Unique Password to con
trol access to secure systems. Commercial customers specified much different and probably more 
stringent I&A requirements. Commercial customers fairly consistently said that mere USERID 
and Password were not nearly strong enough and specified a more stringent set of access controls 
based on Who, When, Where, and What application. For example, a user might have one set of 
privileges when running an approved application from the PC in his office at lOam on a workday. 
That same user might have very different privileges if he spawns an application from a different 
office or makes an ad hoc query against sensitive data. He most probably would have yet another, 
very different, set of privileges if he were dialing in from his laptop at llpm. Most commercial 
customers seem to be much more interested in robust data security, i.e. tailorable access control 
and data labeling, than in total system security. Their goal was in large measure to keep people, 
who do not have a need to know, from seeing sensitive data and combining that data in inappro
priate ways. They want to do this with absolute minimal coding of security functionality into their 
client applications. When security is coded and enforced in the client application it incurs very 
high development and maintenance cost and allows anyone with a copy of a product like ODBC 
who does not use the application to have access to the database without the controls coded into 
the client application. In order to have the application flexibility depicted in Figure 1, and avoid 
the problems of client side applications based security functionality, it is imperative that data 
labeling be available and that the mandatory access control based on those labels be server based 
and provide the necessary confidence and assurance in the integrity of the mechanisms. They are 
willing to use other technologies such as firewalls and cryptography to provide them any other 
supporting capabilities needed in their particular environment. Many government users, program 
managers, and senior managers expressed similar needs and desires. 

From the perspective of a COTS product vendor, the current secure products marketplace 
is a frightening and fairly unattractive place. Most of the commercial product companies who 
have built secure versions of their products for the DoD market are approaching the very tough 
situation where the hope of finding the proverbial technological heaven with all the technical 
satisfaction of having accepted and mastered the challenge of building and evaluating a secure 
version of their product, and frolicking in the financial garden of Eden where every product has 
a return on investment (ROI) greater than its development cost and career rewards abound is 
fading. Meanwhile, the hard reality of a serious product marketing failure involving very minimal 
sales, a negative ROI and all the associated career hazards looks more and more likely. The 
government also faces a similar dilemma in that the mandated use COTS products versus the 
increasing publicity and political questioning of hacker penetrations of sensitive DoD systems 
may be extremely difficult to manage. The government is also feeling the intense cost pressure 
of multiple system high facilities and accepting the need to consolidate in order to maintain 
appropriate levels of readiness and mission capability within dictated budget constraints. 
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Figure 1 

The real questions to be asked are-How do we resolve this dilemma? Is there a middle-ground 
compromise position? Luckily, the answer is Yes! 

Informix was the first RDBMS to complete NCSC evaluations at the C2 and Bllevels. Informix 
is currently evaluating its On-Line Secure Product at the B2 level. Informix has also completed 
evaluation at the E2/FC2 and E3/FB1 Levels in Europe under the ITSEC evaluation criteria. 
Informix is clearly the leading provider of secure RDBMS technology. Having completed all the 
appropriate Government mandated product security evaluations, sales revenues were not as large 
as expected. Since the Informix is one of, if not the only, company to add strong security func
tionality and assurance to its base commercial product, we naturally looked to our traditional 
commercial market place for a broader customer and business base for our secure technology 
investment. A substantial effort was undertaken to talk to as many commercial customers as pos
sible around the world and in numerous lines of business to gather requirements. There appears to 
be a substantial market for a commercial secure RDBMS product with customers in several lines 
of business from banking and healthcare to manufacturing. There are questions concerning what 
customers want in a "commercial" secure product versus the government mandated products. 
There also appears to be a v ery good fit in the government sector in the functional areas where 
sensitive versus classified data is involved such as health care, logistics, finance, and human rela
tions. There also appears to be a less obvious niche in the classified arena, where the environment 
is System High, but better management of the "need to know" requirement is a high priority. 
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Commercial customers seem very interested in capabilities to prevent a user from copying data 
to a floppy disk, or maybe from locally saving at all, or doing a cut and paste, and etc. during 
a "sensitive" session. Figure 1 depicts the threats commercial customers most wanted to control. 
These all require some sensitive and intrusive measures at the client machine, initiated by the 
"server", to manage these issues. 

Commercial customers also were very interested in an open and flexible way to implement 
cryptographic measures for additional security. This was especially true in the financial and 
electronic commerce markets where digital signature and non-repudiation are very big issues. 
The requirement Informix levied on itself was to support these additional, probably third party 
provided, security technologies as seamlessly as possible. This means API support for emerging 
security standards such as GSSAPI, SESAME and etc. in order to create as much of a security 
aware plug and play environment as possible. 

The bottom line is that commercial customers have very different environments, very different 
requirements, and are much more open to different ways to solve the problem than the traditional 
DoD "classified" customer. Most customers put great faith in the fact that the technology un
derlying these non- "DoD grade Security" products was evaluated at high assurance levels by an 
agency like the NCSC, even though they did not subscribe to the system centric approach and a 
Bell-LaPadula security policy and were not willing to buy the high assurance evaluated products, 
they trusted them because of the DoD lineage. 

Informix has addressed this market by modifying its B2 high assurance RDBMS to run on a 
standard non-secure operating system. This product provides all the data security functionality 
of the high assurance B2 product, but with only C2 assurance (assuming the operating system 
is at least C2). The key point is the functionality of a B2 database engine running on ordinary 
(untrusted) UNIX, providing data labeling and data security without the cost and overhead of 
a secure operating system. This product satisfies the commercial database privacy requirements 
on generally available hardware. This product provides a "data centric" approach vice the DoD 
"system centric" approach. The Commercial Secure product supports user identification, complete 
auditing, data labeling, and provides interfaces to other secure technologies such as encryption 
and more specialized products such as the Hay Stack Lab Stalker product for audit trail based 
intrusion detection. Informix On-Line Commercial Secure is the first, and currently, the only 
product to fill these requirements. Informix is committed to database security and has produced 
a family of products to meet the many threats and security requirements (Commercial, C2, Bl 
and B2) facing our customers today. 

The following incidents are presented as representative scenarios which could have been pre
vented in a more secure environment. These are the targets our products were designed for. 

e CITIBANK was hit by 28 year old Russian hacker for $400,000, and CITIBANK is considered 
to be at the forefront of their industry in computer security. Source-Information Security 
News, December, 1995. 

e The reported rate of hacker penetration of DoD systems is up to 2 reports per day and 
increasing. Source-Michael Higgins, DoD, Federal Computer Week, June 12,1995 

e A DoD test using internal teams launched attacks against 12,000 systems last year and suc
cessfully broke into 88% of them, and 96% of the time the attacks were not even detected. 
Source- Wall Street Journal. 

e The number of sniffer attacks is increasing dramatically. Passwords stolen in sniffer attacks are 
then used to penetrate firewalls (perimeter defense) and sensitive databases. Source-Network 
World, March 28, 1994. 
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e DoD's Michael Higgins said 100,000 accounts (user Ids, Passwords, and host names) have 
been captured by unauthorized personnel through sniffer attacks, while other sources say the 
number of stolen passwords is now at the million plus level. Source-Federal Computer Week, 
July 11, 1994. 

• Hackers broke into classified files of the French Navy in July 1995. Source-Information Se
curity News, December, 1995. 

• Heller Financial, Glendale, CA, hit for $150,000 by a hacker. Source-Information Security 
News, November 27, 1995. 

e Ernst and Young Security Survey, Fall of 1995. 20 companies said they had lost more than $1 
Million in information-security losses, 85% of the 1300 people surveyed said security risks have 
increased substantially in the past 5 years. Source-Information Week, November 27, 1995. 

e Greenwich Consulting in Greenwich, CN recently had a former employee use a stolen pass
word to gain network access and delete valuable research data. Source-Information Week, 
November 27, 1995. 

• In 7800 successful mock attacks on the Defense Messaging System, only 5% were even detected, 
and only 5% of those detected were reported. Source-Government Computer News, January 
22, 1995. 

• On November 1, 94, MCI admitted to losing 100,000 calling card numbers to which $50 million 
in fraudulent calls were charged . Source-Information Week, November 27, 1994. 

• Washington Technology reported that an estimated, 1.2 million computers have been broken 
into in the past 4 years. Source- Washington Technology, June 23, 1994. 

Given the above background on the environment, and the problems of continuing the status 
quo of building System High systems with totally untrusted products, it seems appropriate to 
consider a new development paradigm for both classified and unclassified but sensitive systems. 
In the unclassified, but sensitive, arena the Informix Commercial On-Line· Secure product pro
vides both mandatory (MAC) and discretionary (DAC) access control, data labeling and full 
strength auditing, without having to deploy expensive and complicated secure operating systems 
and networks. This solution would meet the legal requirements of the Privacy Act in areas such 
as Human Relations and Health Care, and would support a much stronger "need to know" based 
access model in areas such as logistics and unclassified operational systems. Since the Commer
cial Secure Product runs on untrusted standard UNIX, tool availability and complementary third 
party software availability are not an issue. In the classified arena, even if the cost and accred
itation issues force continued development of "system high" systems as opposed to true MLS 
systems the ability to use MLS products inside the "system high facility" has very significant 
value. Using MLS products to build an MLS environment inside the "system high" environment 
provides better "need to know" separation of data and users, i.e. it helps to prevent recurrence of 
the Aldridge Ames problem of people having unnecessary access to sensitive data without a cor
responding need to know. It also allows better data management and more intelligent, although 
not complete, data sharing models since the data is labeled in the database and this fact can 
be used to more easily manage the downgrading process when that is necessary. In cases where 
trusted operating systems and trusted networks are not feasible or desirable for whatever rea
son, the Commercial Secure Product will provide the same benefits, just without the additional 
overall assurance of a trusted operating system or network. This is a huge step forward from 
using C2 or less products which provide only discretionary access control and no "need to know" 
data separation since they do not support data labeling and the corresponding mandatory access 
control. There is a strategy proposed by one vendor in this market place that advocates using C2 
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technology today and migrating later. The down side of this approach is that the really important 
part of developing secure applications is consistency in application and use of Sensitivity Labels. 
Since there is no sensitivity labeling at the C2 level, it would not be possible to design, develop 
and test the use of labels in the C2 system. At the point an upgrade to Bl+ is appropriate, all 
the security engineering would have to be done, which would most likely require re-engineering 
the database schema and all the applications to make them label aware. The use of products like 
the Informix On-Line Secure and the commercial version of On-Line secure avoid these problems 
since labeling is always there and the security engineering can be correctly accomplished early 
in the design phase. From a security engineering point of view, the only difference between the 
products is the level of underlying assurance. 


