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Abstract 
The validation of object-based distributed applications is a difficult and as yet largely unex
plored problem. We describe here a practical approach over the OMG's CORBA platform and 
architecture. Our approach hinges on specifying interfaces in CORBA Interface Definition 
Language (IDL) at other levels besides the object level and adjoining two types of complemen
tary semantic information - then the basis of the validation methods. We then indicate how 
standardized FDTs such as SDL and LOTOS can be used in such a validation framework. 
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1 INTRODUCTION 

In the ISO Open Distributed Processing (ODP) standards, it is recognized that object-based 
technologies constitute the most promising framework for distributed applications operating in 
an open heterogeneous environment. While still in the draft stage, these standards were 
adopted as the basis of the future telecommunications architecture by the Telecommunications 
Information Networking Architecture consortium (TINA-C). At the same time the Object 
Management Group (OMG) was defining their Common Object Request Broker Architecture 
(CORBA) with similar, if less far-reaching and more implementation-oriented, objectives to 
those of ODP. Though much of the ODP corpus has now reached the stage of international 
standard and numerous implementations of the CORBA standards are commercially available, 
validation in this setting has not yet received much attention. 
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Development (CDTI) and the Plan for Electronics and Computer Science (PEIN) as part of the OTELSO Project (EUREKA 
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This article discusses, in the context of our methodology, issues of particular relevance to 
object-based distributed system validation. We take a pragmatic view and draw on work of 
both the software and protocol validation communities. In order to carry out work with indus
trial relevance and in keeping with our objective of employing standards (even if de facto) 
where possible, we have worked with CORBA (and therefore deal only with operational inter
faces and do not consider group communication). Our objective is to define and implement a 
validation environment for CORBA applications, using the Orbix 1 CORBA implementation. 

2 VALIDATION ASPECTS OF THE DEVELOPMENT METHODOLOGY 

Here we present the aspects of our methodology relevant to validation. 
Our development methodology structures the application into components, with interfaces 

described in CORBA IDL, at different levels. Associated to the components are two types of 
invocation scenarios: external and internal. The former concern communications between the 
component and its peers and the second concern communications between its subcomponents. 
The latter will therefore include projections and decompositions of the former. Three catego
ries of scenarios, describing obligatory, optional and forbidden behaviour, can be used. The 
scenarios are not intended to furnish a complete description of behaviour. Thus, a conformant 
implementation may legally execute traces which are not described by any of the scenarios. 
These may include traces with a prefix in common with a trace so described. This has obvious 
consequences for the discriminating power of invocation-trace testing based on these scenar
ios. Projections of external scenarios onto individual interfaces of a component (interface sce
narios) are of particular importance, as explained below. The language chosen for describing 
the invocation scenarios is the standardized Message Sequence Chart (MSC) notation. 

In this methodology, assertions, relating input to output, are associated to some of the exter
nal scenarios. The input (resp. output) can refer to both input (resp. output) parameters of the 
scenario invocations as well as to accessible aspects of the state of the JUT prior to (resp. fol
lowing) the execution of the trace described in the scenario. Commonly, assertions are placed 
on scenarios describing single RPC calls, i.e. on CORBA two-way operations. 

A set of interface scenarios and associated assertions can be bundled together with the sig
nature of the interface (in CORBA IDL) and the joint signature of all partners appearing in the 
interface scenarios (also in CORBA IDL) into a development contrac(2 [Pickin et ai, 1996]. 
This extension of the usual notion of interface can be particularly useful for large-scale compo
nents, in particular for organizing a division of work during the design phase, for facilitating 
prototyping activities and for validating the service offered through a component interface. 

Note that the scenarios and assertions specified in earlier phases may need to be evolved to 
accommodate design changes, while taking into account that modification of contractual fea
tures should involve renegotiation. Moreover, the addition of more scenarios or assertions is 
permitted in all phases, and in particular the testing phase, with the proviso that the contractual 
ones are clearly distinguished as such. 

The difficulties of using current FDTs to specify object-based distributed systems, together 
with the extensions and modifications which are needed in order to make such specifications 
possible, have been treated in [Stefani, 1991], and are also discussed in [Pickin et al, 1996]. In 

I Orbix is a trademark of IONA Technologies Inc. 
2 note that this notion of contract is not identical to that of ODP. TINA or other work. 
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view of these difficulties, our methodology only provides for FDT-based development of criti
cal components of object-based distributed applications. This is done through the use of a 
CORBA-style of specification and the notion of an "FDT-wrapper" [Pickin et ai, 1996]. 

3 VALIDATION OPTIONS FOR CORBA APPLICATIONS 

3.1 Automatic (active) testing 

Preambles and postambles: In the case of a non-FDT based component, pre-/post- amble 
specification is necessarily an informal procedure which mayor may not use other scenarios. 

In the case where the JUT is a distributed component, ensuring that it is placed in a particu
lar state in the pre-/post- amble is a major difficulty. In such a case, we have to content our
selves with an abstract, high-level notion of state. 

The distinction between the initialization of the test environment and the test preamble may 
not always be obvious. Generally speaking, the preparation of the environment of the JUT (set
ting environment permissions/variables, server registrations, dummy server activations, etc.) is 
part of the initialization procedure whereas the preparation of the IUT itself constitutes the pre
amble. However, consider IUT permissions or the case discussed in Section 4, where the IUT 
is to activate the test controller itself. 

In the framework of the methodology discussed earlier, two types of active test can be derived: 

• Invocation-based tests: From the invocation scenarios, tests checking that the CORBA 
invocations were executed in the correct order can be generated by using the MSCs express
ing the obligatory and optional invocation scenarios as test purposes. These tests are evi
dently less discriminating than tests derived from complete specifications of behaviour; in 
the general case there can be no fail verdict, only pass and inconclusive. Nevertheless, in 
cases where the size and the branching of the behaviour graph are not excessive, exploration 
of the principal execution paths denoted by the scenarios can be of great value. Interpretation 
of an inconclusive verdict requires an idea of the completeness of the set of scenarios, knowl
edge of the problem domain and, in many cases, knowledge of the implementation. 
In the case where the IUT is a critical component whose implementation results from an 
FDT-based development, more discriminating tests can be derived. In this case, each mes
sage of the scenario corresponds, for example to a LOTOS action or SDL input/output. Rela
tively efficient tools are available for finding occurrences of the scenario in the behaviour 
graph of the specification I; after finding all the suitable ones, one reachable via the shortest 
path is selected. The location of this occurrence in the behaviour graph then enables a suita
ble preamble and postamble to be derived. A verdict of fail can then be assigned if, during 
the execution of the test body, a transition not foreseen by the formal specification occurs as 
in, for example, [Grabowski et ai, 1993]. The details depend on the type of FDT wrapper . 

• Assertion-based tests From the assertions associated to a scenario, black-box tests checking 
that they hold on execution of that scenario can be derived. Evidently, for true black box 
component testing, only those aspects of the state of the component which are verifiable 
using externally visible operations of that same component (where this includes reading 

I though not always with the standardized causal semantics of the MSCs! 
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attribute values) should be used in the assertions. For true black box service testing, any other 
operations used to verify an assertion on a given operation must be visible in the same inter
face as that operation. 
If the same scenario exists at different structural levels, the assertions associated to it at these 
different levels are not necessarily identical. 
We derive assertion-based tests using a procedure which adapts the public domain tools of 
the Assertion Definition Language (ADL) project [Sankar et al, 1994] to use with CORBA. 

3.2 Automatic passive testing or observation 

We concentrate here on passive testing which takes advantage of the specifications used in our 
methodology. Many other dynamic properties, see the framework of [Babaoglu et al, 1995], 
could only be checked by ensuring causal delivery to the tester. In general, this requires the 
introduction of extra fields in system messages. As there are currently no OMG-standardized 
mechanisms for this (see [Maffeis, 1995]), such introduction would compromise the openness 
of the system. Two types of passive test can be derived in our methodology: 

• Invocation-based tests: In run-time checking, the behaviour of the JUT is not originated and 
rigorously controlled by the tester. As the testing is based on an incomplete behaviour speci
fication, the lack of success of a non-failure test only indicates a possible problem. To avoid 
being too intrusive, such testing should not signal possible problems too often. The "success" 
of a failure test, on the other hand, always indicates a problem. Therefore, failure tests are 
better suited to use in run-time checking of invocation orderings. 
The principal difficulty to be treated in invocation-based passive testing is the interleaving of 
the traces described in the scenarios, a phenomenon which increases with the scale of the 
component under test and with the number of messages in the test scenario. Though the com
plexity engendered by concurrency increases for larger scale components, the use of threads 
leads to similar problems even for the smallest scale components. Abstract interpretation of 
MSCs (see Section 4) reduces but does not obviate the problem. The interleaving of scenar
ios with a non-empty message alphabet intersection, in particular different instances of the 
same scenario, could still lead to failures going unnoticed by the failure tests or to a possible 
problem being signalled too often by other tests . 

• Assertion-based tests: The difficulties engendered by the interleaving of the execution 
traces described in the scenarios mean that the assertions which are the most suited to run
time checking are those which are associated to the simplest scenarios describing single two
way operations. For these, the underlying system takes responsibility for pairing up the 
request and the reply. Each time such an operation is used then, its functionality is checked 
using the assertions. Including such tests as a permanent part of the interface facilitates 
implementation changes. 

3.3 Monitoring and visualization 

Here, though any verdict is completely manual, information considered to be of particular 
importance for determining correct behaviour can be presented so as to reflect this importance. 
In the framework of our methodology, two types of visualization have been defined; in both 
cases, user-defined multiple visualizers (implemented as CORBA servers) can show the same 
or different parts of the executing application (and can be executing on any host): 
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• dynamic visualization of execution traces (as MSCs): This diagram shows the invocations 
which have been performed between the different monitored entities, in the simplest case, 
CORBA servers. The sending of a local event counter value with each monitored event I is 
sufficient to ensure that the MSCs displayed respect causality (except for identical messages 
between the same entities which will not be a problem). 

• dynamic visualization of the application architecture (as DARTS2): This diagram shows 
the bindings established between the stubs and interfaces of the monitored entities (currently 
CORBA servers). This diagram complements the execution trace visualization and can also 
be used as the vehicle for modifications to the monitoring session. 

3.4 Monitoring, visualization and interactive testing 

Though relatively informal, this type of debugging or operational validation is highly valued 
by developers. To the monitoring and visualization facilities, we can add the following: 

• A facility for automatically checking a previously executed trace against a set of scenarios. 
Here. the boundaries of the test body are defined interactively on the MSC representation of 
the trace. The user is then informed whether the MSC of the executed trace corresponds fully. 
partially or not at all to one or more of a selected set of scenarios. 

• A facility for automatically checking the current dynamic architecture against a model. 
We provide the capability to dynamically check that entities have been activated/instantiated 
and/or that bindings have been established in accordance with a previously defined model. 

4 SOME ISSUES IN THE VALIDATION OF CORBA APPLICATIONS 

Use of MSCs: The scenarios are described using the MSC notation. whose interpretation is as 
a causality diagram. However, use in object-based distributed system validation requires some 
extensions to the current MSC standard, in particular. the event-oriented syntax and a nota
tional convention for denoting RPC-like calls. The first already is. and the second almost cer
tainly will be. part of the MSC96 standard. In addition. the HMSCs of MSC96 could be used to 
express relations between scenarios associated to a given interface/component. 

In using MSCs to specify execution traces (rather than to reflect execution traces as in mon
itoring), it must be decided whether they are to be interpreted as abstractions of trace segments 
or as complete trace segments, i.e. whether or not a conformant trace may contain other mes
sages imbetween those sjecified, provided these extra messages are not members of that 
MSC's message alphabet . We advocate use of the concrete interpretation for active testing, 
the abstract interpretation for passive testing and user-choice for interactive testing. 
Test architecture considerations: Apart from the visualizers used in monitoring. the valida
tion software is composed of a controller and a series of probes and/or dummies. The former 
are used in the case where we use the actual implementation of a service needed by the IUT 
from its environment, while the latter are used in the case where we substitute such an imple
mentation by one with the minimal functionality needed to test the IUT. That is. whenever the 

1 along with: the identity of the entity in which the event occurs. the message identity, the event type (send or 
receive) and for a receivefsend event, the source/destination identity respectively. 
2 DARTS is a visual specification language which is presented in [Sanchez et aI, 1995]. 
3 analogous to completing an FSM with loop transitions to the same state or with transitions to a fail state. 
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JUT behaves as a CORBA client in active or passive testing, either the real IUT environment 
(so probes) or the test software (so dummies) must offer the corresponding interfaces. The 
probes are implemented using the Orbix filters and send event notifications to the controller 
and/or visualizers. As mentioned previously, our purposes require that the probes insert local 
event counter values in the event notification messages but do not require addition of times
tamps in system messages. 

Location transparency in object-based distributed systems means that the controller need 
never itself be distributed and that the dummies can also be located at the same host, thus alle
viating the sychronization problems of distributed system testing. To avoid inter-process com
munication within the test software, it is preferable to incorporate the dummies and the 
controller into a single CORBA server (Unix process), though this many not always be possi
ble, e.g. when the JUT expects to activate different dummies in different CORBA servers. Note 
that in the case where the IUT expects to activate a dummy server which is implemented in the 
same server as the test controller, this will mean that the test will proceed with the JUT activat
ing the test controller itself! 

5 CONCLUSIONS 

To date, validation of object-based distributed systems has not received much attention . This is 
in spite of the fact that, due to the efforts of the ISO ODP group and the OMG, such systems 
are beginning to gain widespread acceptance. The approach to the validation of CORBA appli
cations presented here centres on the identification of components in the design phase, the 
description of their interface signatures in CORBA IDL, and the association of two types of 
semantic constraints to these components and their interfaces. This information is then used to 
drive the validation of the resulting implementation. In the case where FDTs are used to spec
ify critical CORBA components, in accordance with the approach we have developed using a 
specification style and FDT wrappers, we point out how more satisfactory test suites for these 
components can be generated semi-automatically from the MSCs viewed as test purposes. 
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