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Abstract 
This paper presents an analysis of the fault coverage provided by the IDa-based methods for 
testing communications protocols. Formal analysis of the fault coverage for the non-optimized 
method and for some of its optimized versions are presented. A test is said to provide full cov
erage if no erroneous implementation can pass the test. In the case of optimizations based on 
the Rural Chinese Postman Tour (Aho et al. 1991) it is shown that unless certain conditions are 
met the method does not guarantee full fault coverage, even when, as suggested in (Chan et al. 
1989), the uniqueness of IDO sequences (or Partial IDO sequences) are verified in the imple
mentation. The result of the analysis suggests how the existing methods for generating test 
sequences should be changed in order to guarantee full fault coverage. 
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1.0 INTRODUCTION 

The use of a precise set of communication rules, called a protocol, is essential for the design 
and implementation of distributed systems and communication networks. A protocol defines 
all possible interactions among the components of the system. Mter the system has been 
implemented, the protocol implementation must be verified to conform to its specification, to 
ensure that the system will operate correctly. This procedure is known as conformance testing, 
and can be accomplished by applying a sequence of inputs to the implementation, by means of 
an external tester, and verifying if the sequence of outputs is the one specified. 

If a test sequence is capable of detecting all erroneous implementations, it is said to provide 
full fault coverage. There are many methods for generating automatically a test sequence to 
verify a given implementation against a specification. Several of these methods are based on 
the Unique Input/Output (IDO) technique. A number of papers have studied the fault coverage 
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of the UIO methods and its optimizations. mainly by evaluating the fault coverage through 
simulation of some test cases. This paper presents a formal analysis of the fault coverage of the 
UIO methods. showing that. under certain conditions. this evaluation is not needed. since the 
UIO method and its optimizations can be shown to guarantee full fault coverage. The result of 
the analysis can be used to improve existing test generation methods so that they guarantee full 
fault coverage. 

The paper is organized as follows. In the rest of this section the basic concepts of test gener
ation are reviewed. The UIO method and its optimizations are well known. but since they are 
the main subject of this paper they are described in some detail before their fault coverage is 
analysed in Sections 2 and 3. respectively. In Section 4 the work presented in this paper is 
related to other approaches in the literature. Finally. Section 5 summarizes the main results. 

1.1 Basic concepts 

A protocol specification is typically composed by a control portion and a data portion. This 
paper deals with the control portion only; other approaches are oriented to the analysis of con
trol and data dependencies (Show and Ural. 1993).The control portion of a protocol. which 
will be referred as protocol specification. can be modelled as a deterministic finite-state 
machine (FSM) with a finite set of states S = {s 1, s2' ... ' s,J. a finite set of inputs I = {aI' a:z, ..• , 
aV. and a finite set of outputs 0 = {Xl> X2' ... ' x"J. The next state (a) and output (cp) functions 
are given by a set of mappings a: S x I ~ S and cp: S x I ~ o. 

The FSM is usually also represented by a direct graph G = (V, E). where the set V = {VI' 
V2 •...• v,J of vertices represents the set of states S. and a directed edge represents a transition 
from one state to another in the FSM. Each edge in G is labelled by an input ar and a corre
sponding output xq. An edge in E from Vi to Vi which has label a,lxq means that the FSM. in 
state s;. upon receiving input ar produces output Xq and moves to state Sj. A triplet (sjo Sj' a/xqJ 
is used to denote a transition in the text. 

The graph representation is useful for describing and reasoning about test generation algo
rithms. Within this context. some basic definitions from graph theory are briefly reviewed. A 
graph is said to be strongly connected if for any pair of distinct vertices Vi and Vj there is a walk 
which starts on Vi and ends on vi" A walk W over a graph is a finite. non-null. sequence of con
secutive edges. Head(W) and Tail(WJ denote respectively the vertex where the walk W starts 
and the vertex where it ends. A path is a walk in which each edge of G appears exactly once. 

An input/output sequence U= (ar/xql> arlxq2' ... a"/xq,,J is said to be specified for state si 
in an specification FSM if there exists a walk W with origin Si in the graph representation of the 

FSM such that W = {(si' sil> ar/xqI). (SiI' si2, ar!xq2), ... , (Sin-I' SjR' a,,/xqn)}. A FSM is said to 
be fully specified if from each state it has a transition for every input symbol; otherwise the 
FSM is said to be partially specified. If a FSM is partially specified and a non specified transi
tion is applied. under the Completeness Assumption the FSM will either stay in the same state 
without any output or signal an error. In this paper we consider FSMs under the completeness 
assumption. The initial state of a FSM is the state the FSM enters immediately after power-up. 
A FSM is said to have the reset capability if it can move from any state directly into the initial 
state with a single transition. denoted "rilnulf' or simply "d". State si is said to be weakly 
equivalent to state Sj if any specified input/output sequence for si is also specified for Sj. If two 
states are weakly equivalent to each other they are said to be strongly equivalent It is assumed 
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here that the FSMs are deterministic; that is, for some state Sj E S, with two associated transi
tions (sj. Sj, al' xq) and (sj, ski all' Xp)' aT * aw 

A graph representation of a FSM is depicted in Fig. 1. For the FSM represented,I={a,b,ri} 
and O={O,l,null}. Reset edges are not shown in the figure, but are assumed to be labelled "ri! 
null" and directed towards the initial state Vb the designated initial state. 

b/l b/l 

Figure 1 A gmph representation of a FSM. 

1.2 Test generation techniques 

The purpose of test genemtion is to produce a sequence of inputs, called a test sequence, which 
can be applied to an implementation to verify that it correctly implements the specification. 
There is a number of necessary assumptions that must be made in order to make the experi
ment possible: (1) the specification FSM is strongly connected, so that all states can be visited; 
(2) the specification FSM does not have strongly equivalent states (it is minimized); (3) there is 
an upper bound on the number of states in the implementation FSM (otherwise one could 
always construct a machine which would pass a given test sequence by using as many states as 
there are transitions in the sequence). In relation to assumption (3) it is usual in the literature to 
consider that the implementation has no more states than the specification. Note that if the 
implementation is correct, by this assumption it will have the same number of states than the 
specification. If the implementation is not correct, however, it may have fewer states than the 
specification and still pass a test sequence which does not provide full fault coverage. We con
sider also that the specification FSM is deterministic, and completely specified. 

One of the simplest methods for generating test sequences is the transition tour method 
(Naito and Tsunoyama, 1993): a test sequence is generated by simply applying random inputs, 
constructing a random walk over the graph representing the specification FSM until all transi
tions have been traversed. Obviously, the sequence generated may contain redundant inputs 
which in tum generate loops in the walk; these redundant inputs may be removed using a 
reduction procedure (but it is interesting to note that some redundancy may be important to 
enhance the fault coverage of the test sequence, as will be discussed in Section 4). As an exam
ple, the following test sequence is generated using the transition tour method for the automata 
of Figure 1: 

~~~MM~M~~~~M ~Qn 
In general, the fault coverage for tests generated by transition tours is worse than that 

obtained by other methods considered in this paper. Intuitively, this derives from the fact that 
verifying whether a transition produces the correct output is not enough to guarantee that the 
transition is correct: one should also verify that the new state of the implementation FSM after 
the transition is the one expected. That is what was done in the first methods for generating 
testing sequences, developed in the 60's. 
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Kohavi's book gives a good exposition of these earlier results on testing FSMs. motivated 
mainly by testing of switching circuits (Kohavi. 1978). If the specification FSM has a distin
guishing sequence (a sequence which produces a different output for each different state). the 
test procedure presented in (Kohavi. 1978) for testing an implementation FSM is divided into 
two parts. In the first part, called state identification. the implementation is forced to display 
the response of each state to the distinguishing sequence. while in the second part. called tran
sition identification, each transition is verified. 

The rationale for the state identification part is that the distinguishing sequence method 
includes a "hidden" assumption. namely that the distinguishing sequence is valid not only for 
the specification. but also for the implementation. The transition identification part is carried 
out by applying an input which causes the desired transition to be exercised and identifying the 
new state by means of the distinguishing sequence. 

The problem with the method presented above is that not all FSMs have distinguishing 
sequences. and these can be in general very long. In (Sabnani and Dahbura, 1988) it was first 
presented the idea of using a Unique Input-Output (UIO) sequence as a means of solving these 
shortcomings. A UIO for state si' denoted UlOW. is an input/output sequence with origin Sj 

such that there is no Sj '" si for which UlO(i) is an specified sequence for starting state Sj. Most 
FSMs have UIO sequences for every state, and UIOs are never longer than distinguishing 
sequences. being in practice usually much shorter. An extension to the UIO method can be 
used when some states have no UIOs, as seen in Section 3.6. 

1.3 Conformance 

Since the implementation is tested as a black box. the strongest conformance relation that can 
be tested is trace equivalence: two FSMs are trace equivalent if the two cannot be distin
guished by any sequence of inputs. That is, both implementation and specification will gener
ate the same outputs ("trace") for all specified input sequences. To prove trace equivalence it 
suffices to show that (a) there is a set of implementation states {PI' P2' ... prJ respectively iso
morphic to specification states {sb S2, ... s,,}, and (b) every transition in the specification has a 
corresponding isomorphic transition in the implementation. 

2.0 FAULT COVERAGE OF THE NON-OPTIMIZED VIO METHOD 

The original paper introducing the UIO method proposed to use only the transition identifica
tion part as a testing sequence. apparently assuming it would suffice to provide good fault cov
erage. In (Chan et al. 1989) it was shown, by examples. that if the state identification part is not 
performed as well. some errors in the implementation may remain undetected. The argument is 
the same presented above for distinguishing sequences: the validity of the method is based on 
the fact that the UIO is unique both in the specification and in the implementation. 

In this section a formal analysis of the fault coverage for the basic UIO method with the 
modification proposed in (Chan et al. 1989) is presented. Although the full fault coverage has 
already been argued in (Chan et al. 1989) (in a less formal manner), the results from this sec
tion will be used when analysing the fault coverage of the optimizations of the UIO method. 

2.1 State identification 

The state identification part of the test for the UIO method is slightly different from the one 
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presented above for distinguishing sequences. To verify that each UIO is unique to a state in 
the implementation, it must be verified that the UIO for one state is accepted by that state and 
is rejected by all other states. 

The procedure for verifying the rejection of UIOW for state si is the following: 

1. The implementation is put into state Pi, presumably isomorphic to si' by applying a reset 
followed by some path Preamb(i) from the initial state sl to si. For efficiency reasons Pre
amb(i) should be some shortest path from s 1 to s i but that is not relevant. However, once 

chosen, Preamb(i) must be fixed for the duration of the test. 

2. UIOW is applied to the implementation and the output is checked to verify that the resulting 
output is run what it would be expected if the UIOW were applied to Sj. 

The procedure for verifying the acceptance of UIO(i) for state si is similar, with the obvious 

difference that in step 2 it must verified that the output i£ indeed the one expected. However, 
UIO acceptance does not need to be tested in the state identification part, since if an implemen
tation state does not accept its UIO the transition identification part will detect the error. The 
state identification part for the UIO method therefore consists of verifying, for all pairs i. i(i '" 
j), the rejection of UIOW by state Pi. An implementation state Pi' which rejects UIOW for all (i 
'" j) will be said UIO-isomorphic to specification state $i. Note that the reset feature plays an 

important role in this part of the test. 

.specification Implementation 

,.fP;I , }.:~" 
Preamb(Y" ,_P!eamb(n) 

I" , 
__ , :Preamb(3) ~ 

® @ -@ 
Figure 2 State UIO-isomorphism after the state identification part. 

The state identification part determines that the implementation has at least n states Pl. 
P2 •...• Pn which are accessible using the same preamble as their respective UIO-isomorphic 

states $ b $2 ••••• sn in the specification. In other words. after the state identification part the fol

lowing two properties hold, for all i: 

Property 1: There exists one, and only one, implementation state Pi which is UIO-isomor

phic to specification state $ i. 

Property 2: Implementation state Pi is reachable from initial implementation state PI by 
using Preamb(i). 
Note that although several transitions have already been used in Preamb(i) and in UIO(i), 

the state identification part does not guarantee that these transitions are correct in the imple
mentation. The state identification only asserts what the two properties state. Due to multiple 
faults, Preamb(i) may traverse faulty transitions and still take the implementation to the 
desired state Pi' and UIO may traverse faulty transitions and still give the correct output. This 

situation is depicted in Fig. 2, where dotted lines are used to emphasise the fact that Preamb(i) 
may include faulty transitions. 
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2.2 Transition identification 
The procedure for testing transition t = (si. Sj' a/xq), a transition from state Sj to Sj with 

input/output a/xq, is the following: 

1. The implementation is put into state Pi' known to be UIO-isomorphic to Sj, by applying a 

reset followed by Preamb(i}; 

2. Input aT is applied and the output is checked, to verify that it is Xq as expected; 

3. The new state of the implementation is tested to verify it is state Pj as expected, by applying 

UlO(j) and checking that the resulting output is the one expected. 
In the transition identification part, all transitions in the specification are tested using the 

procedure above. A graphical representation of a transition test can be seen in Fig. 3. 

2.3 Fault coverage 

In this section the UIO method as described is shown to provide full fault coverage, i.e., there 
are no faulty implementations with at most the same number of states as the specification 
which can pass a test generated by the method. 

Specification Implementation 

Figure 3 Transition identification part. 

Consider a specification FSM with n states. If the implementation has fewer than n states, it 
will fail the state identification part, since some specification states will not have a correspond
ing UIO-isomorphic implementation state. If the implementation has n states, the transition 
identification part will test each transition 1: = (si, Sj' a/xq), by the sub-sequence (the symbol @ 

means concatenation, the transition under test is shown in bold) 
ri @ Preamb(i) @ a/xq @ UIO(j) 

To show the COiTectness of the test method the two properties defined above are used. Sup
pose that there is a transition 1: = (Si. Sjo a/xq) which is wrongly implemented but the error 

remains undetected after the test. Since all transitions are tested individually, the only way a 
faulty transition can escape detection is if the transition is not tested at all in the implementa
tion. That is possible only if (a) the implementation is not in state Pi, UIO-isomorphic to Sj, 

when the transition is tested; (b) Pk' the state the implementation is in when the transition is 

tested, is UIO-isomorphic to state sk and there exists a transition 1:a = (sic. Sjo a/xq) in the spec

ification. However, (a) cannot happen because by property (2) the implementation is indeed in 
the corresponding UIO-isomorphic state Pi before the transition 1: is applied, Le., the intended 

transition will be tested in the implementation. If 1: produces the correct output, there is obvi
ously no output fault. And if Tail(1:} passes UlO(j), by property (1) Tail(1:} must indeed be Pj' 
UIO-isomorphic to Sj. Therefore, there is no transition which is faulty and is not detected by 

the test. In other words, the UIO method without any optimization provides full fault coverage. 
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3.0 FAULT COVERAGE OF OPTIMIZATIONS TO THE UIO METHOD 

Several optimizations have been proposed to the UIO method over the years (Aho et al. 1991, 
Chen et al. 1990, Lombardi and Shen 1992, Miller and Pau11991, Shen and Lombardi 1992). 
Interestingly, all optimizations focused on the transition identification part, disregarding com
pletely the state identification part. The general (hidden) assumption seems to be the same one 
made by (Sabnani and Dahbura, 1988), i.e., the transition identification part would suffice to 
provide full fault coverage. 

All these optimizations, if used as proposed, without the corresponding state identification 
part, will not provide full fault coverage, since they are all basically the UIO method. The 
safety of some optimizations proposed is now analysed. The main result is to show that optimi
zations based on a "global optimization" technique will only provide full fault coverage under 
certain conditions. 

3.1 Rural Chinese Postman Optimization 

Let us call a test segment the subsequence tr @ (UIO(Tail(tr)) used to test a single transition tr. 
The transition identification part therefore consists of as many test segments as there are transi
tions in the specification FSM. As seen, in the non-optimized UIO method each test segment is 
preceded by a reset followed by a Preamble sequence, with the purpose of bringing the imple
mentation into state Orig(tr) so that tr can be applied and tested. In (Aho et al. 1991)it was first 
presented the idea of optimizing the cost of connecting the test segments, by using transfer 
sequences which used not only reset and Preamble sequences, but could include any specified 
transition. 

The optimization is elegantly presented as a Rural Chinese Postman Tour Problem, which is 
NP-complete for the general case, but has a low-degree polynomial time solution for weakly 
connected graphs (they also showed that if a FSM has a reset feature or has a self loop for each 
state, its corresponding graph is weakly connected). The optimization problem is formulated as 
follows. The FSM is represented as a graph G = (V, E). Consider the graph G' = (V', E') such 
that V' == V and E' = E u Ee, where Ee is the set of all test segments. That is, 

Ee = {(si' Sk' tr @ UIO(j)) I (s;, sj> trY E E and Tail(UIO(j)) = sJrJ 

In G', traversing an edge in Ee corresponds to realizing a test segment; the cost of the 

traversal is usually taken to be the total length of the test segment. Notice that the edge-induced 
subgraph G[Ecl = (V, Ee) is a spanning sub graph of G'. Therefore the optimization objective 

becomes traversing each edge in Ee at least once with a minimum cost tour of G'. Such a tour 

is a Rural Chinese Postman Tour. Similar to the Chinese Postman Problem, the problem is first 

reduced to that of finding a symmetric augmentation graph G* = (V*, Ej, constructed such 

that v* = V' and E* contains all edges in Ee, and possibly some edges in E. The basic idea is to 

minimize the number of edges chosen from E and at the same time make the graph G* sym
metric, that is, a graph for which every vertex has an in-degree equal to its out-degree. Finally, 
an Euler tour can be constructed in linear time from the symmetric, strongly connected graph 

G*. The tour is then used as the transition identification part for the test sequence. 
In Section 2, a central argument in the proof of full fault coverage of the basic UIO method 

is that, when testing transition tr = (Sj. Sj' a/xq)' it can be guaranteed that the implementation is 
definitely into the state UIO-isomorphic to Sj before applying tr. That guarantee is given by the 
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state identification part, which uses the same preamble sequence. In what follows it is shown 
that, due to limited controllability of the implementation, that guarantee may be lost when the 
RCP optimization is introduced. 

Analysis of the fault coverage 
Suppose there is one transition 1: which is faulty in the implementation, and the fault is not 
detected by the state identification part. Since a test segment is executed to specifically test 
each transition, if the implementation passes the test sequence the only possibility is that when 
executing the test segment 1: @ UJO(Tail(1:)) some other transition is traversed instead of 1:. 

And since the error remains undetected, there must be that the transition mistakenly traversed 
produces the same output (otherwise the error would be detected) and takes the implementa
tion to the same state as 1: should (otherwise UJO(Tail(1:)) would fail). That is, if the errone
ously implemented transition is specified as 1: == (si' sj> a/xq), there must exist another 

transition 1:' == (s", sj> a/xq) in the specification. 

Therefore, for a faulty transition to remain undetected the only possibility is that the specifi
cation includes two edges going to the same state with the same input/output label, and one of 
these edges represents the faulty transition. Let us call state Sj convergent if there are edges 

going from states si and sk into Sj with the same input/output label. Edges going into the same 
state with the same input/ouput label will be called converging edges, or transitions. The rea
soning above leads to the following lemma: 

Lemma 1: All implementation errors in transitions which are not converging are detected 
by the DIO method with the Rural Chinese Postman optimization. 

Proof: The state identification part guarantees that each state in the specification has a cor
responding DIO-isomorphic state in the implementation, i.e., each implementation state Pj will 

reject the UJO(i) for all i ¢: j. When a test segment is executed and no error is detected, the tran
sition under test must have produced the expected output and must have ended in the correct 
state. If a faulty transition 1: is not converging, its test segment will fail, since either 1: will not 
produce the expected output or UJO(Tail(1:)) will fail. • 

A first result can then be presented: 
Proposition 1: For a FSM which does not include a convergent state the DIO method with 

the Rural Chinese Postman optimization provides full fault coverage. 
Proof: It follows directly from Lemma 1 .• 
Let us assume the specification FSM includes a convergent state Sj, with converging transi

tions 1: == (sj> sj> a/xq) and 1:' == (s'" Sj> a/xl If the test segment for 1: succeeds and 1: is admit

tedly faulty, it must be that the test segment was executed when the implementation was in 
state Pk instead of Pi' That is, when preparing to execute the test segment for 1:, a transfer 

sequence was applied which supposedly should take the implementation into Pi but took it into 

Pk instead. That is only possible if there is a transition which is faulty and was traversed when 

executing the transfer to Pi' Therefore, if the error in 1: is to remain undetected there must exist 
a faulty transition which is traversed when preparing to verify 1:. The analysis is now divided in 
three separate cases. The first case is when no UIO used in the test sequence traverses a con
verging edge; the second case is when DIOs are allowed to use a converging edge; and the 
third case is when neither the UIO sequences nor transfer paths between test segments include 
a converging edge. 

In the first case, by Lemma 1, if the test sequence succeeds all transitions used in all DIOs 
are correctly implemented. Therefore, when any UIO is executed, it leaves the implementation 
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in the state it is supposed to. In particular, the UIO which is executed immediately before the 
test segment for the erroneously implemented transition 'C = (sj, sj> a/xq) leaves the implemen
tation in the correct state; let Py denote that state, as depicted in Fig. 4. 

(a) specification (b) implementation 

UJ!!...(X) ~ ri:\..1.JS:\ 
~~-~ 

U.~1O(X) ~ '~p, Py ~, 't J 
I' Pic .. ' 

Trans!er(sj) Transfer(sJ 

Figure 4 :Transfer(si) does not take the implementation into Pi. 

Since it was established that there must exist a faulty transition which is traversed when pre
paring to verify 'C, as the transfer path starts from the correct state there must exist another tran
sition 'Cl which is also faulty in the transfer path from Sy to Sj. Note that 'Cl could not be the 
same transition 'C, otherwise the transfer path from Sy to Sj would not include 'Cl. 

Figure 5 :Interdependence of errors. 

Using for 'Cl the same arguments used for 'C, one comes to the conclusion that (i) 'Cl must be 
a converging edge; and (ii) if the error in 'C 1 is to remain undetected there must be a faulty tran
sition which is traversed when preparing to verify 'Cl. Unfortunately, as depicted in Fig. 5, the 
sequence of faulty transitions does not have to continue unlimitedly, i. e., this scenario does not 
depend on the existence of transitions 't2, 't3, ... (in which case it would have been proved that 
faulty transition 'C could not exist). There may exist an interdependence of faults which causes 
transition 'Cl to be traversed when preparing to verify 'C, and transition'C to be traversed when 
preparing to verity 'Cl' such that both errors remain undetected. Note that only some of the tran
sitions and states are shown in Fig. 5. In this example, transitions 'C = (s;. Sj, a,lxq) and 'CJ = (sIP 

Sf' a..!xt) are erroneously implemented, but 'Cl is traversed when preparing to test'C (resulting 
that the implementation is erroneously put into state Pk, and 't is not really tested) and 'C is tra
versed when preparing to test 'tl (and as a result 'Cl is not correctly tested). Therefore the fol
lowing result can be presented: 

Proposition 2: The UIO method with the Rural Chinese Postman optimization provides full 
fault coverage if none of the UIOs used traverses a converging transition and the specification 
FSM includes at most one pair of converging transitions. 

Proof: The state identification part guarantees that each state in the specification has a cor
responding UIO-isomorphic state in the implementation. As discussed in the previous para
graph, if the specification includes only one pair of converging transitions, any transition error 
would be detected in the transition identification part .• 
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In the second case, some UIOs may include converging edges. Therefore, in this case the 
state the implementation is after the UIO is not guaranteed to be the one expected. Fig. 6 shows 
a possible scenario of the situation (again, only some of the specified transitions and states are 
shown). In this example the faulty transition 't = (Sj. Sj. alO) is the last transition of some 
UIO(x), and is chosen by the optimization to be verified immediately after UIO(x) is executed, 
using the transfer path hi] (note that as 't is the last transition in UIO(x), Tail(UIO(x)) = Sj). 

That is, the test sequence includes (the transition under test is shown in bold) 
... UIO(x) @ b/l @ alO @ mOG) ... 

Fig. 6a shows a specification and Fig. 6b shows a possible (wrong) implementation; only 
part of the specified states and transitions are shown. In this situation, the test segment for 't 
will succeed despite the erroneous implementation, so that the fault in 't remains undetected. 

(a) Specification (b)Implemen1lllion 

Figure 6 :Another case of interdependence of errors 

Therefore, when UIOs are allowed to use converging edges, even if the specification con
tains one only pair of converging edges the RCP optimization does not guarantee full fault 
coverage. 

In the third case, when neither mos nor transfer paths traverse a converging edge, it is 
guaranteed that before executing each test segment the implementation is in the state it is sup
posed to be. That leads to another result: 

Proposition 3: The UIO method with the Rural Chinese Postman optimization provides full 
fault coverage if neither UIOs nor transfer paths traverse a converging transition. 

Proof: The state identification part guarantees that each state in the specification has a cor
responding UIO-isomorphic state in the implementation. If neither mos nor transfer paths use 
converging edges, by Lemma 1 it is guaranteed that when a test segment is applied, it is 
applied with the implementation in the correct UIO-isomorphic state. Since the correct transi
tion is tested by each test segment, any error will be detected .• 

If the specification FSM includes one or more convergent states. Proposition 3 shows how 
the Rural Chinese Postman optimization should be modified in order to guarantee full fault 
coverage. The choice of UIOs should be restricted to those which do not traverse converging 
edges, and converging edges should not be used during the symmetric augmentation of graph 
G{Ecl. The first restriction is not normally difficult to satisfy, since in most FSMs states 
present a choice of UIOs; the second restriction is also not difficult in general to satisfy, since 
instead of using a converging edge from S j to Sj a virtual edge (any path from Sj to Sj not includ
ing a converging edge) in graph G{Ecl can be used. 

If these two restrictions cannot be satisfied, to guarantee full fault coverage all converging 
transitions should be tested using the non-optimized reset-preamble method, before applying 
the RCP optimization to test the remaining transitions. 
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Example 
As an example of a FSM which may cause fault masking when using the RCP optimization 

consider the FSM of Fig. 7. 

i UIO(i) Preamb(i) 

0 dloam 

I dl dIO 

2 c/O bll 

3 dlObll am btl 

4 bll dIO am 

c/O 

Figure 7 An example FSM and its DID and Preamble sequences. 

Note that state 2 is convergent, with converging transitions (1,2, a/O) and (3,2, aiD), and 
that the first of these transitions was chosen to be used in UW(O) (this represents therefore an 
example for the second case in the analysis). The state identification part consists of verifying 
the rejection of subsequences ri @ Preamb(i) @ UlO(j) for all pairs i,j (i"# j). A RCP optimi
zation produces the following sequence for the transition identification part, where transitions 
used in transfers are printed in bold: 

rilnull bll @ UIO(2) @ b/1 ell @ UIO(O) @ b/1 alO @ UIO(2) @ dO @ UlO(2) @ bll cll dlO @ 

UIO(1) @alO UIO(4) @ b/1 dlO @ UIO(4) @ bll @ UIO(3) @ alO @ UIO(2) @ bll @ UlO(J) 
Expanded, this sequence produces: 
~~M~M~~~M~~~~M~~ 
ell alO bll dlO bll dlO bll dlO bll dlO bll alO elO bll ell 
Consider now the implementation FSM depicted in Fig. 8, in which transition (1, 2, aiD) is 

erroneously implemented as (1, 4, ai~). Note that the state identification and the transition 
identification parts are successfully executed for this implementation. Therefore, the error 
remains undetected. 

dO 

Figure 8 An en·oneous implementation which passes the test. 

The error would be detected if UW(O) is chosen to be bll dO, and care is taken so that no 
convergent edges are used in transfers. A RCP optimization produces in this case the following 
sequence for the transition identification part (again, transitions used in transfers are shown in 
bold): 

rilnull bll @ UIO(2) @ bll ell @ UIO(O) @ b/1 alO @ UIO(2) @ elO @ UIO(2) @ bll cll dlO @ 

UIO(1) @ alO @ UlO(4) @ b/1 dlO @ UIO(4) @ bll @ UIO(3) @ alO @ UIO(2) @ bll @ UIO(JJ 
Expanded, it results in: 



226 Part Five Test Generation 1 

rVnull bll C/O bll c/l bll c/O bll aiD c/O c/O c/O bll c/l diD 
c/l aiD bll diD bll diD bll diD bll dlObll aID c/O bll c/l 

which correctly detects the implementation error. 

3.2 Rep with multiple VIOs 

It was shown in (Shen and Lombardi, 1992) that using different UIOs for identifying a state in 
different test segments can reduce the total length of the transition part. The basic idea is to 
obtain a graph G[Ecl which is closer to symmetry, so that fewer edges need to be added to 
make it symmetric. However, as already noted in (Yao et al. 1993) , the fact that the uniqueness 
of any UIO-sequence used must be verified, when using multiple UIOs any gain in the transi
tion identification part may be lost by an increase in the state identification part. 

In relation to fault-coverage, the fact that multiple UIOs are used does not change any of 
our previous results, assuming of course their uniqueness is verified in the state identification 
part. 

3.3 Rep with overlaps 

To further minimize the transition identification part, overlapping of test segments can be used. 
If the last part of a test segment 1j coincides with the first part of another test segment 1j, they 

can be merged so that the overlapping edges would serve to both 1j and 1j. If 1j is completely 

contained in 1j. 1j does not have to be executed at all, and can be removed from the test 

sequence. The "full overlap" optimization was in fact proposed in the original UIO paper, 
(Shen et al. 1992); the general overlap was mentioned as a possible extension in (Aho et al. 
1991) but the first solution appeared in (Chen et al. 1990). 

In (Chen et al. 1990). overlap links. with negative cost, are introduced into the graph G[Ecl 
to capture the concept of overlaps into the optimization. The optimization problem is then 
solved as a minimum cost - maximum cardinality matching problem in a bipartite graph. 

Rather than presenting the proposed method in more detail, let us certify ourselves that the 
overlapping of test segments does not introduce any possibility of fault masking. Suppose two 
test segments 1j = tj @ UlO(Tail(tj)) and 1j = ~ @ UlO(Tail(~)) are overlapped, with 1j being 

executed first. Accordingly to our previous results, it is assumed also that neither UIOs nor 
transfer paths traverse converging edges. Therefore when test segment Tj starts, it is guaran
teed that the implementation is indeed in the UIO-isomorphic state it should be, such that the 
correct transition tj is exercised. If the correct transition is exercised, any output or transfer 

error would be detected, either by the transition failing to produce the correct output or by the 
UlO(Tail(tJ) failing to produce the correct output. Consider now transition ~. As the two test 

segments are made to overlap, ~ must be a component of UIO(Tail(tJ), which means ~ itself is 

not a a converging edge. However, as it has been seen, if a transition error is to remain undetec
ted, the transition must be a converging edge. Therefore, by Lemma I, any error in ~ will be 

detected. 

3.4 Rep with multiple VIOs and overlaps 

In (Miller and Paul 1991) it is shown how multiple UIOs and overlaps can be combined to 
obtain a further reduction on the transition identification part. It is interesting to note that they 
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proposed different algorithms depending whether the specification FSM includes a convergent 
state or not. That is, they noticed convergent states are a possible cause of trouble, although 
they did not pursue the issue. As explained in the paper, their approach can be seen as first find
ing the test sequence (for the identification part only) and then justifying that all needed test 
segments are included in the sequence found. 

In all their cases, they show there must be a sequence of possibly overlapping test segments 
embedded into the sequence found, such that all test segments are executed. As we have 
already examined, multiple DIOs and overlaps do not interfere with the fault coverage. There
fore, in relation to fault coverage our results apply also in this case. 

Although interesting, this approach has the same drawback as any method based on multi
ple DIOs: any gain in the length of the transition identification part due to the use of multiple 
DIOs incurs an increase in the length on the state identification part 

3.5 Greedy overlap 

Another optimization method, presented in (Chen et al. 1990), differs from all previous meth
ods described in that it does not use a global optimization to minimize the transfer sequences 
between test segments. Rather, it uses a greedy algorithm to construct step by step the test 
sequence for the transition identification part. As in this method the sequence produced is basi
cally a different concatenation of overlapped test segments (possibly using multiple DIOs), all 
our results are also valid in this case. 

3.6 Partial UIOs 

Some FSMs do not possess UIO sequences for every state. Fig. 9 shows a FSM which does not 
have a DIO for state 1: if UIO(1) starts with input a it cannot distinguish state 1 from state 3; 
and if the UIO( 1) starts with b it cannot distinguish state 1 from state 2. 

b/! blO 

Figure 9 A FSM which does not have DIO for all states. 

The approach proposed in (Sabnani and Dahbura 1988) to verify a state Sj that does not have 
a DIO is to use a signature, a sequence which distinguishes Sj from each of the remaining states 
one at a time. A signature for Sj uses (n-1) subsequences IO(j,m), each of which distinguishes Sj 

from one other state sm. Before applying each 10 subsequence the implementation must be put 
back into state Sj. Suppose that after the subsequence IO(j,m) is applied the specification is in 
state Sk. The authors propose to use a transfer subsequence Tr(kj), which is some shortest path 
from sk to Sj' in order to bring the implementation back to state Sj. Therefore, the signature for 
state Sj will be formed by concatenating the subsequences IO(j,m) @ Tr(Tail(IO(j,m))j) for all 
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m '" j. That is, the test segment for a transition t = (sp sj> a!xq), where Sj is a state which does 
not have a UIO, is composed by the sequence 

a/xq @ lO(j.l) @ Tr(Tail(IO(j.l)).j) @ 10(j.2) @ Tr(Tail(10(j.2)).j) @ ••• 

••. @ Tr(Tail(IO(j.n-l)).j) @ 10(j.n) [SEQ 2] 

In (Chan et al. 1989) and (Chun and Amer, 1992) it was shown this signature method does 
not work in the general case, and a variation was proposed. The first improvement suggested in 
(Chan et al. 1990) is noting that a single 10 sequence may distinguish state Sj from not only 
one other state, but from a group of states. An 10 set for a state is composed by a certain 
number of 10 sequences. Each sequence lO(i. EJJ in an 10 set distinguishes state Sj from a sub
set of states Ek C S. Ek is called the exclusion set for that 10 sequence in relation to state Sj. 

Therefore 10 sets for different states may have different sizes (if the 10 set has only one ele
ment the 10 sequence is in fact a UIO), so that by selecting appropriate 10 sequences for an 10 
set the size of the signature can be reduced. 10 sets can be seen as a generalization of the UIO 
concept: an UIO is fact an 10 set with one only element 

The second improvement proposed in (Chan et al. 1990) is not using a transfer function to 
concatenate 10 sequences, since transfer sequences are a possible cause of fault masking when 
using signatures. In the transition identification part, instead of traversing the transition only 
once and verifying its final state as in [SEQ 2], the transition is traversed a number of times 
equals to the size of the 10 set for that state, and each time a different 10 sequence is used to 
verify the final state. At each time the reset-preamble sequence is used to bring the implemen
tation to the correct state prior to traversing the transition. That is, transition tr = (sp sj> a!xq) is 
verified by the sequence 

rVnull @ Preamb(i) @ a,lxq @ 10(j.El ) @ 

rilnull @ Preamb(i) @ a,lxq @ 1O(j.E2) @ 

rilnull @ Preamb(i) @ a/xq @IO(j,E".} 

In (Chun and Amer 1992), this style of signature is called Partial UIOs, and an algorithm for 
generating them is presented. Provided that, as proposed in (Chan et al. 1990), the uniqueness 
of 10 sets is also verified in the state identification part, their use for states which do not pos
sess UIOs does not affect the validity of our results. Note however in this case the reset-pream
ble technique is fundamental not only when verifying the uniqueness of the 10 sets, but also 
when using these 10 sets in the transition identification part. Any tentative of "optimizing" the 
transition identification part involving the use of a transfer path to join the 10 sequences (for 
example by using all test segments a,lxq @ IOU,EiJ @ Tr(Tail(IO(j.EJJ).i) as edges of the 
graph GlEe] when doing the RCP optimization) introduces the possibility of fault masking. 
The proof is similar to the ones presented earlier in the paper: to consider there is a fault transi
tion and to show a scenario where the fault is not detected. 

4.0 Related work 

Several researchers have addressed the fault-coverage evaluation (as opposed to analysis) of 
testing methods, and in particular UIO-based methods. Some, however. considered only the 
transition identification part in their analysis (Lombardi and Shen 1992, Motteler et al. 1993, 
Zhu and Chanson 1994), while others assumed the optimization itself would not interfere with 
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the fault coverage (Yao et al. 1993). Most of the work on fault coverage evaluation uses the 
mutation technique: from the specification FSM a certain number of mutant (faulty) FSMs are 
randomly generated and verified with a given test sequence. The number of mutant FSMs 
which pass the test sequence is used as a measure of the fault coverage. 

Another technique to evaluate the fault coverage is to estimate the number of FSM which 
could pass a given test sequence. This can be done by considering the test sequence as a form 
of FSM specification, and applying a minimization technique to this 'specification' (Yao et al. 
1994). The number of minimized machines not isomorphic to the real specification FSM gives 
a measure of the test sequence fault coverage. A more or less similar approach was proposed in 
(Zhu and Chanson, 1994), where a technique is used to reduce the number of possibilities 
when reconstructing, from the test sequence, all possible FSMs which would pass the given 
test sequence. The problem of these "exhaustive" approaches is that even with the reduction 
techniques the task of enumerating all viable solutions may be still too hard to be feasible in 
the general case. 

Our paper shows that for UIO-based methods, under certain conditions, these evaluation 
techniques are not required, since it can be guaranteed that by applying only safe optimizations 
the fault coverage of the generated sequence is total. The previous work which more relates to 
our approach is (Lombardi and Shen, 1992), where the authors also derive a set of rules to 
guarantee a better fault coverage for a given test sequence. However, their analysis is compli
cated by the fact that they considered only the transition identification part, and that they 
divided the possible faults in three different types. 

Since the main interest of this paper was to investigated the fault coverage of the UIO-based 
methods, its results always apply to the worst case. But it must be noted that besides the fault 
coverage provided explicitly by the test generation method, any test sequence carries an intrin
sic fault coverage. For example, the simple sequence 

~~~MM~M~~~~MMM~ ~Qn 
which is an extension of [SEQ 1], the "random walk" sequence generated by the transition 

tour method, possesses an unexpected coverage power. In fact, [SEQ 3] provides full fault cov
erage, with no need for state identification or reset-preamble sequences, and is much shorter 
than test sequences generated by UIO based methods. The fault coverage can be verified in this 
small example by case analysis, or with a tool similar to (Yao et al. 1994) or (Zhu and Chan
son, 1994). 

This intrinsic fault coverage can be understood by realizing that some information may 
gained by the simple fact that one specific transition is concatenated after some other transition 
in the test sequence. For example, if a test sequence includes the subsequence "alO a/2 all", in 
order to successfully execute it any deterministic implementation must possess at least three 
different states. Each transition added to the end of a test sequence will increase or diminish 
the test intrinsic fault coverage depending on its relation to all previous transitions. 

Unfortunately, it seems to be difficult to devise a method which can exploit this intrinsic 
fault coverage in the general case. 

5.0 Conclusions 

This paper analysed the fault coverage of the basic UIO method and some of its optimizations. 
It presented the conditions under which these methods are guaranteed to provide full fault cov
erage. The main result is to show that optimizations to UIO-based methods are not safe in the 
general case. If the specification FSM of a protocol is fully specified (or the completeness 
assumption can be invoked), propositions 1-3 presented in this paper offer the conditions for 
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the full coverage of the test sequence. IT a FSM does not include any converging state, the UIO 
Illethod optimizations analysed were shown to provide full fault coverage. This paper also 
showed that the optimizations to UIO-based methods offer full fault coverage when no con
verging edge is used in UIOs or transfer paths. IT these restrictions cannot be adhered to, the 
only way to guarantee full fault coverage is to use the reset-preamble technique to test the con
verging transitions before applying the optimizations to test the other transitions. 
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