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Abstract 
In this paper we analyze the performance of a policing mechanism based on Fuzzy Logic for 
the control of packetized voice sources. The results obtained show an excellent selectivity, 
close to that of an ideal policer, and a responsiveness, assessed by the combined measures of 
reaction time and rise time, which is decidedly better than that of the Leaky Bucket. Analysis 
by simulation also shows that the fuzzy policer is efficient in the combined control of two 
traffic descriptors, the Sustainable Cell Rate and the long-term Average Cell Rate. 
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1 INTRODUCTION 

One of the most critical functions in the management of high-speed networks using the ATM 
technique is that of"policing" [(Hong, 1991); (Habib, 1991); (Fratta, 1992); (Onvural, 1994)]. 
Also referred to as Usage Parameter Control (UPC), it has the task of ensuring that each 
traffic source stays within the parameter values negotiated during the set-up phase ofthe call. 

In order to define an efficient policing mechanism, a first issue is identifYing the traffic 
parameters which best characterize the behaviour of a source. The difficulty lies in the fact that 
the sources to be characterized have different statistical properties as they range from video to 
data services, and it is necessary to define parameters that can be monitored during the call 
[(Berger, 1991); (Berger, 1994); (Andrade, 1994)]. A traffic parameter contributing to a 
source traffic descriptor should be understandable by the user, of significant use in resource 
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allocation, and enforceable by the network provider through the UPC. Ordinarily, UPC is 
performed for each traffic parameter in a source traffic descriptor. For example, if the source 
traffic descriptor consists of the peak bit rate and the mean bit rate, UPC is necessary for both 
of them. 

Another key issue is defining a traffic enforcement mechanism which will be efficient in 
coping with the conflicting requirements of ideal flow enforcement: high selectivity with 
respect to the traffic monitored (that is, the capability of detecting any illegal traffic situation 
and transparency for connections that respect the parameter values negotiated, on whose cells 
no policing action need be taken); and high responsiveness, that is, low response time to 
parameter violations. 

In literature several mechanisms such as the Leaky Bucket (LB) and window mechanisms 
have been proposed to police such parameters as Peak Cell Rate (PCR) and Average Cell Rate 
(ACR) seen as the average calculated over the whole duration of the connection. Policing of 
the peak rate is generally not complex and can be achieved, for example by using a cell spacer 
[(Guillemin, 1992)] or other mechanisms [(Butto, 1991)]. Enforcement of the mean rate is 
more problematic, since short-term statistical fluctuations of the source traffic are admissible 
as long as the source respects the average value negotiated, it,, in the long term. An extensive 
review of traditional mechanisms can be found in [(Rathgeb, 1991); (Dittmann, 1991)]; for 
none of them has it been possible to achieve a satisfactory tradeoff between the above
mentioned conflicting requirements. 

This difficulty in compiling the control know-how may be due to non linearity, to time 
variant behaviour of the system, or to the fact that the measurements available have poor 
quality. In order to overcome the limits that traditional mechanisms seem to display, in 
[(Catania, 1995)] a new policing mechanism based on fuzzy logic was proposed. 

Fuzzy logic [(Zadeh, 1965); (Munakata, 1994); (Zadeh, 1994)] is an important tool for 
formalizing processes of approximate reasoning in which the knowledge base can be acquired 
from human expert. To reproduce the concepts expressed in natural language, fuzzy logic 
replace true and false with continuous membership values ranging from zero to one. This 
allows the processing of linguistic concepts such as "small", "big", "low", "high" or 
"approximately", which can be expressed in the fuzzy inferential rules that describe the control 
algorithm. Thanks to this inherent features, fuzzy logic proves to be efficient in controlling of 
real time processes which are too complex to be representative by exact mathematical models. 

Exploiting the advantages offered by fuzzy logic in [(Catania, 1995)] we formalized the 
control actions of the policer translating the know-how of an expert in the field into fuzzy 
rules. The fuzzy policer obtained was analyzed using the same bursty sources as those 
examined by Rathgeb ( 1991) and compared with conventional mechanisms such as the LB and 
the Exponential Weighted Moving Average (EWMA). The results obtained showed that fuzzy 
logic, when applied to policing, is extremely promising on account of both the performance 
obtainable and the simplicity of the control algorithm. 

In this paper we focus on a dual aim. The first is to analyze the behaviour of the Fuzzy 
Policer (FP) in controlling a real source, namely a packetized voice source, evaluating its 
selectivity and dynamic response. The latter is evaluated by means of a combined measure of 
reaction time and rise time. The second aim is to see whether the FP is capable of controlling 
not only the ACR but also the Sustainable Cell Rate (SCR) defined by ITU in [(ITU-TS, 
1995)] and the ATM Forum in [(ATM FORUM, 1995)]. Some of the main issues linked to 
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use of the ACR as a traffic descriptor parameter are discussed and the need is shown for 
combined control of ACR and SCR. We then present a simulation analysis from which it 
emerges that the FP is extremely flexible in the combined control of ACR and SCR, unlike 
mechanisms such as the LB, guaranteeing an optimal level of performance. 

The paper is organized as follows: in Sect. 2 we define the fuzzy policing mechanism model 
and evaluate its performance in the control of packetized voice sources. In Sect. 3 we discuss 
the efficacy of the ACR as a descriptor of source behaviour and propose the FP for the 
combined control of ACR and SCR. Finally in Sect. 4 some conclusions are drawn. 

2 POLICING USING FUZZY LOGIC 

Fuzzy logic is based on the concepts of linguistic variables and fuzzy sets. A fuzzy set in a 

Universe of Discourse is characterized by a membership function J..lf which assumes values in 
the interval [0, 1]. A fuzzy set F is represented as a set of ordered pairs, each made up of a 

generic element uEU and its degree of membership J..lr(u). 
A linguistic variable x in a Universe of Discourse is characterized by a set W(x)=(W1, 

Wn.x) and a set M(x)=(M,,, ... ,Mnx). where W(x) is the term-set, i.e. the set of name~ the 
linguistic variable x can assume, and W;, is a fuzzy set whose membership function is M;,. If, 
for instance, x indicates a temperature, W(x) could be the set W(x)=(Low, Medium, High), 
each element of which is associated with a membership function. 

The rules governing a fuzzy system are often written using linguistic expressions which 
formalize the empirical rules by means of which a human operator is able to describe the 
process in question using his own experience. If x and y are taken to be two linguistic 
variables, fuzzy logic allows these variables to be related by means of fuzzy conditional rules 
of the following type: 

'IF (xis A) THEN (y is B)' 
where (x is A) is the premise of the rule, while ry is B) is the conclusion. This rule makes it 
possible to deduce, using specific inferential methodologies, a fuzzy set for y for each input 
value ofx, whether it is associated with a fuzzy set or assumes a numerical value (cri.\p). 

2.1 Model of the System 

Our policer is a window-based control mechanism in which the maximum number, N;, of cells 
that can be accepted in the i-th window of size T F is dynamically updated by inference rules 
based on fuzzy logic. We have defined a control mechanism that aims to make a VBR source 
respect the Average Cell Rate negotiated value, A,, i.e. to ensure that on average the source 
transmits N cells per window with N=TF·An. 

As pointed out in the introduction, a policing mechanism has to allow for short-term 
fluctuations, as long as the source respects the negotiated parameters over the long term, and 
also has to be able to recognize a violation immediately. 

The philosophy on which our mechanism is based is one of granting credit to a source which 
in the past has respected the parameters negotiated by increasing its control threshold, N;, as 
long as it perseveres with non-violating behaviour. Vice versa, if the behaviour of the source is 
violating or risky, the mechanism reduces its credit by decreasing the threshold value. 
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The parameters describing the behaviour of the source and the policing control variables are 
made up of linguistic variables and fuzzy sets, while control action is expressed by a set of 
fuzzy conditional rules which reflect the cognitive processes that an expert in the field would 
apply. 

The source descriptor parameters used are: the average number of cell arrivals per window 
since the start of the connection, A.,;, and the number of cell arrivals in the last window, Ai. 
The first gives an indication of the long-term trend of the source; the second indicates its 
current behaviour. A third parameter, the value ofN; in the last window, was also introduced 
to indicate the current degree of control (degree of permissiveness) the mechanism has over 
the source. These parameters are the three fuzzy policer inputs. 

The output chosen was the linguistic variable ~Ni+l which represents the threshold variation 
to be made in the next window. 

The model of the fuzzy system, comprising the control rules and the term sets of the 
variables with their related fuzzy sets, was obtained through a tuning process which started 
from a set of initial insight considerations and progressively modified the parameters of the 
system until it reached a level of performance considered to be adequate. During this tuning 
phase we used a stochastic model, with different parameter values, and also some real voice 
samples. 

For the input variable a term-set with a cardinality of three (Low, Medium, and High) was 
derived, while for the output variable the term-set has a cardinality of seven (Negative Big, 
Negative Medium, Negative Small, Zero, Positive Small, Positive Medium, Positive Big). In 
particular, the Universe of Discourse of A and A.,; ranges from 0 to the maximum number of 
cells that can arrive in a window (T F/tc), where t. is the cell interarrival time during a burst; the 
Universe of Discourse of N; ranges from 0 to N_max which indicates the upper bound value 
fixed for theN; variable; finally, the Universe of Discourse of ~N;+J ranges from -N/4 to N/4. 
We observe that the Universe of Discourse for all the variables is defined parametrically as a 
function of N, t. and Tf. This allows us to use the same model for sources with different 
statistical properties. 

The following are the fuzzy conditional rules which implement the control action of the fuzzy 
policer. 

I. If (Am is low) and (N; is high) and (A, is low) then (/JN;+J is positive big). 
2. If (Au, is low) and (N, is high) and (A; is medium) then (LW;+J is positive small). 
3. {f (Am is low) and (N, is high) and (A; is high) then (&ViTI is zero). 
4. {f (Au; is medium) and (N, is medium) and (A; is low) then (&V;+J is positive big). 
5. If (Au; is medium) and (N, is medium) and (A; is medium) then (&V;+J is positive small). 
6. If (Am is medium) and (N; is medium) and (A; is high) then (LW,+I is zero). 
7. {f (Am is medium) and (N, is high) and (A, is low) then (&,.1 is positive big). 
8. {f (Am is medium) and (N, is high) and (A; is medium) then (LW,+I is zero). 
9. If (Ao; is medium) and (N, is high) and (A; is high) then (&,+ 1 is negative big). 
10. If (A a; is high) and (N, is low) and (A, is low) then (&Vhl is positive big). 
11. {f (A a; is high) and {N; is low) and (A; is medium) then (&,+1 is positive medium). 

12. {f (A a; is high) and {N; is low) and (A, is high) then (/JN;+J i.~·positive small). 
13. If (Am is high) and (N, is medium) and (A; is low) then (/JN,+I is positive big). 
14. {f(Au; is high) and {N; is medium) and (A, is medium) then (LW,+I is positive medium). 
15. If (Am is high) and {N; is medium) and (A; is high) then (LW,+I is zero). 
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16./f (Aoi is high) and (Ni is high) and (Ai is law) then (&Vi+J is negative small). 

17./f (Am is high) and (Ni is high) and (Ai is medium) then (&Vi+! is negative medium). 

18./f (Aoi is high) and (Ni is high) and (Ai is high) then (&Vi+/ is negative big). 

In order to ensure transparency towards a respectful source, a suitable initial credit has to 

be given to a source. For this reason Ntis set to a value greater than N. 

2.2 Performance evaluation in policing of packet voice sources 

In a previous paper [(Catania, 1995)] we showed that the FP offers performance levels which 

are decidedly better than those obtainable with the LB and EWMA, recognized as better than 

other conventional mechanisms [ (Rathgeb, 1991)]. We considered a bursty source that is 

widely accepted as the worst-case traffic pattern for policing and refers to the bursty source 

characteristics studied by Rathgeb, ( 1991) which, however, are not representative of any real 

source. 
In this section we assess the efficiency of the FP proposed in policing a real bursty source, 

namely a packetized voice source. We assume that the number of cells per burst is 

geometrically distributed with a mean of E[x] = 29 cells; the duration of the idle phase is 

exponentially distributed with a mean ofE[s] = 650 ms; and the intercell time during a burst is 

tc = 12 ms. So, the cell arrival rate negotiated is A.n = 29 celVs. 

We will compare the performance of our FP with that of some LBs of various sizes. 

The LB [{Turner, 1986)] is based on the concept of pseudoqueue and consists of a counter 

which is increased on the arrival of cells and decreased, if positive, at a constant frequency t.. •. 

When the counter exceeds a pre-established threshold, Q, the cells are detected as excessive 

and the policing action agreed on is taken. In enforcing the mean cell rate negotiated, A.u, it has 

emerged from the analysis in [(Butt<'>, 1991), (Rathgeb, 1991), (Monteiro, 1990)] that in order 

to achieve greater flexibility in Q and reduce the probability of false alarms, it is necessary to 

introduce an overdimensioning factor C (C > 1) between the negotiated cell rate, A., and that 

which is really policed; it follows that A.= C.A.. On the other hand, as we will demonstrate, 

this artifice reduces the capacity to detect violation over a long term. 

The parameters for the policing mechanisms considered for comparison are set to enforce 

the ACR negotiated, A.= 29 cell/s, guaranteeing a given false alarm probability ofPFA = 10'7: 

LB_l with Q=1660 and C=l.l 
LB_2 with Q= 487 and C=1.4 
LB _3 with Q= 85 and C=2.3 

FP with Ty =3 sec, Nt =4·N and Ni max=9·N, where N= Ty·An = 87 cells. 

Let us focus our attention on selectivity. As a performance measure of this requirement we 

consider the probability that the policing mechanism detect a cell as excessive, P d· The ideal 

behaviour would be that Pd is zero with the mean cell rate up to the nominal one (the false 

alarm probability is zero), and Pd = (cr-1)/cr for cr > I, where cr is the long-term actual mean 

cell rate of the source normalized to the negotiated mean cell rate. 

In order to obtain the curve Pd versus cr, we assume that a variation in the average cell rate 

is due to a change in the average number of cells per burst, while the average silence time is 

assumed to be constant. As shown in Figure 1, our fuzzy policer presents a negligible false 

alarm probability (cr < I) and, in the case of violating sources (cr > 1), a probability of 
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detection of violation very close to ideal and certainly much greater than that of the other 
mechanisms. 

1.00E+OO 
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Figure l Selective performance versus cell rate variations. 

Another important requirement for a policing mechanism is responsiveness. In connection 
with this, we introduce two performance measures: reaction time and rise time. We define the 
reaction time of a policing mechanism as the time required to begin the excessive cell 
detection of a violating source, and the rise time as the interval between the reaction time 
instant and that at which the system reaches 90% of its steady-state P d value (i.e. 90"/o of its 
selectivity). 

Figure 2 shows the reaction time versus cr. As can be seen, for LBs whose C is less than the 
cr value considered, the reaction time assumes very high values. Indeed, in certain cases with a 
particular traffic flow evolution the reaction time is infinite, i.e. violation is never detected. 
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Figure 2 Reaction time versus cr. 

From Figures 1 and 2, a comparison of LBs shows that the system which has the best 
selectivity, that is, the best behaviour towards long-term violations (namely LB_l), is the worst 
as far as responsiveness is concerned; and vice versa. The selectivity performance ofLB can be 
further improved if C is chosen close to unity, i.e. if the depletion rate of the pseudoqueue is 
close to the rate negotiated. However, to guarantee the same value for the PFA. the choice to 
reduce C involves excessive Q values, thus drastically reducing the speed at which the 
mechanism detects violations. 
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This problem is not encountered with our fuzzy policer. In fact, a trend very close to the 
ideal curve in the steady state corresponds to decidedly better dynamics than those of the 
other mechanisms. 

The reaction time measure alone may be considered to be insufficient for correct evaluation 
of the dynamic behaviour of the policing method. We therefore took another figure of merit 
into consideration: rise time. Figure 3 shows that with values of cr < 2 the FP shows much 
better behaviour in terms of rise time. In addition, although LB _ 2 and LB _ 3 present a lower 
rise time than the FP with high values of cr, as can be seen in Figure 1 in the steady state these 
mechanisms reach a much lower P d value than the FP. 

To conclude, the FP succeeds where traditional mechanisms, the LB in particular, fail: in 
controlling the Average Cell Rate in the long term, achieving an excellent tradeoff between 
selectivity and responsiveness. 
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Figure 3 Rise time versus cr. 
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3 ISSUES ON THE CONTROL OF THE AVERAGE CELL RATE 

The analysis presented in the previous section compares the capacity of the two methods to 
police the Average Cell Rate parameter, evaluated on the whole duration of the connection 
(ACR). Although this parameter has often been indicated as a traffic descriptor for several 
policing methods [(Rathgeb, 1991)], there are certain cases, not taken into consideration in the 
previous section, in which use of this parameter conflicts with the aim of preventing network 
congestion. 

Let us consider a source S for which a value, A,, has been negotiated for the ACR and let us 
assume that S transmits for a long period of time at an average cell rate which is much higher 
than that negotiated, but which in all, over the whole connection, respects the value A,. 

In this case, the policing action has to treat the cells generated by the source as non
excessive. However, none of the policers presented in literature, including the FP, is capable 
of guaranteeing such a result. After a time interval depending on their various characteristics, 
each of them would begin to consider the cells sent by the source as violating, thus generating 
a false alarm probability. In the specific case of the LB, this time interval depends on the 
tolerance offered by the depth of the bucket, while in the case of the FP it is linked to the 
value of the credit the source is granted. 
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There would therefore seem to exist cases in which the control action is not always 
transparent towards a 'compliant' source that respects the parameter values negotiated, i.e. it 
does not always guarantee control without unfairly penalizing the traffic of a compliant 
source. There is, however, a basic consideration which has to be made in connection with the 
use of the ACR as the traffic descriptor parameter. 

Let us assume that it is possible to perform ideal policing in long-term control of the ACR, 
and that in the traffic conditions outlined above its behaviour is 'transparent' to S. This may 
contrast with the aim of exploiting network resources to the full. If, in fact, a generic source 
is allowed to transmit for long periods of time at an average cell rate which is much higher 
than the A., the probability that several sources will behave in the same way in the same time 
interval increases, with a consequent risk of congestion. Hence to avoid congestion, the 
number of connections accepted in the network will have to be limited, with a consequent 
reduction in the efficiency of use of the network's resources. 

This problem shows how use of the ACR alone as a traffic descriptor parameter may create 
a conflict between the aim of achieving correct policing of S and that of preventing 
congestion. In other words, whereas on the one hand the selectivity requirement requires the 
source S to be treated as non-violating, on the other the prevention of congestion requires S 
to be prevented from transmitting for too long a time at a cell rate higher than A.. This conflict 
can be solved by introducing another parameter besides the ACR, the Sustainable Cell Rate 
(SCR), which expresses the maximum average bit rate at which S can transmit in an interval of 
T without being considered to be violating. This new parameter can be seen as an upper bound 
imposed on the maximum credit the source can be granted so as to prevent it from 
transmitting for too long a time at an average bit rate equal to SCR, higher than A.. 

The combined policing of the two parameters has a dual purpose: 
- optimizing the allocation policy in that the period of time during which the source can 
transmit at a bit rate of SCR is limited; 

- eliminating the probability of false alarms as, in the traffic conditions considered for S at 
the beginning of this section, it is now legitimate to consider cells violating the parameter 
SCR as excessive. 

At present, the Peak Cell Rate and the Sustainable Cell Rate are the only parameters 
standardized by ITU [(ITU-TS, 1995)] and the ATM Forum [(ATM FORUM, 1995)] as a 
Variable Bit Rate source traffic descriptor. Along with the SCR, Intrinsic Burst Tolerance 
(IBT) is also provided for, which is a parameter necessary to determine the Maximum Burst 
Size that may be transmitted at the PCR and the time interval considered. 

The formal definition of SCR together with the Intrinsic Burst Tolerance (IBT) parameter, 
uses a virtual scheduling algorithm (which is equivalent to a continuous state leaky bucket 
algorithm) referred to as the Generic Cell Rate Algorithm (GCRA). 

Although the SCR is enforceable by the network provider through the GCRA, it cannot by 
itself cope with the objective of traffic control in using the multiplexing gain to establish VBR 
connections economically. 

Let us consider the following example. Let A be an application of retrieval of digital image 
information stored at a remote location, supported by an ATM connection with a source 
traffic descriptor containing PCR and SCR. Let us assume that one of the QoS requirements is 
that the delay between the time epoch a new image is requested and the epoch when the new 
image is fully displayed be less than d1 seconds. Let us also assume that the time interval 
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between requests for a new image is more than d2 seconds. IfM is the number of cells needed 
to encode the image, the user could choose the PCR to be M/d1 celVs, the SCR to be M/d2 
cells/s, and the IBT to be {d2- d1) seconds. 

Choice of the SCR does not, however, provide any information as to the average rate at 
which a new image is requested. Without this information, the network provider would have 
to allocate a bandwidth capable of guaranteeing the maximum rate for requests for new 
images, with a consequent reduction in the statistical multiplexing gain. 

It is evident that if the user declares the average new image request rate to be kM/d2, with 
O<k<1, the network provider could use this information in the CAC policy to optimize the use 
of network resources. This example shows that the parameters PCR and SCR alone do not 
ensure efficient control of resources. If, however, the long-term average (ACR) is added, the 
CAC function can count on more complete information about the statistical behaviour of the 
source and can thus optimize the allocation control strategies 

The SCR and the ACR are therefore a pair of traffic descriptors which allow the behaviour 
of the source to be characterized better and in an unambiguous way. They are, in fact, 
understandable by the user, who knows that not only the ACR but also the limit imposed by 
SCR has to be respected; at the same time they are of significant use in resource allocation. 

At this point there remains the open issue of implementing a policing mechanism which will 
be efficient in the simultaneous control of SCR and ACR. 

3.1 Fuzzy policer for the combined control of SCR and ACR 

Let us see whether the FP we propose is capable of policing the two traffic descriptors, SCR 
and ACR. 

First of all, let us analyze whether there exist one or more FP parameters which will allow 
control of SCR. It is clear that one of these could be Ni max, that is, the upper bound value of 
the threshold. It represents, in fact, the maximum credit -a source can subsequently spend. 

Table 1 O'scR values enforced by the FP for different pairs (Ni ""''' T) 

T=2 TF T=3 TF T=5 TF T=JO TF 

Ni_max=2N 1.90 1.78 1.57 1.35 

N_max=3N 2.33 2.09 1.86 1.59 

N;_max=4N 2.41 2.13 1.91 1.63 

N; max=5N 2.43 2.16 1.94 1.65 

By simulation we evaluated the FP control, with various N;_max values, of packetized voice 
sources which do not violate the ACR but have heavy traffic activity for periods of varying 

length. Table 1 gives, for some values ofN_max, the SCR values normalized with respect to An 
( O'scR). The numerical results show that with a fixed N_max value the control action is more or 
less restrictive in terms of the maximum traffic intensity allowed in T. It is important to note 
that, with the same N_max value, the value of SCR in T, decreases as T increases, as is to be 
desired. 
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It is natural to wonder whether the FP, since it has to combine the value assigned to the 

parameter N;_max with control of the SCR negotiated, is still capable of controlling the ACR, 

and if so, with what level of performance. 
The answer can be found by analyzing the effect ofN_max on policing the ACR. High N_max 

values determine a degradation in the dynamic response of the system since, if the source 

changes its behaviour and starts violating, a long transition period will be required before the 

violation is detected. Low N;_max values, on the other hand, limit the maximum fluctuation the 

source traffic is allowed, with the risk of raising the false alarm probability. This risk, however, 

disappears with combined control of the ACR and SCR, because when the source presents 

long periods of intense traffic the violations detected, as explained previously, are no longer to 

be considered as false alarms but as violations of the negotiated SCR value. 

From the simulation analysis performed it emerged that even high SCR values, close to 

PCR, are controllable with a much lower N; max than the value of 9N used for policing of ACR 

alone, as shown in Sect. 3.2. 
This is to the advantage of responsiveness because it improves as N;_max decreases. 

Considering that with N;_max =9N the responsiveness of the FP is much higher than that of the 

LB, it would be interesting to calculate the minimum time interval, T min, during which the 

source is allowed an SCR value equal to PCR. Let us suppose that N; in the i-th window 

reaches the value of N;_max =9N. In the subsequent windows the source can transmit at the 

peak rate as long as N; remains greater than the maximum number of cells the source can 

generate in TF (TF/tc, which is about 3N). Considering that in each window TF N; can be 

decreased at most by N/4 (see the Universe of Discourse for the L1N;+1 output variable), the 

resulting Tmin is 24·TF; this is equivalent to 72 sees! This example shows that the range of SCR 

values that can be controlled with N;_max s: 9N, i.e. without the responsiveness undergoing any 

penalization, is extremely wide. 
From this analysis it emerges that when fuzzy logic is applied to policing it allows the often 

conflicting requirements linked to combined control of the two traffic descriptors to be 

reconciled in a single framework which cannot be achieved by using conventional mechanisms. 

If we consider the LB as provided for by the ITU, for example, when sized to control the SCR 

it is not suitable for control of the ACR. With a LB of this size, in fact, a source could 

legitimately transmit at the SCR value for the whole connection. A possibility would be to use 

two parallel LBs [(Fratta, 1992)], one sized for control of the SCR and the other for control of 

the long-term ACR. The Double Leaky Buckets operation is an OR operation: a cell is 

detected as excessive whenever one of the buckets is in overflow. In such a way, although 

control of the SCR is guaranteed, the same cannot be said for the long-term average. We have, 

in fact, demonstrated that the LB fails as the selectivity of the mechanism is in conflict with its 

responsiveness. 

4 CONCLUSIVE REMARKS 

In this paper we have presented an analysis to evaluate the behaviour of a policing mechanism 

based on fuzzy logic. It is a window control mechanism in which the number of cells that can 

be accepted per window is dynamically updated in accordance with the degree of compliance 

of the source with the negotiated parameter. 
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The parameters describing both the source behaviour and the policing control actions are 
expressed by linguistic variables and fuzzy sets. The control strategy is described through a set 
of fuzzy inferences which emulate the knowledge base that is typical of human expertise. 

The behaviour of the FP has been evaluated in terms of selectivity and dynamic response 
when it is used to control the ACR of a real packetized voice source. The results obtained 
show an excellent selectivity, close to that of an ideal policer, and a responsiveness, assessed 
by the combined measures of reaction time and rise time, which is decidedly better than that of 
the Leaky Bucket. 

An analysis has also been made to assess the FP's capacity for simultaneous control of two 
traffic descriptors, the ACR and the SCR. As simulation tests have shown, the FP is capable of 
simultaneously controlling the SCR, simply acting on the value established for N;_max. and the 
ACR negotiated. It is important to point out that this is achieved at a zero cost in terms of 
performance. Modifying the value assumed by the parameter N;_max is not in conflict with the 
other requirements of the mechanism. The mechanism's responsiveness in controlling the ACR 
is not, in fact, penalized; indeed it is enhanced as the maximum credit a source can be assigned 
is reduced. 

In conclusion, when fuzzy logic is applied to policing it allows the often conflicting 
requirements linked to combined control of the two traffic descriptors to be reconciled in a 
single framework which cannot be achieved by using conventional mechanisms. 
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