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Abstract 
The rapid development towards networked multimedia applications Ieads to new and high re
quirements on the network as weil as on the systems involved. Especially guaranteed Quality
of-Service (QoS) is required for certain applications with isochronous data streams or with 
highly interactive characteristics. Therefore, an integrated systemwide QoS management is 
needed. Among others, issues such as mapping of QoS parameters between fundamentally 
different Ievels of the system (user, application, network) and QoS monitoring are very impor
tant. This paper presents a framework for QoS management. Requirements of networked mul
timedia applications as weil as several QoS management issues are discussed. Moreover, a 
QoS monitor as part of the QoS framework and its implementation J.s presented. 
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1 INTRODUCTION 

Networked multimedia applications are getting increasingly popular. They even seem to 
change society rapidly towards a so-called information society. However, most available sys
tems are rather toys. They are by no means ready for usage outside the research and develop
ment community. A popular example can be seen in the widely used MBone tools for video
conferencing in the Internet (Kumar, 1995). Dependent on the time of the day, the Internet 
may provide a good or a lousy service quality to the user. Especially the audio stream is very 
sensitive with respect to packet losses. This instability in delivering a specified service makes 
those tools over the Internet inapplicable to professional environments. In addition, most 
common tools and standards provide only very basic control and cooparation mechanisms in 
order to effectively support conferencing and coilaborative work. Even the ITU-T standards 
familiy T.120 (T120, 1994) presents a conferencing framework only. Generally, there exists an 
extrem mismatch between current capabilities of networked multimedia applications and ad-
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vertisements made in research and non-research communities. Ernerging networked multime
dia applications need much better support with respect to the QoS delivered to the user. Es
pecially the need for continuous data delivery in case of audio Nand video streams contributes to 
these requirements. Additionally, interactivity is highly demanding. In the following, applica
tions are categorized according to their specific QoS Nrequirements (cf., Table 1): 
• Broadcasting applications: typical examples areDigital Video Broadcast (DVB) and Digi

tal Audio Broadcast (DAB). 
• Interactive playback: typical examples include VoD (VCR-like) and teaching/tutoring ap

plications. Mostly, playback is intended forasingleindividual user (or forasingleend sys
tem, e.g., TV). 

• Conferencing: conferencing applications include audio and video streams. Their main focus 
is on these two media. Data applications, e.g., whiteboard applications, may be incorpo
rated to support conferencing. 

• Collaboration: we classify such applications as collaborative, that focus on the collabora
tive data part. Audio and video may just be used as supportive tools. Typical examples of 
collaborative applications are joint editing and interactive games. 

• Traditional real-time applications: a typical example can be seen in tele-robotics. 

Tabl 1 Q S d · e o - nven A r •ppilcatJOn c ategones 
Data Flow Type T~ Typical User Requirements 

broadcasting i ocbronous data low set up latency (few secoods) 
high downstream bandwidth (several Mbps) 

TV or HIPI quality (color, resolution, ... ) 
playback isochronous data high downstream bandwidth (video clips) 

asyrnmetric ( hort or long low up trearn bandwidth (interactions) 
streams) low upstream and downstream latency 

interactivity TV or HIPI quality (color, resolution, ... ) 
real-time interactivity typically low bandwidth and latency 

J!.Uaranteed maximum reaction time 
conferencing isochioiious data high bandwidth requirements 

interactivity low latency 
ymmetric high video/audio qualiry (video size, resolution) 

Synchronisation (mostly audio and video) 
collaboration interactivity moderate bandwidth requirements 

isocbronous data very low latency (e.g., joint editing) 
Synchronisation (very_ fme gr;mulariry) 

In Table I, two basic types of timing requirements are distinguished: 

• requirements from isochronous data streams, and 
• requirements due to interactivity. 

Isochronaus requirements are introduced by applications that include audio and/or video 
streams which need continuous data delivery to the user. This requires guaranteed upper 
bounds on delay jitter. The requested QoS needs to be supported without any disruption dur
ing the entire communication phase. Additionally, reliability requirements of isochronous ap
plications differ from those of traditional data applications: 
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• reliability is tight to timelines (i.e., data received after a -deadline is considered as lost), 
• no absolute reliability is required (tolerance dependends on -coding and compression). 

Interactivity basically requires very low response times to user actions and, thus, very low 
latency. High bandwidth is not necessarily needed. 

Traditional applications, such as file transfer do not require any specific guaranteed QoS. In 
the Internet Services framework (Braden, 1994) such applications are named elastic applica
tions. Elasticity applies to their very loose timing requirements. Timing requirements rnay, 
however, be more strict if they are part of an application which consists of multiple streams 
(audio, video, data) that need tobe synchronized. This implicitely rnay Iead to high service re
quirements on such traditional applications as weil. Generally, completely independent streams 
may have different requirements than streams being part of a -more complex application. 

Moreover, many forthcoming applications are inherently based on multicasting. Generaily, 
group communication should be seen as a major communication paradigm for the future and, 
thus, should be directly reflected in any attempt to support QoS. It Ieads to heterogeneaus 
QoS support within an interacting group due to different end system and network attachment 
characteristics (e.g., high-end workstations versus PDAs). 

All components involved in the communication need to address these QoS requirements, 
including operating systems and system architectures (e.g., bus access latency and jitter). 
However, up to now, many investigations on QoS focus on -isolated issues, such as networking 
or individual protocols. Generally, a Iack of approaches that integrate protocol and application 
layer processing as weil as operating systems and system architecture issues can be observed. 
In most cases, user-to-user services - as they are fmally required - are not addressed. For that 
goal, an integrated systemwide QoS management approach is critical. In this context, network 
issues as weil as protocol, application, and operating system issues need to be addressed in an 
integrated way. QoS management comprises different tasks, including, among others, local 
and network wide resource management as weil as QoS monitoring. This paper discusses 
various issues considering integrated QoS management. Especially an approach towards QoS 
monitaring is presented in some detail. 

The paper is structured as foilows. Section 2 presents a clearly defined QoS framework. 
Section 3 concentrates on QoS management itself and on its proper structuring. The QoS 
monitor and its implementation is presented in section 4. Section 5 concludes the paper and 
gives an outlook of future work. 

2 QOS FRAMEWORK 

Since Quality-of-Service (QoS) forms an important part of todays research work in the com
munications area, one would assume that a crisp definition of -QoS can be given. This is not the 
case, since the term QoS is defined with different degrees of abstraction. In the foilowing, 
some typical examples are summarized. 

2.1 QoS Definitions 

Described very roughly, Quality-of-Service (QoS) refers to the support of certain service pa
rameters in order to eventually accomodate user requirements. There -exists no single definition 
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of QoS. Commonly various descriptions reflecting different Ievels of granularity are used (cf., 
Table 1). The spectrum includes highly generic definitions as weil as detailed ones addressing 
specific parameters and their requirements. This variance also reflects different Ievels of a 
communication system at which QoS is applied (cf., section N2.2). 

Table 2 presents some collected QoS definitions. lt is by no means Ncomplete, however, it al
ready reflects many flavours of QoS definitions. Basically, every group defines its own QoS 
specification dependent on the resources and requirements of the component under considera
tion. For example, the definition used within the ODP framewerk appears to be oriented to
wards the higher Ievels. It defines QoS as a set of qualitative requirements on the collective 
behaviour of one or more objects (Vogel, 1995). This raises the important issue of collabora
tion among different objects. Objects are, however, not defined any further. The ETSI defini
tion focusses solely on the QoS specified at the user interface. In contrast, the ITU concen
trates mostly on lower Ievels, e.g., on the network Ievel. However, the ITU recommendation 
E.430 clearly states that user oriented QoS parameters most probably differ from network 
QoS parameters. The latter are called performance parameters. Generally, higher Ievels tend 
more to deal with qualitative issues and parameters; lower Ievels mainly address quantitative 
tasks or performance parameters. Thus, different kinds of Nparameters are applied dependent on 
different Ievels in the communication system. This clearly raises the mapping issue between 
parameters used at different Ievels. Since QoS definitions that deal with higher Ievels, such as 
the user and the application Ievel, are somewhat generic, Nmapping them to system and network 
parameters is not always straight forward. Another factor that needs to be addressed here are 
the interactions among system components that may affect Nmapping rules. 

Table 2 Various QoS Definitions 
Origin QoS Definition 
ISO A concept for specifying how good network services are 

OSIODP A set of quality requirements on the collective behaviour of None or more objects 
ETSI QoS is described in terms of a set of user-perceived Ncharacteristic of the per-

formance of a service. It is expressed in u er-understandable 1anguage and 
manifests itself as a number of parameters, all of which have Neither subjecti ve or 

objective values 
ITU-T, 1371 QoS requirements are specified in terms of objecti ve values of N ome of the net-

workp<!rformance parameters specified in Recommendation I.356 
ITU-T, E.430 Distinction between user QoS and Network QoS 

Independent of the individual specification, QoS eventually deals with certain requirements on 
the system that are expressed using various so-called QoS parameters. Theseparameters differ 
based on the Ievel being addressed. QoS parameters are somewhat comparable to regular 
system parameters, such as main memory size and CPU power. In contrast to system parame
ters, users can not just easily be asked to increase QoS parameters. For example, to buy more 
network bandwidth. However, in case of traditional system parameters, such as main memory 
size, they usually have two choices: buy more main memory or survive with slow applications, 
i.e., with a low QoS. In the worst case, the application will not run at all. Such a behaviour is 
somehow tolerated by the users for single machines, but not for Nnetworked environments. 

System parameters are local to a system, whereas QoS parameters depend on various local 
and non-local resources. Especially a good overall utilization of non-local resources appears to 
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be important. Handling of QoS parameters is somewhat more complex than handling regular 
system parameters, because: 
• requirements address both: individual and shared resources; 
• requirements may not be known in advance by the user; 
• requirements may vary highly aver time; 
• parameters are negatiated; 
• parameters may be mapped or translated between different QoS Ievels; 
• multiple systems/components are involved leading to Interrelations among parameters. 

Therefore, specific QoS management is required. This paper addresses various aspects of QoS 
parameters, including mapping and negotiation. These tasks are incorporated in a framework 
that addresses user-to-user QoS issues and that is currently being implemented. Due to the 
limited space, only selected aspects can be presented. 

2.2 QoS Levels 

Since Quality of Service is related to the dedication of shared resources to networked applica
tions, it needs tobe considered at different Ievels (i.e., for various types of resources) within a 
communication system. Therefore, we distinguish three QoS Ievels (cf., "Figure 1): 
• user Ievel, 
• application Ievel, and 
• network Ievel. 

user Ievel 

application Ievel 

network Ievel 

Figure 1 QoS Ievels within a communication system 

The user Ievel is directly related to human perception issues. Typically, users state their QoS 
requirements in an imprecise and highly subjective manner. Examples are type and size of a 
video window (e.g., colour and large) in case of a videoconferencing application. The user 
should not need to have deep technical knowledge in order to operate networked multimedia 
applications. Thus, the requirements will usually not be specified very precisely. For example, 
the value large in case of the size of a video window is not Nprecise and, moreover, is relative to 
the size of the screen used. Additionally, human perception Ieads to implicit specifications of 
QoS requirements, especially in case of synchronisation. For example, in case of a videocon
ference including a shared whiteboard, synchronization requirements are implicitely included. 
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The user Ievel comprises resources that are sources or sinks of data (camera, loudspeaker, 
screen, and the like). User Ievel requirements need to be translated into application Ievel re
quirements. Therefore, the communication system holds mapping tables which are used to 
transform the fuzzy and highly subjective and qualitative requirements to more precise and 
quantitative requirements needed at the application Ievel Interface. 

The user Ievel passes mostly quantitative parameters to the application level. Typical ex
amples are the size of the application data unit, the maximum data rate expected, and the 
maximum accepted delay. The application Ievel deals with local parameters only. Resources at 
the application Ievel are application-related protocols and protocol mechanisms, the system 
architecture as weil as the operating system. 

The operating system interacts with the network level due to its scheduling and memory 
management tasks. Interrupt handling is also an important issue that influences achievable QoS 
guarantees. The network Ievel deals with parameters that are concemed with the quality of 
service of extemal communication. The network Ievel interfaces to all functionalities that are 
mainly dependent on the network behaviour and that regulate the end-to-end flow. Therefore, 
this Ievel would most commonly be mapped to the traditional transport service interface. Thus, 
it can,,for example, be compared with the socket interface. However, the model itself does not 
include any implementation details. For example, it does not consider whether the transport 
layer protocol is implemented inside the kerne! of the operating system (as in most traditional 
UNIX systems) or in the user space closely attached to the application itself (what can be seen 
in some newer implementations). 

Between the QoS Ievels, the type of parameters changes. Within a Ievel, parameters may 
need to be translated, but the type of parameters remains the same. At the user Ievel they are 
more or less solely qualitative parameters. At the application 1evel, mostly quantitative parame
ters appear, mixed with few qualitative paramett;rs. The network Ievel deals with qualitative 
parameters only. Theseparameters are related to external communication. The network Ievel 
QoS can be compared to end-to-end QoS often referred to in Nresearch papers. 

Using three QoS Ievels seems to be a cleaner design than distinguishing many Ievels that 
only have marginal differences. For example, in (Nahrstedt, 1995) five Ievels are distinguished 
including system and device Ievel. However, the distinction between user and device Ievel is 
not needed if the model is viewed by a proper abstraction. Both Ievels represent sources and 
sinks of data. Similar arguments hold for the distinction of application and system Ievels. Ad
ditionally, the same type of resource applies to different Ievels in the model, which does not 
present a clean design. Another approach of decomposing the communication systerns into 
different QoS Ievels is presented in (Campbell, 1996). The authors follow more or less directly 
the OSI reference model; they even add additional layers. A clear separation of tasks and re
sources is missing. 

3. QOS MANAGEMENT 

In order to provide the QoS requested by a networked application, resources are required in 
the network, the intermediate systems and the end systems. These resources are typically 
shared among various users (or system components) and, thus, conflicts may happen. How
ever, some applications need to deliver data continuously (e.g., audio and video streams) to 
the user. They require service guarantees. Therefore, network Nand system resources need tobe 
reserved. Traffic characteristics of networked applications may vary over time and are mostly 
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not known in advance. Thus, resources have to be allocated without complete kn 
traffic characteristics. Since maximum reservations Iead to low resource utilization 
ervation strategies should be chosen, e.g., on some average and maximum values 
this may result in temporary overload Situations and, thus, in drop of service qm 
enced by some users. Resource utilization and application behaviour need to be 
continuously in order to avoid any service problems. More generalized it can be 
communication systems need some QoS management in order to properly serve 
multimedia applications. A systemwide QoS management supporting guaranteed t 

service quality is required. QoS monitoring forms an important Npart of QoS manage 

3.1 Dual Stack Architecture 

Within a communication system it should be clearly distinguished between regulru 
cation operations and QoS-related tasks. Figure 2 presents a structure that is ba: 
different stacks: 
• application stack and 
• QoS management stack. 

opplicotion stock 

u er 

application 

network Ievel 

QoS management 
stock 

user data 
Figure 2 Dual-stack QoS architecture 

The QoS management stack is responsible for handling tasks related to QoS map 
tiation, setup and monitoring. lt is subdivided into several Ncomponents, among therr 
• a local resource manager and 
• a network resource manager. 

The local resource manager has to form an application profile that contains appl 
cific resource requirements, such as audio/video encoding scheme or encryption re 
An example of an application profile is given in table 3 considering different lev• 
communication system (cf., Figure 1). Intemally, the values are derived using I( 
m :mninu tllhl~s thl'lt contl'lin nrofil~s . At th~ ns~r lP.v~L th~ loclll r~sonrc~ m:ml'lu~r I 
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ervations or availability checks of presentation related local resources. This can be performed 
without involving the operating system. At the user Ievel, Nparameters that are closely related to 
the presentation quality itself are considered. Examples of such Nparameters are colour (yes/no ), 
video (yes/no), MPEG-2 (yes/no). The reply to these parameters can be seen as a selective 
yes-no-type of ans wer. It can be returned to the user immediately after consulting the configu
ration of the local system. In addition, further parameters may be used in order to describe the 
presentation somewhat more precise. For example considering the size of a video window 
(small, medium, !arge). Theseparameters do have a subjective and qualitative nature and they 
usually do not give any precise information. The profile combined with collected experience 
considering the user are applied to resolve such fuzzy QoS Nrequirement specifications. 

Furthermore, the Iocal resource manager takes care of local resources, such as processor, 
memory space, encoding schemes, application types, and local bandwidth. It informs the appli
cation imrnediately, in case that sufficient local resources Nwith respect to the application profile 
cannot be made available. 

Tabl 3 E e xampJeo appucatlon pro 1 e see rst t, r fil ( (Nah ed 1995)) 
Aud.io Video 

Applicarion Ievel s.ample size: 8 bit (telephone quality) frame rate: 30 fps 
ample rate: 8 kHz frame width: <= 720 pixels 

playback point: 100-150 m frame height <= 576 pixels 
color resolution: 16 bitlpixel 

aspect ratio: 4:3 
compression ratio: 2: I 

Network Ievel end-to-end-de!ay: <= 150 ms (most) end-to-end delay: 250 ms 
<= 400 ms (some) packetloss (unc.): <= 10-2 

round-trip delay: <= 800 ms packetloss (co.): <= w -11 
packetlo s: <= 10-2 bit error rate: <= w-6 

bandwidth: 32 kbps (audioconf.) bandwidth: <= 1.86 Mbps (MPEG) 

The application specific profile is forwarded from the initiator of the communication associa
tion to a so-called group mediator. The group mediator is especially helpful in case of hetero
geneous QoS requirements within a group communication. In case of a simple point-to-point 
comrnunication, it may not be required. However, point-to-point communication should gen
erally be treated as a special case of multipoint-to-multipoint communication because many 
ernerging applications are inherently based on multipoint communication scenarios. The group 
mediator may adapt the application profile for group members with different QoS capabilities 
(e.g., considering lower capabilities of PDA systems compared to high-end Workstations). The 
resulting application profile is then forwarded to the communication partner(s) during the set
up and negotiation phase. It is accompanied by network resource requirements. Forwarding 
network requirements is not sufficient since they do not provide enough information about the 
original user requirements. The profile presents this information to the remote user(s) in order 
to allow a complete user-to-user QoS coverage. Completely bidirectional translation/mapping 
of QoS parameters could avoid sending the profile. However, it seems not to be a practical 
approach because users usually make use of mostly qualitative and often fuzzy requirement 
specifications. This Ieads to difficulties with bidirectional mapping especially if some knowl
edge about user behaviour is included in the decision. Thus, the profile including the mapping 
at the original side is passed to participating communication partners. As a result, a set-up 



User-to-user QoS - management and monitaring 227 

phase is required for every communication association that needs guaranteed QoS support. 
This can be combined with the connection setup phase. Thus, only a marginal additional delay 
should be expected. 

In contrast to the local resource manager, the network resource manager is responsible for 
network-related resources, i.e., for end-to-end QoS. This -includes resource reservations on the 
communication path, if needed. 

The network resource manager may initiate specific protocols for signaling and resource 
reservation. These protocols are typically located at the network Ievel of the application stack. 
Currently, several protocols supporting the signaling task associated with the set-up and nego
tiation phase are under discussion. For example, Q.239B as signaling protocol within ITU-T 
standards (Stiller, 1995) or RSVP as reservation protocol within the Internet protocol suite 
(Thomas, 1996). 
The QoS monitor then needs to monitor resource utilization with respect to QoS. It is part of 
the QoS management stack (cf., Figure 2). The design and implementation of a prototypical 
QoS monitor is presented in section 4. 

3.2 Related Work 

An overview of QoS architectures focussing on architectural perspectives can be found in 
(Campbell, 1996). It presents a high-level overview and compares several architectures. How
ever, no discussion about implementations and real measurements is included. Additionally, an 
integrated system wide approach of QoS management seems still -to be missing. 

In (Nahrstedt, Smith, 1995) an architecture basically reflecting the QoS components shown 
in figure 2 is presented. The main component is called QoS-Broker. The QoS-Broker can be 
directly compared with the QoS-Manager presented in (Schmidt, 1995). Typically, it would be 
part of the QoS management stack introduced above. The dual-stack architecture is derived 
from (Schmidt, 1995). Another QoS Manager is presented in (Quang, 1995). They address 
memory access time and its influence on the observable QoS in a -very general way. 

The overview paper (Nahrstedt, 1995) focusses on resource management. It gives a sum
mary of some QoS parameters as they are needed in severallayers of a communication system. 
Interactions among different components are discussed at a very high Ievel. No further details 
are given. In order to evaluate their QoS-Broker approach, they use tele-robotics as a test 
applications. They do not consider networked multimedia applications as presented in section 
2. However, such applications are rapidly emerging. 

More detailed experiments of QoS management are presented in (Vogt, 1995). DVI
encoded video streams are discussed in order to validate an analytical model. The goal is in 
reducing the amount of resources that need to be reservered and in investigating the trade-off 
between reservations and maximum delay experienced. 

In (Ramanathan, 1995) a QoS management approach for video services is presented. The 
approach needs tobe seen in the context of ALF (Application Level Framing (Clark, 1990). 
The basic idea is that if an application frame (here a video frame) is already not valid due to 
missing or errorneous packets of lower layers, all remaining packets for that application frame 
should be discarded right away. A bit indicating the duration of a frame is used in order to 
provide switches with the capability to discard not needed -packets. 

3.3 QoS Parameters & Mapping 
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QoS is associated with so-called QoS parameters that are used to specify the expected quality. 
Different parameters are applied for the resources at the three Ievels introduced above. Gen
erally, quantitative and qualitative parameters can be distinguished, as presented in (Zitterbart, 
1993). Qualitativeparameters basically select whether a certain service property is available or 
not. For example, if encryption is required or not. Moreover, qualitative parameters include 
subjective requirements stated at the user interface. Quantitative parameters are those that can 
be evaluated in terms of certain measures, such as bits per -seconds, number of errors. 

Table 4 Typical QoS parameters 
Level Quantitative QoS Parameter Qualitative QoS Parameters 

setup latency, skew color, presentation quality 
(both are defined implicity) (colour, size, synchronity, fidel-

User ity), number of stream , guaran-
tee commitment, cost, security, 

group semantics 
lsize (frame, sample), delay (end-to-end, error tolerance (% corrupted, 

Protocol, round trip), delay jitter, loss rate replicated, lost), inter-/intrastrearr 
Application etc. (Frame, sample), resolution, compres- synchronization, security algo-

sion, aspect ratio rithm 
Operating scheduling accuracy, granularity, --

SYStem period time, deadline 
Network Protocol, loss/error rate (cell, frame, packet), 

etc. bandwidth, delay, delay jitter, bit error --
rate, reliability (losses, duplications) 

Table 4 lists typical QoS parameters of the network, application and user Ievels. For each of 
the quantitative parameters, mean and peak values may be given. Furthermore, an interval of 
acceptable values may be used for certain parameters (Zitterbart, 1993). An interesting aspect 
can be seen at the user Ievel. Many qualitative parameters are listed. In addition, two quantita
tive parameters are given: setup latency and skew. These quantitative parameters are not ex
plicitely specified by the user. However, due to the application type and the number of data 
streams involved (e.g. , audio, video, whiteboard, ... ) they are defined implicitely. Inter
relations among different streams are responsible for that. Typical examples are inter-relations, 
such as lip synchronization and pointer synchronization. 

Mapping of QoS parameters between different QoS Ievels in the system is required in order 
to eventually provide user-to-user service guarantees. In the following, some examples for the 
mapping of QoS parameters are given. They mainly concentrate on rate and delay require
ments associated with the parameter mapping. The following -parameters are defined: 
• S(u) Size of user data unit (e.g., video frame) 
• S(a) Size of application data unit 
• S(n) Size of network data unit 
• Sd(n) Size of data portion of network data unit 

The parameter N reflects the number of data units sent at the user Ievel. The rate requirements 
R can be transformed between neighbouring Ievels. They depend on the data unit sizes. Thus, 
all operations that manipulate the size of a data unit change the rate requirements. Examples 
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are segementation and reassembly or encoding. The parameter a describes the in
creaseldecrease of S(a) compared to S(u). This parameter a is calculated based on information 
given by the protocol mechanisms selected at the application Ievel. At the application Ievel 
typically functions such as encoding are located. Segmentation and reassembly is usually not 
part of the application Ievel. 
• R(u) = (N * S(u)) I sec 
• R(a) = (N * S(a)) I sec , with S(a) = a * S(u) 

At the network Ievel, the parameter ß reflects the changes with respect to the size of the data 
unit. At this Ievel especially segementation and reassembly need -to be considered for the calcu
lation of ·ß. In addition, the number of data units may change due to segmentation and reas
sembly. 
• R(n) = v * N * S(n) I sec, with S(n) = ß * S(a) and v = [S(a) I Sd(n)] 

usually, rate requirements increase towards the lower Ievels: "R(n) >= R(a) >= R(u) 
In addition, other parameters need to be considered, for example delay. This involves sys

tem intemal behaviour of the operating system and its scheduling mechanism at both, the ap
plication and the network Ievel. 

4 QOS MONITORING 

In order to provide guaranteed services to the user, some control and monitoring is required in 
addition to resource reservations. Therefore, we designed a QoS monitor. In our prototypical 
implementation, the QoS monitor was integrated at the network Ievel (Kanschik, 1996). In 
particular, it was tested with two transpoft Ievel protocols, namely Sandia-XTP (XTP, 1996) 
and Patroclos (Braun, 1995). These protocols were chosen, since they provide some advanced 
QoS at their service interface. 

Video-Dat.Req Video-Conn.Req (colour, large, 
no ecurity req. , ... ) 

Figure 3 QoS monitor implementation structure 

The QoS monitor is implemented on SUN systems running SUN OS 4.1.3. The QoS monitor 
is implemented as part of the QoS management stack shown in Figure 2. It is located between 
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the application stack and the resource managers of the QoS management stack. Moreover, an 
interface to network management, namely SNMP, is provided. Thus, some Ionger-term QoS 
information can be made accessible to other systems participating in SNMP. 

4.1 Interfaces 

QoS monitoring is needed at different Ievels within end systems and intermediate systems. 
Thus, the design of the QoS monitor should be modular enough to allow its integration at 
various Ievels and its co-operation with multiple protocols of different Ievels within the appli
cation stack. In order to achieve a very open design in that sense, an SNMP interface or a 
socket interface could have been used. However, this would Iead to a high system overhead. 
Ideally, the QoS monitor should add only a negligable #processing overhead to the communicat
ing systems. With that goal in rnind, a direct integration of the QoS monitor into the protocol 
implementation of a dedicated Ievel would be favoured. Since this does not result in a modular 
and flexible design, we did not choose this alternative. In order to be flexible and modular, we 
implemented a FIFO queue as shared memory space between the protocol and the QoS moni
tor (cf., figure 3). A simple data format is defined for entries in the FIFO queue. Each entry 
consists of four fields: a connection key, an action code, identification of the information type 
and an information field. The format used is defined as Nfollows: 

typedef struct { address64 connectionid; 

char action ; 

char info_type; 

INFO information ; 

} IF_TYPE; /* interface type· * / 
The protocol adds an entry every time that an associated event occured (PUT_ELEMENT 

( IF _TYPE *value)). In addition to the FIFO queue, a ·request line is implemented. It is used 
by the protocol to inform the QoS monitor that a new entry was added to the FIFO queue. It 
is only used in case the FIFO queuewas empty before adding a new entry. Thus, the overhead 
introduced by the request line is kept to a rninimum. The QoS monitor removes the entries 
from the FIFO (GET_ELEMENT (IF_TYPE *value)). 

Figure 4 QoS monitor attached to XTP 

QoS 
Monitor 

In order to interface with SNMP network management, the QoS monitor implements an 
SNMP agent. It also owns a so-called QoS-MIB. The QoS-MIB holds actual information on 
QoS parameters, such as throughput, delay and delay jitter with respect to the established 
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communication associations. Generally it is preferred to have uni-directional data streams re
flected in the QoS-MIB. Thus, inbound and outbound traffic ~characteristics are separated. 

In addition to its interface to the protocol, the QoS monitor also provides a graphical user 
interface (cf., figures 5 and 6) . This allows the visualization of monitared parameters, such as 
throughput and delay. However, the graphical interface adds substantial overhead. With that 
graphical interface, the performance of Sandia-XTP implementation was limited to a few kbps, 
as reflected in figure 5. The graphical interface is written in TclffK which is an interpreted 
Janguage and, thus, contributes to a high system Ioad. Typically, it would be sufficient to run 
the QoS monitor without this interface or only with a few parameters depicted on the screen. 
For example, a visualization of selected parameters in analogy to a traffic light (green - yellow 
- red) are supported in the current implementation of the QoS Nmonitor. The green range shows 
variations of Jess than 5% of the negotiated value. The yellow zone signals a variation between 
5% and 15%, and the red range signals a variation of more than 15%. Moreover, visualization 
of most information may only be needed in cas~ of problems (e.g., system overload and red 
signal range), but not during regular operation. It is more. important that the QoS monitor can 
initialize a signal to the application that currently problems ~are experienced. 

3.2 Monitored QoS Parameters 

The QoS monitor is dedicated to short term measurements of QoS parameters. The reason 
therefore can be seen in the need to reflect temporary overload situations. The resource man
agers are informed accordingly and need to decide about actions Nto be taken. 

For measurements of the actual throughput T the following ~formula is applied. The parame
ter a reflects the sampling duration measured in milliseconds. 

a n 

T=-n-I,P; 
LNi=l 
i=l 

Pi: size of packet i in bits 
Ao: time of packet i 

This formula basically allows monitaring of the throughput behaviour in case of high Ioad, i.e., 
low packet inter-arrival time. It was chosen, because we mainly aim at detecting overload 
situations. The graphical interface related to throughput ~monitoring is depicted in Figure 5. 

Act: 5611 Avg: 5591 ... :5693 t.lalc: 641 z Set: 11000 
Dlff:ZIIZ 

Figure 5 Monitaring the actua1 throughput 

Several other parameters are monitored. The delay is also of major interest. However, it can 
only be estimated. With the XTP implementation we make use of the sreq-Bit. If this bit is set, 
then the receiver has to respond with a control packet. A timer is started, when the packet is 
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sent and stopped after the reception of the associated control packet. The measured time cor
responds to the round-trip-time. We estimate the end-to-end delay being half of the round-trip 
time. Delay jitter can also be estimated if it is part of the #traffic contract. 
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Figure 6 Monitoring Interface 

In addition, certain measures related to reliability are supported by the QoS monitor (cf., Fig
ure 6). For example, bit error rates can be calculated. With the QoS monitor attached to the 
XTP implementation, error control packets are observed. #Calculation of parameters relevant to 
traditional reliability is initiated by the reception of an #error control packet. However, this does 
not allow for a distinction between bit errors and packet losses. Therefore, an extension to the 
XTP protocol would be needed. In order to calculate the bit error rate, the following formula 
is applied to calculate the nurober of errors: 

( "''"'"' ) errors = 8 * seq- rseq- ~length(span;) 

The discussion of monitored QoS parameters in this section shows clearly, that there is a tight 
dependency with the monitored protocol. Some parameters may simply not be supported by 
some protocols. Moreover, the calculation of some QoS parameters depends on the protocol 
parameters used in the corresponding protocol mechanisms. In some future work, we aim at 
defining some sets of meta-parameters that describe certain protocol mechanisms. They should 
cover the diversity of parameter usage within the protocols. In #order to adapt the QoS monitor 
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to a specific protocol, the corresponding set of meta parameters is selected. This will increase 
the flexibility of the monitor. 

3.3 Evaluation 

In summary, the QoS monitor has several features for monitoring and displaying various QoS 
parameters. The overhead associated with each of them has to be evaluated carefully. Espe
cially the graphical interface contributes to a high overhead. However, as argued above, it is 
not absolutely required in all cases. The computation of monitored QoS parameters also con
tributes to some overhead, especially, since this is currently implemented in software. Our QoS 
monitor consumes about 10-15% ofthe resulting performance. The transfer of a 1 MBytefile 
( transferred in 20s) stimulated slightly more than 5000 Nevents that were forwarded to the FIFO 
queue. The rate of events was still slow enough to cause a Neontext switch for every event. This 
appears to be acceptable. In order to further decrease this overhead, the implementation is 
currently being optimized with specific focus on the communication part between protocol and 
QoS monitor. As an alternative, the QoS monitor could be implemented using specific hard
ware. This would rapidely decrease the overhead on the protocol Nperformance. 

4 SUMMARY AND FUTURE WORK 

Networked multimedia applications impose high requirements on communication systems. 
They need some guaranteed QoS provided at the user interface. Therefore, in addition to the 
network itself, end systems and their internal behaviour need to be addressed as weil. Gener
ally, an integrated QoS management is needed. Within this paper a framework for QoS man
agement is presented. The paper discusses some general issues related to QoS management. 
Furthermore, it presents experiences collected with an Nimplementation of a QoS monitor. 

Future work will concentrate on the integration of appropriate Operating system support 
and on high performance implementation issues. Moreover, dedicated hardware support for 
selected protocol functions and for the QoS monitor is planned. A complete implementation of 
the QoS management stack is currently under way. 
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