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Abstract 
From an application's point of view it is desirable to not have to worry about the details of 
security, but only to state the kind of security required for distributed applications. The 
Open Distributed Processing (ODP) framework has identified a set of security functions, 
but not how these should be applied within the framework. It is also not clear how to apply 
the various concepts developed within the ODP framework to real systems. This paper 
makes an attempt to model distributed applications, using an OSI distributed management 
application as an example, into the ODP framework. More specifically it is shown how a 
distributed application is modelled in the Engineering Viewpoint and how security services 
can be provided transparently by the implementation platform. 
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1. INTRODUCTION 

The Open Distributed Processing (ODP) [IS0-10746] framework is believed to be a 
suitable and efficient way of specifying and implementing distributed applications in the 
future. The framework contains many modelling concepts or building elements, which are 
convenient for the modelling and specification of distributed applications, but it is not clear 
how well they map onto real systems. 
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The framework assumes a platform where distributed applications can be implemented and 
where a set of communication transparencies can be provided. This means that the 
applications developer does not need to worry about such details, and only needs to state 
the set of transparencies his applications require from the platform environment in order to 
function properly. Examples of such transparencies are access, location and relocation 
transparencies. It is also believed that security for the main part can be provided 
transparently to the distributed application. Both ODP [IS0-10746] and TINA-C [TINA-C] 
have identified needed security functions, but not shown how these functions should be 
applied in the framework. 

The focus of this contribution is on the platform environment, the Distributed Processing 
Environment (DPE) [TINA-C), attempting to map Engineering Viewpoint concepts onto 
the DPE platform and to indicate how access, location/relocation and security 
transparencies can be provided by the DPE environment. 

This contribution starts with a description, in OSI modelling [IS0-1 0040] terms, of the 
interaction between two management processes that support a distributed management 
application. This model is simple to understand and is a good starting point for modelling 
the same distributed application in the ODP framework. In doing so, one is using the ODP 
concepts from TINA-C. It is then shown how access, location and security transparencies 
can be provided by the DPE. We also discuss various issues related to the ODP modelling, 
like packaging and performance. 

2. OSI MODELLING OF DISTRIBUTED MANAGEMENT 
APPLICATIONS 

Human 
operator 

Comms. 

Network 

10 
PSAP2 

Figure 1 OSI model of a management application making transparent use of a Name 
Server. 
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Figure 1 shows a distributed management application consisting of two application 
processes MPA and MPB. MPA could be a manager process, an OSF in the TMN sense 
[M.3010], invoking operations at an agent process MPB in a network element. Or MPA 
could be an OSF in one TMN domain requesting services from an OSF in another TMN 
domain. The interactions may be initiated from either side, but normally the initiative is 
taken by the manager side as a result of a human operator intervention or an end-user 
accessing service management services. The distributed management application could be 
very general or be dedicated to a given management area or be a part of it, for example 
configuration management, accounting management or security management, supporting a 
human operator in one of these roles. Figure 1 depicts how location transparency can be 
provided by means of a Name Server, that converts human-understandable names into 
network addresses. 

To simplify, we assume the interaction between the distributed processes basically to be of 
two types, namely the request/response type and file transfers, and that we in the following 
only consider the first one. 

The request or response can be carried across by connection-oriented or connection-less 
communications. Any communications stack capable of transferring the information can be 
used, for example TCP/IP or OS I. We assume for the rest of this document that 
communications is based on the connection-oriented OSI stack. This means that an 
association has to be established prior to executing the request. The initiative to establish 
the association can in principle be taken by either side, but will normally be taken by the 
manager side. 

An association between two interacting application processes is identified by its PSAP at 
each end; PSAPA- PSAPB (the presentation-layer Service Access Points). When the 
association is being established, the initiating side states its "Quality of Service" (QoS) 
requirements and the desired options in the protocol stack and then uses a negotiation 
procedure to arrive at requirements both ends can accept/meet. These options constitute the 
communications profile for the association and cannot be re-negotiated during the lifetime 
of the association. Hence the profile is valid for the whole duration of the association. The 
application context to use after the establishment procedure and the capability to switch 
between different application contexts are parts of the negotiation process. 

When the association has been established, the request is executed as one or a series of 
operations at the agent side. Each operations will make use of the "Remote.Operation" 
Service Element [ROSE] in the application layer, and can either be synchronous or 
asynchronous. The main body of the application entity or manager can be made transparent 
with respect to the location of the agent entity with the use of an "invisible" name server, 
as shown in the figure. Access transparency is achieved by means of presentation-layer 
facilities, the ASN .1 representation of invocation parameters [ ASN.l]. If we consider the 
manager and agent processes as blocks of code that cannot be subdivided, these blocks will 
also be the units of migration/deployment. 

Associations may be visible to the management processes or not. If made visible, the 
manager (or agent) consciously takes the initiative to establish the association before 
invoking any operation at the agent side. This means that the manager uses ACSE directly, 
and hence must know the address of the agent. If we assume that the request implies the 
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invocation of an operation on a managed object MO at the agent side, the agent name can 
be derived from the name of the MO (containment tree). The application process then 
makes use of a directory service to obtain the address of the agent, using the agent name as 
key. Then the operation will be invoked. If we make the notion of associations invisible to 
the application process, we introduce a new dedicated application service element called 
BIND-SE, see Figure 2. The BIND-SE receives an invocation request from the application 
process. This may look like: INVOKE.request{OP-type,paraml, .. ,paramN,MO-name}, and 
may symbolise all the CMISE primitives. From this request, BIND-SE extracts the agent 
name from the MO-name and then uses the directory service to obtain the agent address. In 
doing so, it uses ACSE to establish an association across to the directory server. Having 
obtained the address of the agent, BIND-SE uses ACSE to establish the needed association 
with negotiation of the required communications profile. Then BIND-SE invokes the 
specified operation. A possible structure of the application layer is illustrated in Figure 2. 

Manager 
process 

Comms. stack 

Figure 2 Application-level service elements to achieve location transparency. 

The two management processes MP A and MPB must share a common understanding of 
what their co-operation is all about, called the "Universe of Discourse" (UoD). This will 
closely correspond to the "Shared Management Knowledge" (SMK) in OSI management. 
UoD or SMK may for various reasons be divided into subsets. Each subset represents a 
specific application context, for example configuration management or a part of it. When 
an association is being established, the two sides negotiate to start with a specified 
application context and may also negotiate the ability to switch from one context to 
another. The SMK includes: protocols (ISO-stack, ACSE, ROSE, CMISE) & protocol 
options, managed object knowledge (classes and instances), and the operations that can be 
performed on them. 



Management security in the engineering viewpoint 

The application process taking the initiative to establish an association with another 
application process must state its security requirements in a way similar to stating the 
required quality of service. We will not delve into this matter here. Here it suffices to say 
that: 
• to make the two processes accountable for their actions and protect their interchanges, 

the security features should be tightly coupled to the two PSAPs identifying the 
association between them; 

• this requires a one-to-one correspondence between a given PSAP and the application 
process; 

• one application process may support many PSAPs and many interfaces simultaneously. 

Negotiation of the security features to use in order to meet the requirements, called the 
security sub-profile, can be performed in line with other negotiations as part of the 
association establishment process or performed after the association has been established. 
Another alternative is to use a default non-negotiable security sub-profile in all 
communications, and hence no statements from the application processes regarding 
security are required. 

3. ODP MODELLING OF THE DISTRIBUTED MANAGEMENT 
APPLICATION 

3.1 Introduction 
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In order to discuss the placement and modelling of security features in the ODP 
framework, it is necessary to have a general view how the OSI management model maps 
onto the ODP framework. The modelling concepts in the Engineering viewpoint can be 
combined in a large number of ways, but will likely be constrained by the choice of 
platform for distributed processing (the DPE) and more specifically by the service profile 
of the platform. To be efficient and useful, distributed applications will require a minimum 
level of performance and security and also require one or more of the transparency features 
mentioned previously. All these requirements will likely vary from application to 
application, and to a large extent determine how the transparency functionality is shared 
between the application processes and the platform and how the engineering objects are 
grouped into clusters and capsules, in other words how the distributed applications are 
structured. 

As illustrated in Figure 3, the DPE defined within TINA-C provides support for distributed 
applications. Each node in the DPE environment supports a set of DPE services called the 
DPE profile. The DPE profile may vary from node to node, but a minimum profile is 
required. In coarse terms, this model provides a natural separation between the application 
environment and the platform environment Some consequences of this separation are: 

• there will be one or more logical interfaces between any application process and the 
DPE to which it is connected; 
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• from an ODP point of view, any of the application processes can in principle be 
deployed to any of the nodes in the network. From a TMN point of view, however, 
agent processes must run on nodes where "their" managed objects are accessible. 

Figure 3 Distributed applications on top of DPE. 

Applic. 
environ. 

DPE 
environ. 

The distributed management applications shown in Figure 3 live as processes A, B, C and 
D in the application environment. For simplicity they are each attached to DPE facilities in 
the nucleus in different nodes (platforms), but there is no restriction on how many process 
that could be attached to the same node. It is here assumed that all communications support 
and all needed transparency requirements are provided by the DPE environment. This 
means that the channel objects (Stub, Binder and Protocol) are embedded in the DPE 
facilities in the platforms. This may not always be the case. Note that the communications 
network supporting the DPE facilities is logically and possibly also physically separated 
from the telecommunications network to be managed. Each application process can have 
one or more interfaces with DPE, supporting communications and other needed platform 
functions. 

In the TMN sense, the DPE environment will closely correspond to the DCF (Data 
Communications Function) plus the MCF (Message Communications Function) in each of 
the TMN functional blocks. The communications network supporting the DPE facilities 
corresponds to DCN in the TMN architecture. The processes A, B, C and D in the 
application environment correspond to the functional blocks, or parts of them, in the TMN 
architectural model [M.3010]. 

From a security perspective, it is important to view each application process as one 
monolithic identifiable unit that shall be accountable for its interactions with other 
application processes. Each application process can internally be decomposed into many 
interacting objects. This implies that it shall not be possible to interfere with the 
interactions between the various objects from outside the application process, such that 
information can be disclosed or modified. Interactions between objects located in different 
processes, however, will be of main concern to security. 

As mentioned previously, the assumption is that most of the security features can be 
provided transparently to the application processes. The exception will be access control 
that as a general rule should be enforced as close as possible to the MOs, and hence will be 
part of the application environment. This relieves the application programmers from having 
detailed knowledge of security functionality. 
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Figure 4 Mapping of OSI management into the ODP framework. 
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Figure 4 shows how the OSI management model can be mapped into ODP modelling 
concepts. It is assumed here that the management process is represented by a capsule 
containing a configuration of one or more objects communicating across capsule-internal 
interfaces and with one or more interfaces to the DPE for communications with objects in 
other capsules on the same or on different nodes or to use other DPE services. A capsule is 
therefore a convenient grouping concept in the application environment. 

In the next chapter we provide a functional description of each of the modelling 
components used in Figure 4. 

3.2 The application environment 

A management process is modelled as a configuration of one or more computational 
objects (CO), bound together by means of local bindings and called a capsule. A CO-object 
needing support from the DPE, will be mapped over in a Basic Engineering Object (BEO) 
that provides the refinements of the object's computational interface representation, in 
order for the object to interface properly with the DPE and be connected with an 
appropriate Stub. 
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The capsule partakes in all or parts of the management application functions supporting a 
given management role, by invoking remote operations on specified engineering objects 
corresponding to MOs in the TMN sense. 

To facilitate the invocation of operations on objects in other capsules, the capsule makes 
use of channels to bind itself to remote capsules. More specifically one BEO-object in the 
capsule is bound to one or more stub channel objects, via interfaces to the DPE. The 
functional details of these interfaces, as refmements of the corresponding CO-interfaces, 
are the concerns of the engineering viewpoint 

A particular application process or capsule will be instantiated via facilities in the DPE in 
the node where the capsule will run, or at another convenient place and then deployed to 
the node where it should run. It is created from a capsule template that reflects the 
information, computational and engineering aspects of the application process. 

The following communications model is used: the application process (Manager) invokes 
an operation on a named MO across its interface with the Stub, and may or may not 
simultaneously state its desired channel protocol options (proto-opt), and its QoS and 
security requirements (Sec-req). Such an invocation may look like: 

INVOKE.request { op-type;paraml ; ... ;paramN ;Proto-opt;QoS-req; Sec-req; MO-name} 

And similar for the INVOKE.response returning the results of the invocation. The 
INVOKE.requestlresponse symbolise all the CMISE service primitives. The Stub, Binder 
and Protocol objects will establish, maintain and close connections as required, and transfer 
data over live connections. This will relieve the applications from knowing about 
connections and their status, and will make the interface independent of whether the 
underlying communications are connection-oriented or connection-less. Another alternative 
communications model is to let the management application itself be in charge of 
establishing and maintaining connections. This is felt to be more complicated, since it 
requires more knowledge and status information to be maintained by the application 
process. 

3.3 The DPE environment 

To support the communications and transparency functionality required by the application 
processes, one has identified functionality that have to be provided collectively by the 
channel objects in the platforms. The exact location of the functionality, wethere in the 
stub, binder or protocol objects needs further investigations. Hence the choices made here, 
based on the current understanding, may need revision at a later stage. The channel objects 
may need support from other engineering objects in order to perform their functions 
adequately. 

3.3.1 Stub features 

There will be a unique relationship between a stub object and the application process 
(capsule) to which it is attached. Likewise there must also be a unique relationship between 
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the stub and a protocol object so that there will be a unique relationship between the 
process name and the relevant presentation-layer service access point (P-SAP) in the 
protocol object, the logical endpoint of a connection The stub acts on behalf of the 
application process, intercept and interprete information received from the process and 
partakes in the procedure to establish a channel to another application process (capsule). 
While the stub is not directly responsible for establishing the channel, this is the 
responsibility of the binder object, it partakes in the negotiation procedure regarding QoS 
and security requirements for the channel during the establishment phase. Hence the Stub 
needs to maintain state information regarding live connections between the application 
process it supports and other processes. 
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When the channel is established, the stub marshalls invocation and unmarshalls response 
parameters related to the interactions between two capsules (more precisely between one 
object in each capsule).lt will also transformation invocation data into the transfer syntax 
with the help of other engineering support objects, in order to provide access transparency. 
One could use the presentation-layer service in the protocol object for this purpose. Since 
this functionality should be usable also for the TCP/IP stack, it was desided to let the Stub 
be responsible for the transformation. The marshalling will consist of packing invocation 
parameters received from the application process into CMIP/RO protocol data units 
(Common Management Information ProtocoVRemote Operations Protocol) and unpacking 
of the received responses before presentation to the application process. 

The establishement of the channel can be performed as a result of an explicit action by the 
application process, or implicit (invisible) by the stub when it intercepts and interpretes 
information received from the application process. 

In addition the Stub will have locally bound interface(s) to one or more engineering objects 
that supports basic security services like authentication, encryption/decryption, integrity 
checks and signatures, etc. With the protection means integrated with the Stub, the 
provision of security features like authentication, encryption and integrity will now be fully 
transparent to the management processes. 

3.3.2 Binder features 

The binder object is responsible for the establishment, maintenance and tear-down of 
channels (connections) and in doing so make use of services provided by the protocol 
object. The actions of the binder are either initiated directly by the application process 
(capsule) through the management interface between the channel objects and the capsule, 
or initiated by the stub. 

The binder receives an initiating request containing the name of the remote party (capsule) 
or a specification of a requested service. The binder will then communicate with a directory 
service or a trader (or the combination) to acquire a matching interface address. This 
address is then used by the binder when it requests the protocol object to establish a 
channel to the remote party, making use of the ACSE (Association Control Service 
Element) service element in the protocol object. This whole procedure provides location 
transparency to the application processes. 
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The binder will monitor all connections it manages, to detect broken connections. It will 
then attempt to re-establish broken ones. In case a connection is permanently broken, the 
binder will attempt to locate another capsule providing the same service by means of the 
trader. If such a replacement exists, the binder will re-locate the channel to this new 
capsule. In case the broken connection can be re-established or re-located to another 
capsule within a reasonable time, this can be performed invisible to the application 
processes. To be completely re-location transparent, the stub needs to maintain sufficient 
status information regarding each connection and each invocation, so that the integrity of 
the interactions between the two capsules can be maintained. 

3.3.3 Protocol features 

The communication protocol stack in this object can be based on TCP/IP, the ISO protocol 
suite, or any protocol suite able to transfer the management information with the required 
quality of service. There will be one protocol object for each viable stack. In case of the 
ISO stack, the protocol object will contain the ACSE service element in addition to the 
stack itself. The presentation-layer service access points (P-SAPs) will be the connection 
endpoint locator. 

To provide access transparency, one may use presentation-lay functionality for the 
transformation of local data representation to a data interchange representation that is 
acceptable to the communicating partner. If the protocol object supports TCP/IP based 
communication, the transformation og data representation will be performed by the stub. 
The choice is therefore to always perform this in the stub. 

4. ENGINEERING MODELLING OG ACCESS, LOCATION AND 
SECURITY TRANSPARENCIES 

4.1 Access and location transparencies 

Figure 5 shows the required engineering support objects to provide access and location 
transparencies in the DPE platform. It is assumed that the application process (capsule) has 
been attached to the Stub. (This could either be a result of the creation process when the 
capsule is created from a template by means of a DPE service, or that the capsule after its 
creation can attach to the Stub with the help of a given DPE services.) The application 
process then issues an invocation request to its supporting Stub, specifying the type of 
operation to be performed on a named managed object (MO). Access transparency is 
provided by the Stub and the "Data Conversion" support object when the invocation 
parameters are being marshalled by the Stub. Location transparency is provided by the 
Binder with support from the Trader via the Trader Client. It is here assumed that the 
Trader Client invokes an association request at its protocol object to establish a channel to 
the Trader at a well-known address and that the Trader Client then presents its request to 
the Trader in a standardised transfer format. Other Binder-like functions may need to be 
performed by the Trader Client in order to have the channel operate properly. 
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The Trader is assumed to be an application process (capsule) running on one of the nodes 
in the DPE environment. 
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In the following we briefly go through all the steps in this procedure, from where the Stub 
receives the invocation request till the invocation is actually sent. 
Action 1: the Stub receives an invocation request from the application process specifying 
the type of operation to be performed on a named MO. In addition the request may contain 
a set of QoS requirements. From the MO-name in the request, the Stub is able to extract the 
name of the host machine where the MO is residing, or more specifically the name of the 
agent process through which the MO is accessible. The Stub examines its state information 
regarding live connections to see if there is an open connection to the agent. We assume no 
live connection at this point in time. 

Main 
Channel 

Support 
Channel 

Figure 5 Engineering modelling of access and location transparency support 

Action 2: the Stub formats a request and sends it over to the Binder, requesting the Binder 
to establish an association to the named agent. The request may also include QoS 
parameters. 
Action 3: on receiving this request the Binder interacts with the Trader Client object, 
requesting the address of the named agent process (capsule). The Binder may also include 
the QoS requirements and possibly also security sub-profile requirements, or just 
requesting the Trader to return such information together with the address information. 
Action 4: the Trader Client formats a request to be sent to the Trader. We assume here that 
the Trader Client knows the address of the Trader and that the information to be transferred 
can be carried across to the Trader by means of connection-less communications and that 
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the same holds for the response on this request This will be the most efficient way for the 
interaction with the Trader. In case not, the Trader Client first needs to establish a 
connection across to the Trader and then ship the request 

On receiving the request, the Trader looks into its database to obtain the address of the 
named agent This information is sent back to the Trader Client and will eventually arrive 
at the Binder. The Trader may also perform a match between the requested 
communications profile (QoS, protocol options and security sub-profile requested by the 
initiator) and the one which is supported by the interface to the named agent and registered 
with the Trader. The degree of match between the requested profile and the agents profile 
will be reported back to the Binder together with the address of the agent. H the degree of 
match is poor, the Binder may give up the attempt to open the requested association and 
return an error message back to the Stub that eventually will arrive at the initiating 
application process. 
Action 5: having received the address information and assuming that the profile matching 
is acceptable, the Binder formats an A_ASSOCIATE.request, including the address and 
profiling information, and sends it down to the Protocol object. The Protocol object then 
starts establishing the association/connection and negotiate the communications profile. 
When this procedure is finished, a confirmation is sent up to the Binder and further up to 
the Stub. 
Action 6: the Stub is now finally able to process the invocation request received from the 
application process, and hence formats a CMIP/RO protocol data unit and converts it, with 
the help of the Data Conversion support object, into a suitable transfer format. 
Action 7: the CMIP/RO protocol data unit in transfer format is then sent over to the 
Binder for transmission across the established association. 
Action 8: the Binder sends the received protocol data unit across to the Protocol object, 
referencing the presentation-layer Service Access Point (P-SAP), requesting the protocol 
data unit to be sent as a Presentation-layer data unit across to the agent process. 

4.2 Authentication and confidentiality/integrity services in the DPE 

From a security point of view, it is a requirement to make cooperating processes (capsules) 
accountable for their actions. Hence two conditions must be fulfilled: 

1. the capsule must be viewed as a monolithic entity from its outside, and 
2. there must be a one-to-one correspondence between the presentation-layer 

service access points (P-SAP) identifying the communications end-points in the 
channel and the cooperating capsules themselves. 

Figure 6 illustrates the engineering modelling of typical security services, authentication 
and confidentiality/integrity, which can be provided by the DPE. Only the manager side is 
illustrated in the figure. Since there is a direct relationship between the PSAP in the 
protocol object, via the Binder and Stub, and the capsule, the Stub now can act on behalf of 
the application process regarding security functionality. Therefore these security services 
can be provided in a transparent fashion to the application process (capsule). 

In the following we go briefly through the various actions, indicated with numbers in 
Figure6. 
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Figure 6 Engineering modelling of authentication and encryption 

403 

Action 1: the Stub receives an invocation request from its capsule, specifying the type of 
operation to be performed on a named managed Object (MO) and the associated invocation 
parameters. These includes among others the desired QoS and security requirements. The 
Stub then proceeds to have the channel established, with the help of the Binder and 
Protocol objects. It is assumed that the Stub keeps a record (state machine) for all live 
connections it manages in combination with the Binder. 
Actions 2: assuming that the channel has been established, the Stub engages in a process 
with its peer Stub at the target side negotiating the security sub-profile to use for the real 
management interactions. The specification of the negotiated security sub-profile is stored 
as part of the state machine for each live connection. For efficiency reasons, the negotiation 
may be combined with the channel establishment. This is not considered here, but left for 
future study. 
Action 3: the Stub now engages in the authentication procedure with the help of the 
Authentication support object. Authentication may be mutual or one way, and all 
exchanges are explicitly associated with the channel end points (the PSAPs). Depending 
upon the circumstances, it may be necessary for the Authentication object to communicate 
with an on-line "Trusted Third Party" (TTP) to acquire an "Authentication Certificate" 
before engaging in the authentication procedure. The interaction with the TTP is not shown 
in the figure, but will utilise the Stub, Binder and Protocol objects. The certificate is stored 
as part of the state machine for this connection. 
Action 4: after fmishing a successful authentication procedure, the invoked management 
operation can now be processed. This means to pack operation identifier and operation 
parameters in the CMIP/Remote-Operation protocol data unit (PDU). This PDU need to be 
convert into an external data representation suitable for transfer across the channel, with 
the help of a Data Conversion support object (described in previous chapter under 
engineering viewpoint). Finally the Stub consults the state machine for this connection to 
see if the PDU needs to be encrypted or signed. If so, the PDU is encrypted or signed with 
the help of an Encryption support object and then shipped over to the Binder and further on 
to the Protocol object for transmission across the channel. 
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4.3 Other security services 

Access control 
As mentioned previously, access control shall be performed at the target side as close as 
possible to the MOs in question, hence this service must be supported by the 
applicatications themselves. 

We assume here that each management domain also constitutes an autonomous security 
domain. This implies that inside such a domain, access control information (ACI) has a 
consistent meaning for all interacting entities, both at the initiating side and at the target 
side and will be trusted by all management components. Two viable access control 
schemes may be used, namely access control lists and capabilities in the form of Privilege 
Attribute Certificates (PAC). 

For interactions between management domains, access control information may be specific 
to each domain and hence have different meaning in the various domains. Therefore one 
may require translation capabilities to translate ACI for one domain into that for the other 
interacting domain. In addition each domain have to trust all other domains that they use 
the ACI information in an honest and consistent way. 

Access control therefore, requires further study to develop a general and efficient solution 
and is not considered further in this contribution. 

Security audit 
The natural place for the logging of security-relevant information in the ODP framework is 
in the DPE, and can therefore be provided in transparent fashion to the application 
processes. The logging of customers utilisation of service management services will also be 
performed in the DPE. The logging of both types of information will be performed by 
dedicated logging-support objects interconnected with the Stub or Binder channel objects, 
and can be modelled in a similar was as for authentication. It is not yet clear which 
alternative to prefer. Intuitively the Stub is the natural place, but this will be left for future 
study. The processing of the logged information, e.g. the auditing and accounting, will be 
performed by dedicated application processes. These will be components of the complete 
management system in each management domain. 

5. CONCLUSIONS 

This contribution has shown how a distributed management application can be modelled in 
the ODP framework, making use of the TINA-C concept of a distributed processing 
environment (DPE). In this context distributed management applications are mapped into a 
set of distributed capsules that interact via the DPE environment. Further it has been shown 
that most of the security services needed to protect the interactions between the distributed 
components (capsules) of the management system can be provided in a transparent fashion 
by the DPE along the lines of all the other transparencies. The exception is access control 
that will be part of the distributed processes themselves. 
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