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Abstract 
In this paper, we present the knowledge-based tool SELEXPERT to support the selection of 
test cases derived from LOTOS specifications. SELEXPERT provides information to the test 
engineers about the quality of the test cases to estimate the consequences of their selection. 
The selection criteria are based on fault coverage and cost of the test case. We discuss how this 
knowledge is represented and describe the selection procedure for test cases derived from Ba
sic and Full LOTOS. For the latter, a probabilistic approach to address the non-reachability is
sue is proposed. Examples from the INRES protocol are used to illustrate the test case selec
tion procedure. 
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1 INTRODUCTION 

In the communication protocol area, the conformance test aims to detect any abnormal behav
ior of an implementation with respect to its reference specification. Testing is carried out by 
applying test suites that are derived from the protocol specification. Many methods for test 
suite generation have been developed [Dudu91] [Fuji91] [Vuon89]. Most of them are based on 
finite state machines (FSMs). Since a protocol specification usually describes an infinite behav
ior, the generated test suite may be very large or even infinite. In practice, it is very hard or 
even impossible to apply a complete test suite for checking the conformance of an implementa
tion. To hold the cost of testing in reasonable bounds, the execution of a test suite should lead 
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314 Part Seven Tools and Testing 

to a verdict in limited time. Therefore, a selection strategy for test cases to limit the number of 
tests to be executed is of large interest. 

Test case selection depends mainly on two factors: the faults that can be detected by execut
ing the test case and the cost for its execution [Brin9l] [FMCT95]. The first factor reflects the 
quality of the test case with respect to its error-detecting capabilities. The second factor ex
presses the different efforts made in the test process for test case derivation, execution, and test 
result analysis. 

The information needed to evaluate these factors usually requires a detailed knowledge about 
the conformance test process. However, the knowledge related to the type of faults frequently 
made in testing or to the estimation of the cost for executing specific actions cannot be only 
derived from the specification formalism. Additional heuristic knowledge about the specifica
tion context, e.g. the specific character of certain interactions of a protocol with its environ
ment, is needed which has to be provided by human experts. A suitable way to capture such 
sort of knowledge is by means of a knowledge-based system. 

In this paper, we present a knowledge-based tool, called SELEXPERT, to support the selec
tion of test cases. SELEXPERT accumulates knowledge about the protocol specification, the 
test suite, the test cases, and the cost. It provides information about the quality of a test case to 
the test engineers in order to support them in estimating the consequences of their selection. 
The current implementation of the knowledge base of SELEXPERT is dedicated to protocol 
specifications in LOTOS. The test suites fed into SELEXPERT are derived by means of the 
interactive LOTOS simulator smile [Eijk9l] (see Figure l). They are deduced from the be
havior tree that represents the output of the simulator. With the help of a human expert, 
properties of test cases related to their testing capability are evaluated. Finally, appropriate test 
cases that fulflll given selection criteria are offered by the tool. 

Figure 1 Overview of the test case selection environment. 

The paper is organized as follows. Section 2 introduces the basic concepts of test case selec
tion. Section 3 outlines the architecture of the knowledge-based system SELEXPERT and 
gives an overview about the knowledge representation formalisms. In Section 4, we describe 
the application of SELEXPERT for selecting test cases derived from specifications in Basic 
LOTOS. We use the INRES protocol to demonstrate the principle. Section 5 discusses the test 
case selection procedure based on Full LOTOS specifications. We present an approach to con
vert the specification into an intermediate form that allows the application of the selection 
principles applied for Basic LOTOS. Section 6 summarizes the main contributions of the paper. 
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2 BASIC CONCEPTS OF TEST CASE SELECTION 

2.1 Preliminaries 

Conformance testing is used to determine the conformance of an implementation to a standard 
test suite. The meaning of conformance depends on the implementation relation adopted 
[Boch9l] [Tret93]. The relation defines what a correct implementation is. For deterministic 
specifications, the relation is usually given in terms of trace equivalence. In this case, the same 
traces of interaction sequences have to be provided by a valid implementation as defined in the 
specification. For non-deterministic specifications, many implementation relations have been 
defined, e.g. observation equivalence, bisimulation equivalences [Miln89], failure preorder 
[Brin88], generalized failure preorder [Lang89] and many others. We consider only determi
nistic LOTOS specifications in this paper. Therefore, we use the trace equivalence as imple
mentation relation. We speak about a faulty implementation when this relation does not hold 
for the implementation with respect to its reference specification. 

First, the protocol specification is simulated by means of the interactive LOTOS tool smile -
a symbolic simulator of LOTOS specifications that proves their dynamic semantics [Eijk9l]. In 
order to handle infinite behavior, a maximum unfold depth Misgiven before starting the simu
lation. The restriction of the unfold depth leads to a partial behavior tree, the output of smile, 
that reflects the correct behavior of the specification up to a sequence of M events in one trace 
of the tree. It is up to the user of smile to which unfold depth M he will generate the behavior 
tree. 

The aim of the simulation should be a behavior tree that covers the simulated behavior almost 
completely. Here we meet the problem that real protocols due to the recursion of protocol 
parts mostly describe infinite behavior. To restrict the extent of the behavior tree we apply two 
different approaches: ( l) a behavior tree is generated from a· selected partial protocol specifi
cation or (2) the simulation continues at least until a recursive call to the same process happens 
that is just simulated. 

The disadvantage of approach ( 1) is that a selected partial behavior expression can interact 
with other protocol parts. In this case, the generated behavior tree represents behavior parts 
that are not intended for simulation. Therefore, attention is required to choose an appropriate 
behavior expression. Approach (2) aims at the fact that it is almost exhausting to consider the 
complete control flow of the protocol once. Usually, both approaches together will be applied 
to generate a behavior tree that covers the simulated behavior expression sufficiently. The 
problems related to pruning a specification by simulation and their impact on test case deriva
tion are discussed in a broader extent in [Ulri93]. 

After simulation, the behavior tree is interpreted as a test suite of the simulated LOTOS 
specification. Because only observable events can be executed in a test run, internal events 
obtained during the simulation process are omitted. This simplification is allowed if determinis
tic specifications are considered. 

Definition (1): A test suite TS is a non-empty, finite set of traces cr of observable events corre
sponding to the behavior tree B(S) that is obtained from a given deterministic protocol specifi
cation Sin LOTOS. The length of the traces in TS, is limited to the unfold depth M. 
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A trace is a branch of the test suite that always starts from the initial event and ends at a leaf
event of the tree. A test suite TS can be seen as a finite set of test cases TC. A test case de
scribes a subtree in TS, i.e. it consists of a subset of traces from TS. 

Definition (2): A test case TC of a test suite TS is a non-empty set of traces. The traces are the 
same as in the corresponding test suite TS. The number of traces in TC is less or equal to those 
in TS. 

The maximum number of test cases of a test suite TS is described by all possible combinations 
of different traces in TS and each combination represents one possible test case. That seems to 
be realistic since all possible test cases that can be derived from the specification have to be 
treated. The maximum number of test cases that can be generated is equal to 21B(S)L2 where 
IB(S)I represents the number of traces in the behavior tree B(S). 

2.2 Determining fault coverage 

The capability of a test case to detect faults in faulty implementations is called fault coverage 
(or coverage for brevity). A faulty implementation may comprise one or several faults. A fault 
in an implementation is recognized by refusing an expected observable behavior. The fault 
model can be generated by modifying the correct behavior of the reference specification. The 
modified specifications are called mutants of the specification. Such mutants have been usually 
used for determining the fault coverage of test suites and for analyzing and comparing the fault 
coverage of various FSM based test selection methods [Prob90]. 

In our approach, the generation of mutants can be assisted by a human expert. Based on his 
experience, the expert is able to assess whether the implementation under test may behave as a 
specific mutant or not. Furthermore, expert knowledge is also used to assist the evaluation of 
the occurrence probability of faulty implementations. Figure 2 illustrates the process. Mutant 
generation is based on a finite, deterministic behavior tree in contrast to an FSM as suggested 
in [Boch91]. However, if the behavior tree represents all transitions in the specification exactly 
once, both approaches are interchangeable. In this case, our approach based on behavior trees 
is justified. Furthermore, it allows even a more flexible generation of mutants if transitions oc
cur more than once. 

Figure 2 Mutant generation. 
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In literature, several methods for coverage measures are proposed [FMCT95]. In most of these 

methods, the coverage is based on the percentage of faults that a test suite can detect with re

spect to a certain fault model. In other works [Vuon91], the coverage is considered as a meas

ure how good a test suite approximates an infinite set of tests that fully cover a given protocol 

specification. In this case, the coverage is defmed based on the concept of distance in a metric 

space of execution sequences. 
In SELEXPERT, the following formula based on the concept of the percentage of faults that 

can be detected [Boch91] [FMCT95] is used to measure the coverage of a test case. 

(l) 

• PFAIL(TC,l) represents the probability that the execution of the test case TC for the imple

mentation I produces the result FAIL, i.e. TC detects a fault in/. PFAIL(TC,l) is equal to I 

if the faulty implementation I contains a fault that can be detected by TC, otherwise it is 
equal to 0. 

• IF is a fmite set of faulty implementations. The number of the faulty implementations that is 
considered here depends on the number of generated mutants. Their maximal number I/~ is 
equal to 211'1_ 1 where lfl represents the number of faults. 

• P(l) is the probability that the faulty implementation I occurs. 

The probability of occurrence P(l) of a faulty implementation I depends on the probability of 

the occurrence of faults contained in I. Suppose F={F1,F2, ... ,Fn} symbolizes the fmite set of 

all possible faults that can independently occur in a faulty implementation, then P(l) is deter

mined as follows: 

n { P( Fj ) if I contains Fj 
P( I)= IIs/ with S/ = l P(F ) th . 

j=l - j o erw1se 
(2) 

The probability of the occurrence of a fault Fj in a faulty implementation I can be computed by 
the following formula, assuming that the faults appear randomly. Note, n is the number of all 

possible faults, and m is the number of traces crj in the specification. 

!a. {1 "fF i=l v . I i E (Jj 

P(F;J=.! Withaij=O.fF L 1 . f1' cr. 
(l.. I } 

v 

(3) 

i=l j=l 

A fault Fi is obtained by modification of an observable event in a trace. Observable events 

shared between different traces lead to the same faults. Thus, the occurrence probability of a 

fault depends on its occurrence in different traces. 

2.3 Cost estimation 

The cost of a test suite expresses a quantification of efforts needed to generate, maintain, im

plement, and execute a test suite. Hence, cost is a measure for the quality of a test suite; a low 
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cost expresses low efforts [FMCT95] . To reduce the cost of test execution, the number of test 
cases selected should be as minimal as possible. 

The cost of a test case is detennined by different factors, such as 

• the cost of the equipment used for testing, 
• the number of traces a test case is composed of, 
• the average length of each trace, 
• the time needed to execute the test case, 
• the effort needed to implement a tool for executing the test case. 

We assume that the cost of each test case related to these factors can be quantified by a human 
expert and that the cost consists of two parts: fixed cost and execution cost. The fued cost in
cludes the cost estimated for the implementation of the test equipment, its use, etc. To estimate 
the fixed cost, we use a top-down method [Boeh84] for general software development. It is 
based on deducing the total cost of a software product starting from its global features and 
properties. Then, the total cost is splitted into components of the product. However, the esti
mation usually does not deal with difficult technical aspects on the lower system levels. 

On the other side, the bottom-up method is used to estimate the execution cost, which typi
cally consists of (1) the cost of preamble execution, (2) the cost of postamble execution, and 
(3) the cost of test body execution. This method evaluates each component of a software prod
uct separately. The results are accumulated to deduce the cost of the whole product. This 
method is more precise but it supposes that all components are evaluated. In our approach, we 
apply both techniques to estimate the cost of a test suite . 

~ .. L. 
~: 

.. L~ 
:~ 

Figure 3 Estimation of execution cost using the bottom-up method. 

Figure 3 illustrates the principle of applying the bottom-up method. The repetition of the esti
mation process assisted by one or more experts gives a more precise estimation. This principle 
is known as groups agreement technique [Boeh84]. It allows to deduce an average value for 
the cost from various intermediate values obtained by individual estimations of different experts 
or by repeating the estimation. 

The total cost Crc of a test case is the sum of the fixed cost C;u and the execution cost CUI!c· 
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The cost of a trace C0 is defined as the sum of the cost of all observable events t. 

Co=LC, 
lEO 
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(4) 

(5) 

The estimation of the cost of observable events requires specific knowledge from the expert 
about the difficulty of their testing and depends on various factors, e.g. the time needed to exe
cute an event. The effort related to test events may differ from one event to another. For ex
ample, the analysis of a receive event consumes more time than the generation of a send event. 

3 KNOWLEDGE-BASED SYSTEM SELEXPERT 

3.1 System architecture 

SELEXPERT is a tool built by means of Nexpert Object, a general-purpose knowledge-based 
development environment, which supports a large range of knowledge representation features 
[NeDa91]. The knowledge domain is modeled in terms of objects and production rules. Figure 
4 gives an overview of the system. 

Knowledge acquisition Facility component 
component 

Rule edijor 
Session control 

Rule network Object editor diagram 
E Class editor ~ !!! 
"' E >. 

"' 
c: ., 

Meta·stot ed~or 
e 

"' 
·:;: 

"' c: 

"' .. 
-<;> c: 

"' 0 

"' 
.... 

a: "' :s 
~ .!ii 0 Knowledge base ,2 CJJ 

Rule base 

Fact base 

Database-Bridge 

NXPDB·database 

Figure 4 Knowledge-based system architecture and simulation environment. 

SELEXPERT is functionally composed of five principal components: a knowledge base com
ponent, an inference engine, a knowledge acquisition component, a facility component and a 
database component. The knowledge base component consists of two units, the rule base and 
the fact base. The rule base contains all production rules that the inference engine uses during 
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the knowledge processing. The fact base consists of all elements modeled by the object con
cept that can be temporarily or permanently stored. The inference engine interprets the expert 
knowledge disposed in the knowledge base by applying an inference strategy. The inference 
strategy defines the order in which the rules have to be evaluated. Two inference techniques, 
backward chaining and forward chaining, can be used. The knowledge acquisition component 
consists of four basic modules: the rule editor for creating rules, the object editor for describ
ing object structures, the class editor for creating a class and its relatives, and the meta-slot 
editor to defme methods for the properties. The facility component is composed of three inter
faces: the rule network diagram that gives a graphic representation of the growing rule base, 
the object diagram that shows the object structures in form of a hierarchical network, and the 
session control that lets the user interactively control the knowledge processing. The database 
component consists of a database that can be supported by the development environment and 
the database bridge. The database bridge guarantees the data transfer from external data 
sources and its transformation into the object structure within the fact base, and vice versa. 

3.2 Knowledge representation 

The knowledge representation in SELEXPERT is based on objects and production rules. The 
object concept represents the knowledge domain in terms of objects, classes and properties 
[Rumb91]. An object represents an instance of a class. A class defines the common character
istics shared by a family of related objects. A property is an attribute that can be associated 
with an object or class. The property values and their methods ar.e stored in the so-called slots 
and can be inherited from classes and objects. A method consists of a sequence of actions that 
is executed under certain conditions during knowledge processing [Lunz94]. For computing 
the execution cost of a test case, for instance, it is assumed that an expert is asked first to sup
ply the system with knowledge about the cost of single observable events. If the expert cannot 
accomplish the task, it is completed by the system itself. This is done by attaching methods that 
implement formula (4) and (5) to the property cost in the class oftest cases. 

The production rules capture the knowledge needed to solve particular domain problems in 
form of relations, heuristics, and procedural knowledge. A rule consists of (1) one or more 
conditions under which the rule is treated or fired, (2) one hypothesis that is inferred to be true 
if all conditions are satisfied, and (3) zero or more actions that are executed if the conditions 
are satisfied. Additionally, a production rule may have an inference priority that is used to solve 
conflicts between rules. The selection of a test case, for instance, can be performed by applying 
two different rules according to the importance of one of the properties coverage or cost. The 
rule corresponding of the most important property receives the highest inference priority. If the 
hypothesis is not confirmed by this rule, the rule with the lower priority is processed. 

3.3 Gradual growth of the knowledge base 

The benefit of applying a knowledge-based system in the test case selection process consists in 
its ability to exploit facts accumulated in previous knowledge processing sessions. This means, 
that a run of the knowledge-based system does not monotonously regenerate the same data 
obtained in former phases of the knowledge processing. A new session only generates and 
stores facts that were unknown in the previous ones. 

SELEXPERT supports the gradual growth of the knowledge base by storing the actual facts 
in a database. In a later knowledge processing session for the same protocol, it is sufficient to 
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recall the required facts from the database. The knowledge in the database is retransformed 
into classes and objects which can be now used to produce new facts. Thus, the knowledge 
base can be progressively enriched with new facts about protocols and test suites. 

4 TEST CASE SELECTION FOR BASIC LOTOS 

4.1 Principle of test case selection 

Using the object structure, a test case can be described as a class in SELEXPERT. The prop
erties associated with the class describe the relevant properties of objects. The main properties 
are test case identifier, test purpose, behavior description, detected faults, coverage, fixed and 
execution cost. 

The selection process is illustrated in Figure 5. It composes a subclass of test cases exec_set 
that meets the requirements related to fault detection capability and cost. The test suite is rep
resented in the knowledge base by a set of objects of the class test_case. Each member TCi of 
this class represents a test case. The test cases TCi inherit the properties from their parent class 
test_case. 

The selection procedure consists of two steps. In the first step, test cases that meet the cov
erage criterion are assigned to the temporal subclass tmp_class. In the second step, test cases 
of the subclass tmp _class that fulfill the cost criterion are linked to the final class exec_set 
which is a subclass of tmp_class. 

tmp_class exec_set 

TCI/\ TCj TCn 
. ·. 

~Cost of test case TCi 
~Coverage of test case TCI 

Legend 

060 
Class Object Slot 
- Hierarchical relationship 
- Selected test cases 

Figure 5 Test case selection based on coverage and cost. 

Each test case indicated in exec-set fulfills the given selection criteria for coverage and cost. 
But it is possible that the set of selected test cases exec_set remains empty. In this case, we in
troduce a second principle that ranks all test cases according to coverage and cost. Then, the 
test cases are selected one after another and assigned to the subclass exec_set until the ex
pected criterion for the coverage is obtained for this subclass. If the total cost of the selected 
test cases in exec _set is less or equal to the permitted cost, the complete set of test cases fulfills 
the selection criteria. Otherwise, the assignment of test cases to exec_set is repeated until the 
sum of permitted cost is reached. If the fault coverage of the test cases in exec_set provides the 
required fault detection capability, the indicated test cases are a possible solution of the selec
tion process. If both attempts fail, there is no set of test cases that satisfies the given selection 
criteria. 
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4.2 Application to INRES protocol 

To demonstrate the principle of test case selection, we take the INRES protocol [Hogr92] as 
an example. The INRES protocol provides a simple data transfer service over an unreliable 
medium. The Basic LOTOS specification of the protocol is given in [Hogr92]. The test case 
selection procedure for this protocol is outlined as follows. 
Step 1 - Selection of a behavior expression: First, a behavior expression of the specification is 
picked out and simulated. We focus on the process disconnection of the responder part here. 

process disconnection[IDISreq,DR,ICONind,IDATind,CR,DT,ICONresp):noexit:= 
IDISreq;DR; 
responder[ICONind,IDATind,IDISreq,CR,DT,DR,CC,ICONresp) 

endproc (* disconnection *) 

Step 2 - Transforming the behavior tree into a test suite: In this step, the test suite is derived 
from the behavior tree generated by smile. (The unfold depth was set to 10.) The test suite is 
represented in a database format that can be manipulated by SELEXPERT. To make the ex
ample easier to understand, the test suite is pruned to four traces. The first column of the table 
below that represents the database indicates the trace identifier. The events that defme a trace 
are quoted in the second column. 

trace_identifierl event_sequencel 
********************************************************* 

trl IDISreq;DR;IDISreq 
tr2 IDISreq;DR;CR;IDISreq 
tr3 IDISreq;DR;CR;ICONind;IDISreq 
tr4 IDISreq;DR;CR;ICONind;ICONresp;IDISreq 

********************************************************* 

Step 3 - Determining the faults of the specification: The output of this step consists of two 
tables: the table of the faults where each fault corresponds to a mutant, and the table of the 
faulty implementations. These tables are not given here for lack of space. (The number of gen
erated faulty implementations is 511.) 
Step 4 - Derivation of test cases: The table shows the test cases which are automatically de
rived from the test suite. The first column indicates the test case identifier. In the second col
umn, only the trace identifiers that compose the test case are given. The third column lists the 
faults that can be discovered by the test case. 

testcase_identl comprised_tracesl detected_faultsl 
********************************************************** 

tel 
tc2 
tc3 
tc4 
tc5 
tc6 
tc7 
tcB 
tc9 

tclO 
tell 
tc12 
tc13 
tc14 

trl 
tr2 

trl,tr2 
tr3 

trl,tr3 
tr2,tr3 

trl,tr2,tr3 
tr4 

trl,tr4 
tr2,tr4 

trl,tr2,tr4 
tr3,tr4 

trl,tr3,tr4 
tr2,tr3,tr4 

F3,F2,Fl 
F5,F4,F2,Fl 

F5,F4,F3,F2,Fl 
F7,F6,F4,F2,Fl 

F7,F6,F4,F3,F2,Fl 
F7,F6,F5,F4,F2,Fl 

F7,F6,F5,F4,F3,F2,Fl 
F9,FB,F6,F4,F2,Fl 

F9,F8,F6,F4,F3,F2,Fl 
F9,F8,F6,F5,F4,F2,Fl 

F9,F8,F6,F5,F4,F3,F2,Fl 
F9,F8,F7,F6,F4,F2,Fl 

F9,F8,F7,F6,F4,F3,F2,Fl 
F9,F8,F7,F6,F5,F4,F2,Fl 

********************************************************** 
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Step 5 - Selection of test cases: The selection process is supposed to cover all possible errors in 
an implementation. The total cost of all selected test cases should not exceed the factor of 30 
cost units assuming equal cost for all events. Provided with this infonnation, the knowledge
based system generates the following output. 

testcase_identl test_purposel coverage! costl 
************************************************************* 

tc131 test of traces: tr1,tr3,tr4 I 0.97 I 14.01 
tc14 test of traces: tr2,tr3,tr4 0.97 15.0 

************************************************************* 

There are two test cases selected. The first test case tel 3 is capable to detect all faults except 
fault /5, whereas test case tel 4 detects all faults except fault f3. These two test cases provide 
the highest coverage, and both test cases together are qualified to find all possible faults. The 
total cost of the two test cases is 29 and thus it is less then the given cost factor. That means, 
tel 3 and tc14 fulfill the given selection criteria and represent a possible solution of the test case 
selection process. 

5 TEST CASE SELECTION FOR FULL LOTOS 

5.1 Basic principle 

Now, we consider the test case selection for test suites derived from Full LOTOS specifica
tions. The test case selection procedure becomes much more· complicated because of the data 
flow to be considered [Higa92] [Verh91]. Additional problems are caused by non-reachable 
behavior parts. To guarantee the executability of the derived test cases, the non-reachable be
havior parts have to be detected and eliminated before the test case selection process starts. 

To find non-reachable parts, we transform the Full LOTOS specification into a structured la
belled transition system. This transformation can be done either automatically by implementing 
the corresponding inference rules and axioms of the transition derivation system as defmed in 
the LOTOS standard [IS089] or by using LOTOS simulation tools. 

Definition (3): A structured labelled transition system SLTS is defined as <S,Lu{i},A,T,so> 
with 
• s is a set of states and sae s the initial state. 
• Lis a set of gates. 
• it: L is the internal event. 
• A=<D,O> is a many-sorted algebra (Dis a set of sorts and 0 is a set of operations); 
• T={t I t=.t--(e,c)~s'} is a set of transitions where 

- s, s'eS; 
- e is a structured event that takes the form ga. 1a.2 ... a.n with geL and a;e D; 
- cis a predicate associated to e. 

Note that the SLTS is represented as a tree where the states S correspond to nodes in the tree, 
s0 is the root node of the tree, and the transitions T, including the internal transitions, are the 
edges. Each edge represents a transition t=.t--(e,c)~s· and is labelled by an event e and a con-
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dition c. We assume that transitions in the tree are symbolically represented, i.e. variables used 
in a transition are not resolved. 

It is necessary that we have a specification whose behavior parts are reachable to deduce test 
cases whose execution is guaranteed. It is known from general software testing that the de
tection of non-reachable branches in a program is usually a non-decidable issue. In [Higa92] it 
has been shown, however, that with restriction to data type integer and to simple operations, 
this problem becomes decidable. 

We propose here a probabilistic approach to evaluate the non-reachable behavior parts. The 
approach can be applied to all data types (integer, real, boolean and string) and their corre
sponding operations. Since exhaustive testing is not feasible for all possible values of variables, 
the number of values has to be confined. This is done in the following way (see Figure 6): 

Suppose Vs={v1,v2, ... ,vn} is the finite list of all variables in the specification and 
Rs={R1,R2, .•. .Rnl the corresponding list of their fmite ranges. For each variable V;E Vs, a ran
dom value in the range R; is generated. Now each boolean expression of a predicate is evalu
ated for the actual value of the variables and then the truth or falsity of the expression is stated. 
For the generated value, the execution of each transition in the SLTS is investigated. The exe
cution of a transition t consists of the verification whether a trace that starts from the initial 
state s0 and leads to the fmale state of transition t exists for the given assignment of variables. 
The transition is reachable when all conditions associated to the predecessor transitions leading 
to transition t and the condition associated to t are fulfilled. This procedure is repeated until the 
number of values foreseen for the variable is reached and until all variables are treated. The 
operations for the non-reachability analysis are performed by rules in SELEXPERT. 

Nex1 experiment 
for vi 

Test case selection 

Figure 6 Procedure for detecting non-reachable behavior parts. 

For a given variable v;. the execution probability Pv; ( texec) of each transition tE Tis 
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(7) 

• nvi represents the total number of values generated for variable vi. 

• 11lvii indicates whether the transition tis executable for the value generated for variable vi. 

The sum of all 11lvi i indicates how frequent the execution of transition t has occurred. 

By repeating the procedure for all variables viE V5, we get the following execution probability 

P(texec) for a given transition: 

L Pv(texec) 
P( texec )== v;eVs ' where IVsl represents the cardinal number of V5. 

IV5 1 

The non-execution probability of the transition P( t..-.exec) is then: 

P(t..-.exec)= 1-P(texec). 

ISAP?sp:SP[O 

ISAP?sp:SP[not(isiDATreq(sp)) IPdu?ipdu[not(lsiDATreq(sp)) 
&(0 scount2<2)] &not(isDR(Ipdu))] 

Figure 7 SLTS of the example. 

5.2 Deriving a reduced specification 

ts ... •• 

·--;;,~iu?ipdu[(count1 >3) 
& [not(isDR(ipdu))] 

(8) 

(9) 

Based on the execution probability for each transition, a reduced specification can be deduced 

whose behavior parts are reachable. To obtain the reduced specification, we perform the fol

lowing steps: 
For a given E (E represents the smallest value of the execution probability indicating that a 

transition is considered to be executable.) with~ E «1, eliminate transition t and all transition 

sequences outgoing from t in the SLTS of the specification if P(texec) $ E. The resulting behav

ior represents the reduced SLTS of the Full LOTOS specification whose behavior parts are 

reachable with a certain probability. Thus, all behavior parts of the obtained SLTS are execu

table. 
Now, it is possible to derive a test suite that covers all behavior parts of the reduced SLTS. 

The principle of test case selection discussed in the previous sections for Basic LOTOS can be 

applied. 
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To illustrate the approach, we use the readytosend process of the INRES Full LOTOS speci
fication [Hogr92]. The corresponding SLTS is depicted in Figure 7. 

In Figure 7, the set of variables used in the behavior expression is Vs={count,sp,ipdu). We 
assume Rcounr[0, ... ,5], Rsp=[ID/Sind,ID/Sreq,IDATreq,IDATind] and Ripdu=l CR,DT,DR) as 
the ranges of count, sp and ipdu, respectively. To detect the non-reachable behavior parts of 
the behavior expression, 80 values for these variables were generated. The execution 
probability for all transitions is represented in Figure 8. 

100.00% 

80,00% 

60,00% 

Figure 8 Execution probability of the transitions. 

!10 

The evaluation shows that there are transitions whose execution probability is equal to zero. 
These are transitions t5,t6,t8,t9,tll and t/3. To obtain the reduced specification, all non-execu
table transitions and their following transitions have to be eliminated. For E=O, the reduced 
SLTS is depicted in Figure 9. 

ISAP?sp:SP[O 

s10 

s12 

Figure 9 The reduced SLTS. 

A test suite can be easily derived that covers all traces of the reduced SLTS. For this purpose, 
values for the variables can be deduced that allow to reach each final state of the reduced 
SLTS. These values exist because the probability of executing the transitions is greater than 
zero. 

The following set of test cases TS={TCJ,TC2,TC3,TC4) represents a test suite that covers 
all traces of the reduced SLTS: 

• TCJ: /SAP?IDATreq;/Pdu!DTcorresponds to trace al (constraint count=O). 
• TC2: ISAP?ID/Sind;ISAP?IDATind;/Pdu?DTcorresponds to trace CJ2 (constraint 

count= I). 
• TC3: /SAP?IDATind;/Pdu?DTcorresponds to trace a3 (constraint count= I). 
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• TC4: /Pdu?CR;/Pdu?DT;/Pdu?DR corresponds to trace cr4 (constraint count=5). 

5.3 Assessment of the approach 

The probabilistic approach allows to detect non-reachable behavior parts for the data types 
used in the specification, and to reduce the specification to derive an executable test suite. 
However, the process for detecting non-reachable parts is time-consuming because the ranges 
of variables and the number of transitions are usually very large. The efficiency and reliability of 
the approach depends on the number of values generated for the given variables. To make the 
approach practicable, the following assumptions have to be made: 

( 1) The SLTS is finite and the number of transitions is not very large. This assumption can be 
met by giving a maximum unfold depth for the SLTS in the simulation phase and by selecting 
only small behavior expressions, e.g. a process of the specification. In the latter case, we sup
pose that the initial state of the behavior expression is reachable through an executable transi
tion sequence (a preamble). 

(2) The ranges of variables are finite and of reasonable size. This assumption is derived from 
heuristics developed in software testing [Myer79] that can be used here. They restrict the test 
to a limited number of values for a given range, e.g. to marginal values in a range and some 
other values chosen randomly. 

6 CONCLUSIONS 

We have presented the tool SELEXPERT to assist the test case selection process using 
knowledge-based techniques. It offers appropriate possibilities to gather all information re
quired for test case selection from human experts and the specification itself. We have shown 
how this information can be represented using the basic knowledge representation paradigms 
production rules and objects. The knowledge base is dedicated to protocol specifications 
written in LOTOS. The principles of the approach, however can be also applied to specifica
tions in other formal languages. 

The selection procedure for test cases derived from Basic LOTOS specifications is based on 
fault coverage and cost. It supports the selection of test cases which are optimal related to both 
factors or only one of them. The knowledge-based system provides means to represent the 
knowledge about the fault model and mutants needed to evaluate the coverage of a test case. 
The cost estimation considers not only the length of a test case. It also allows to take into ac
count other aspects like the use of test equipment. Nevertheless, it remains difficult to estimate 
the cost correctly. For practical applications, further experience is needed. SELEXPERT sup
ports a stepwise knowledge acquisition which is very helpful in this process. 

For Full LOTOS, the application of the outlined approach is more difficult because the inter
action parameters enormously increase the number of possible faults. To apply the test selec
tion approach, a specification must be simplified as much as possible. This simplification mainly 
requires to eliminate all non-executable parts from the specification and to consider small 
ranges of data values. For this purpose, we have proposed a method based on a probabilistic 
approach. After that, feasible test cases can be selected that cover all reachable behavior parts. 

The main advantage of a knowledge-based system is its ability to support the acquisition as 
well as the representation of different kind of knowledge needed to evaluate the testing capabil
ity of test cases. Different knowledge representation paradigms and other components of the 
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knowledge-based system provide this feature. They make test selection more flexible and user
friendly. The knowledge base is built by accumulating new facts from external sources, e.g. 
directly from a human expert or from other databases, or by processing already existent 
knowledge. It can be exploited for different protocols that present common properties. 
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