
24 

Report of discussion sessions following presentations 

SESSION 1 

How Secure is Secure? 
T.C. Ting 

Jajodia Risk analysis and assurance are also important. Should they be merged? 
Ting I consider them both as being part of risk analysis. 
Landwehr The cost of implementing measures may be significant. 
Fernandez Past studies have attempted to quantify resources but failed. 
Ting What is important is a relative measure rather than an absolute measure. 
Schaefer If the cryptographic algorithmic is strong, an attacker will try to capture keys 
and the strength of the algmithm does not matter. Therefore we need to consider the whole 
system and find the weakest point. But the cost will always be large. 
Ting The point is not to try to protect the system at any cost. 
Dobson The system is not just a technical system but a socio-technical system. 
Sometimes the cheapest way of acquiling keys is bribety. Therefore you need to analyse both 
the social and the technical domains. 
Lin "Secure" is a subjective tetm, so a general model must accommodate 
subjectivity. 

Messages, Communication, Information Security: Protecting the User from 
the Data 
J.E. Dobson 

Parenty We need to look at the role of databases in an active system. Wall Street is a 
good example of not protecting the user from the data- the banks only want new systems to 
be as secure as cunent ATM technology allows them to be. 
Hosmer In the definition of 'safe' and 'secure', how broad is the definition of 'me'? 
Dobson That is indeed one of the issues. 
Thuraisingham Should we consider financial applications as a new focus for our 
working group? 
Dobson That is something we should discuss further as a group. 
Ting We should certainly consider that in addition to extending our discussion of 
medical systems. 

SESSION 2 

Self-Protecting Objects in a Secure Federated Database 
M.S. Olivier 

Argos - A Configurable Access Control Subsystem Which Can Propagate 
Access Rights 
D. Jonscher 

Hosmer 
received? 
Jonscher 
Ting 

Can you cover the case where the receiver has access rules on what can be 

This would have to be enforced at the global level. 
It is important to consider the semantic consistency of levels. 
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Lin Complete semantic translation of global to local systems may not be possible 
Ting The contiguration must be worked out ahead of time. 

The Modulated-Input Modulated-Output Model 
I.S. Moskowitz 

McDermott Did you look at G/G/1 where similar results have been reported? 
Thomas ACK says the message has been delivered. What happens if you want to ACK 
when a lot of processing is going on'? 
Moskowitz The pump can't do it- this was discussed last year. It may be sufficient to 
determine whether a message will be sent. 

SESSION 3 

User-Role Based Security Enforcement mechanisms for Object-Oriented 
Systems and Applications 
M.-Y. Hu 

Dobson Can this handle special cases normally prohibited but that have been specially 
authorised? 
Ting It can sometimes be done but would require recompilation. 
Dobson Role is a fluid concept in hospitals. The model presented will work best in an 
application area where role is a more stable concept. 
Ting In future, code generation approaches will allow dealing with some aspects of 
changes in role. 
FerrailllJ There could be a separate parallel system to handle dynamic special cases. 
Dobson Dynamics discretionary roles are impm1ant. 
Schaefer You need a mechanism for a user to change roles. 
Hu User assignment to roles is another model that is being worked on. 
Schaefer In the Clark-Wilson model, two or more users may need to agree to a temporary 
change in role authorisation, thus assigning p1ivilege for a short time rather than making a 
permanent change to role privileges. 
Samarati If the security specitication is spread throughout the system, you must trust the 
compiler that does the checking. 

A Formal Specification of an Authorisation Model for Object-Oriented 
Databases 
E.B. Fernandez 

Samarati Do negative rules propagate? 
Fernandez Yes, they propagate down the hierarchy. 
Samarati Is there ptiority for different types of rule'! 
Fernamlez Yes, you need a policy to handle different types of rule interaction. 
Ting A composite object is different from an IS_A hierarchy. 
Fermmdez There is still a hierarchy with propagation of rights. The details are different but 
the structure of the model is similar and can be used. 
Samarati Can Z be used to define fmmal models? 
Fernandez Yes, although database structure is not easy to do (though it can be done). 
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Multi-level Data Model for the Trusted ONTOS Prototype 
T. Kanawati 

SESSION 4 

Modeling Mandatory Access Control in Role-Based Security Systems 
M. Nyanchama 

Ting How do you define the label? 
Schaefer It look like a capability model. How do you create a new object? 
Nyanchama It requires privileges in the role. 
Schaefer It is unreasonable for an unclassified system administrator to create access 
privileges at higher levels so as to create users and o~jects. 
Nyanchama You must look at information tlows and not create a user or object if it will 
violate tlow constraints. 

Modeling a Multi-level Database with Temporal Downgrading Functionalities 
F. Cuppens 

Lin You have to know all the rules for the approach to work. 

Towards a MAC Policy Framework 
X. Qian 

Jajodia There are two parts to the integ1ity problem: (i) conflict between high and low 
values (ii) real integrity constraints. You approach solves the tirst but not the second problem. 
Qifm We have not looked at constraints involving aggregation. 

SESSION 5 

Locking Protocol for Multi-level Secure Databases Providing Support for 
Long Transactions 
S. Pal 

An Adaptive Policy for Improved Timeliness in Secure Database Systems 
S.H. Son 

Thuraisingham MITRE sees a real need for real-time systems and here is a need to bring 
in security as well. 
Jonscher The approach seems to ha1m operational integ1ity- shouldn't correctness be 
more important than time? 
Ting Trade-otis can he difticult in practice, you must leave them to the policy 
designer. 
Thuraisingham That is why an adaptive mechanism is important. 
Pal Between levels, ignoring real-time requirements. 
Fernandez There is a need to evaluate the cost of not meeting the one or the other. 
Hosmer Your algmithm builds in a set of decision options. You need to let designers 
decide what options are important. 
Son You need to build in necessary hooks. 
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Jajodia Are real time transactions long? 
Son They are usually short, but there can be a variation. Actually, you often know 
the characteristics of real-time transactions. 
Ting Chemical plant transactions may be very complex and long, but can require a 
high priority to prevent an explosion. 

A Secure Concurrency Control Protocol for Real-Time Databases 
S.H. Son 

Providing Different Degrees of Recency Options to Transactions in Multi
level Secure Databases 
V. Atluri 

Ting What does 60% recency mean? Is it better than 40%? 
At/uri You must relate it to terms of time. 
Son Can you combine measures of level of recency for transactions? 
Jajodia This is unclear, hut I think you can give a desired degree of recency without 
sacrificing any of the desirable properties of a secure concuiTency control protocol. 
Ting No-one allows write up when going to start work on this problem. 
Jajodia What if write up fails -this is an integ1ity problem as well as a security 
problem. If you must do both in a transaction then consider it a multi-level transaction. 
Ting We should decide if this is not implementahle. 
Sclwefer To handle write up, you can pass the information to a broker at a higher level 
who decides if the data can be inserted as the higher level with no feedback to the lower level. 
McDermott So what do you do if there is a problem so that the broker cannot do the write 
up? 
Ting You need to clarify policy so that people at higher levels know they are not 
getting recent infmmation. 
Jajodia There is work going on about multi-level transactions at MITRE. 
Schaefer Also at ONTOS. 

SESSION 6 

Assured Discretionary Access Control for Trusted DBMS 
M. Schaefer 

Jajodia 
Schaefer 

How does this compare to TruViews? 
This was not done. 

A Security Design Method for Information Exchange in and between 
Organisations 
R. Holbein 

Dobson Many companies are moving to another business transaction model because this 
one breaks down. You need to separate the formalism from the model so that it is easier to 
replace the business model. 
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[Panel Session 7: Role-Based Access Control and Next Generation Security 
Models] 

SESSION 8 

Inference Analysis During Multi-level Database Design 
R.Burns 

Marks Are there any competing products? 
Burns Not that I am aware of. 

ILIAD:An Integrated Laboratory for Inference Analysis and Detection 
T.H. Hinke 

[Panel Session 9: Secure Commercial Database Systems] 

SESSION 10 

Storage Jamming 
J. McDermott 



Report of discussion sessions following presentations 

What Have We Learnt? 
J.E. Dobson 

(Summary) 

I think the main points that we have got from this workshop are 

1) The technology is matming and stabilising. This is an area where the research is 
becoming much more a matter of engineering issues than conceptual ones. 

387 

2) New security models are required in a number of areas. In particular, role-based access 
control is coming but is still a bit controversial. There is a need to deal with the dynamic nature 
of roles and changes in authorisation. 

3) The relationship between local and global policies still needs further exploration. There 
are problems with MAC but it is still alive. 

4) There might well be applications for data mining and other techniques from advanced 
information processing. 

5) Inference is (still) an issue. 

6) There is still nothing on denial of service. 


