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Abstract 

This is a summery of the general chair's opening remarks presented at the 1995 IFIP 
11.3 Working Conference on Database Security. It addresses the issue of analyzing a 
security-critical information system in order to determine if the system is considered 
secure enough. The central idea of the remarks is to introduce the idea of a relative 
secure system that has an appropriate performance level of security fault tolerance 
or fault acceptance as specified by the security policy that govern the system. A set 
of commonly acceptable security metrics will be necessary to guide security policy 
makers for the establishment of rational security policies and for security designers 
to design and select security fault tolerance techniques appropriate to the policy of 
the system. A data value and analysis approach are introduced for motivating 
researchers for the development of the high desired data security metrics. 
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1 INTRODUCTION 

Presently, the data security communities have commonly accepted an idea that data 
security is a property that must be proved to hold. A system is considered insecure 
when a security breach is demonstrated. However, there are very few, if any, 
systems that can be considered secure under such absolute or unconditional secure 
assumption. 

The central idea of the general chair's opening remarks is to introduce the idea of a 
relative secure system that has an appropriate performance level of security fault 
tolerance or fault acceptance as specified by the security policy that govern the 
system. It is necessary and important to develop a set of commonly acceptable 
security metrics that will be used to guide security policy makers for the 
establishment of rational security policies and for security designers to design and 
select security fault tolerance techniques appropriate to enforce the policy of the 
system. The needs to have a set of data security analysis techniques that can 
analyze an information system for security flaws and vulnerability is clearly 
demonstrated. A data value and analysis approach are introduced for motivating 
researchers for the development of the high desired data security metrics. Further 
research and development efforts are encouraged and motivated. 

2 A COMMON FALLACY 

Data security has been treated as a property that must be proved to hold. For 
instance, an access policy is that the access to a data object is either allowed or not 
allowed. The system implements this policy must guarantee to fulfill the 
requirement at all costs. As we all know that there are almost no real systems that 
can be developed to achieve such a requirement. Unconditionally or absolutely 
security is unrealistic and impractical. This at all cost assumption is expected by the 
security communities and is presently being accepted within data security research 
and development communities. This common fallacy has created great difficulties 
for security-critical information systems in gaining confidence and credibility. 

As of today, almost all existing data security policies have been developed based on 
the idea of unconditionally secure. The system developer must provide a system 
that is fault avoidance at all costs under the unconditionally secure assumption. 
Hence, most of data security systems are failing to fulfill their policy requirements. 
A rational security policy must give a relevant security performance requirement 
with respects to the value of the data to be protected. A data security system is 
considered secure if the security policy of the system is correctly and appropriately 
enforced. A system can be developed to fulfill the rational security performance 
requirement at reasonable costs. 
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3 A NEW APPROACH: VALUE AND ANALYSIS 

We need to take a fresh view in security policy making and implementation. It is a 
great challenge and opportunity for data security policy makers and researchers. 
One of the possible and rational approaches is to look at the value of the data object 
to be protected and to select a set of appropriate security mechanisms to provide an 
acceptable level of security and risk with respect to the value of the data object. 
During the design of a security-critical information system, we must ask what 
security mechanisms are secure under what attack and for how long? When the 
estimated cost of attempting to break the security mechanism exceeds the assessed 
value of the data object the protection may be considered as reasonable and 
acceptable. This assumption may lead to the development of rational and optimal 
data security systems. 

An access control policy not just states that the access to the data objects is allowed 
or not allowed, but also gives a confidence level indicating how strong this control 
policy is to enforced. The idea of a reasonably secure is expected to replace the 
commonly used unconditional secure assumption. 
A relatively secure system is, perhaps, more realistic for the real world environment. 

There are existing practices that use this relative security idea. For example, the 
Department of Defense's Orange Book that provides a taxonomy of data security 
systems shares the same idea. It allows to select a relative secure system from the 
taxonomy for protecting a selected set of data objects. However, much more 
research and development effort are needed. 

4 A RESPONSIBLE SECURITY POLICY -MAKING 

Security policy-makers must assume the data security responsibility in defining 
realistic data security policies. Data security management must involve and engage 
into the application domains and must consider both the MAC and DAC 
requirements together. Using the "Value and Analysis Approach," data security 
policy makers must consider following factors. 

*The value of the data resources to be protected 
*The costs for protecting and attacking these data objects. 
*The security fault tolerance and potential risk of the system. 
*The effectiveness of security measures. 

5 THE ASSESSMENT OF THE VALUE OF THE DATA OBJECTS 

The value of a data object to an organization or an individual can be assessed by the 
usefulness of the data object to the organization and/ or the individual and the 
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consequences or damages when the data security and integrity are compromised. 
We must take the greater value of these two factors as the value of the data object. 
The value of the data object, V, equals to the greater value of the usefulness, U, or 
the absolute value of the consequence, I C I . 

V=Max(U, ICI) 

It is, indeed, a conceptual and technical challenge to the security policy management 
for assessing the value of the data objects appropriately. However, it is an even 
greater challenge to convince of the management to take the data security policy 
making responsibility. At the present, the data security policy making responsibility 
often falls onto the technical professional's shoulder. Systems designer and 
developer should not take the policy-making activities. 

6 ASSESSING THE EFFECTIVENESS OF DATA SECURITY 
ENFORCEMENT MECHANISM 

It is systems designer and developer's responsibility to assess the costs and 
effectiveness of protecting the data object. Although the implementation and 
operation costs are important it is more intriguing to assess the possible cost of an 
assumed attacker for trying to break the security mechanisms selected for the 
implementation. The levels of systematic effort, the talent, and other resources 
required for attempting to break the security mechanism may be considered as 
factors for assessing the cost for compromising the system. 

There are existing methods and techniques that can be used to assist us in the 
assessment. For example, the effectiveness of a public key encryption system may 
be assessed by using computational complexity measure to indicate the relative 
effectiveness of the encryption algorithm used, by using information theoretical 
measure to indicate the probability of guessing the field value of the data object, and 
by using uniqueness measure of inverse key space used. The effectiveness of the 
security-critical information system is equal to the power of the weakest component 
of the system. During the design phase the designer should select components of 
the security system with relatively comparable strengths. This approach will likely 
to result in an optimal and cost and effective security-critical information system. 

7 CONCLUDING REMARKS 

It is obvious that absolute and/or unconditional secure assumption is unrealistic 
and impractical. The new "Value and Analysis Approach" introduce the notion of 
reasonably secure which can lead to the development of rational data security 
systems. This is a great challenge to the data security community. Approaches, 
methods, and tools are necessary for the development of a rational security-critical 
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information system that can provide relevant protections to the valuable data 
objects. The proposed "Value and Analysis Approach" are useful for assessing the 
value of the data objects and the cost and effectiveness of the secure information 
systems. The suggested "Value and Analysis Approach" are the possible means for 
the development of a set of commonly acceptable security metrics that is necessary 
for guiding the development of data security policy and the selection of appropriate 
data security enforcement mechanisms. An even greater challenge is to have the 
management to accept data security policy making responsibility in defining the 
level of protection and reasonable level of risk of the security-critical systems. 


