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Suggested Guidelines for Codes of Ethics 
and Professional Conduct in the Field of 
Computing and Information Technology 

Egyptian National Committee for Information Processing 

1. INTRODUCTION 

In response to the IFIP communication of December 7th 1992, regarding the mission of 
developing guidelines for codes of ethics and professional conduct in the field of computing 
and Information Technology, the Egyptian National Committee for Information Processing 
has prepared a draft for such subject. 

The committee views the subject as follows: 

i) Ethics: 

Provide general principles for moral decisions and justifications. 

ii) Need for Information Technology Ethics: 

is dictated by the extensive involvement of the field in human life, and by the rapid 
changes in this field 

iii) Functions of Ethical Norms in the field oflnformation Technology: 

a) to define responsibility imperatives, 

b) to act as a flexible instrument for supplementing legal measures, 

c) to awaken the awareness of people, 

d) to harmonize the status of the profession, 

e) to harmonize differences between different countries. 

Although there are several options for visualizing such ethical functions, we believe that a 
code of ethics for the profession is most adequate. The committee therefore has formed a task 
group to view the subject and that task group has come out with the following general 
recommendations. 
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2. SUGGESTED GUIDELINES FOR A CODE OF ETIDCS 

(i) General Principles: 
The code of ethics should cover the following general principles: 

a) General Moral Imperatives, 

b) Professional Responsibilities, 

c) Awareness Responsibilities, 

d) Leadership Responsibilities, 

e) Harmonizing Differences, 

f) Compliance with Code. 

(ii) Suggested Guidelines: 
a) General Moral Imperatives: Active contribution to society - Honesty - Fairness - Honor 

of credit, property, privacy and confidentiality. 

b) Professional Responsibilities: 

Quality and Competence - Supplementing and abiding by laws - Providing honest opin
ions, reviews and consultations - Honor contracts. 

c) Awareness Responsibilities: 

Provide active awareness and improve understanding of the public. 

d) Leadership Responsibilities: 

Encouragement of acceptance of responsibilities - Improve personnel quality - Authorized 
and legal use of resources - Dignified environment for both users and personnel - Creation 
of opportunities for personnel. 

e) Harmonizing Differences: 

Removal of differences between different norms in the profession. 

f) Compliance to Code: 

Consequences of non compliance to code - Procedures for conflict with code. 



IFIP-WG2.4: Comments 223 

Comments on 'Ethics of Computing: 
Information Technology and Responsibility' 

Gonzalo LEON, Member of!FIP-WG2.4 

1. OBJECTIVES 

This document summarizes my personal opinion with respect to the draft prepared by IFIP 
WG9.2 to promote discussion inside the IFIP national societies. 

Although this work has been done as a voluntary task within the WG2.4, it does not rep
resent any official position of the mentioned WG; it only expresses the personal opinions of 
the author'. 

The goal of this document is to express some ideas about the structure of the draft and 
some comments about its contents with the aim of clarifying its consequences or to complete 
the scope. At the end, answers to the open questions of the analyzed document are included. 

2. GENERAL COMMENTS 

The most important topic for discussion lying behind the draft itself is the motivation for a 
code of ethics in informatics. Is it such a different field w.r.t. any other engineering branches 
to require a separate code of ethics? 

From my personal point of view it is not true if we are speaking about general principles. 
From a pragmatic standpoint, in some countries even professional societies mix engineering 
and informatics people within the same structure sharing the same by-laws. 

Nevertheless, there are two aspects that receive in Informatics field high priority with 
respect to others because its impact on society is direct and relevant: 

Privacy of information. How to deal with personal information has derived in recent 
specific laws in many countries. 

Intellectual protection of products. More specifically, the case of software is clearly dif
ferent than other engineering products. 

The text has been approved by the WG2.4 members (System Implementation Languages) after two 
subsequent meetings of the WG. Letter of WG2.4 Chair to the Editor. 

1
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Although those aspects are also considered in many other fields, here they can affect too 
the ethical integrity of individuals instead of physical integrity like in many other engineering 
branches (i.e., civil engineering). 

From my personal point of view, a potential IFIP code of ethics should not be a detailed 
set of rules to apply in many individual acts but a general framework to serve as a guidance in 
the development of by-laws at different levels. Then, the code should be kept at a very 
abstract conceptual level without entering into specific details. In this sense, I agree on the 
idea of focusing exclusively upon deontological statements. 

As a consequence, it is more important to be sure that those generic principles are really 
derived in specific by-laws approved by different countries adapted to their cultural diversity 
than to extend it. 

Next step is to be able to react on behalf IFIP code when specific (individual or institu
tional) behaviours (in professional acts related with Informatics) are not in correspondence 
with the intended good practice expressed in the code. This topic will be addressed later in 
this document. 

Concerning the general principles, I foresee three different but related abstraction levels: 

Individual Ethics of Informatics 

The first level affects everybody or every organization related with informatics issues at an 
individual scale. 

It is composed by general principles to be integrated in specific by-laws, expressing 
behavioural rules to guide individuals' conduct during their professional activity. 

I think that general principles should apply to all individuals working in the Informatics 
field and not only to IFIP members. The validity of a code of ethics is linked to the range of 
situations and individuals to be applied. In this sense, this level should be as universal as pos
sible. 

Ethics of Organizations 

This level imposes rules at its members as an internal domain (IFIP national societies are spe
cial examples of those ones). 

Rules should conform principles stated at the individual level. Any specific cultural dif
ference should be reflected on them. 

Ethics of Interactions 

The third level affects the behaviour of individuals or organizations in their interrelationship, 
when informatics products, services or processes are involved. 

These principles at the third level should agree with the general principles of the ethics of 
informatics as expressed on other levels. 
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3. COMMENTS ON SPECIFIC QUESTIONS 

The draft under discussion finishes with a set of open questions2. These are my comments on 
them: 

1. I do not think that all national societies should formulate and accept a different code of 
ethics. 

National societies should create policies for sanctions or behaviour acceptance in the 
framework established by their cultural environment as a part of specific by-laws. Never
theless, they are not different ethical codes. 

2. I would propose to look at other codes of ethics (not necessarily from informatics socie
ties). At a very high level of abstraction the recognition of similarities becomes more 
important than differences. 

3. Disciplinary rules must not be a constituent part of the code. These are consequences 
derived from the general principles stated in the codes that should appear in internal pro
cedures of the national IFIP by-laws. 

4. To agree on a code of ethics is only the first step. Once codes are accepted by the national 
IFIP societies, they should be used to react against specific events not conform with them 
with a well founded position. To do that, it would be necessary to create an International 
Committee of Ethics with the aim of diffusing IFIP points of view on important topics. 

It is through the active role played by the above mentioned IFIP Committee and the pres
tige of its members that an IFIP Code of Ethics will become useful to its members. 

Proposals of sanctions should be, however, responsibility of national societies through 
specific committees taking into account national or cultural priorities. IFIP should accept 
(confirm) the sanctions. 

The author refers here to a set of questions raised in the Brochure which was distributed for discussion to all 
IFIP national Societies, as well as IFIP TCs and WGs. Note of the Editor. 

2
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Integrating Social, Ethical and Equity 
Issues of Informatics into Secondary 
Education 

Tom J. Van WEERT 
IFIP-WG3. l Chairman 
University ofNijmegen, The Netherlands 
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GUIDELINES FOR GOOD PRACTICE 

IFIP Working Group 3.1 tries to further the professional work of each of its members, to 
identify problems, questions, experiences and solutions. The group is aware that in general 
there is no unique solution, and that specific circumstances of people and countries must be 
taken into account. IFIP-WG3.l tries to share its collective expertise through documents 
which synthesize the accumulated knowledge and experience: Guidelines for Good Practice. 
These Guidelines are written by individual authors in co-operation with other members of the 
Working Group. Each document expresses the views of the author having taken into account 
the feedback from the Working Group. 

At present there are Guidelines available on: 'Informatics Education in Secondary 
Schools', 'Integration oflnformation Technology in Secondary Education' and 'Tele-learn
ing in Secondary Education'. A Guideline for 'Social and Ethical Issues in IT in Secondary 
Education' is in preparation. This paper outlines the ideas underlying this future Guideline. 

WHAT IS NEEDED AND WHO IS THE AUDIENCE? 

The Guideline on social and ethical issues will not present a single voice or a single percep
tion, but rather a synopsis of the debate currently going on in this area. It should raise the 
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awareness on the complexity of the issues and on possible methods of teaching and learning. 
In fact the Guideline should indicate that it is good practice to let the debate be reflected in 
teaching and learning. In principle there are two different audiences to address: 

informatics or computer science teachers, 
- teachers in other subjects who are integrating Information Technology into the curricu

lum, e.g. in Science, Geography, History. 
But others who are directly associated with these two groups, also belong to the audience: 

- teacher trainers, 
lecturers in education, 
school managers, decision makers, 
curriculum developers. 
The students concerned are expected to be in the age range of 12 to 19. The Guideline 

will also have to address their personal needs with respect to ethical and equity issues in an 
educational environment into which the tools of informatics, information technology, are 
integrated. 

WHAT SHOULD BE ADDRESSED? 

There are two different strands, associated with the two different audiences: 'Informatics' and 
'Integration'. In these two strands common and special 'Issues' will be treated. The two 
strands reflect two different perspectives on the issues. The first strand deals with students 
who will in future become the technological professionals, sometimes referred to as the 
'technological elite'. The second strand deals with students who are the future citizens in the 
many different societies and cultures found around the world in which Information Technol
ogy will be prevalent. The above implies that there will be ethical, social and equity issues 
common to the two perspectives, but also that special issues, connected with one of the per
spectives, will arise. 

Among the issues to be addressed in teaching, both of 'Informatics' and 'Integration' are: 
development of society to an information society, 
computer crime and data protection, 
electronic transfer, 
employment/jobs, 
ethnicity, 
developing countries, 
gender, 
health, 
military applications, 
minorities, 
privacy, 
socio-economic aspects, 
socio-political aspects, 
the technocratic imperative. 

Separate attention will be given in the Guideline to ethical, social and equity issues with 
respect to students who study in a learning environment into which information technology is 
increasingly integrated. Below some of these equity issues are discussed. 
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EQUITY ISSUES IN THE EDUCATIONAL PROCESS 

The following is taken from [IFIP93], section 11.9. 

The uneven penetration oflnformation Technology into secondary education implies non
uniform student access across the education system. Cummins and Sayers affirm that 'the 
implementation of ... educational technology has been accompanied by major discrepancies 
in equity; that is, in the relative degrees of access, participation, and benefit enjoyed by 
particular groups of students' [Cumm90]. An OECD report [OECD86] states that 'the 
response of education to the new IT is marked by a degree of inequality towards its clients'. 
In a given educational system, educational equity regarding Information Technology is a 
broad concept which embraces specific, often interrelated issues, such as: 

gender differences in attitudes, opportunities and involvement, 

students with special needs, and 

differences due to socio-economical status, which often have a close relationship with 
social minorities' problems. 

We are going to give some hints on each of these specific equity issues, but it should be 
remembered here that this will be the subject ofa specific IFIP-WG3.l Guideline of Good 
Practice on Equity and Social Issues (in preparation). 

Gender Differences 

Gender differences in IT-related attitudes, opportunities and involvement at secondary school 
level form a growing concern. These differences deserve special attention in research and in 
teacher awareness. They should be addressed in teacher training, at school and even at 
national levels. In some countries policies are already being developed. The roots of gender 
differences are to be found in the way society divides work according to gender and in differ
ent academic orientations according to gender. With regard to work, the OECD [OECD86] 
indicates that in advanced economies there is a rigid division of work according to gender, 
and a 'concentration of new technology on the male side of the dividing line'. That is, 
'female employment prospects depend heavily on personal services, while the growth of IT
related occupations is largely a matter for males'. Concerning academic options, the IT
related gender inequalities 'grow along the familiar line dividing the sciences from the 
humanities'. 

In almost every country reported by the IEA 'Computers in Education' Survey of 1989 
[Pelg91] computer use in schools is male dominated; this is only a particular case of the 
'under participation of females of all ages in technology-related programmes' in schools 
[OECD86]. There is also evidence for big gender differences in the use of and knowledge on 
Information Technology both by teachers and students, which, 'within a context of general 
rise in computer awareness, indicates a lack of progress on gender questions' [Durn91]. 
Jensen and Klewe, reporting on the results of three Danish investigations, state that 'the dif
ferences are not so great in the intermediate grades. But they increase with the age of the 
pupils. The results also show that the boys' advantage is especially increased by the fact that 
it is boys who acquire home computers' [Jens89]. The gap between genders seems to widen 
by age. Young pupils, girls and boys, show equal aptitude for IT in class, but during the years 
of adolescence, girls make negative choices on IT under the influence of its male image. 
Society supplies fuel for these choices by not offering many Information Technology-related 
jobs to women. In the schools teachers reinforce the male image of IT with out-of-hours 
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computer clubs, usually dominated by boys, in which many girls lose their motivation to 
work with computers because boys perform far better. Additionally, parents tend to buy 
computers mostly for their sons; according to a comparative study on 16-18 year-old young
sters, carried out between 1986 and 1989, 'males (were) more than two and a halftimes more 
likely than females to report using their own computer' [Durn91]. 

On the whole, there is a negative self-reinforcing situation which cannot be overcome by 
secondary school alone. The secondary school should create equal opportunities for boys and 
girls, and establish some compensating policy, but this seems a token gesture in view of the 
deeply entrenched sex-biases. Some argue that, in the context of the educational system, the 
best way to contribute towards overcoming the gender differences on IT in secondary educa
tion is acting in primary education. If microcomputers are widespread in primary schools and 
fully integrated with the classroom activities, the current 'male-computer' association in 
pupil's minds may begin to disappear. Female teachers, usually the major part of teaching 
staff in primary education, should pay attention to gender differences. To accomplish this 
goal it is necessary, nevertheless, to begin reversing the current situation pointed out by 
[Pelg91]: 'In most educational systems computer using elementary schools have a majority of 
female teachers, but most of them have only a small percentage of female computer co
ordinators'. 

It is also important to stress that teachers are usually not aware of the differences in 
learning style between boys and girls. Research results show that, if teachers are able to cope 
with such differences, girls like to use the computer more and as a result learn better. Addi
tional information on this topic can be found in [Brui92], [Love91], [Makr92], [Mart92], 
[McDo90], and in the proceedings of the IFIP-TC9/WG9.l Conference on Work, Women 
and Computerization [Erik91]. 

Students With Special Needs 
Students with special needs present many problems because of the wide variety of disabilities 
and disorders. Secondary education does usually not have to cope with mental handicaps, but 
only with students with physical disorders, like cerebral palsy, visual impairment or other 
sensory impairments. Such students may immensely benefit from the incorporation of spe
cifically tailored hardware interfaces and customized software on microcomputers devoted to 
their own personal use. IT permits these students to develop following the school curriculum 
(enabling, for instance, written composition and mathematical manipulation) and gives them 
greater access to information. The emphasis on IT use should be placed in overcoming the 
communication barriers such students have which are the cause of many types of retardation 
and disorder. IT can be invaluable in reducing or alleviating the constraints such students suf
fer, in enhancing their well-being, in easing their emotional strains, and in improving their 
participation in school life. 

Gifted students, on the other hand, can get a lot of advantages from working with com
puters on assignments and problem-solving. Kirby et al. indicate that 'special education and 
gifted students have greater access to computers than regular classroom students' [Kirb90]. 

Socio-Economical Status/Minorities 

Socio-economical status decides whether computers are available in schools and the type of 
exposure given to students. With regard to exposure to computers, Martin reports that 
'Students from lower economic backgrounds are more often exposed to computer uses in 
which the computer controls their actions, such as drill and practice, while students from 
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higher economic backgrounds are more often exposed to computer uses in which they are in 
control of the computer' [Mart91]. However, the most common problem is that economically 
disadvantaged students have less opportunity to perform IT-based educational activities 
because computers are lacking in their schools and because their teachers are not properly 
trained or motivated, or simply have to spend their time on social functions. 

A common characteristic of the three aspects of equity mentioned is that Information 
Technology has a differentiated impact on sub-groups (girls, special needs, socio-economical 
status) of secondary education students, varying widely within schools as well as from school 
to school and affecting both student access to computers and the quality of their exposure 
[Kirb90]. 
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Ethics and Systems Design. 
The Politics of Social Responsibility 

Andrew CLEMENT 
University of Toronto, Canada, Vice-Chair WG9.1 
Ina WAGNER 
Technical University, Vienna, Austria, Chair WG9. J 

1. INTRODUCTION 

Much of the current discussion of ethics and IT revolves around curbing deviance that hurts 
businesses, rather than addressing 'authorized' behaviours that cause hann to people. Exam
ples are 'routine activities' such as poor interface design, inadequate support for implementa
tion, inappropriate applications, insufficiently tested, excessive claims about benefits of both 
products and computerization generally. The results are frustrations, feelings of inadequacy, 
excessive dependency on inscrutable systems and experts, and alienating work practices. 
While there are many different causes and possible remedies that can all be traced in some 
degree to ethical shortcomings, specifically, the failure of individuals, organizations and insti
tutions to adequately consider the likely effects on people's welfare and take effective 
responsibility needs to be addressed. 

Our concern with these issues explains our focus on systems design. It is the activity 
where crucial decisions about the shape of systems which in turn affect the long term welfare 
of 'users' are made. It is in design where the details are most explicitly worked out. Design 
work offers the most obvious point in the process where ethical concerns can be brought to 
bear. Where most attention to ethical issues and IT focuses on appropriate use, an earlier 
intervention in the design process could indeed help promote 'good' use. 

We can identify a number of distinct 'design worlds' (Hales, 1993) - the most obvious one 
being within IS departments as designers work on specific applications. The growing rec
ognition for the need to work more closely with end users (and hence less exclusively with 
managers who speak on their behalf) draws designers more overtly into political matters since 
the differences in interest which previously were obscured, will come more to the fore. A 
much less well explored problem is that of researchers actively involved in the early formative 
stages of a technological genre. At this stage the technology is only partly formed and many 
steps have to be taken by many people scattered over diverse sites before they are stabilized 
into saleable products. And even then the implications will vary considerably according to the 
particular ways the technologies are implemented and how the work practices surrounding 
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them develop. Still, we know that technologies bear the marks of the particular social setting 
in which they are developed and that their specific technical features as well as the language 
and metaphors employed to describe potential uses influence patterns of use. 

Although high standards of individual responsibility are indispensable, systems designers 
need organizational support for addressing the ethical aspects of their work. This inevitably 
involves politics in a central way. We think of ethical problems as emerging wherever the val
ues and moral principles on which individuals base their decisions and actions are contested 
or in conflict. Such conflicts between people's values, norms of conduct and claims for moral 
ground often point to basic underlying differences between their positions in the organization 
or in a society, their interests, and, consequently, their assessment of certain situations. 

When, for example, developing a health information system, designers will find them
selves emerged in a net of conflicting interests - competing images of meaningful medical prac
tice, conflicts between central administrative goals and the needs of local communities - and 
will have to make a choice between sometimes fundamentally different systems features and 
design principles. When developing more generic products and technological genres - whose 
implications may be more widespread and longer term, but with even less opportunity for 
users to be able to speak for themselves - the politics become less immediate and specific, but 
more broadly societal. 

2. MAKING ETIDCAL PRINCIPLES PRACTICABLE 

There has been a long debate within professional communities over the relevance of an ethical 
code for coping with ethical and political conflicts. The problem seems to be that questions 
about what is 'good' or 'right' are both, shaped by the specific context and conditions that 
characterize a social setting, and situation-transcending. Knowing what principles to evoke, 
requires an understanding of the nature of the work in a setting with its practical details, 
including the institutional arrangements in which it is embedded. Beyond that, we have good 
reasons to assume that people's ideas of 'good' forms of communicating and living together 
differ among social and political cultures. 

While these arguments seems to speak against formulating a 'generalized' ethical code, 
there are some advantages to a principled approach to ethics. A 'code' can act as some basis 
for a minimal international social standard to be taken into account in systems design. It 
obliges systems designers to consciously connect their technical analysis of a problem with 
some form of a moral-practical judgement. Two requirements for such general ethical princi
ples are: 

Their formulation should clearly address how to develop relationships between all par
ticipants in a design effort, that adequately reflect and promote attitudes of responsibility. 

They should clearly express the difference and tension between the obligation to observe 
professional norms on one hand and to depart from these norms if other principles or the 
situation make this necessary. 

However, we think that drafting such general principles is not sufficient. 'Codes' run a 
risk of mainly serving to legitimate organizations or professional bodies. To fulfil the claims 
made for them, effort has to be directed at making them 'living documents' - that have some 
influence in people's day to day activities - so that people are in the habit of exercising 
choices guided by principles, so that they can recognize situations of potential conflict and 
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have the strength to resist the temptations and pressures discouraging them from doing the 
'right thing'. Coy and ROdiger (1994) suggest combining a set of 'ethical guidelines' (of a 
principally open and dynamic nature) with a continuous professional discourse on ethics, 
informed by scenarios or cases. 

We think of three 'key concepts' as being useful in developing such an ethical-political 
discourse. 

Locating Accountability 

Lucy Suchman argues for 'located accountability' as one of the keys to an alternative practice 
of technology design: 'This requires tracking actors' participation in the various mediations 
that define the production and use of information and communications technologies, and tak
ing responsibility for them'. (Suchman, In Press). To practice 'located accountability' in a 
design project would mean to identify the network of actors who in various ways contribute, 
set the agenda, define constraints, control the distribution of resources. This involves a form 
of' stakeholder analysis', which seeks to identify who has interests (de facto and legitimate) 
in the process, how these interests are pursued and where they coincide and diverge. It also 
means reflecting systems designers' accountability to all those actors. It requires analyzing 
how these commitments and dependencies influence the design work. A next step would con
sist in actively developing a design environment which partially real~s one's commitments, 
to form coalitions and supporting networks. 'Locating' contributions to the design and uses 
of a specific technology may be a way of avoiding unilateral projections of powerful, inter
related technological, economic, social, and ideological forces onto a computer system. 

Critical Awareness of Systems Designers' Work Practices and Working 
Conditions 

The politics of systems design itself need to be a primary focus of all deliberations on profes
sional ethics. Design practices are intimately bound up with the networks of actors in which 
the development of a technology is located. There are some 'endemic characteristics' of sys
tems design as a work process which almost universally seem to prevent designers from 
engaging in the kind of systematic exploration and reflection required; among them: 

Limited control: In comparison with more established professions - e.g. physicians and 
lawyers - systems developers constitute a heterogeneous field of practitioner-experts, 
characterized by limited work autonomy (in particular within large product development 
organisations) and a lack of 'monopolistic' knowledge and clearly defined territories. The 
control developers can exert over the process and product of their work is very much a 
function of their 'location'. 

• Temporal constraints - as limiting the resources for dialogue and cooperation within a 
team and with users - and project management practices which often result in developers 
working with different models of domain, system and the various interfaces in mind. 

Systems designers' own values and professional norms which may be in conflict with 
users' needs. 

Given these powerful constraints, there is the need to sharpen critical awareness of the 
work practices and working conditions of systems designers. It might be particularly neces
sary and worthwhile to thema~ some of the 'myths' that are so deeply rooted in the pro
fession. Among these powerful ideas is the notion of' autonomous technology' - that there is 
a kind of automatism inherent in all technological development; or the need for 'control' - to 
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specify in detail, to approach an 'automatic scheduling ideal' as closely as possible, thereby 
eliminating human work instead of supporting it. 

Learning from Ethical Scenarios 

We think that 'grounded scenarios' - rich descriptions of actual conflicts and of how partici
pants cope with them - might sharpen systems designers' awareness of ethical problems in 
general, support their analytical understanding and help them enter a dialogue with others in 
the field. 

Ideally, a scenario should be co-constructed, respondent both, to the needs of developers 
for 'representations of work which can be a source for models, while at the same time not 
losing their grounded nature in the work at a particular setting' (Blomberg, Suchman and 
Trigg, 1993). It should serve as a 'boundary objects' (Star, 1989) which all implicated actors 
can share. It should also be a dynamic resource - change, exhibit new layers, turn around with 
the task at hand, and with changing perspectives and interpretations. Unlike the shorter, more 
stylized scenarios already used in ethical discussions, 'grounded scenarios' allow a group of 
people to immerse themselves in the situation and experience it from a variety of 
perspectives. 

One important focus of scenario building should be the politics of work in a specific con
text. Ifwe take the example of time-management in surgery clinic (Egger and Wagner, 1993), a 
useful scenario would e.g. provide a rich description of temporal conflicts in the clinic which 
helps both the developing team and the hospital staff understand the individual and collective 
meanings behind these conflicts (competing priorities, power issues, differing professional 
orientations etc.). It would make the policies on which time-management practices rest more 
transparent (what is negotiated, shared, protected, hidden, imposed, voted for, documented, 
modified etc. in which way?). 

3. INSTITUTIONAL FRAMEWORKS FOR SOCIAL RESPONSIBILITY 

One particularly difficult task is to set up an institutional framework for a discourse on ethi
cal-political problems and to define the legitimate actors in such a framework. Analysis of the 
composition of ethical committees in the medical area, for example, has brought forward the 
problems involved in deciding whether some people are more 'affected' or more worthy of 
participation in decision making than others because of their education, social background, 
specific merits for society or their minority position. Experiments with citizen participation 
in communal projects often use the drawing of lots among the general constituency instead of 
elective procedures. Another question is whether members of such an institutional framework 
should be representative of particular groups. It could, for example, be argued that otherwise 
underrepresented actors should be over represented. This could be justified in a number of 
ways: A critical mass of members from that group may be necessary to give weight to their 
perspective; there should be sufficient room for the particular values and interests of this 
group to be heard. 

Another fundamental problem is how to deal with heterogeneity and dissent communica
tion process with others that exposes different ways of being concerned, contradictory inter
pretations and interests (Wagner, in press). This problem calls for a reflection of concepts of 
democracy: suitable for systems design. Classical liberals would focus on individual auton
omy and democratic procedures in which each voice carries equal weight. Corporatist 
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concepts of equality are based on the assumption 'that the voices of all relevant groups 
within the polity must be heard in order to reach the solution that is best for the whole 
group' (Leidner, 1991, 277). In spite of shared egalitarian values, situations may develop in 
which not all voices carry equal weight. A concept of democracy which is much discussed in 
feminist theory is an ethic of social responsibility. It requires that all decisions taken be 
entirely consensual. It faces the dilemma that decisions, even when they are rightful in some 
legalistic sense cannot be considered 'good' as long as they are not consensual. This makes 
voicing dissent extremely difficult. 

Different (mixes of the three) democratic forms may be appropriate for the different set
tings in which design work takes place. So will the design team itself, where the actual work is 
done, look for consensual solutions of conflicts over design decisions. At the level of the 
organization which employs systems designers (i.e. corporations, government agencies), a 
corporatist model of coping with conflicts will be more appropriate and effective. The pro
fessional bodies supporting ethical behaviour by their members will put more emphasis on a 
liberal (representative) approach to handling ethical dilemmas. 

4. CONCLUSION 

We argue in favour of a work process view of systems design which aims at bringing the sys
tematic reflection of ethical and political dilemmas to the heart of the profession. The essen
tial ideas and themes about ethical conduct that we need to highlight include the following: 

Groundedness in the working practices of systems designers, with an emphasis on acting 
within concrete situations and locations. (Who is doing what to whom, both here and now 
as well as regionally and historically.) 

Importance of considering the consequences for people/users/workers that flow from 
design actions and the rights of these people to be heard. (Part of the ethical responsibility 
of systems designers is to ensure that the 'right' people can play an active part in the 
process.) 

Acting ethically is not just a matter of individuals making principled choices and taking 
responsibility for their actions, it also involves politically analyzing and challenging the 
institutionalized settings within which systems designers work. 
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WG9.1 Ethics Workshop Contribution 

February, 17-19, 1994, Havana, Cuba 

This contribution is based on the IFIP-WG9.l Workshop on Ethics and Systems Design in La 
Havana, Cuba, February 17-19, 1994. It expresses some of the major views and concerns of 
participants in this workshop and should be read as their recommendations for the debate on 
professional ethics within IFIP. After lively discussions throughout the previous five ses
sions, the group agreed to endorse the proposal of the GI (the German Society of Informat
ics). The GI favours a process-centered approach which combines a set of 'ethical guidelines' 
(of a principally open and dynamic nature) with a continuous professional discourse on 
ethics, informed by scenarios or cases. Building 'ethical guidelines' from scenarios and cases 
requires looking at some of the central issues that shape the relationships between ethics and 
the politics of work. A series of such central issues was proposed by workshop participants: 

Exploring the Relationships Between the Public and the Private 

This relationship seems to be dynamic and multi-layered, depending on cultural, situational, 
technological and task-related aspects. Notions of what makes an information or specific 
information space public may vary greatly. Criteria for distinguishing public and private 
spaces need to be developed and substantiated; such as general accessibility, the document 
versus speech character of information. Information Technology may be used to create com
munication spaces that support different sorts of interaction, allowing e.g. people to carve out 
private niches in public spaces. 

Collective Ethics 

Communities of practice may be thought of as 'moral communities' that develop their own 
ideas of 'good' forms of communicating, working and living together. Often in systems 
development different 'moral communities' intersect - those of systems designers, people 
engaged in a particular work site, their managers, vendors of technology, etc. The Kibbutz 
movement may be a source of inspiration for studying 'moral communities,' their dynamics 
as well as the relations between social practices and morale. 

Users as Moral Agents 

If users should share responsibility for a system, then processes and infrastructures need to 
be developed that support users taking an active role in the design, use and redesign of sys
tems. Approaches such as 'located accountability' - building collective knowledge of the spe
cific locations of different agents' visions of work and technology - or 'recognizing and 
fostering local experts' may help to substantiate this idea of the morally responsible user. 
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Global Versus Local Needs and Strategies 

To act responsibly with respect to the internal politics of a work site requires understanding 
the agenda and commitments that derive from the surrounding environments - both immediate 
and global - and the (often unresolvable) conflicts that arise as the result of external interests 
and pressures. Working one's way up from rich and detailed cases to a more general under
standing of processes and constraints - more general in the sense of reaching higher levels of 
abstraction and embracing broader phenomena - might help to bridge the gap between local 
and global concerns. 

Cases and Scenarios 

In order for discussion of ethical concerns to be relevant for people's everyday work practice, 
they need to be grounded in work practice. Two means of doing this are scenarios and cases. 
Scenarios abstract from real-world experience in a variety of settings, while cases offer rich 
detail from a particular instance of real-world practice. Two questions concern us: (1) What 
different benefits are provided by scenarios and cases; are there contexts and purposes for 
which one or the other is more appropriate? (2) Is it possible to formulate criteria for the 
selection of 'critical cases' or is each rich case critical in its own way? 

Artificial Epistemic Niches and the Politics of Technical Practice 

Information technology structures people's awareness of the world in many ways. This 
becomes problematic when they are prevented from reflecting on the ways the technologies 
they use (as well as the organizational environment and professional paradigms that shape 
their work) mediate what they perceive and think. A key to analyzing the 'artificial epistemic 
niches' a system produces may be a better understanding of how specific notions of work are 
translated into technical practice. 

The Role of Designers 

Strategies need to be developed to make ethics part of everyday work practice. This requires 
understanding of designers' location (in terms of temporal constraints, dependencies, 
knowledge, interests) and how it shapes their opportunities to act. At the same time, it is 
necessary to carefully explore the boundaries between matters of locally contingent ethical 
concern and those that call for the design of regulatory frameworks. 

Agents of Change 

Many designers are under pressure to develop new applications for a given technology and in 
general, to satisfy the interests of vendors looking for new market niches. The requirement to 
satisfy the interests of one's employer (say, a vendor) can be in opposition to one's ethical 
sense of what is most appropriate for a particular workplace. For example, the most appro
priate changes in a workplace (assuming change is at all called for) might not involve new 
technologies or not the ones under development. 


