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Methods for formal specification have been studied and evaluated in the academic environments 
already a long time. In particular the combination of formal specification and analysis with 
simulation, animation and code generation may change parts of the software engineering 
process considerable. The availability of some more user-friendly software tools, based on a 
sound formal hasis now opens the way to application of results of fundamental academic 
research to important practica! problems. Formal specification tums out to be realisable in times 
comparable to more conventional approaches, whereas they offer more possibilities to describe 
and analyse modem distributed software applications. 

This article describes how formal software engineering techniques ha ve been applied in a large 
distributed software engineering project (RODOS: Rotterdam Douane System). We will 
describe the elements of the formal specification made with the tool ExSpect, which uses Petri
nets, functionallanguages and data-modelling. Also the way by which we come to a formal 
specifications is being described with the clear advantages of the approach in comparison with 
more traditional software engineering approaches. 

1. INfRODUCTION 

Quality of IT -systems is often determined by the traditional methods being used to develop the 
information systems. Often specifications are made with schemes, models and descriptions at 
different stages in a software engineering project. The ro le of the users is that the very 
voluminous documentation has to be verified, in terms of user requirements, but also often in 
relation to consistency and conformity with existing or presumed organisational conditions. 

Any verification of the specifications is difficult, as most of the specifications are in a textual 
form illustrated with figures. Many software engineering tools presently available support this 
traditional process and offer document design and management facilities as well as dedicated 
drawing tools. Using structured methods with software engineering tools is now well known 
as CASE (Computer Aided Software Engineering). 
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Often it appears that after realisation many errors still remain and, even worse, the code that is 
written may contain functional inadequacies. If users have problems in describing 
requirements, one may use prototyping as a means to circumvent problems in a software 
development process. This however makes it necessary to use advanced tools and fourth 
Generation Languages (4GL). Prototypes are not always as useful in larger software 
engineering processes, that involve complex communication. 

For large distributed applications that involve many requirements from different departments 
within a large organisation or that deal with communication between different organisations, the 
problem of describing user requirements and checking of correctness and completeness remains 
pertinent. It is especially in this field that formal methods can now be used, not only for 
technical applications (protocol implementations, etc.) but also for user applications (global 
banking, government applications, logistic software, etc.). 

The claim of formal methods is that development of software can be checked more easily as to 
their correctness. Furthermore several types of analysis can be made. Often software tools that 
are based on formal methods allow the specification tobe simulated on a computer (the 
specifications are executable). In this way one gets a new way for users to inspect 
specifications. So, formal methods, supported with a set of software tools, allow a new way to 
work together with end users on developing software applications. 

As an example we show how to apply one way of formal specification in practice. The formal 
specification was made in parallel with a more traditional design. The example was made for a 
large distributed system for automatic customs declaration. The name of the system was: 
Rotterdam Douane System • (RODOS). The case is presented to illustrate how a formal 
specification can be made, and also, what specific contributions formal specifications may add 
to a design phase. 

By using the formal specification tool ExSpect (Executable Specification Tool) and its language 
during the design phase it turned out that in a short time we were able to come to a formal 
specification. It turned out that on the hasis of the design ali distributed aspects (in terms of 
EDI) could be well analysed, in a way that is not possible with traditional informal 
specifications. 

We will start with a short description of the main ingredients of an ExSpect specification. 

2. DYNAMIC MODELLING WITH EXSPECT 

The way by which ExSpect specifications are made, is based on Petri-nets. In ExSpect we use 
Petri-nets that are an extension of the classical Petri-nets [1], for which a vast amount of 
scientific literature bas been published. In ExSpect 'colour', 'time' and 'decomposition' are 
added [2]. With these additions it is possible to integrate static (binary data-model) and 
dynamic (process model and control flow aspects) in one formal and consistent model. 
We will outline how these concepts are being combined in ExSpect models. 

• Rotterdam Customs System 
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Petri-nets 
Using the theory of Petri-nets means that in ExSpect a system is described in the form of a 
network of active components (called processors or transitions) and passive components 
(channels) [1]. In one ExSpect-network every processor has input and output channels. By 
means of a number of in put channels data are offered to a processor. This is done in the form 
of tokens, thus following the definitions of Coloured Petri-nets [3]. In ExSpect any token is of 
a certain type and may therefore have any complex data structure. In the processor input tokens 
are being transferred into output tokens on the hasis of the specification of the processor. 

Functionallanguage 
For the specification of the processors a functionallanguage is being used. This means that the 
value of the output tokens is determined by applying functions on values of input tokens [ 4]. 
ExSpect also allows to use 'stores'. Stores can be compared with 'buffers' in more traditional 
data flow diagrams. A store is in ExSpect represented as a channel with exactly one token: 
stores may function in this way as databases of permanent data. 

Time 
In ExSpect one may also include timing aspects. This is especially of importance to come to 
consistent distributed application. Any token receives a time stamp when it is created, and can 
only fire a next transition when the time of its time stamp has passed. Whenever a processor 
creates tokens for output channels it not only determines the values, but also the delays. 

Decomposition 
ExSpect allows to make hierarchic specifications. This means that different parts or functions 
of a system can be described independently, and finally be analysed when they are combined. 
Such partial Petri-networks are called systems. This approach is similar to decomposition 
approaches of other modelling techniques such as Data Flow Diagrams. By applying 
decomposition techniques it is possible to acquire libraries of standard components, thus 
allowing for reuse of defined components, or allowing for the design of standard-components. 

The formal ExSpect models can be constructed and analysed with the tool ExSpect. We will 
outline in the next section its main characteristics. 

3. EXSPECT TOOL 

The tool ExSpect is meant to dynamically model, verify and simulate (complex) systems. It 
was developed by Eindhoven University ofTechnology and Bakkenist Management 
Consultants as of 1987. The main reasons for developing this CASE tool were the following 
needs for software development that became eminent around that time: 

software design becomes more and more system design; 
software design cannot be done without taking organisational issues into account; 
business processes may be reconsidered with development of IT; 
distributed applications become more important: networks and client-server; 
object orientation will play a more important role; 
analysis and testing has to be done at earlier stages in the development process; 
prototyping will play a more important role; 
visual techniques will get a more prominent place. 
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The software uses a graphical user interface. Making an ExSpect model can be done relatively 
easy and may include active user participation. The sarne interface allows to execute a 
specification, thus making the dynarnic aspects of the systems visible to users by means of 
animation. 

Figure 1 shows the different parts of the ExSpect environment. For more background on 
ExSpect we refer to the documentation (see for examp1e [5]). 

ExSpect Shell 

Figure 1: the tools of ExSpect 

The tool ExSpect contains a graphical editor, that is able to design Petri-nets and data models in 
an interactive way. It allows for using several windows and is essentially mouse-driven. The 
user interface allows for using colour and a variety of, in principle, user defined application 
dependent figures. An ExSpect specification can be checked with a powerful type checker, that 
allows for interactive error repairs. An extensive help facility is available to help the user of 
ExSpect with making his specification. Several analysis tools are able to make Petri-net 
analyses [1, 2] like state invariants, time constraints, place invariants, etc. These can be used to 
check all kinds of functional properties. An interpreter for multi-user simulations is available, 
thus allowing not only a functional animation, but also a possibility to let different type of users 
work together on the sarne specification. An extensive overview ofthe advantages of 
simulation for modelling of systems can be found in [6]. 
Important is the high performance characteristics of the ExSpect simulator which allows to 
analyse real world problems. ExSpect is open to other software like spreadsheets, planning 
software, databases, etc. The ExSpect shell allows for a very user friendly way of handling the 
different capabilities of the tools when working on the ExSpect models. The tool ExSpect is 
available for UNIX and windows environments. 

In the following section we will show how the tool was used for a real-world specification: the 
RODOS system that was developed for the Rotterdarn harbour. 
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4. APPLICATION OF EXSPECT TO RODOS (ROTI'ERDAM DOUANE SYSTEM) 

In the Rotterdam Harbour customs (douane) formalities are handled mainly with paper 
documents. This means an intensive administrative burden for the international trade and 
transport businesses, but also makes an effective control by the customs authorities themselves 
difficult. The distributed system RODOS, which is presently under development will automate 
the handling of all documents for incoming goods. 

Distributed Characteristics 
In harbours different actors are involved in the handling of incoming goods: liner agents, 
consignee's and consignors, expedition companies, etc. The custom authorities receive from 
all these organisations documents and have to check whether all formalities have been followed 
and necessary payments have been or will be made. Presently almost all handling is done by 
hand. 

Communication Characteristics 
Within RODOS the communication between the actors is as much as possible done with EDI 
(Electronic Data Interchange). Figure 2 shows the documents that ha veto be communicated for 
a simple situation. The time sequence diagrams shows with grey arrows the messages that are 
transferred by means of electronic communication. The other arrows show paper documents or 
verbal communication. 
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Figure 2: Communication in the distributed RODOS-application 

The details of the defined protocol are as follows: 
1 . The liner agent informs by telephone the customs authorities. 
2. The customs authorities give a GV -number. 
3. The liner agent notifies the consignee or the forwarder of the arrival of goods. 
4. The liner agent sends a list with all goods with EDI. 
5. Optionally updates may follow. 
6. Specified declarations by consignee or forwarder are made with EDL 
7 . Optionally the custom authorities may need to check the incoming goods. 
8. Liner agents recei ve message that the declaration has been handled. 
9. Goods are being allowed to enter or pass through the European Union. 
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The above way of describing dynamic behaviour of systems in time-sequence diagrams is 
widely used, and not only for protocol descriptions. This way of describing is however highly 
informal. By using ExSpect one may both describe the time-behaviour and the systems that 
process the information that is exchanged between the different actors. 

5. SPECIFICATION OF RODOS IN EXSPECT 

A model of RODOS was made with respect to its environment: the systems that RODOS has to 
interact with. These systems are modelled as liner agent and consignee/forwarder. In addition 
to the electronic data interchanges also other types of communication (telephone calls, paper 
forms, etc.) between organisations in relation to the customs procedures are modelled. 

Petri-net model of RODOS and its environment 
Figure 3 shows as an example part of the ExSpect specification. It shows the different actors 
and the communication between the parties. The circles indicate the channels of the Petri-nets. 
These are passive components that may or may not contain tokens. The squares represent the 
systems, that ata different abstraction level (one hierarchicallevellower) consist themselves 
also out of channels, systems and processors. 

Liner 
Agent 

Figure 3: Process model of RODOS and its environment 

Specijication of the 'lowest' level 

Consignee 

Forwarder 

The different (sub)systems can be decomposed until one arrives ata level that consists of 
processors and channels only. A typical example of a specification of the lowest level is given 
in figure 4. The triangles represent the processors and the circles with a cross the 'stores'. In 
this case one single store represents a database. The specification of this database is done by 
means of a binary data model. 
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Figure 4: Subsystem 'Declaration' 

Functionallanguage 
The processors are being specified by means of text, but more important with a functional 
language. This means that the processor contains a prescription how, given a set of input 
tokens, output tokens are generated. Such a prescription may include time characteristics, to 
model delays that processes may incur. The transformation of the process MakeOverview looks 
as given in figure 5. 

proc MakeOverview [ 
in ToBeListed: Listtype, 
out Overview: Overviewtype] 

Overview <- [gv: ToBeListed®gv] 

Figure 5: example ofthe description of a processor: MakeOverview 

The functionallanguage used has been defined in a recursive way, thus stressing the formal 
aspects of the language. For performance reasons the functions ha ve been implemented in normal 
code ("C"). The simple example shows how such a transformation is specified. In this case the 
value of the token that is being produced for the channel Overview is being determined by the value 
of the token in the channel ToBeListed. 
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In this example one has to include timing aspects. This is done by adding a simple delay function: 

Overview <- [gv: ToBeListed@gv] delay 1. • day 

In this case the 'delay 1. • day' means that the output tokens become available for other processes at 
times that occur !ater than 1 day after the time that the processor performs its transformation. (For 
more information on the functionallanguage see [7].) 

Characteristics ofthe RODOS specijication 
The overall RODOS specification and its environment consists of 3 systems and 13 channels. The 
overall specification contains furthermore 27 types and 18 functions. 11 Functions deal with the 
complex timing aspects of the specifications. In many non-formal specification techniques timing 
aspects are only dealt with superficially. 

The RODOS system itself consists of 8 subsystems, 8 processors, 2 channels and 11 stores. The 
stores are necessary to deal with the data that have to be stored and checked. 
The RODOS system, which is of functional nature, does include both automated functions as well 
as functions to be performed by the custom authority or its clients. One of the systems and 2 
stores were used for a measurement system and do not belong to the actual specification. 
However, it may well be that for application management purposes such a measurement system 
may be considered useful to implement. 

The environment that was modelled consisted of 4 subsystems, 22 channels, 10 stores and 24 
processors. It is well known that specifying a system and its environment may welllead to errors 
in specifications if the environment is not modelled correctly. Fortunately ExSpect allows to let 
the interaction of the specification of RODOS and its environment be inspected carefully and, 
furthermore, it gives the possibility to let users take their place in the environment and work with 
the RODOS specification. ExSpect thus provides with the executable RODOS specification a 
working functional prototype. 
The time needed to make the specification was about 15 days. The specification was made on the 
hasis ofthe results of a feasibility study, that included a nice overview of the work processes of 
the Dutch Customs and an overview of the relevant paper and electronic forms. The time needed 
includes the time to communicate 

The formal specification does not include a specific data model. This however was developed 
separately. The type definitions, that were used, ha ve been derived by the makers of the 
functional design from the defined Entity Relationship diagram. ExSpect allows however to do so 
in an automatic way. Thus making the specification could be done even more efficiently. 

Of these systems one was introduced for specific measurements on the actual specifications and 
thus should not be considered to be part of the specification. 

Making the complete RODOS specifications was done by two functional designers. The Petri-net 
nature of the ExSpect models makes collaboration relatively simple. Both worked independently 
on parts of the RODOS system and generated the main library elements. After this the library 
elements were made available for the overall system specification and coupled with Petri-net 
channels. 
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6. ANAL YSIS OF RODOS WTI1I EXSPECT 

The possibilities for analysis of the RODOS specification include all different possibilities that 
are well known from protocol verification. Determination of deadlocks, livelocks, infmite 
waiting queues, consistency of protocol description with service requirements, etc. have been 
described in the relevant literature. ExSpect includes the possibility to perform such analysis 
for distributed applications. We list them in the following paragraphs. 

6.1 Simulation as an important veriftcation tool 
By applying ExSpect to a real world problem it tumed out, however, that the most appreciated 
feature of ExSpect, that is the executability of the specifications, was for the development team 
a highly powerful tool. The RODOS-system and the relevant interacting processes that are 
described with ExSpect can be simulated. In this case the different decisions that the system 
has to take and that are normally roade by users on the hasis of the contents of the incoming 
messages, have been imitated by means of a-select random numbers. 

6.2 Animationfor user requirements verijication 
This simulation provides a very good insight in the working of the system. This is especially 
supported by means of a graphical animation of the information flows in relation to processes. 
Users can take this animation as a possibility to verify the system, but also the designers were 
surprised by the actual insight that an animation could give, already at a very early stage of the 
development of a system. In an animation one may inspect the working of the system, the 
order of the different messages, the different decisions that are taken by the system, etc. On 
every level of abstraction these animations take place, which means that the different 
organisations that are involved in the development of such a distributed system may all inspect 
their part of the complete system and also get a clear insight in the effects that their actions have 
on the other organisations involved. 

6. 3 lnspection and verijication of communication interfaces 
Also the specific contents of messages may be inspected, which allows for an understanding of 
the reasons for inclusion of the different information streams, which in the case of the custom 
procedures is not always even clear to all organisations involved. 

6.4 Dealing with time aspects in specijications 
For the custom authorities aspects as delay times for handling doc_uments and the times that one 
has to wait before goods are allowed into the European Union are highly relevant. Such figures 
can be determined because ExSpect allows for the specification of timing issues. 

6. 5 Preparing for system implementation 
One step further is to analyse the impact of IT -systems on the relevant procedures and the 
necessary workload of personnel. Such issues are highly relevant for decision making on the 
hasis of system specifications, which in general is not done taking into account technical 
aspects only. 

6. 6 Specijication of error handling and "what if' analysis 
One of the most important additions of formal executable specification carne from an analysis of 
a large number of random declarations that was used as an input for the RODOS specification. 
This leamed that a number of declarations were handled only partially. The main reason for 
this is that the exception handling was not specified adequately. As an example, it turned out 
that after a number of updates it was not possible to handle the following incoming messages 
adequately .. In general such aspects of distributed systems are not described very accurately, 
which may lead to high correction costs, either at a later stage in the development of the relevant 
software or even worse, during operation of a definite system. 
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7. FINAL RESULTS AND LESSONS LEARNED 

The quality of the formal specification was considered considerably higher than that of a 
traditional specification. We were able to determine this, as the two approaches, the traditional 
and the formal approach, were performed in parallel. 
By making a formal model with ExSpect the results as described in the following sections have 
been reached. 

7.1 Validation of EDI-protocols 
With the ExSpect model the EDI-protocols that are relevant for RODOS have been validated. 
Therefore, at the start of the project it is clear that the defined protocols are correct and will 
work adequately. This is of utmost importance, as any change in the protocols or interfaces 
between the different systems after a test period willlead to far-reaching changes in not only the 
central RODOS-system, but also in the systems of the other organisations involved. 
Errors like deadlocks and infinite loops can be detennined. In the case of RODOS an important 
point was that the error handling when updates are sent by the consignee's could be analysed. 
This led to determining a number of problems when such updates occur too frequently. The 
protocol did not allow for too many updates to be sent to the RODOS-system. Furthermore the 
behaviour of RODOS after receiving every possible defined message could be determined. 
This is of interest as this allows to see whether the RODOS-system is complete with respect to 
the defined inputs and outputs. 

7.2 Nature ofthe RODOS specijication 
When making the ExSpect model it turned out that severa! design-decisions have to be roade 
that are not made during an informal specification procedure. It means that a formal 
specification is more complete than an informal specification, which in turn means that a 
functional specification that is made in a formal way will not need as much extensions during 
the remainder of the development process (design, coding and test). This guarantees that the 
functional design is complete and that during the remainder of the project less problems will 
occur with unexpected additional functionality. 
ExSpect gives the possibility also to include timing aspect of a specification, as it is based on 
timed Petri-nets. This gives a good framework to specify the time behaviour of a system, 
which is of particular importance with distributed systems of the nature of RODOS. This may 
lead to determine already at an early stage how to deal with messages that are improperly dated. 
In informal specifications most aspects of time are not dealt with adequat.ely. 

7. 3 Completeness of the RODOS specijication 
To test the protocol aspect of RODOS it is necessary to detine also how the systems of the liner 
agent and the consignee are specified. It turned out that these systems were only described very 
globally in an informal specification, on the level of the defined protocol and interfaces. To 
make a specific analysis the handling of the generation and receipt of the messages by a liner 
agent and a consignee have to be modelled. 
This shows once again that for distributed systems a formal approach provides less 
opportunities to forget necessary parts of a complete working distributed system. Furthermore 
the functional specifications of the complete systems of the consignee and the liner agent could 
be easily made in a consistent way, based on the formal specifications of the RODOS system. 

7.4 Further options of ExSpect, not applied to RODOS 
Apart form the above results, the ExSpect specification was able to help answering questions 
that normally can only be answered after the realisation of a complete syst.em. 
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Although we did not work them out completely for this case, we mention a few of them that are 
of considerable interest: 

Because the ExSpect model is executable it provides a test environment for RODOS and 
also for the systems of the liner agent and consignee. After realisation of the software
modules the functionality can be tested. ExSpect can be applied to detine a set of tests 
that cover the functionality of the system. During the specification phase thought arose 
that led to see whether the formal ExSpect specification could be used to form the hasis of 
a real time test environment. This however has not been pursued (see also [8]). 

As the ExSpect model provides a number of input facilities in the form of forms, the 
screen lay-outs that were foreseen could also be defmed consistently with the functional 
behaviour. This led to a working prototype of RODOS, that not only performed the 
functional behaviour, but also gave a good view ofthe actual working ofthe system to 
the end users. This enables us to start education and training of users already at an early 
stage, thereby avoiding possible time loss at a later stage. 
As far as personnel is concemed, ExSpect provides the possibility to investigate the work 
pressure for different departments and functions. Such an extension has however 
deliberately not been made in this case. In this case the need to explicitly show 
implications of the new system for personnel were not considered appropriate. 

The performance of the specified system can be determined beforehand. Especially with 
distributed systems aspects of the distribution of processing power and the capacity of 
data-communication connections are very important, also from a cost point of view. 
Usually such an analysis is made after a functional specification is made. Considerations 
that deal with performance at the design and coding phase however sometimes lead to 
necessary changes in functionality. 
With ExSpect the performance of the system can be calculated beforehand and if the 
performance analysis shows the need for changes, these can be determined right a way in 
the functional specification. This needs in addition to the functional specification 
quantitative data as the relay-time of an EDI-message, the average time for a user to check 
a customs declaration and the estimated needed resources for the handling of a customs 
declaration, the amount of declarations and the frequency by which the declarations are 
being offered. 

8. MAIN SUMMARY AND CONCLUSIONS 

A formal way of system specification has led, in our view, to a considerable improvement in 
quality of the functional design. The most important reason was the fact that an interactive 
validation of the specification by both the designers and the users is possible. 

Executable specifications offer the possibility to simulate the dynamic behaviour of (complex 
and distributed) IT-systems. They offer the possibility to analyse all kinds of aspects that are 
necessary during a design, test and implementation phase. 

An important condition is the availability of an adequate software support environment. 
ExSpect tums out to have the right qualities. The ExSpect-models can serve as adequate means 
to describe the functional parts of the specifications, whereas the executability offers a number 
of advantages. 
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Not only the animation possibilities help in the communication with the end user, but also the 
analyses that are being applied to check on consistency and correctness and that can be used to 
get qualitative and quantitative data on issues that are important for the remainder of the 
development process. 

However, the most important advantage of formal specifications is that they offer the hasis for 
automatic code generation. As far as ExSpect is concemed this issue is being worked on by 
Eindhoven University of Technology and Bakkenist. It is expected that in the near future such 
features will also be incorporated in the ExSpect-tool. This automatic generation of code will 
for ExSpect apply in frrst instance to the generation of API's and Work Flow Management 
software and EDI-communication systems. 
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