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1 M o t i v a t i o n  

Clock control is one of the mechanisms employed to introduce non-linearity into 
key stream generators built from linear feedback shift registers. The earliest de- 
vices were built from stop-and-go registers while the most recent example, the 
Shrinking Generator proposed in [2], has an irregular clocking scheme where the 
number of steps between successive outputs is linked to the length of zero-runs 
in the clocking sequence. Clock controlled shift registers can also be regarded as 
generalized rotor machines. Thus cascades of clock controlled shift registers can 
be viewed as the successors of mechanical rotor machines. There is a sufficient 
body of knowledge to derive analytical results on the period, linear complex- 
ity, and statistical properties of such devices [4]. In comparison, little has been 
published on algorithms for 'practical' cryptanalysis. 

This contribution attempts to give a survey of the techniques published so 
far and to put forward open questions and challenges for further work in this 
area. The presentation will try to convey the main features of the different tech- 
niques without going into too much technical detail. The reader will find more 
information in the references quoted but will notice a general lack of empirical 
data on the practical efficiency of these methods. 

2 A u t o m a t a  T h e o r y  

Automata theory provides a variety of methods for analyzing finite state ma- 
chines. Some of these methods, like establishing whether the state set of a ma- 
chine is minimal, will be rather of an analytical nature with cryptographic de- 
vices, given the large number of states which have to be considered. Others, like 
synchronisation algorithms, can be used directly for attacking a given generator. 
Examination of the inverse of a machine may provide new insights and points of 
attack. A comprehensive survey of these methods, which seem to be somewhat 
out of fashion today, can be found in [7]. 

Analytical examinations on the existence of equivalent states in cascades of 
clock controlled shift registers and in modified rotor machines are conducted 
in [6] and [11] respectively. These results are quite similar in character to those 
given for historic rotor machines in [8], Chapter 5. As far as clock controlled shift 
registers are concerned, the main observation is that only stepl,_l-cascades have 
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state sets with non-trivial equivalence classes and hence an inherent reduction 
of the effective cardinality of the key space. 

A quite interesting attack against cascades of clock controlled shift registers 
works on the principle of synchronizing the inverted cascade. For a cascade of 
n registers, each of period p, an output  sequence of length n p  2 will serve as a 
synchronizing sequence for the inverse cascade with reasonably high probability. 
A precise formulation of this statement together with supporting experimental 
evidence can be found in [1]. Thus, if we are given an output  sequence and guess 
the initial states of the registers of a cascade correctly but  for their rotation, we 
can expect to establish the true state of the cascade after n p  2 steps by feeding 
the output  sequence to the inverse cascade. The result is a considerable reduction 
in the effective cardinality of the state set. A similar attack can be applied to 
the modified rotor machines discussed in [11]. In both cases, input depending 
stepping of the rotors/registers proves to be the crucial weakness. 

3 S t r i n g o l o g y  

Pat tern  matching algorithms deal with the analysis of sequences and so it should 
come as no surprise when they find new applications in cryptology. Consider, for 
example, a linear feedback shift register (LFSR) and its output  sequence, (ai). 
Now, let this LFSR be clocked by some other device and add some other sequence 
to its output  so that  a new output  sequence, (bi), is generated. This sequence (b~) 
can be obtained from the original sequence (a~) by a series of editing operations, 
i.e. deletion, if the LFSR steps more than one position, insertion (or repetition), 
if the LFSR does not step, and substitution, if some other sequence has been 
added to the output  of the clocked register. The distance between the sequences 

a ~ n ( i)~=1 and (b~)~= 1 can be defined as the minimal number of edit operations 
a m b , , n  necessary to transform ( i)i=l into ( i)i=l. 

Given the output  of the clock controlled shift register, one could t ry  to find 
the initial state of the clocked LFSR by determining which sequence (as) has 
minimal distance to the observed output.  To facilitate such an analysis, we re- 
quire a bound on n, the number of bits we have to observe, which in turn requires 
bounds on the number of consecutive insertions and deletions. In this case, com- 
putat ion of the edit distance is related to the computation of the constrained 
Levenshtein distance, providing the link to pat tern matching and stringology. 

Statistical algorithms based on edit distances for the identification of a ma- 
chine consisting of two feedback shift registers where the first register clocks the 
second are discussed in [3, 12]. Both papers consider a stepl,2-register, i.e. the 
LFSR is stepped one position on clock input 0 and two positions on clock input 
1. Thus, when transforming (a~)i= 1 into ( b i ) i = l ,  there are no insertions and no 
two or more consecutive bits can be deleted. It should also be noted that  these 
algorithms are not very welt suited for stop-and-go registers where the number 
of consecutive insertions is limited by the length of the longest run of zeroes in 
the clocking sequence. The same argument applies to the Shrinking Generator  
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[2], where the number of consecutive deletions is again limited by the length of 
the longest run of zeroes in the clocking sequence. 

In general, there is no proof that edit distances are an appropriate basis for 
identifying the correct initial state of the clocked LFSR [3]. Supportive empirical 
evidence is given in [3]. For the special case where no substitutions take place, 
a proof has been given in [12]. The complexity of this algorithm is proportional 
to n2 k, where k is the length of the clocked register and n as above the length 
of the observed sequence. 

In summary, this approach poses some very challenging open problems (see 
[3]) but does not seem to be too promising as a cryptanalytic technique, maybe 
because its basic tool, the edit distance, is too general. The algorithms proposed 
in [3, 12] have to make rather limiting assumptions on the mode of clock control. 
Applicability of the algorithms is further limited by the length of the clocked 
LFSR. In [12], the author notes that the computational effort will be prohibitive 
once this length exceeds 30. This approach is therefore not really suited for a 
generalisation to cascades of clock controlled registers. Furthermore, this type 
of analysis can be defeated by adding a balanced binary sequence to the output 
of the clocked LFSR. 

4 Sta t i s t i ca l  A n o m a l i e s  

Two recent publications [9, 10] examine cascades of stop-and-go registers where 
the output of a stage is the XOR of its clocking sequence and its output (see 
Fig.1.) 

Fig. 1. A stage in a cascade of stop-and-go registers. 

Stop-and-go leads to some anomalies in the statistical relation between the 
clocking sequence and the output sequence. For illustration, consider a cascade 
of two registers. The input to the cascade is always 1. The nodes in the diagram 
in Fig.2 are labelled with the output bits of the two registers. If the output of the 
first register is also 1, then the clocking input to the second register is 1 | 1 --- 0. 
Hence, the second register does not step. When a register steps, the value of its 
output bit may change. For reasons of simplicity, we assume that changes occur 
with probability 1/2 and are independent of previous changes. The arcs in Fig.2 
correspond to state changes and are labelled with their respective probabilities. 
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Fig. 2. Transition diagram for a cascade of two stop-and-go registers. 

Now, consider a situation where we have no previous information about the 
state of the cascade and observe the output sequence 00. The first 0 tells us that 
the output bits of the two registers are either 10 or 01. The probability for each 
case is 1/2. After observing the second 0, the probability for 10 becomes 3/4. 
A longer run of zeroes (or ones) will further increase the probability of reaching 
the configuration 10 (11 respectively.) 

This fact can then be used as the basis for statistical attacks which recon- 
struct the state of the clocked register and in turn the clocking sequence. This 
approach can be extended to cascades of arbitrary length but its efficiency de- 
creases rapidly when the length of the cascade is increased [10]. No experimental 
results on the feasability and efficiency of this algorithm have yet been reported. 
The algorithm does not work for clocking schemes other than stop-and-go. 

5 A Freak Resul t  

In [5], an analytical result on the statistical properties of the outputs generated 
by cascades of stepl,2-registers of length 3 is given. We will give a brief sketch of 
this argument. Consider a stepl,2-register of length 3, as depicted in Fig.l, where 
the initial state q(0) may be any rotation of 100. For each of the three possible 
initial states, we apply all inputs XlX2 of length 2. The corresponding final states 
q(2) and outputs yly2,  given as a function of q(0) and x l x2 ,  are collected in the 
following table. 

100 001 010 
oo OOl/OO OlO/lO lOO/Ol 
01100/01 001/11 010/00 
10 100/11 001/00 010/10 
11 OlO/lO lOO/Ol OOl/11 

Now, convert the states, inputs, and outputs into integers, admittedly in a rather 
arbitrary fashion, by setting x := 2x2 4-Xl, y := 2y2 -t-yl, and recoding the states 
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according to the rules 100 -4 0, 001 -4 1, and 010 -4 2. We get by substitution 

0 1 2 
21/2 2/3 0/0 
00/0 1/1 2/2 
30/1 1/2 2/3 
12/3 0/0 1/1 

Expressing q(2) and x as functions of q(0) and y, i.e. by constructing the inverse 
of the clock controlled shift register, we get 

0 1 2 
0 0/0 0/1 0/2 
10/3 1/0 1/1 
21/2 1/3 2/0: 
3 2/1 2/2 2/3' 

From this table emerges the following algebraic relation between input, output ,  
intial state and final state, 

3y + q(0) -- 4q(2) + x, i.e. 3y + q(0) - x mod 4. 

When the cascade is used as a pseudo random generator, the input to the cascade 
is the all-one sequence. Hence x is known and we have an algebraic relation 
between y and q(0). This relation can be extended to input sequences of any 
length and, by using the output  of one register as the input to the next, to any 
cascade of step12-registers of length 3 [5]. 

The relation between the output  and the initial state is the basis both for 
proving that  for all lengths of patterns the best possible approximation of equal 
distribution is achieved and for showing that  the initial state of such a cascade 
can be directly computed from a short part of the output  sequence (linear in 
the length of the cascade.) In the first case, we look at the outputs generated 
when varying over all possible initial states. In the second case, we are given an 
output  sequence and derive an integer, whose ternary representation gives the 
initial states of all registers in the cascade. This freak result is interesting for 
two reasons. 

- It is a nice example demonstrating how achievement of perfection in one area 
can force a weakness with respect to another criterion. 

- It seems to be the only algebraic result for clock controlled shift registers. 

No a t tempt  has yet been made to generalise this at tack to other cascades or to 
give an explanation from general principles as to why it works in this particular 
c a s e .  
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