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Abstract. Schoof’s algorithm is used to find a secure elliptic curve for
cryptosystems, as it can compute the number of rational points on a
randomly selected elliptic curve defined over a finite field. By realizing
efficient combination of several improvements, such as Atkin-Elkies’s me-
thod, the isogeny cycles method, and trial search by match-and-sort tech-
niques, we can count the number of rational points on an elliptic curve
over GF (p) in a reasonable time, where p is a prime whose size is around
240-bits.

1 Introduction

When we use the elliptic curve cryptosystem [9,17] (ECC for short), we first have
to define an elliptic curve over a finite field. Then, all cryptographic operations
will be performed on the group of rational points on the curve. Since all the
curves are not necessarily secure, we should be very careful when we choose an
elliptic curve for ECC. There are several methods to select a curve for ECC, such
as Schoof’s method [22], CM(Complex Multiplication) method [2,18,10,3], and so
on. The security of an elliptic curve for ECC depends mainly on the “cardinality”
of the curve (the number of rational points on the curve or the order of the group
of rational points on the curve). For example, the cardinality should have a large
prime factor to guard against Pohlig-Hellman’s attack. Recent studies [16,27,21]
on special curves, supersingular curves and anomalous curves, suggest that there
might exist certain efficient attacks on those curves using their speciality. From
this point of view, Schoof’s method is believed best to obtain most secure elliptic
curves for ECC, as it can compute the cardinality of a randomly selected curve.
Moreover, there are heuristic but strong evidence that random search on curves
can find certainly good ones with prime cardinality. (See [11].)

Schoof’s algorithm was not efficient in its original form. Thanks to the con-
tributions of many people, such as Atkin[1], Elkies[7], Morain[19], Couveignes[6],
Lercier[14], and so on, the algorithm became remarkably faster. In the process
of computing the cardinality of a given curve, we can combine several improve-
ments on Schoof’s algorithm, such as Atkin-Elkies’ method, Lercier’s method,
and the isogeny cycles method. However, as far as the authors know, there were
no explicit criteria that give a good combination of these improvements as sub-
procedures.
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The purpose of this paper is to develop an explicit criterion by introducing
several new strategies. In more detail, we introduce an “intelligent choice system”
on several subprocedures based on estimate of the costs of them, and investigate
its effects by practical experiments. By our implementation, one can count the
cardinality of one curve for ECC corresponding to the RSA with 1024bit moduli
within about one minutes in average on a PC with Pentium II 300MHz CPU.
And the average time for counting the cardinality suggests that its complexity is
O(log(p)5±ε) for some ε � 1. Thus, incorporated with the “early abort” strategy
[13], Schoof’s method is recommended, as a practical one, to find good secure
curves.

In the following sections, we consider curves over fields of odd characteri-
stic. The proposed strategy/methods, however, can be applied independent of
the characteristics of the base field. In section 2, we will briefly look over the
improvements of Atkin-Elkies. In section 3, we will introduce new improvements
and show an explicit criterion. In section 4, we will give our experimental results
to show our improvements are actually efficient.

2 Overview of Previous Works

Let p be an odd prime. We will consider an elliptic curve E defined over the
finite field GF (p) of order p: E : y2 = x3 + Ax + B, where A, B ∈ GF (p) with
4A3 + 27B2 6= 0 (mod p). For the mathematical background, see [15,25,26].

2.1 Schoof’s Algorithm

First we will briefly recall the Schoof’s algorithm [22]. We denote the subgroup
of `-torsion points of E by E[`] for a prime `. The Frobenius endomorphism
φ : (x, y) → (xp, yp) of E is also defined on Tate module T`(E) as a linear map
and satisfies the equation: φ2 − tφ + p = 0, where t is the trace of the Frobenius
map which does not depend on `. Then

#E(GF (p)) = p + 1 − t . (1)

If we find an integer t` such that

φ2(P ) + pP = t`φ(P ) (2)

for any P ∈ E[`], we get t ≡ t` (mod `). By Hasse’s theorem, t must satisfy
−2

√
p ≤ t ≤ 2

√
p. Therefore if we compute t mod ` for various small primes

until their product exceeds 4
√

p, we can uniquely determine the cardinality of
the curve by means of the Chinese Remainder Theorem. By the theory of prime
distribution, the largest prime ` necessary to find t is bounded by O(log(p)).

We denote the `-th division polynomial by f`, whose degree is (`2−1)/2 for
` ≥ 3, and which vanishes precisely on the x-coordinates of the `-torsion points.
As we compute (2) in the ring GF (p)[x, y]/(y2−x3−Ax−B, f`(x)), the dominant
steps is the computation of xp and yp in that ring. From this, the complexity of
this algorithm will be O(log8(p)).
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2.2 Atkin-Elkies’ Improvement (SEA)

Elkies’ idea [7,23] is to make use of a degree (` − 1)/2 factor g` of f` when it
is possible to compute g` in GF (p)[x]. (In this case, ` is called an Elkies prime.
Otherwise ` is called an Atkin prime). The factor g` represents an eigenspace of
the Frobenius map φ, which can be computed as a kernel of an isogeny map.
Thus, t mod ` is calculated by the eigenvalue of the eigenspace. As the ratio
of Elkies primes is expected 1/2, this method will reduce the complexity to
O(log6(p)). Rather than determining the unique value of t mod `, Atkin [1,23]
obtained certain restrictions on the value. Then the real value of t is found among
a lot of candidates by, for example, the match-and-sort technique [12].

The Schoof-Elkies-Atkin(SEA) method is obtained by combining the above
two and so it is consisting of two stages, namely, (I) collecting information stage
and (II) trial search stage:

SEA
(I) Collecting informations on t mod ` for various `’s until

∏
` > 4

√
p :

(i) Compute the modular polynomial Φ`(x, j).
(ii) Check if Φ̄(x) = Φ`(x, j(E)) mod p has a root in GF (p).

(ii-E) If Φ̄(x) has a root in GF (p) (we call ` an Elkies prime)
calculate t` = t mod ` using g`.

(ii-A) Otherwise (we call ` an Atkin prime)
calculate possible values of t mod `. We denote the set of possible values
of t mod ` by T`.

The set of Elkies primes is represented by E , and the set of Atkin primes is
represented by A.

(II) Determining the value of t by trial search:
Now, there are candidates T for the value of t, where

T mod ` = t` for ` ∈ E , and T mod ` ∈ T` for ` ∈ A.

The value of t is (uniquely) determined by trial search, that is, by testing if
(p + 1 − T )P = O for each candidate T , where P is a sample rational point
of E and O is the point of infinity, and this test is efficiently executed by the
match-and-sort technique.

2.3 Isogeny Cycles Method

According to Morain et al. [5,6], t mod `2, t mod `3, . . . can be computed effi-
ciently when ` is an Elkies prime. In the method, a factor g`k of the `k-th division
polynomial f`k is computed, where the degree of g`k is at most `k−1(`−1)/2.
The isogeny cycles method is designed as a practical improvement to SEA, and
so the following shall be modified: In (I), we replace

∏
` with

∏
`k and in (II)

T mod `k = t`k for each ` ∈ E , where k depends on each Elkies prime `. For
practical implementations and improvements, see [5,6].
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From now on, we will consider methods based on SEA with the isogeny
cycles method. Thus, we will gather informations of t mod `k for some k > 0
in the stage (I) and we call the product of all primes or prime powers whose
informations will be used in the trial search stage (II) the counter. So, when
counter exceeds 4

√
p in the stage (I), we enter the next stage (II).

3 Intelligent Choice System

In implementation of SEA with the isogeny cycles method, the following choices
are very important for the total efficiency;

1. decision whether to apply the isogeny cycles method for t mod `k or not,
when we find an Elkies prime `,

2. decision whether to compute the candidates for the value of t or just abandon
it, when we find an Atkin prime, and

3. the setting on counter and usage of informations with respect to Atkin
primes.

To give an efficient choice in various situations, and to optimize the total com-
putation, we have to examine how the total efficiency will be changed for each
choice. From this point, the estimate (guess) of the computational cost shall be
very helpful. Here, as an attempt for this optimization, we will propose new stra-
tegies, usage of the estimate of costs to make an “efficient choice” at each step
and systematic treatment of Atkin primes. We call the total system with these
strategies an intelligent choice system. Of course, we can incorporate strategies
in previous works into our system, as those were proposed to improve the effi-
ciency of each subprocedure (method). (See Remark 2 (1).) Here we note that
to make our approach effective, estimates should correspond to the real costs
precisely, which requires “efficient implementation” of each operation.

> Trial Search Stage

virtualisogeny cyclesSchoofAtkin-Elkies

Choice of Methods

 
?Πl k 4 pNot Yet

Fig. 1. The diagram of choice of methods

So far we have three methods (categories) to get the information on t mod `k:
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(a) Schoof’s original algorithm, i.e. finding t mod ` in (2) for P ∈ E[`],
(b) Atkin-Elkies’ method, i.e. the part (I-ii) of SEA for `, and
(c) the isogeny cycles method for `k.

Now we add virtual methods to take a shortcut to the trial search stage (II),
which we call virtual Atkin and virtual isogeny cycles method.

3.1 Shortcut to the Trial Search Stage

In the stage (I), to make good use of Atkin primes `, we allow candidates for
t mod ` as information on t. Thus, in the stage (II), we search a correct value
of t among all candidates constructed from informations in the stage (I). And
it takes O(

√
NC) additions of points on the curve, where NC denotes the total

number of candidates, by most efficient algorithm (match-and-sort/baby-step-
giant-step algorithm). If NC gets too large, the search will take much time.
Therefore we set an upper limit to the total number of candidates, which we
denote by CanMAX. We define CanMAX from experiments according to the size of
p based on the complexity for doing match-and-sort algorithm. In “lucky” cases,
we enter the stage (II) with much smaller NC than CanMAX. In this case, by
introducing virtual methods, we can take a shortcut to the stage (II).

From now on, T`k denotes the set of candidates for t mod `k, which is obtained
by Schoof’s original method, Atkin-Elkies’ method or the isogeny cycles method.

Virtual (Atkin/Isogeny Cycles) Method: Suppose that T`k is already
computed. (For k = 0, we have no information on mod `.) If a prime ` satisfies
the following three conditions, we regard the candidates for t mod `k+j for some
j > 0 as T`k+j = {a + b`k|a ∈ T`k , 0 ≤ b ≤ `j − 1}.

(i) For primes `1, . . . , `s, we have already computed T
`

ki
i

and 4
√

p > counter,

i.e. 4
√

p > (
∏

1≤i≤s;`i 6=` `ki
i ) × `k.

(ii) 4
√

p < (
∏

1≤i≤s;`i 6=` `ki
i ) × `k+j . (The updated counter exceeds 4

√
p.)

(iii) CanMAX > (
∏

1≤i≤s;`i 6=` #T`ki )×#T`k+j . (The updated NC does not exceed
CanMAX.)

We can consider several primes `m’s at the same time. In this case, we can replace
the inequalities (ii), (iii) with

(iia) 4
√

p < (
∏

i `ki
i ) × (

∏
m `km+jm

m ), where `i 6= `m.
(iiia) CanMAX > (

∏
i #T`ki ) × (

∏
m #T`km+jm ), where `i 6= `m.

By this, we can reduce the candidates as well as the operations in the search.

3.2 Choice of Methods Based on Estimate of the Complexity

Now we have four methods to get the information on t mod `k: (a) Schoof’s
original algorithm, (b) Atkin-Elkies’ method, (c) the isogeny cycles method, and
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(d) the virtual method. In each step we should be careful in choosing one of these
method, as the choice will effect the total time of computations. For example,
when counter is very close to 4

√
p, it might be more efficient to compute t mod

`k for a small Elkies prime `, rather than to compute t mod ` for a large prime
`. Thus, as for the isogeny cycles method, it is very important to decide when
we apply it and which prime we use.

Estimate of the Complexity: Here, we propose a simple strategy where we
will estimate the complexity of each method and choose the most efficient one and
a prime ` as a most efficient systematic choice. As a simple but practical example,
we construct the following “complexity estimate function” by estimating the
dominating computations. (We count the number of arithmetic operations over
GF (p).) For simplicity, we only deal with t mod `2 in the isogeny cycles case and
assume that ` � log(p). The function is very simple, but it works very well for
actual computation. (See Section 4.2.) In the implementation we fix each weight
ws, wa, wi,1, wi,2, wi,3 to fit the actual computation. Here we denote by M(n)
the time needed to compute the product of two polynomials of degree n.

Complexity Estimate Function (Weights ws, wa, wi,1, wi,2, wi,3 are positive
numbers.)

(a) In Schoof’s (original) algorithm case, we estimate its complexity at
wsM((`2−1)/2) log(p) for a prime `.

(b) In Atkin-Elkies’ method case, we estimate its complexity at
waM(`+1) log(p) for a prime `.

(c) In the isogeny cycles method case, we estimate its complexity at
wi,1M(U) log(p) + wi,2M(`+1) log(p) + wi,3M((`−1)/2) log((`−1)/2) log(p)
for an Elkies prime `, where U is the degree of a factor g`2 of f`2 that is used
in computing t mod `2.

(d) If we can apply the virtual method, i.e. three conditions for the virtual
method is satisfied, we estimate its complexity at 0. Otherwise, we estimate
its complexity at ∞.

We explain the above estimate briefly. In each method, its dominant step is the
computation of h0(x)p mod h(x) or that of h0(x)(p−1)/2 mod h(x) for polynomials
h0, h. In more detail, h0 = x, y(= x3+ax+b) and h = f` for (a), and h0 = x
and h = Φ`(x, j(E)) for (b). For (c), h0 = x and h = Φ`(x, j(E/C)), h0 = x and
h = g`2 , and randomly chosen h0 and h = ĝ`. (See Lemma 1 for E/C and ĝ`.)
By the experimental analysis in [14] and our experiment, these steps amount to
more than 2/3 of the total time, which shall support the validity of the function.

In (a) we assume that we apply Schoof’s original method to smaller ` and so
the computation of φ(P ) is dominant. (See Remark 2 (3).)

In (b) we count only the cost to check if Φ`(x, j(E)) has a root in GF (p). If ` is
an Atkin prime and we execute Atkin’s method, i.e. (ii-A) in SEA, additional cost
does not effect the total cost so much. But, if ` is an Elkies prime and we execute
Elkies’ method, i.e. (ii-E) in SEA, additional computations, the computation of
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φ(P ) and finding the eigenvalues, have certain effect on the total cost. See the
paragraph Further Discussion on Practical Choice for more precise estimate.

In (c) the degree U is guessed by the following lemma used in [6], which can
be shown easily by seeing the action of the Galois group.
Lemma 1 Suppose that ` is an odd Elkies prime and g` corresponds to an ei-
genspace C of φ in E[`] with eigenvalue s0. Let d0 be the order of s0 in the
multiplicative group GF (`)∗ and set d = d0/ gcd(2, d0). Then, g` has a factor of
degree d over GF (p) and so its corresponding polynomial ĝ` with respect to the
isogeny curve E/C, has also a factor of degree d over GF (p). Moreover, f`2 has
a factor g`2 of degree `d over GF (p), which can be used for computing t mod `2.

In the computation of φ(P ), the step xp mod g`2 is dominant. (See Section 4.1.)
In the computation of ĝ`, the step xp mod Φ`(x, j(E/C)) is dominant, and in the
computation of a factor of ĝ`, the steps h

(p−1)/2
1 mod ĝ` are dominant, where h1

are randomly chosen polynomials. See [24] for details of factoring polynomials.
Remark 2 (1) By the isogeny cycles method, we can compute t mod `k exactly,
however, its cost tends large compared with Atkin-Elkies’ method for the same
`. So its arrangement is very important. In existing works, the isogeny cycles
method was considered as an option to Elkies primes, and it is applied for ` just
after Elkies’ method was executed for the same ` ([14]). (The power k for `k is
also decided at this step.) But, for primes `1 < `2, there are many cases where
the cost for t mod `21 by the isogeny cycles method exceeds that for t mod `2 by
Atkin-Elkies’ method. Moreover, for Elkies primes `1 < `2, the cost for t mod `21
is not always smaller than that for t mod `22. (See Lemma 1.)
(2) The condition for the virtual method shall depend on the cost of search in the
stage (II). To guarantee the efficiency of the intelligent choice system, the current
setting is derived from an assumption that the cost of search among CanMAX
candidates corresponds to that of Atkin-Elkies’ method just before closing the
stage (I).
(3) As a common strategy for Schoof’s original algorithm, we apply it only for
small primes and so we set a bound on the largest prime for which Schoof’s
original algorithm can be applied. Then, the estimated cost for Schoof’s original
algorithm for large primes become ∞ in the intelligent choice system.

Examples 3 Here we demonstrate the detail of actual computation by exam-
ples. We select typical examples for which virtual methods work well. In the
below, series of triples represent the trace of computation, where each triple
consists of the selected method, the selected prime, and the actual cost (in se-
conds). For simplicity, we write a,e,i for Atkin’s method, Elkies’ method and
the isogeny cycles method, respectively. (In the implementation, we computed
t mod 2 by checking if E has a rational point of order 2. Thus, each series begins
with ` = 3.) Let p = 2155+15 and E defined by y2 = x3+ax+b.
(1)

(a, b) = (1, 5) :
[e,3,0.1], [a,5,0.1], [i,3,0.11], [e,7,0.26], [e,11,0.51], [e,13,0.56], [i,7,0.4],
[e,17,1.05], [e,19,1.05], [i,11,0.83], [a,23,1.31], [i,13,1.66], [a,29,1.84],
[e,31,2.75], [i,17,2.4], [e,37,3.5], [e,41,4.99], [e,43,5.23]
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Then, the virtual method was applied with the following setting: 2 → 24, 3 → 32,
72 → 73, 112 → 113. The trial search took 1.67 seconds.
(2) (a, b) = (1, 64) :

[e,3,0.18], [e,5,0.18], [i,3,0.12], [e,7,0.25], [i,5,0.25], [a,11,0.32], [e,13,0.55],
[e,17,0.92], [a,19,0.73], [a,23,1.32], [i,13,1.25], [e,29,2.55], [i,7,0.97], [a,31,2.09],
[i,17,2], [e,37,3.49], [a,41,3.59], [e,43,5.32], [a,47,4.33]

Then, the virtual method was applied with the following setting: 2 → 23, 32 →
33, 52 → 53, The trial search took 1.04 seconds.

Further Discussion on Practical Choice: Here we proposed a strategy
based on complexity estimate as a practical optimization. But, from precise
analysis, it might be better to use the following “contribution index” instead of
the complexity estimate function.

1. Contribution Index: On the choice of methods, the “gain” in counter
must be taken into account. (Informations for large moduli shall contribute
much more than those for small moduli.) As a realization of such “contribu-
tion”, we may set the contribution index for each method by

the estimate of the complexity
the gain in counter

.

We can give a precise argument on the gain. As for Atkin-Elkies’ method
with a prime `, if ` is an Elkies prime, then the gain is exactly `, however, if
` is an Atkin prime, the gain varies according to the number of candidates
of t mod ` and the amount of already computed candidates. So, we might
compute the “expected gain” by taking the probabilities into account. (See
Section 3.3 for usage of Atkin primes.)

2. Cost of Virtual Method: We can give a “more reasonable” estimate to
the cost of the virtual method. As the virtual method has much influence
on searching the real value of t, it is better to add the estimate of the cost
of search to the original estimate, and to compare it with the expected total
cost for the case where we do not apply the virtual method.

By our experiment, there is little difference between the original complexity
estimate function and the contribution index for 300 curves over GF (2160+7).
So, “simple estimate of the cost” seems work well for curves over finite fields
of 160-240 bits order. But, to deal with curves over larger finite fields, we have
to consider a precise contribution index function to make the intelligent choice
system efficient. As for the cost of the virtual method, we could not have any
practical experiment due to the hardness to estimate actual costs of search by
the match-and-sort technique. This shall be done in the future work.

3.3 Re-ordering Atkin Primes

When Atkin-Elkies’ method is chosen, we check whether Φ`(x, j(E)) has a root in
GF (p) from gcd(xp−x, Φ`(x, j(E))). Thus, we computed xp (mod Φ`(x, j(E)))
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for this check. If Φ`(x, j(E)) has not such a root, i.e. ` is an Atkin prime, then
the candidates of t mod ` are computed from the distinct degree decomposition
(DDD). Once we have xp (mod Φ`(x, j(E))), we can compute the DDD very
efficiently and so the computation xp (mod Φ`(x, j(E))) is the dominant step
in this case. But, to improve the total efficiency, there proposed a strategy that
we do not execute any additional computation for Atkin primes when the total
number NC of candidates of t exceeds CanMAX.

Here, we propose a new strategy “re-ordering” that even if NC exceeds
CanMAX, we do not give up using new Atkin primes. A “good” Atkin prime
is the one, which itself is fairly large and the number of whose candidates for t
is small. We define “Atkin index” of an Atkin prime ` as:

the number of candidates for the value t

`
.

In this context, Atkin primes of smaller index can be used more efficiently for
the computation. When we find a new Atkin prime and NC exceeds CanMAX,
we look for “worse” Atkin primes and replace them with the new “better” one
so that NC does not exceed CanMAX. In good cases we can proceed to the trial
search stage without further computations.

Examples 4 We consider the case where p = 2160+7, E : y2 = x3+x+8 and
CanMAX = 108. In this case, successive 7 primes from ` = 59 are Atkin primes
and NC exceeds CanMAX at ` = 71. However, by “re-ordering”, counter exceeds
4
√

p at ` = 79 with NC = 47185920. By the notation in Example 3, the following
presents the record of computation:

[a,3,0.05], [a,5,0.09], [e,7,0.21], [a,11,0.29], [a,13,0.39], [e,17,0.99],
[a,19,0.78], [a,23,1.25], [e,29,2.86], [e,31,2.79], [e,37,3.74], [e,41,5.77],
[a,43,4.61], [a,47,5.6], [e,53,7.82], [a,59,7.14], [a,61,8.2], [a,67,12.05],
[a,71,14.49], [a,73,14.71], [a,79,13.91]

On the other hand, without “re-ordering”, we have to search the next Elkies
prime, which will be found at ` = 89. Thus, the computation becomes 1.3 times
slower.

Remark 5 The “re-ordering” strategy for Atkin primes obliges us to execute
additional computation even for “bad” Atkin primes. But, this fact supports the
validity of the complexity estimate function, because the difference between the
cost for Elkies’ method and that for Atkin’s method for the same size prime
becomes smaller.

4 Implementation and Experiment

We have implemented the intelligent choice system using Risa/Asir computer
algebra system [20] developed by FUJITSU Labs. We examined its ability and
efficiency by experiment on number of examples. We set ws = ∞, wa = 1,
wi,1 = wi,2 = 2, wi,3 = 0, and M(n) = n2. Although we used efficient multipli-
cation techniques, where M(n) = O(n1.6), the function gives reasonable choices
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for our examples. For the experiment, we pre-computed “canonical” modular
polynomials [19] up to ` = 229.

4.1 Details in Implementation

Here, we explain the following important operations.

Multiplication and Powering: The SEA algorithm spends most of the time
for multiplications of polynomials over GF (p) and so those in the field GF (p).
Thus, as recommended in [14], we used Karatsuba’s algorithm in the multiplica-
tion of polynomials so that we can get the complexity M(n) = O(n1.6) instead of
O(n2). This will be effective when p is around 240-bit long. Moreover, almost all
are modular multiplications, i.e. polynomial multiplications accompanied with
polynomial division. Among them, as remarked in [14], powering polynomials
dominates among other operations and it appears in the following steps;

(a) DDD computation of Φ`(x, j(E)),
(b) eigenvalue computation, i.e. finding t` by φ(P ) = t`P .

Because both (a) and (b) require

(c) xpk

mod h(x) for some polynomial h(x), or h0(x)(p−1)/2 mod h(x) for some
polynomials h0(x), h(x), where deg(h) = O(log(p)).

For ordinary powering, we can convert one polynomial division into two polyno-
mial multiplications with truncation, see [24]. For this truncated multiplication,
we can extend Karatsuba’s algorithm [8]. For pk-th powering with k ≥ 2, we can
use multiplication tables, see also [24]. These techniques improve the total effi-
ciency very much. We shall need, however, the FFT technique to attain drastical
improvement for computation over much larger finite fields.

Eigenvalue Computation: In the isogeny cycles case, we made use of a
match-and-sort algorithm in calculating an eigenvalue. As it was remarked in
[23] that such a technique might work well for large `, it seems to work well for
isogeny cycles cases. We outline the implemented procedure briefly.

Suppose that ` is an odd Elkies prime and we have already computed g`

and a factor g`2 of f`2 . Let s0 be the computed eigenvalue of the eigenspace
corresponding to g`. By using g`2 , we will compute the eigenvalue s0 + `s1,
where s0, s1 ∈ {0, 1, . . . , `−1} and s0 6= 0.

(i) We compute P, . . . , (`−1)P , where the x-coordinate of P is a root of g`2 .
(ii) For k = 1, . . . , `−1, we compute kφ(P ) and check whether (ii-1) vP = uφ(P )

or (ii-2) −vP = uφ(P ), where v = s0u (mod `).
If (ii-1) holds, then s0+`s1 = vu−1 (mod `2). If (ii-2) holds, then s0+`s1 =
−vu−1 (mod `2).
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This algorithm concerns only the x-coordinates of points and the number of
additions of points is bounded by 2(` − 2). The following lemma gives the ma-
thematical base for the correctness of the method.

Lemma 6 For s = s0 + `s1, s0 6= 0, there exists an element u0 ∈ {1, . . . , `−1}
such that u0s mod `2 belongs to {1, . . . , `−1} ∪ {`2−`+1, . . . , `2−1}.

Match-and-Sort Computation in Trial Search: In the trial search stage,
we applied a certain kind of match-and-sort algorithm described in [12] for im-
proving the efficiency. (See [12] for details.) In the implementation, we made use
of projective coordinates and pre-computed multiples of a fixed point for compu-
tation of baby step and giant step. Moreover, we take much care of partitioning
Atkin primes into the baby part and the giant part. To give a good partition,
we apply “re-ordering” again to all Atkin primes. Also in the virtual method,
we choose primes to optimize the algorithm.

4.2 Experimental Results

To examine the ability of the intelligent choice system, we choose 300 curves over
GF (p), where p = 2160+7, A = 1, and 1 ≤ B ≤ 300, and measured the average
time needed to compute the cardinality of one curve on a PC with Pentium
II of 300MHz. We set the value of CanMAX=108. We also put the best and the
worst time in the following table. In order to see the effect of our methods we
tried several combinations of our strategies. We did not implement the Schoof’s
original algorithm.

Table 1. Using Intelligent Choice System (seconds):
No. isogeny virtual re-ordering best average worst
(1) YES YES YES 34.7 66.5 334.7
(2) NO YES YES 56.2 82.8 330.9
(3) YES NO YES 43.7 76.1 339.4
(4) YES YES NO 34.4 68.0 348.2

Table 2. Not Using Intelligent Choice System (seconds):
No. isogeny virtual re-ordering best average worst
(5) YES NO NO 43.6 83.4 365.3
(6) YES NO NO 43.6 86.9 374.1

(5) uses isogeny cycles if f`2 has a factor of degree ≤ 32.
(6) uses isogeny cycles if f`2 has a factor of degree ≤ 64.

From the above data, our strategies (in the intelligent choice system) will be
characterized as follows:

1. The “estimate of the complexity” strategy has the main effect of speeding
up the computation process overall.

2. The strategy on the isogeny cycles method and that on the virtual method
have the main effect of speeding up the computation process in good cases.
(Case we can proceed to the trial search stage early on.)
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3. The re-ordering strategy should have the main effect of speeding up the
computation process in bad cases. (Case the number of candidates for t

exceeds CanMAX). Currently our implementation of calculation of xpi

has not
yet been tuned up. The authors believe that we can see a better effect after
tuning up the process.

In Table 3 we show the timings (seconds) for 300 curves over other fields, which
might assert that one can count the cardinality of curves used for elliptic curve
cryptosystems in a reasonable time. And the average times suggest that the
complexity of our implementation is O(n5±ε) for some ε � 1. We also counted
the cardinality of sample curves listed in X9.62 Working Draft and found the
similar behavior on their timings as in Table 3. (It took 559 seconds for Example
1 with a 256-bit prime in H.5.3.)

Table 3. Statistics on Timings
prime average time best time worst time CanMAX
2240 + 115 454.1 242.8 1143.2 109

2160 + 7 66.5 34.7 334.7 108

2155 + 15 50.4 30.6 142.3 108

The authors are implementing the intelligent choice system for curves over finite
fields of characteristic 2. As the basic arithmetics over finite fields of characteri-
stic 2 can be done quite efficiently, the total computation over such fields seems
faster than that over finite fields of odd characteristics.

4.3 Finding Elliptic Curves of Prime Cardinality

For secure ECC, it is strongly recommended to use a curve whose cardinality is a
prime. For this purpose, we can use “early abort” strategy [13]. In this strategy,
we check if the cardinality has a factor in each step of the computation of t mod `.
If we find that the cardinality is not a prime, we can abandon the curve and try
the next one. The effect of the strategy is supported by mathematical analysis
[11,13].

We incorporated this strategy to our implementation and searched curve with
prime cardinality. For p = 2240 +115, we could try 3569 curves in 52.5 hours,
and found 16 curves whose cardinalities are prime. It means that we can handle
each curve within 1 minute in average due to the effect of early abort strategy
(almost 8 times faster than the average time in Table 3).

5 Conclusion

We have introduced an explicit criterion for efficient computation of the car-
dinality of an elliptic curve over a finite field. The experiment shows that we
could speed up the process almost 20%. In the experiment we can find elliptic
curves whose cardinalities are prime numbers in a reasonable time when the
characteristics p of the base field is around 240-bit long.
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Although our current implementation can not be the best, its experimental
result is quite satisfactory in practice. We are going to tune up the complexity
estimate function and CanMAX to get a better result. We will also implement FFT
for the case when p is a larger prime and modify the intelligent choice system for
parallel computation. Moreover, theoretical analysis will be our further studies.
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