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Abstract: This paper presents a systematic approach to manage the risks within
the acquisition of services and systems. The risk management approach is based
upon situational factors which are root causes of risks. Strategy options for a
service execution approach and a service control approach are offered to
mitigate risks in large, complex and uncertain IT undertakings. The resulting
service delivery strategy constitutes the preliminaries to plan a sequence of
decision points for the acquisition.
The approach allows also to determine actions which attack the root causes of
risks which is vital for the success of a risk management approach.
The approach may be used by customer organisations and by supplier
organisations.

1. Introduction

ìïìï Objective of This Paper

This paper presents a systematic approach to manage the risks within the acquisition
of services and systems.
This approach has been elaborated within the ISPL project [10] on the basis of the
results of the Euromethod project [1]. These results have been tested in nine real life
projects. These projects have evaluated their use of Euromethod as positive.
The major enhancement of the risk management approach of ISPL with respect to the
one of Euromethod is a generalisation that allows one to manage risks for ongoing
services as well as for projects. This would make the approach suitable for large
outsourcing contracts embedding system development projects as well as a variety of
services such as maintenance, network management, system operation and
configuration management.
In addition, ISPL has an interface with ITIL (Information Technology Infrastructure
Library) [11]. ITIL contains a set of manuals providing guidance on how to define and
manage services. ITIL has been initially developed by CCTA and is currently
distributed by EXIN. It is considered as a de facto standard in a lot of countries of
North Europe where it has many users.
ISPL is currently a freely available public method.

The design of the risk management approach has been based on an analysis of the
existing risk approaches and the contingency approaches, sometimes called situational
approaches [2], [3], [4], [6], [9], [15], [18], [19].
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Although the risk management process is not yet standardised, and in particular, a
common terminology is not yet used, it is acknowledged that this process contains the
following sub-processes (See for example [5], [21], [22]):
• A process that identifies, analyses, evaluates, assesses, estimates the risks
• A process that plans the risk management actions
• A process that tracks, controls, monitors.
In ISPL, the risk management process is made of situation and risk analysis, risk
management planning and risk monitoring (See Fig. 1). Risk management planning is
decomposed into design of the service delivery strategy and decision point planning.

Situat ion analysis Risk analysis

Design of  the
service del ivery

strategy

Decis ion point
p lanning

Risk Monitor ing

Risk Management  P lann ing

Analysis

Fig. 1: Risk Management Process

1.2. What Is an ICT Service Acquisition Process?

The acquisition process is the process of obtaining a system or a service, or any
combination thereof, from one or more suppliers.
The acquisition process starts with a customer process, the acquisition initiation
process, possibly followed by one or several procurement processes. Each
procurement process consists of a series of customer-supplier processes related to one
contract: the tendering process, the contract monitoring process and the contract
completion process.
Acquisition management includes, but is not limited to: define the acquisition strategy,
manage the tendering process, plan the service and system delivery and thus define the
decision points and deliverables, monitor contracts, control costs and time-scales, and
manage risks.
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A service is defined as any process executed by one person or organisation for another
one. This paper is restricted to processes in the area of Information and
Communication Technology (ICT). Two types of service are distinguished:
• Projects: aim at changing processes or systems within an organisation. Examples

are system development, system renovation, business process redesign and
helpdesk installation.

• Ongoing services: aim at executing processes at an agreed service level.
Examples are configuration management, network management and the helpdesk
function.

1.3. Structure of This Paper

The remainder of this paper is structured as follows. Section 2 addresses risk analysis
and presents how risks are identified through a systematic analysis of the situation.
Section 3 addresses the design of a service delivery strategy within a risk management
strategy. Section 4 explains how to plan decision points as part of risk management
planning. Section 5 analyses the specificity of this approach and suggests some
research area that would be useful to improve risk management.

2. Analysing the Situation and Risks

An important characteristic of the approach is the systematic identification of the risks
from an analysis of the situation, using checklists of situational factors. Situational
factors are the root causes of risks. Situational factors have already been proposed by
the contingency approaches mentioned in Section 1. The framework for classifying the
situational factors has been derived from the Leavitts model of organisations [13]. It is
also based on the distinction between target domain and project domain considered in
the Euromethod Deliverable Model [8].
Some cost estimate methods provide a similar approach to analyse the situation when
they consider cost or risk factors in their mathematical model to estimate the costs
[17], [12]. The SEI (Software Engineering Institute) proposes an approach which is
not very different, although a questionnaire is used instead of situational factors; this
questionnaire is based on a taxonomy of risks [20]. Last but not least, it seems that this
type of approach is used empirically by experienced project managers as demonstrated
in [16].

2.1. Situation Analysis

The way to analyse the situation is to assign a value to each situational factor that is
relevant in the considered situation. Situational factors contribute to the complexity
and uncertainty of the service. The situational factors are organised in a two
dimensional matrix: the domain and the knowledge characteristics.
The domain dimension determines which organisation to investigate. Two domains
are considered:
• Target domain: the part of the (customer) organisation, in terms of processes,

information and actors, that is affected by the service.
• Service domain: the service organisation that delivers the service.
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Target
domain

Complexity factor Uncertainty factor

Business
system

Complexity of requirements Availability, clarity and stability of
requirements

(including Quality of existing specifications
Compute- Understanding of business system
rised Stability of business system
system) Stability of environment
Process Complexity of business processes Adequacy of business processes

Complexity of quality properties of
the business processes

Formality of business processes

Specificity of business processes
Information Complexity of business information Formality of business information

Complexity of quality properties of
business information

Actors Heterogeneity of business actors Attitude of business actors
Complexity of business actors Ability of business actors
Size of distribution of business
actors

Importance of changes triggered by
the project

Technology Complexity of business technology Novelty of business technology
Availability of business technology

Fig. 2: Situational factors related to the target domain

The target domain factors are grouped into four classes:
• Process: properties that characterise the business processes in the target domain.
• Information: properties that characterise the business information in the target

domain.
• Actors: properties that characterise the business actors in the target domain; this

includes properties of their organisational structure. If the target domain contains
computerised systems, it includes properties of the computerised components and
the computerised system architecture. In some cases, it is clearer to split these
situational factors in factors related to the human system and factors related to the
computerised system.

• Technology: properties that characterise the technology (methods, techniques and
tools) used in the target domain. If the target domain contains computerised
systems, it includes properties that characterise the technology (methods, tech-
niques and tools) used in the computerised system. In some cases, it is clearer to
split the situational factors in factors related to the human system and factors
related to the computerised system.

A factor may concern all aspects of the business systems, e.g. the availability, clarity
and stability of requirements concerns processes, information, actors and technology.
Such factors are grouped under the heading “business system”.
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Similarly to the target domain factors, the service domain factors are grouped into four
classes:
• Process: properties that characterise the processes that contribute to the delivery

of the service.
• Information: properties that characterise the information used to deliver the

service.
• Actors: properties that characterise the actors who execute parts of the service;

this includes properties of their organisational structure. The service actors may
include developers, service managers, experts, users involved in the service
execution, sub-contractors, etc.

• Technology: properties that relate to the technology (methods, techniques and
tools) used to deliver the service.

This classification into four classes has evolved from the Leavitts model [13]: the
“information” class has been added and the former “actor” and “structure” classes
have been merged into the current “actor” class. In addition to pragmatic reasons for
doing so, the resulting four classes are more in line with the Euromethod Deliverable
Model [8].
The other dimension, the knowledge characteristic, groups the knowledge about the
situation into complexity and uncertainty.
Complexity can be regarded as the difficulty encountered in managing the available
knowledge. Uncertainty can be regarded as the lack of available knowledge.
The checklist of target domain situational factors is presented in Fig. 2.

2.2. Risk Analysis

A risk is the possibility of exposure to the adverse consequences of future events. A
risk is characterised by a probability (of the future event) and an impact (the adverse
consequence). Both should be quantified.
The risk exposure is defined as the product of the probability and the impact: risk
exposure = risk probability * risk impact. Risk exposure is a measure of the criticality
of the risk. Critical risks deserve particular attention whilst formulating a service
delivery strategy.
Risk analysis consists of risk identification, risk probability assessment, risk impact
assessment and critical risk identification.

Risk Identification

Fig. 3 enumerates the most common risks. They are described in terms of their impact.
Two classes of risks are considered:
• Risks for the business: those risks have a direct impact on the business

performance in terms of quality, costs, non-attainment of stakes, etc.
• Risks for the service: those risks have a direct impact on the service performance

in terms of quality, costs, delays, etc. Their impact on the business is only indirect
through the increase of probability of some risks for the business.

The word ‘system’ in the formulation of these risks refers to the result of a project. Be
aware that in the case of a service installation project, the word ‘system’ is actually
referring to the service to be installed. A system may then be a business system, an
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information system, a computerised system, a process, a service, a part of those or a
combination of those.
As explained before, situational factors are sources of risks. These relationships
between situational factors and risks provide substantial guidance to identify the risks
inherent to a situation. The table of Fig. 4 presents these relationships for the
uncertainty factors in the target domain. Analogous tables have been developed for the
other situational factors.
Fig. 5 shows the causality relationships between these risks. Indeed, some risks, if they
occur, may cause, as one of their impacts, an increase of probability of other risks.
Example: the poor quality of a system will increase the risk of non-acceptance by the
business actors.

Risk Probability Assessment

The probability of a risk depends on:
• The number of situational factors having a negative value that contribute to the

risk
• The relevance and importance of these situational factors in the specific situation
• The magnitude of the negative value of each of those situational factors.
In some situations, risks may be decreased by situational factors having a positive
value.
The probability should be expressed as a real number included between 0 and 1.
However, a more qualitative approach can also be used, e.g. a three grades scale such
as low, medium, high.
There is no algorithm to compute a risk probability. Expert judgement is required.

Risk Impact Assessment

The impacts of risks are much dependent on, and specific to the context of the service.
The risks within the checklist are described by types of impacts, e.g. increased costs,
delays in the service or in delivery of deliverables and poor quality of service or
deliverables.
This impact is different whether the risk is for the service or the business.
The impact of a risk for the service is measured in terms of an increase of probability
of other risks for the service and for the business (Refer to Fig. 4: Risks associated to
target domain uncertainty).
The impact of a risk for the business is measured in terms of losses incurred by the
business: financial losses, loss of customers of the business, handicap to meet the
strategic targets of the business, alteration of the image of the business in the market,
threat for the survival of the business, etc.

Critical Risk Identification

Special attention is given to the risks with a high probability and a high impact, i.e.
with a high exposure. These risks are called the critical risks. The critical risks should
influence the definition of the service delivery strategy and the decision points, and
they should be documented in the delivery plan.
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Risks for the business

1. Poor quality of service: the delivered service (or system) has not the required quality; it
may mean that it is not working, or not adapted to the business needs or that there are
shortfalls in some quality properties (functionality, efficiency, reliability, etc.).

2. Delay in system delivery: the system is delivered too late thereby creating problems to
the business; this risk is relevant for projects.

3. Service not accepted by business actors: the service (or system) is not accepted by the
business actors; the reason may be a poor quality but it may also encompass sociological
or human issues.

4. Unpredictable costs for the business: the delivered service or system generates unpredict-
able costs for the business organisation (target domain); these costs may relate to usage,
operation, maintenance, etc. and be due to bad quality or other reasons.

5. Non-attainment of business stakes: the delivered service or system does not contribute to
the business stakes at the expected level; reasons may be bad quality, unpredictable
costs, delays in the delivery but also more complex combinations of factors.

Risks for the service

1. Unclear service requirements: the requirements to the service (or the system) are not
clear or not available.

2. Unstable service requirements: the requirements to the service (or the system) are not
stable (they are evolving).

3. Uncertain interfaces (with other processes, systems or services)
4. Lack of business actor participation: the business actors (users, stakeholders, etc.)

participate insufficiently in the service execution or in the system development.
5. Shortfalls in sub-contracted tasks: tasks that are sub-contracted are not performed with

the required quality.
6. Loss of control of service: the service runs out of control from the management.
7. Delays in deliveries: some deliverables are delivered late; these deliverables may be

intermediate deliverables in projects or management deliverables for services in general;
the delivery of installed systems is covered under the risk “Delay in system delivery”
which is a risk for the business.

8. Poor quality of deliverables: some deliverables are not delivered to the required quality;
these deliverables may be intermediate deliverables in projects or management deliver-
ables for services in general; the delivery of installed systems is covered under the risk
“Poor quality of service/system” which is a risk for the business.

9. Increased costs of the service: the cost of the service increases.
10. Demotivation of service actors: some actors of the service loose their motivation and

commitment for various reasons.

Fig. 3: Checklist of risks

3. Designing a Service Delivery Strategy

A service delivery strategy consists of individual actions to mitigate risks, strategy
options for the service execution approach, and strategy options for the service control
approach.
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Situational factors
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Risks
unclear service requirements X X X X X X X X

unstable service requirements X X X X X

uncertain interfaces X X X X X X X

lack of business actor participation X X X

shortfalls in sub-contracted tasks X X X X

loss of control of service X X X X X X

delays in the deliveries X X X X X X X X X X X

poor quality of deliverables X X X X X

increased costs of the service X X X X X X X X X X X

demotivation of service actors X X X X X X X X

poor quality of service X X X X X X X X X X X

delay in system delivery X X X X X X X X X X X

service not accepted by business actors X X X X X X

unpredictable costs for the business X X X X X X X X X

non-attainment of business stakes X X X X X X X

Fig. 4: Risks associated to target domain uncertainty

The concepts used for the analysis of situation and risks and for the design of the
service delivery strategy are summarised in Fig. 6.

3.1. Select Actions to Mitigate Risks

The table of Fig. 7 shows examples of actions that are appropriate to mitigate risks.
ISPL contains also actions to change individual complexity factors and uncertainty
factors.
For a specific situation, a set of actions may be selected to mitigate a set of risks.
These actions must be introduced in the plans, in order to allow for monitoring.
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Unclea r
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serv ice
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Serv ice /
sys tem no t

accep ted  by
bus ines s

ac tors

N o n -
at ta inment  of

bus ines s
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Fig. 5: Causality relationship between risks

Risk mit igation actions

Situational factors Risks

Complexi ty
and

Uncertainty

Risk mit igat ion
strategy

Actions to change
situational factors

Act ions to manage
risk impact

Actions to reduce
risk probabil i ty

change change change

causedetermine

cause

cause

manage

manage manage

Service del ivery strategy

Fig. 6: Main concepts supporting the ISPL Risk Management Approach
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Risk Actions to mitigate risk

Unclear
service
requirements

• Create or utilise a good understanding, if any, of the existing system.
• Make early decisions on descriptions of the future information system.
• Include business actors as service actors.
• Use formal requirements analysis methods.

Unstable
service
requirements

• Pay attention to the design of an adaptable service/system.
• Implement a stringent change control system together with the

customer
• Plan for investment decision points where requirements are revised.

Lack of
business actor
participation

• Get senior management support and responsibility for participation.
• Investigate and analyse the motivation of the target domain actors.
• Motivate the actors, e.g. by making the benefits visible.
• Involve the actors, e.g. increase the information of actors.

Demotivation
of service
actors.

• Train service actors.
• Motivate service actors.
• Avoid management by blame.
• Produce realistic and feasible plans.

Poor quality
of service

• Verify as soon as possible that the quality of the future service/system
will be as good as the quality of the existing service/system.

• Produce requirements statements, prototypes and specifications.
• Gather experiences obtained from similar situations.
• Produce prototypes for simulation of the service/system properties.
• Use reverse engineering, i.e. add decision points to the delivery plan

associated with raising the understanding of the existing
service/system.

• Use IS-experts with high level of technical skills.
• Check regularly the conformance to requirements.

Delays in the
delivery of
service

• Plan work-arounds.
• Plan for investment decision points where ambitions may be revised.
• Allocate more people to the service team.
• Increase skills in the service team
• Revise delivery plan.

Service not
accepted

• Create or maintain a positive attitude of the business actors.
• Produce prototypes for simulation of work practice properties.

Unpredictable
costs for the
target domain

• Decrease the uncertainty regarding costs by having decision points in
the delivery plan concerning these costs early in the service execution.

• Use of professional assistance to identify and evaluate those costs.

Business
stakes not
attained

• Implement a service management driven by stakes.
• Measure the attainment for stakes as early as possible.
• Manage critical risks.

Fig. 7: Example of actions to mitigate risks
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3.2. Design Service Execution Approach

The strategy options depend on the type of service, and in particular on whether it is a
project or an ongoing service.
This section will consider only projects.
For projects, a service execution approach consists of a description approach, a
construction approach, and an installation approach.

Description Approach

A description approach provides the cognitive approach to be followed in producing
one or more functional or technical designs, and the social approach required between
the service actors and the business actors. The following approaches have been
proposed by Mathiassen and Stage in their paper “The principle of limited reduction
in software design” [14].
The cognitive approach used in producing the system descriptions is the way in which
information is processed in order to make the project's design decisions. Two options
are distinguished:
• Analytical approach: When information is processed analytically, the available

information is simplified through abstraction in order to reach a deeper and more
invariant understanding. An analytical approach is used to handle the complexity
of the information. In an analytical approach the information system is mainly
described by use of some degree of formality.

• Experimental approach: When using an experimental approach, the service actors
learn from experiments generating new knowledge. The purpose is to reduce the
uncertainty by generating more information. Experiments can, for example, be
based on prototypes, mock-ups, benchmark test of services or other kinds of
techniques that make scenarios visible.

The social approach is the way in which service actors work together with the
business actors during the description task. Two options are distinguished:
• Expert-driven. In an expert-driven approach, service actors (the experts) will

produce descriptions on the basis of their own expertise, and interviews and
observations of business actors. The descriptions can then be delivered to the
business actors for remarks or approvals.

• Participatory. In a participatory approach, the service actors produce the
descriptions in close co-operation with some or all the business actors, e.g. in
workshops with presentations, discussions and design decisions. Joint Application
Design (JAD) is an example of a technique that can be used in a participatory
approach. A participatory approach may allow the acquisition of knowledge, the
refinement of requirements and the facilitation of organisational changes.

Construction Approach

A construction approach defines how the system is going to be constructed and tested.
The customer and supplier should choose from the following three construction
approaches (see also [7]):
• One shot construction: The whole system is constructed (and tested) in one

version – normally when using ‘off the shelf’ solutions.
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• Incremental construction: The system is constructed (and tested) in successive
parts. Each part contains a sub-set of the system functionalities. The requirements
to the installed system are fully defined before the first construction and will not
be changed afterwards.

• Evolutionary construction: The system is constructed (and tested) in successive
versions. Between two versions, the descriptions of the system can be changed
after learning from testing the system. Each version may contain a sub-set or the
whole set of functionalities.

Installation Approach

The determination of an installation approach consists of making decisions regarding
the parts and the versions of the system that should be installed in the target domain,
and the sequence of these installations.
The customer and supplier should choose from the following three options for system
coverage:
• One shot installation: The whole system is installed (and used) in one version.
• Incremental installation: The system is installed (and used) in successive parts.

Each part contains a sub-set of the system functionalities. The requirements to the
installed system are fully defined before the first installation and will not be
changed afterwards.

• Evolutionary installation: The system is installed (and used) in successive
versions. Between two versions the descriptions of the system can be changed
after learning from using the system. Each version may contain a sub-set or the
whole set of functionalities.

Orthogonal to these three approaches for system coverage is the geographical
coverage within each installation. The customer and supplier should choose from the
following two options for geographical coverage:
• Global installation. A new version of a system version is installed in all the

locations within the target domain in one step.
• Local installation. A new version of a system version is installed in several steps

covering more and more locations of the target domain.

     Social Approach
Cognitive Approach

Expert-driven Participatory

Analytical When the situation is complex,
except when the complexity of
the business information or the
business processes is high.

When the situation is complex and
the complexity of the business
information or business processes
is high.

Experimental When the situation is uncertain
and participatory approach is
not suitable.

When the situation is uncertain
and the ability of the business
actors is sufficiently high and the
adequacy of the schedules is
normal.

Fig. 8: General heuristics on the suitability of description approaches
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ISPL provides many heuristics to select the most appropriate service execution
approach. Fig. 8 and Fig. 9 present the most general heuristics which help to formulate
a first ‘quick-and-dirty’ approach which can be fine-tuned according to more detailed
peculiarities of the situation analysis and risk analysis.

Situational Factor Installation/Construction Approach
Schedules Complexity Uncertainty One Shot Incremental Evolutionary

Normal Simple Certain X

Uncertain X

Complex Certain X

Uncertain X

Tight Simple Certain X X

Uncertain X

Complex Certain X

Uncertain X

General heuristics:
• One Shot is suitable when the schedules are normal and the situation is simple and

certain.
• Evolutionary is suitable when the situation is uncertain.
• Incremental is suitable when the situation is complex and certain.
• Incremental or evolutionary is suitable when the schedules are tight, i.e. install some-

thing as fast as possible.

Fig. 9: Heuristics on suitability of installation and construction approaches

3.3. Service Control Approach

Three aspects of service control are considered:
• Frequency: the frequency of customer-supplier decision points within the control

process.
• Formality: The degree of formality within organisation, procedures and

disciplines used by the control process.
• Customer responsibility. The definition of customer responsibility for processes

related to service control. Generally, it is assumed that the supplier is responsible
for all processes unless the customer responsibility is explicitly defined in the
contract.

High degree of formality in service control can contain for example: periodical
approvals of status and plan, well-defined requirements on the content of management
reports, well-defined target domain deliverables with deadlines and defined approval
procedures, the use of defined metrics for service quality, use of a defined inspection
technique to control the quality of code, and well-defined configuration control
procedures.
The customer can be defined to be responsible, for example, for: the configuration
control of requirements, the quality control of descriptions with respect to
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requirements and business needs, for the generation of test cases that cover critical
situations from the business process perspective, for preparing the organisation for the
installation of the new operational information system, and for obtaining any
agreements within the organisation, regarding the requirements to the information
system.
ISPL provides several heuristics to select the most appropriate service control
approach. These heuristics are not presented in this paper.

4. Planning Decision Points

A decision point within a service is a milestone where the customer, possibly together
with the supplier, is making decisions on the service. A decision point is characterised
by the decisions that are made, the roles involved in these decisions and the
deliverables that are exchanged. These deliverables serve as pre-conditions or as a
basis for the decisions to be made.
The input for planning the decision points is the service delivery strategy. The outputs
are: the sequence of decision points, and the descriptions of each decision point.
ISPL proposes patterns of sequences of decision points for all the strategy options.
These patterns may be used as a starting point and then tuned to the particular
situation.
In particular, the risk mitigation actions that have been selected have generally an
influence on the sequence or on the content of decision points.
For each of the decision points, it should be determined which deliverables are
required for the decisions to be taken. The customer and supplier should describe their
expectation with regard to the deliverables beforehand sufficiently precisely: the
deliverables must contain the right information to make the decisions but no more than
that; too much information is costly in its production and obscures the picture, thus
hampering the decision makers.

5. Conclusion

The usage of ISPL is expected to be profitable for customer and supplier organisations
which manage the acquisition and delivery of services and systems, in particular in
large and complex situations. This is due to the following characteristics of ISPL:
1. A rigorous approach is taken to identify risks. The risks are identified through a

list of situational factors derived from best practices, and not directly. Situational
factors are causes of risks. Consequently, this approach allows to determine
actions which attack the root causes of risks which is vital if the course of action
to be selected is to be successful.

2. Interactions between risks are taken into account: the effect of one risk may be the
cause of another risk.

3. To mitigate risks, actions and strategy options are proposed for each risk. The
approach covers then far more than risk analysis.

4. The approach is valid for ongoing services and projects.
5. The approach has been used in practice and experiences have been incorporated.

The approach as such has been based upon many underlying best practices.
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The improvements of the risk management approach would suggest the following
research areas:
• The list of situational factors is not exhaustive; their evaluation is still empirical

and their relative importance as a cause of risks is intuitive; empirical research
would be needed to increase our knowledge and to bring insight in those issues.

• More heuristics should be elicited and registered with regard to the relationships
between situational factors and risks on one hand side and the strategic options
and actions to mitigate the risks on the other hand side

• As new technologies will arise and new management practices will evolve, the
ISPL approach should evolve continuously to reflect the then current best risk
management practice

• Finally, statistical studies should be undertaken to assess the effectiveness of the
risk management approaches in general, and the ISPL one in particular, and their
influence on acquisition success.
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