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Abstract. Orthogonal arrays (OAs) are basic combinatorial structures, 
which appear under various disguises in cryptology and the theory of 
algorithms. Among their applications are universal hashing, authentica- 
tion codes, resilient and correlation-immune functions, derandomization 
of algorithms, and perfect local randomizers. In this paper, we give new 
bounds on the size of orthogonal arrays using Delsarte's linear program- 
ming method. Then we derive bounds on resilient functions and discuss 
when these bounds can be met. 

1 Introduction 

Orthogonal arrays (OAs) are basic combinatorial structures. They and some nat- 
ural generalizations appear under various disguises in cryptology and the theory 
of algorithms. Among the applications we mention universal hashing and au- 
thentzcatzon codes, resiEient and correlation-immune functions, derandomization 
of algorithms and perfect local randomizers. 

Here, we concentrate on resilient functions, two possible applications of which 
are mentioned in [2] and [6]. The first application concerns the generation of 
shared random strings in the presence of faulty processors. The second involves 
renewing a partially leaked cryptographic key (one setting in which this would be 
relevant is quantum cryptography [I]). Correlation-immune functions are used 
in stream ciphers as combining functions for running-key generators that are 
resistant to a correlation attack (see, for example, Rueppel [13]). 

In this abstract, we give new bounds on the size of orthogonal arrays using 
Delsarte's linear programming method. Then we derive bounds on resilient func- 
tions and discuss when these bounds can bc met. Complete proofs of all results, 
as well as further related results, can be found in the full paper [lo]. 

The concept of binary resilient functions was introduced and studied in the 
papers Chor et a1 [6] ,  Bennett et a1 [2], Stinson [14] and Friedman [8]. An (n ,  rn, t ) -  
resilient function is a function f : (0,l)" --+ (0, l}m such that every possible 
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output m-tuple is equally likely to occur when the values of t  arbitrary inputs are 
fixed by an opponent and the remaining n-t input hits are chosen independently 
at random. More formally, the property can be stated as follows: For every t- 
subset { i l l . .  . ,it} (1,. . . , n} ,  for every choice of z j  E (0,1}(1 5 j 5 t ) ,  and 
for every (yl>. , . ym) E (0, l}ml we have 

1 
Pr(f(z1,. . ., 2n) = ( Y l ,  . f .  I Ym)(2 i ,  = zj, 1 I j I t)  = F'  

A basic problem is to maximize t given rn and n,  i.e., to determine the largest 
value of t such that an (n ,  m, t)-resilient function exists. It was proved by Chor 
et a1 in [6] that an (n, 2 , i )  - resilient function exists if and only if t < 19.1. The 
corresponding question for m = 3 or higher remained open. As a consequence of 
our new bounds, we have completed the determination of the optimal resiliency 
of resilient functions with m = 3, and we have also done most of the cases for 
rn = 4. 

Here are some examples of resilient functions from [6] (all addition is modulo 
2): 

(1) m = 1, t = n - 1. Define f(z1,. . . ,zn)  = z1 + .  . . +x,. 
(2) m = n - 1, t = 1. Define f ( ~ 1  , . .  . , xn) = (zl + 22,22 + 23,. . , , zn-1 + zn). 
(3) m = 2, n = 3h, t = 2h - 1. Define 

f(zl,...,23h)=(21$...+22hl2h+l+...+Z3h). 

2 Orthogonal Arrays 

An orthogonal array OAx(t, k, v) is a Xut x k array of v symbols, such that in 
any t columns of the array every one of the possible lit ordered pairs of symbols 
occurs in exactly A rows. Usually t is referred to as the strength of the orthogonal 
array, k is called the number of factors, v is  called the number of levels and A 
is called the zndex of the orthogonal array. An orthogonal array is said to be 
simple if no two rows are identical. Of course, an array with A = 1 is simple. In 
t'his paper, we consider only simple arrays. 

simple arrays 
OAx(t ,  k, v) such that every possible k-tuple of symbols occurs in exactly one of 
the orthogonal arrays in the set. 

The proof of the following theorem, which elucidates the connection between 
resilient functions and orthogonal arrays, can be found in [14]. 

Theorem 1. An (n ,  m, t) - resilient function is equivalent to a large set of or- 
thogonal arrays LOA2,-,-t ( t ,  n, 2). 

A large set of orthogonal arrays LOAx(t,  I c ,  u )  is a set of 

The correspondence between resilient functions and orthogonal arrays is as 
follows. For any m-tuple (y1, . . . , ym), the inverse image f - I (y1  , . . . , ym) of an 
(n ,  m, i) - resilient function, say f, is an orthogonal array OAzm-m-f  ( t ,  n ,  2); and 
the 2m OA's thus obtained comprise a large set. 
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In view of Theorem 1, any necessary condition for the existence of an orthog- 
onal array O A p - m - t  ( t ,  n,  2) is also a necessary condition for the existence of an 
(n, m, t )  - resilient function. Classical bounds for orthogonal arrays include the 
Rao and Bush bounds; see [14] for their application to resilient functions. 

3 Bounds Based on Linear Programming 

The most powerful bounds on orthogonal arrays are obtained from Delsarte's 
linear programming bound; this is the main theme of this section. While de- 
veloping the bounds based on linear programming techniques, we will be using 
several standard results from coding theory without proof; the reader is referred 
to MacWilliams and Sloane [ll] for background information on error-correcting 
codes. 

An ( n ,  M ,  d )  binary error correcting code C is a set of M vectors of' length n 
such that the Hamming distance between any two vectors in C is at least d. The 
dastance distribution of the code is defined to be the sequence (Bo, B I ,  . . . , EL), 
where 

Bi = zI{(u,v)  : u,'u E C , d ( u , v )  = i}l. 
1 

Note that Bo = 1 and Bo + B1 + . . . +- B, = M .  

denoted (B ,  , B, , . . . , Bk) , where 
The Kmwtcbovck transform of the distance distribution is another sequence, 

Pk(i) i s  the value of the Krawtchouk polynomial Pk(z) at the integer i and can 
be defined explicitly as 

If B: = 0 for I 5 i 5 d' - 1 and Bit # 0, then d' is called the dual distance of the 
code C. This concept was defined by Delsarte [7] .  It is a well known theorem that 
if we write the vectors in C as rows of an M x n array, then any set of r 5 d' - 1 
columns contains each r-tuple exactly M/2' times, and dt  is the largest number 
with this property (see for example [ll, p.  1391, [i']). In other words C is an 
orthogonal array OAx(d' - 1, n,  2) where X = M / 2 d ' - 1 .  

It is clear that for any code C, we have Bi 2 0 for i = 0,1,  . . . n. On the other 
hand, it is a non-trivial theorem (see for example [Il l  p. 139],[7]) that B: 2 0 
for i = O , 1 , .  . .n. 

Suppose an OAx(t ,  n ,  2) exists. Let M be the number of rows in this orthog- 
onal array. A lower bound on M can be obtained by solving a suitable linear 
programmingproblem (see [ll, $4 of'Ch.171, [7] for similar approaches to a differ- 
ent problem), if we view the rows of this orthogonal array as codewords of a code 
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C. Let (Bo, B1,. . . , Bn) be the distance distribution of C and (Bb, B;,  . . . , Bk) 
be its transform. Then 

M = Bo + B1+. . . + Bn. 

Also 

AS B; 2 0, we get 

Note further that the dual distance of this code C is at least t + 1 (as it is an 
orthogonal array of strength t ) .  So we can formulate the following linear pro- 
gramming problem which we will refer to as 121: 

subject to 

Let B = B(n , t )  be the optimal solution to the above linear programming 
problem. Then we have 

n 

A4 = c Bi 2 1 + B (1) 
i = O  

Now let us return to our original problem of establishing stronger upper 
bounds for the optimal value o f t .  In view of Theorem 1, an (n ,m, t )  resilient 
function exists if only if LOAzn-rn-1 (t,  n, 2) exists. Clearly LOAzn-m-1 ( t ,  n, 2) 
exists only if an OA2n-m-t (t! n, 2) exists. The number of rows in this orthogonal 
array is given by 

In view of the bound of inequality (1) , this immediately implies that 

M = 272-m-t 2 t x 2 n - m .  

rn 5 n - log,(l+ B ) .  
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Thus we have an upper bound for the optimal value of rn, given n and t .  
The upper bound for the optimal value of t  for a given n and rn can be trivially 
computed once we have a table of upper bounds for the optimal value of rn. 

4 Explicit Bounds 

The disadvantage of the linear programming bound is that one needs to solve a 
different LP for every parameter situation. Thus it is of interest to try to  derive 
explicit bounds as corollaries of the LP bound. We will pursue this idea in this 
section. 

Let us first form the dual of the linear programming problem LPI. We will 
refer to the dual as LPd 

Maximize c x, ( y )  
i= l  i= l  

subject t,o subject t,o I 

~ 1 ~ x 2 , .  . . tt  unrestricted 
+l, xt+2r . . .zra 5 0 

It is a standard theorem in the theory of linear programming that in a pair of 
primal-dual linear programs the optimal value of the minimization problem will 
always be greater than or equal to the value attained by the objective function 
of the maximization problem at any feasible solution vector. So any feasible 
solution to the dual linear program LP2 yields a lower bound on the size of the 
orthogonal array of strength t and length n and consequently an upper bound 
on m of t-resilient functions on n-tuples. 

Consider the solution vector 

We will first show that this is indeed a feasible solution. In the proof, we will 
make use of the following standard properties (see problem 45 in page 153 of 
[ll]) of the Krawtchouk polynomials. 

n 

i = O  
n 
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where dr,s is the Kronecker symbol defined by br,8 = 1 if r = s and dr,s = 0 if 
r # s. 

2"-1 
= Y 6 k , o  - 1 - - ( n 6 k , o  - 6 k , l )  

t + l  

= -1 + -dk,l as k # 0 in our case 
2n-1 

t + l  
2 -1. 

Clearly xt+l = 0. As the xi's form a decreasing sequence, it follows that the 
condition zt+l,. . . ,zn 5 0 is also satisfied by the above solution vector. Now 
that we have shown that the xi's form a feasible solution, let us compute the 
value of the objective function at this solution vector. 

Hence it follows that  
n2"-l 
t + l  

M 2 I + B 2 2" - -. (4) 

As a consequence, we get the following Theorem, which was first proved by 
Friedman [8] using very different methods. 

Theorem 2. If an (n ,  m, t)-resilient function exists, then 

Similarly, by proving that the vector 
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is a feasible solution to the dual linear program LP2, we can show that 

As a consequence, we get the following new bound, which complements the 
bound of Theorem 2. 

Theorem3. I f  an (n ,  m, t)-resilient function exists, then 

The bounds of inequalities (4) and (5) are easily computed. Also for many 
parametric situations, these two bounds are as powerful as the linear program- 
ming bound itself. We record this fact as the following Theorem; however, the 
proof is omitted due to space limitations. 

Theorem4. When t is odd and t+l  5 n 5 2t+l, the bound ofequation (4)  is as 
powerful as the linear programming bound. When t i s  even and t + 1 5 n 5 2t +2, 
the bound of equation (5) as as powerful as the linear programming bound. 

The result of Theorem 2 was conjectured in [6], where it was shown to be 
true for m = 1 , 2  (and in these cases, the bound is tight). Theorem 2 establishes 
that the conjecture is true for arbitrary m. 

By considering a slightly different (but equivalent) version of the linear pro- 
gramming problem, we can exhibit a duality between codes and orthogonal ar- 
rays in the sense that each bound on block codes which can be derived from 
Delsarte's LP-bound yields a bound on orthogonal arrays as well. In this sense 
the trivial bound M >_ 2t is the dual of the Singleton bound for codes, the Rao 
bound is the dual of the sphere packing bound for codes, and the bounds of 
inequalities (4) and (5) are the dual of the Plotkin bounds for codes. 

The MRRW-bound on codes (see [12]), or at least the easier part of it, also 
follows from the LP-bound. So this bound also carries over to orthogonal arrays. 
We state an asymptotic version, as applied to resilient functions: 

Theorem5. If  there is an anfinite series of resilient functions with parame- 
ters (n ,m , t ) ,  where n -+ cx;,t/n --+ 6, then mln is asymptotically bounded 
by  H 2 ( $  - d v ) ) ,  where H2 is the binary entropy function. In particular, 
positive mtes m/n  can be attained asymptotically only i f  6 < 112. 

5 Optimal Resilient Functions 

Any method of construction of resilient functions yields a lower bound on the 
optimal value o f t .  The most important construction method for resilient func- 
tions uses linear error correcting codes. A resilient function constructed in this 
way is said to  be a linear resilient function. 
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An (n ,  m, d) linear code is an rn-dimensional subspace C of [GF(2)]" such 
that the Hamming distance between any two vectors in G is at least d. Let G be 
an m x n matrix whose rows form a basis for C; G is called a generating matrix 
for C. The following construction for resilient functions was  given in [6, 21: 

Theorem 6. Let G be a generating matrix for an (71, m, d )  linear code C .  Define 
a function f : [GF(2)ln + [GF(2)]" by the rule f(z) = xGT. Then f is an 
(n, rn, d - 1) - resilient function. 

The simplex code S, is the dual of the Hamming code 'If,. The generator 
matrix of Sm is of size rn x 2" - 1 and has all non-zero binary rn-tuples as its 
columns. It is not too difficult to see that each non-zero codeword of the simplex 
code has weight 2m-1. Thus S, is a linear constant-weight code with parameters 
(2" - 1, rn, 2m-1). We shall make use of the simplex code in Ihe proof of the 
following theorem. 

Theorem 7. Suppose there exists an (n ,  m, t )  linear resilient function which is 
optimal by virtue of meeting one of the two bounds of Theorem 2 and Theorem 
3. Then there exists an ( n  + 2" - 1, rn, t + 2"+') h e a r  resilient function which 
is also optimal by  virtue of meeting the same bound. 

Proof. Since the (n,rn,t) resilient function is linear, it must have been con- 
structed from an (n, m,t + 1) linear code C. Now consider the linear code C' 
whose generating matrix is obtained by pasting the generating matrices of the 
code C and the simplex code S, , i.e., 

Gci = [Gc I Gs,] 

Clearly C' is a linear (n + 2" - 1 , m, t + 1 + 2"--I) code and from this code we can 
construct a linear resilient function with parameters ( n  + 2" - 1, m, t + 2"-'). 

By assumption the (n ,  rn, t )  resilient function is optimal as the parameters 
meet one of the two bounds derived in the last section. If we increase n by 2" - 1, 
both the bounds go up by 2"-l and so it immediately follows that the linear 
resilient function with parameters (n + 2" - 1, m, t + 2"-l) is also optimal by 
virtue of meeting the same bound. 0 

The simplex code itself yields a (2m - 1, m, Zm- l  - 1) linear resilient function, 
which meets the bound of Theorem 2 and hence is optimal. Applying Theorem 7, 
we see that optimal linear resilient functions exist whenever n 0 mod 2m - 1, 
a result first shown by Friedman [8]. 

In view of Theorem 6, whenever a linear (n ,  m, d) code exists, so does an 
(n ,  m, d- 1) resilient function. Brouwer and Verhoeff [4] provides a compilation of 
best known linear binary codes. It so happens that when rn = 3 and 4 5 n 5 10, 
the linear resilient functions constructed from the best known linear codes are 
optimal by virtue of meeting one of the two bounds of Theorem 2 and Theorem 
3. In fact the bound of Theorem 2 is always met except when n = 9, in which case 
the bound of Theorem 3 is met. This fact coupled with Theorem 7 completely 
determines the optimal resiliency of resilient functions with rri = 3. We record 
the result as the following theorem. 
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Theorem& The optimal resiliency t of resilient functions with m = 3 is 

L Y ] - l i f n f 2 m o d 7 a n d  

191 - 2 zfn 5 2 mod 7.  

Similar analysis settles the question for m = 4 in all cases except for two 
congruence classes modulo 15, as described in the following theorem. 

Theorem9. The optimal resiliency t of resilient functions with m = 4 is 

L%] - 1 zf n $ 2 , 3 , 4 , 6  or 10 mod 15 and 

- 2 i f n  2 ,6  or 10 mod 15. 

Here, it turns out that the bound of Theorem 2 is met in those cases when n $ 
2,6,10 mod 

It is also possible to  determine other classes of parameters for which the 
optimal resiliency can be computed, by using the method of anticodes [11, Ch. 17, 
§6]. For each fixed m, we get many infinite classes of optimal resilient functions. 
The following is one theorem that can be proved by these methods. 

Theoremlo. Let m be a fixed integer. Let rn > u1 2 u2 2 1.  Then for the 
following values of n,  the upper bound on resiliency given in Theorem 2 is tzght 
and at can be attained by linear resilient functions. 

2 ,3 ,4 ,6 ,10  mod 15, and the bound of Theorem 3 is relevant for n 
15. The two congruence classes n 3,4 mod 15 are unsolved at present. 

n = 42" - 1) - 2"' + 1 for  all s 2 1 
n = s(2" - 1) - 2"' - 2"" + 2 

for s = 1 if u1 + u2 5 ? T i ,  and for all s 3 2. 

6 Related Results 

Most of the techniques used in this paper are applicable rnutatis mutandis to 
non-binary orthogonal arrays and resilient functions. Some results on non-binary 
resilient functions are proved in [9]. As well, the following bound on non-binary 
orthogonal arrays is proved in [3]: 

Theorem 11. I f  there exists an OAx(t, n,  v), then 
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