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Abstract 
This paper examines the following algorithm for generating a probable prime 

number: choose a random k bit odd number n, and test the numbers n,  n + 2, ... for 
primality using t iterations of Rabin's test, until a probable prime has been found 
or some maximum number s of candidates have been tested. 

We show an explicit upper bound as a function of k, t and s on the probability 
that this algorithm outputs a composite. Elom Hardy and Littlewoods prime r- 
tuple conjecture, an upper bound follows on the probability that the algorithm 
fails. We propose the entropy of the output distributrion as a natural measure of 
the quality of the output. Under the prime r-tuple conjecture, we show a lower 
bound on the entropy of the output distribution over the primes, This bound shows 
that a s  k -+ M the entropy becomes almost equal to the largest possible value. 

Variants allowing repeated choice of starting points or arbitrary search length 
are also examined. They are guaranteed not to fail, and their error probability and 
output entropy can be analysed to some extent. 

1 Introduction 
Apart  from being mathematically interesting, it is well-known tha t  efficient generation of 
prime numbers is of extreme importance in modern cryptography. 

Although prime numbers can be generated together with a proof of primality quite 
efficiently [5],  using t h e  Rabin t,est [lo] remains in many cases the  most practical method. 
This  is true, even though this test allows some probability of error: it always accepts a 
prime number, but  will sometimes accept a composite. The maximal probability with 
which this happens for a given composite is 1/4, but in general the  probability is much 
smaller. 

Let 5 = 2k, and let iVk be the set of odd numbers in the  interval [2/2..5[, i.e. the set 
of odd numbers of bit length precisely k. 

An obvious method for generating a probable prime number is to  choose uniformly an 
element n from Mk and subject i t  to (a t  most) t independent iterations of the Rabin test. 
This  is repeated until an n is found that passes t iterations. The error probability of this 
algorithm was studied in [4]. 

An often recommended alternative t o  t,his method uses incremental search from a 
randomly chosen starting point (see e.g. [6] or  [9]). This alternative is more economical in 
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its use of random bits, and can be optimized using test division etc. [Z] to be significantly 
more efficient than the +'uniform choice" method. Dkpite the practical advantages, an 
analysis of the incremental search method does not seem to have appeared before. Such 
an analysis will be the subject of this paper. 

Before going into details, let us mention some related work: Bach [l] also uses the 
increment function in connection with primality testing. In his case, however) the incre- 
ment 'function Is used to generate the witnesses for the test, not the candidate numbers 
aa in our case. Moreover, the results of [l] are concerned with the probability that the 
test accepts, given thut the input number is composite, whereas we of course want the 
"reverd" probability) namely the probability that the input number is composite given 
that the test accepts. Finally, the general results of Cohen and Wigderson [3] on reducing 
the error probability of a BPP algorithm at the cost of a few more random bits would be 
applicable in o w  situation, more specifically to the Rabin test itself. This could be used 
to reduce the worst case probability of 1/4 dramatically. However, what the following 
shows is essentially that this is unecessary in our case: for most input numbers, the error 
probability is already exponentially small, and since we are interested in an algorithm 
for generating random prime numbers, not the decision problem as such, we only have to 
worry about the average case behavior. 

W e  now give a more precise version of the algori$hm we will look at. The description 
uses the notation above, and parameters s and t. 

ALGORITHM PRIMEINC 

1. Choose uniformly a number 

2. Subject n to at most t iterations of the Rabin test. If n passes t iterations, output 

f Mk. Put n = no. 

n and stop. 

3. Otherwise (if n fails an iteration), put n = tz + 2. If n 2 no + 2s, output "fail" and 
stop, otherwise go to step 2. 

It is well known that this algorithm can be optimized by test dividing by small prime 
numbers before applying the h b i n  test to a candidate. [2] contains an analysis of the 
optimal number of primes to use. We have omitted this for simplicity because it is clear 
that, independently of the number of small prima used, the error probability of the 
optimized version would be at most that of PFLIMEINC. This is because the teat division 
can never reject a prime, and so can only give us a better chance of rejecting composites. It 
is clear that the error probability might even become much smaller by using test division, 
but this seems like a difficult problem to analyse. 

2 The Error Probability 
In this section we will look at the probability that PRIMEINC outputs a composite. Let 
E be the event that this happens, and let qk,l , ,  = Prob(E). Let C, C Mk be the set of 
composites for which the probability of passing the &bin test is larger than 2-". 

In [4], the following upper bound is proved on the si& of C,: 
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Lemma 1 

If m 5 2- - 1: we have 

where a = 10.32. 

Let D m  = {n E MkI [n..n-k2s(nCm # a}, for rn > 2 and put (for convenience) D2 = 0. 
We clearly have: 

This implies the  following result: 

Theorem 1 

Let 3 = c . log(s) for some constant c. Then 

M 
Qk,t,# I ck(0.5ck 2 P(Cm)2-$(m-') 4- 0.7 2-t") 

m=3 

where M >_ 3, and P(Cm) denotes the probability that a random number in M k  is in Cm. 

Proof 

Identify D, with the event that the starting point no is in D,. Then by Lemma 2, 
P ( D m )  5 3 - P(C,). By the fact that D ,  c Dm+l, we have 

m=3 

Now consider the probability that E occurs given that some fixed no $ D ,  was chosen. 
Then no candidate we consider will be in C,, and so for any composite candidate, the 
probability of accepting it will be at most 2-m'. The probability of outputting a composite 
clearly is maximal when all candidates are composite, in which case we accept one of the 
cadidates with probability at most a * 2-mt. This means that 

M 
5 0 . 5 ( ~ k ) ~  P(G,,,)2-'("-') + 0 . 7 ~ k 2 - ' ~  (4) 

m=3 

The theorem follows. 
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It is clear that we can get explicit bounds on qk , l , s  by combining Lemma 1 and Theorem 
1, where the value of iM should be optimized to get the best possible result. Table 1 shows 
concrete results obtained for c = 1,5  and 10. The following proposition gives a very rough 
idea of how the bound behaves for large k. 

proposition 1 

For m y  constants c (where clog(z) = S) and t ,  qk, l ,o as a function of k satisfies 

3 -4 
q k , t , i  5 6k 2 

for some constant 6. 

Proof 

It is sufficient to show the result for t = 1. From Lemma 1 we get that P(C,) is less 
than a constant times 2 " ~ n 2 - ~ ,  by observing that - j  - (k - l ) / j  is always less than 
- 2 m .  The lemma now follows immediately by inserting this in the result of Theorem 
1. 

3 The Failure Probability 
To get a good bound on the error probability, we should choose c to be as small as 
possible. The obvious disadvantage is that this is likely to increase the probability that 
the algorithm fails. 

To say something conclusive about this, we should clearly know something about the 
gaps between consecutive primes. Unfortunately, no unconditional result is known about 
this that would be strong enough for our purposes. However, Gallagher [5] has shown, 
based on Hardy and Littlewoods prime r-tuple conjecture [TI, the following result: 

Lemma 3 

Under the prime r-tuple conjecture, we have: For any constant A, the number of n's in 
the interval [l..z[, such that the interval [n..n + X log(z)] contains precisely k primes, is 

e-'Xk 

k! z- as z - + m  

Let d(n) denote the distance from n to the next, larger prime. Then Lemma 3 means in 
particular (by taking k = 0) that for n chosen uniformly between 1 and z, the probability 
that d ( n )  > Xlog(ct) is ezp(-X), as 5 i co. This is the only part of Gallaghers result 
we will need in the following. It implies that the expected distance to the next prime is 
log(z). We have confirmed this experimentally (see Figure 1). 

The following lemma gives a corresponding result for the interval [5/2..z[. 
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k\t 
100 
150 
200 
250 
300 
350 
400 
450 
500 
550 
600 
100 
150 
200 
250 
300 
350 
400 
450 
500 
550 
600 
100 
150 
200 
250 
300 
350 
400 
4 50 
500 
550 
600 

- 

- 

1 2 3 4 5 6  7 8 9 1 0  
0 7 13 18 22 26 29 32 34 36 
3 12 20 26 31 35 39 43 46 49 
5 17 25 33 39 44 49 53 57 61 
7 21 31 39 45 51 57 62 66 70 
9 24 35 44 51 58 64 70 75 79 

11 28 40 49 57 64 71 77 82 88 
13 31 44 54 63 70 77 84 90 95 
L5 34 47 58 68 76 83 90 97 103 
17 37 51 63 72 81 89 96 103 110 
18 40 54 67 77 86 95 102 110 116 
!O 42 58 70 81 91 100 108 115 123 
0 3 9 14 18 21 24 27 29 32 
0 8 15 21 26 31 35 38 42 45 
1 12 21 28 34 39 44 48 52 56 
3 16 26 34 41 47 52 57 62 66 
5 20 31 39 47 53 59 65 70 75 
7 23 35 44 53 60 66 72 78 83 
9 26 39 49 53 66 73 79 8.5 91 

11 29 43 54 63 71 79 86 92 98 
13 32 46 58 68 77 85 92 99 105 
14 35 50 62 72 82 90 98 105 112 
16 38 53 66 77 86 95 103 111 118 
0 2 7 12 16 19 22 25 27 30 
0 6 13 19 24 29 33 36 40 43 
0 10 19 26 32 37 42 46 50 54 
2 14 24 32 39 45 50 55 60 64 
4 18 29 37 45 51 57 63 68 73 
5 21 33 42 51 58 64 70 76 81 
7 24 37 47 56 64 71 77 83 89 
9 27 41 52 61 69 77 84 90 96 

11 30 44 56 66 75 83 90 97 103 
12 33 48 60 70 80 88 96 103 110 
14 36 51 64 75 84 93 101 109 116 

Table 1: Shows -log, of the upper bound on q k , t , s  as a function of k and t and for 
s = llog(r),51og(z) and lOlog(z). 
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Lemma 4 

Assume the prime r-tuple conjecture holds, and that PRIMEINC is executed with 8 = 
clog(z). Let p(c) be the probability that the algorithm fails. Then for any 6,  

p(c) 5 2ezp( -2c) - ezp( -2c - e) as z + 00 

Proof 

Put X = 2c, and let p,,(A) be the probability that d(n) > Xlog(z), when n is uniform 
between 1 and y. Then 

A x )  = 1/2(P(c) + pr/dx)) 
The lemma now follows from Lemma 3, since for any c > 0 and all large enough 2, 

(A + e)log(z/2) > x log(r). 

This means that for large z, the failure probability is essentially ezp(-2c), and cer- 
tainly less than 2ezp( -2c). By Theorem 1, the error probability increases at most quadrat- 
ically with c; we can therefore choose values of c for which both error and failure proba- 
bility are small. 

As a realistic example, suppose we put k = 300 and c = 10. Then we fail with 
probability about 2-", or 1 in 200 million timea, and with t = 6 we still get an error 
probability of at most 2-51. It seems reasonable to make the error probability much 
smalter than the failure probability: a failure is detectable and can be recovered from, 
whereas as error is never detected, at least not by PRIMEINC itself. 

4 The Output Distribution 
This section is concerned with the quality of the output from P W E I N C ,  in particular 
how the output is distributed over the possible prima. This is a critical point in crypto- 
graphic applications (e.g. RSA), where the output prime is to be kept secret. One should 
expect that an enemy knows which algorithm is being used to generate the primes, and 
it is natural to demand that this 

We suggest to use the entropy of the output distribution as a measure of its quality. 
This is natural, since it measures the enemy's uncertainty about the prime generated. 
From this point of view it is clear that the optimal output distribution is the uniform 
distri'bution over the primes in Mk, since it has dd entropy. By the prime number 
theorem, this maximal value is about H J z )  = log(2/210g(z)) for large 2. Below, we will 
show that the entropy of the distribution output by PRIMEINC is very close to &(z) 
for large z. 

Since we will be using the prime t-tuple conjecture directly in the following, we quote 
it here: --J 

not give him any significant advantage. 

Prime r-tuple conjecture 

For a fixed r-tuple of integers d = (dl, ..., dr), let xd(z)  be the number of n's less than or 
equal to 2, such that n + di are all primes. For a prime p, let v&)denote the number 
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of distinct residue classes modulo p occupied by numbers in d. The conjecture now says 
that 

where 

For r = 1, this is just the prime number theorem. For d = (0,2), it is a statement 

By an argument similar to  that of Gallagher, one can show that under this conjecture, 
about prime twins, and here 5'0.2 x 1.32. 

the following holds: 

Lemma 5 

Let F h ( X )  denote the number of primes p such that p 5 x and p - q 5 h,  where q is the 
largest prime less than p .  Then for any constant A, 

Proof 

By definition of the K d ' S ,  it  is clear that Fh(z) can be found using inclusion/exclusion: 

Using the prime r-tuple conjecture, we get that 

as x + co. Using a modification of Gallagher's method from [5] ,  one can show that 

as h --+ 03, with a error term of O(hr-llz+c) for any c > 0. Inserting this in the above 
and choosing h = X log(z) for a constant X gives us that 

which immediately implies the lemma. 

This lemma shows that the gaps between consecutive primes loosely speaking fol- 
lows an exponential distribution. It corresponds nicely with Gallaghers result since a 
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Poisson distribution in statistics results from counting random events with exponentially 
distributed gaps occurring in a certain time slot. 

Let FL(x) denote the number of prim& p such that x/2 < p _< x and p - q 5 h,  where 
q is the largest prime less than p .  It is a trivial consequence of Lemma 5 that 

as x -+a. 
We now return to  PRIMEINC and consider the restriction of the output distribution 

to the cases where the algorithm does not fail. For simplicity, we will look at an "ideal 
PRIMEINC" that  never accepts a composite; we let H ( z )  denote the resulting distribution 
over the primes in h f k -  By Proposition 1, the distribution of the real PRIMEINC only 
assigns a negligible amount of probability mass to composite numbers, and hence the 
difference between the entropy of this distribution and H ( z )  will be negligible. 

Theorem 2 

If ideal PRIMELVC is executed with s = c .  log(s) for any constant c, then under the 
prime r-tuple conjecture, 

--1 H ( f )  
Hub) 

as x --$ co. 

Proof 

The number of starting points no that lead to non-failure will be called N. For a prime 
p ,  let d ( p )  be the distance to the largest prime smaller than p ,  and P ( p )  the probability 
that p is produced as output. Then 

qP) = { 4 P ) / 2 N ,  if d ( p )  5 2clog(z) 
2clog(2)/2N, if d ( p )  > 2clog(s) 

Now choose n + 1 constants 0 = Xo < XI < _ _ _  < = 2c. By Lemma 5, the number 
of primes with A; log(z) 5 d ( p )  < log(x) is 
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Table 2: Shows estimates for the entropy of the output from PRIMEINC with infinite 
search length compared with the maximal entropy value. The values are exact for k = 
17,31, and are based on a sample interval of length about Zz7 for the rest of the value. 
Note that the entropy for any finite search length will be larger than the H ( s )  value 
shown. 

2 - e - k )  ' 2N log 2clog(x) 210g(x) 
2clog(x) 2N 

where A is a constant. By Gallaghers result, 11' - z/-l(1 - e - zc )  as 2 i 03. We therefore 

By choosing a larger number of Xi's with smaller intervals, we can make the sum over i 
arbitrarily close to Jic ye-ydy = 1 - e-2c - 2ce-", which implies the result of the theorem 
since H(r)/H,(x) is always smaller than 1. 

Thus, for large 2, the entropy is very close to maximal independently of the value of 
c. In fact one can show by an argument similar to the one for Theorem 2 that if we take 
c = co, i.e. allow the algorithm to run indefinitely until a prime is found, the resulting 
entropy would still be close to  maximal in the same sense as in Theorem 2. Taking any 
finite value of c means that we are limiting the probability for any single prime to  a certain 
maximum. Intuitively, this should make the distribution closer to the uniform one, and 
so the entropy should be close to  maximal for any finite value of c; Theorem 2 confirms 
this intuition. 

We have done some numerical experiments to estimate how fast the convergence in 
Theorem 2 is. Table 2 shows the entropy for various values of k = Zog2(z) and an infinite 
search length. For k 2 64 the values are estimates based on primes in an interval of length 
about 2''. Already for small values of k, the entropy is dose to  maximal, and the value 
clearly tends to increase with increasing k, in accordance with Theorem 2. 

To illustrate the exponential distribution of gaps between primes, we plotted the fre- 
quency of gaps between primes in various intervals against their length. A logarithmic 
scale was used, such that a straight line should result, according to the exponential distri- 
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Figure 1: The graphs here show the distribution of gaps between primes in Mk and dis- 
tances to the next prime from a random starting point. The ”sawtooth” graphs represent 
the gaps. Results for k = 17 and 31 are exact, the rest are based on samples of length 
about 2*’. We plotted the distances divided by log(s) on the horizontal scale against the 
logarithm of the frequences of distances. This normalizes the graphs such that they can 
be directly compared. The distributions predicted by Lemma 4 and 5 are representred by 
the straight lines 



bution. The result can be seen in Figure 1. The straight line shown represents the values 
predicted by Lemma 5. 

5 Getting rid of Failures 
There are two obvious ways to remove the (unlikely) failures in PRIMEINC: 

Choose a new random starting point 

- and try a new search. The question is, however, how many times we will have to do this 
to make (almost) sure that we find a probable prime, and what will happen to the error 
probability in that case? 

Consider therefore an algorithm that simply iterates PRIMEINC with some fixed 
Ic, t ,  9 = c .  log(z) until a probable prime is output. 

By the prime number theorem, each starting point no is prime with probability O(k- ' ) .  
Therefore, there is exponentially small (in k) probability that the number of iterations is 
Iarger than, say, k?. This implies an upper bound on the expected running time. On the 
other hand, the error probability for tZ iterations is at  most 

kzqk,t.,  5 O( k 5 T v I T ; )  

by Proposition 1, and so still asymptotically smaller than any polynomial fraction. 
These arguments only give a very rough upper bound on the error probability and 

running time. but they add some theoretical justification to the algorithm, as they are 
unconditional results (independent of the prime r-tuple conjecture). 

One disadvantage of this approach, however, is that is seems very difficult to analyse 
the entropy of the output distribution. 

Le t  the  search go on indefinitely 

- until a probable prime has been found. Let q k , $ m  denote the error probability of this 
algorithm. It is clear that q;r,t,oj can be no larger than the error probability of an algorithm 
that first runs FRIhlEINC with some finite s = ciog(z), outputs the number PRIMEINC 
produces (if one is found) and outputs a composite in the event of a failure. By Lemma 
4, this implies that under the prime r-tuple conjecture, 

q k , i , a  5 Pk,r,clog(~) e-''(l i o(1)) 

for any constant c. Thus we cannot say anything unconditional about the error probability. 
on the other hand we can in this case analyse the entropy of the output distribution, as 
mentioned in the remarks following Theorem 2 .  

The numerical evidence we collected leads us to conjecture that e-Zc is a good over- 
estimate of the failure probability already for quite small values of I c ,  say, larger than 64. 
Figure 1 shows the actual distribution of the distance to the next prime in some example 
intervals, compared with the values predicted by Lemma 4. Assuming e-2c as an upper 
bound on the probability, we get that qk,f,m 5 P k , ! , c l o g ( i )  + e-". 

Using Theorem 1 and optimizing for the value of c, one can get concrete estimates for 
~ k , ~ , ~ .  The results are shown in Table 3. 
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350 
400 

500 
550 

1 2 3 4 5 6 7 8  9 1 0  
0 4 9 13 16 20 22 24 27 29 
1 8 14 20 
3 12 19 26 
4 15 24 31 
6 18 28 36 
8 21 32 41 
9 24 36 45 

11 27 39 49 
12 29 43 53 

15 35 49 61 
14 32 46 58 

24 
31 
37 
43 
49 
53 
58 
63 
67 
72 - 

28 32 
36 40 
43 48 
49 55 
55 61 
61 67 
66 73 
72 79 

83 90 
76 a4 

35 
44 
53 
60 
67 
73 
80 
86 
92 
98 - 

38 
48 
57 
65 
73 
79 

93 
99 

105 

a7 

- 

41 
52 
61 
70 
78 
85 
92 
99 

105 
111 - 

Table 3: Shows -log, of the upper bound on qk,t,= as a function of k and t assuming 
that the failure probability of PRIMEINC with s = clog(z?) is at most e-k. 

6 Conclusion 
We have shown some explicit upper bounds on the error probability of the PRIMEINC 
algorithm. Together with the prime r-tuple conjecture, these bounds show that we can 
choose the maximal length of the search such that both the error probability and the 
failure probability are in practice negligible, even for quite small values oft. 

Moreover, under the prime r-tuple conjecture, we have seen that the uncertainty about 
the prime produced by PRIMEINC is very close to maximal, for any d u e  of c, including 
c = 00. This strongly suggests that, compared to a uniform choice, there no significant 
loss of security when using PRIMEINC in cryptographic applications where secret primes 
are required. 

For the case where one iterates PRIMEINC if no probable prime is found, we have 
seen unconditional results on the running time and error probability. In the case where 
in stead the search is allowed to go on indefinitely, the prime r-tuple conjecture implies 
results on both running time, error probability and entropy. 
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