
Everything in NP can be argued 
in perfect zero-knowledge 

in a bounded number of rounds 

(Extended Abstract) 

Gilles B&KURD t 

D+rtrment IRO 
Universitt de Mont&al 

Claude CR~PEAU~: 

Laboratory for Computer Science 
Massachusetts Institute of Technology 

Moti YUNG 

IBM T. J. Watson Research Center 
Yorktown Heights, NY 

ABSTRACT 

A perfect zero-knowledge interactive protocol allows a prover to 

convince a verifier of the validity of a statement in a way that does not 

give the verifier any additional information [GMR, GMW]. Such proto- 

cols take place by the exchange of messages back and forth between the 

prover and the verifier. An important measure of efficiency for these 

protocols is the number of rounds in the interaction. In previously 

known perfect zero-knowledge protocols for statements concerning 

NP-complete problems [BCC], at least EC rounds were necessary in order 

to prevent one party from having a probability of undetected cheating 

greater than 2-‘_ In the full version of this paper [BCY], we give the 

first perfect zero-knowledge protocol that offers arbitrarily high security 

for any statement in NP with a constant number of rounds (under a suit- 

able cryptographic assumption). This protocol is a BCC-argument rather 
than a GMR-proof [BC3], as are all the known perfect zero-knowledge 

protocols for ?P-complete problems [BCC]. 
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History, motivation and main result 

Much excitement was caused when it was discovered in 1986 by Coldreich, Micali 
and Wigderson that all statements in NP have computational zero-knowledge interac- 
tive proofs (under the assumption that secure encryption functions exist) [GMW]. See 
also [BCII. Such proofs, a notion formalized by Goldwasser, Micali and Rackoff a 
few years previously, allow an infinitely powerful (but not trusted) prover to convince 
a probabilistic polynomial-time verifier of the validity of a statement in a way that does 
not convey any polynomial-time-usable knowledge to the verifier, other than the vali- 
dity of the statement [GMR]. Informally, this means that the verifier should not be 
able to generate anythmg in probabilistic polynomial time after having participated in 
the protocol, that he could not have generated by himself without ever talking to the 
prover (from mere belief that the statement is true). 

A result similar to those of [GMW,BCl] was obtained independently by Chaum, 
but under a very different model, which emphasizes the unconditional privacy of the 
prover’s secret information, even if the verifier has unlimited computing power [Chl. 
Independently, Brassard and CrCpeau considered a model (compatible with Chaum’s) in 
which all parties involved are assumed to have reasonable computing power, and they 
also obtained a protocol unconditionally secure for the prover (meaning that the 
prover’s safety does not depend on unproved cryptographic assumptions) [BCZ]. We 
shall refer to the settings of either [Ch] or [BC2] as the BCC-setting in order to con- 
trast it with the GMR-setting described in the previous paragraph. Protocols in the 
BCC-setting are called arguments rather than proofs because even a polynomial-the 
prover could cheat them if the cryptographic assumption turns out to be false [BC31. 
Joining forces, Brassard, Chaum and Crtpeau subsequently showed that everything in 
NP can be argued in perfect zero-knowledge [BCC] (thanks to an idea of Damgaard), 
which implies that the prover’s safety would still be guaranteed even if strong organi- 
zations with unknown computing power and algorithmic knowledge were to try to 
extract her secret and were willing to expend an arbitrary amount of time on this task. 

The main motivation behind the work of [CMW, BC1, Ch, BC2, BCC] was a quest 
for generality: how much is it possible to prove in zero-knowledge if little attention is 
paid to efficiency? Other researchers were willing to sacrifice generality on the altar 
of efficiency. The best known instance of this approach is Feige, Fiat and Shamir’s 
identification system [FFS], which handles an ad hoc problem relevant to the purpose 
of identification, but could not handle statements about NP-complete problems. One 
reason why the FFS scheme is so attractive in practice is that it requires only a few 
rounds of interaction between the prover and the verifier. In sharp contrast, the more 
general protocols of [GMW, BC1, Ch, BC2, BCC] require an unbounded number of 
rounds in order to achieve an arbitrarily high level of safety. This paper addresses the 
following question: Is it possible to combine generality and arbitrarily high safety with 
a small (constant?) number of rounds? (By one “round”, we mean two “moves”: 
one message sent by the verifier followed by one message sent by the prover.) 
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Our answer is that three rounds suffice under the assumption that it is possible to 
find a prime p with known factorization of p-1 such that it is infeasible to compute 
discrete logarithms modulo p even for someone who knows the factors of p - I ,  or 
more generally under the assumption that one-way group homomorphisms [IY] exist. 
Our three-round protocol and a sketch of the proof that it is perfect zero-knowledge 
can be found in the Proceedings of the 16th ICALP conference [BCY]. 

It should be pointed out that a similar question has been investigated independently 
by other researchers. In the GMR-setting, Goldreich and Kahn claim a bounded-round 
computational zero-knowledge protocol for all statements in NP [GI. Feige and 
Shamir have also developed a bounded-round computational zero-knowledge protocol 
for all statement in NP, but in a setting in which both the prover and the verifier are 
limited to probabilistic polynomial time [FS]. However, being merely computational 
zero-knowledge, neither of these protocols offer unconditional safety for the prover. 
Feige and Shamir also claim in [FS] that they have a bounded-round (in fact two 
rounds) perfect zero-knowledge protocol, but they give no detail in the currently avail- 
able version of their paper (March 1989). Our ICALP paper [BCY] provides the first 
published bounded-round perfect zero-knowledge protocol for all statements in NP 
(in the BCC-setting). 
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