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Abstract. Models of Access Control Policies specified with graphs and
graph transformation rules combine an intuitive visual representation
with solid semantical foundations. While the expressive power of graph
transformations leads in general to undecidable models, we prove that
it is possible, with reasonable restrictions on the form of the rules, to
obtain access control models where safety is decidable. The restrictions
introduced are minimal in that no deletion and addition of a graph struc-
ture are allowed in the same modification step. We then illustrate our
result with two examples: a graph based DAC model and a simplified
decentralized RBAC model.

1 Introduction

Safety analysis determines, for a given set of policy rules and an initial state,
whether or not it is possible to reach a state in which a particular access right
is acquired by a subject that did not previously possess it. A system state is
said to be safe with respect to an access right r if no sequence of commands can
transform the state into a state that leaks r. Safety analysis was first formalized
by Harrison, Ruzzo and Ullman [HRU76] in a model commonly known as HRU
model. The HRU model captures security policies in which access rights may
change and subjects as well as objects may be created and deleted [HRU76]. In
general, safety of a system state with respect to an access right r is an unde-
cidable problem, but decidability can be gained by restricting the models. For
example, an authorization system is decidable if one considers mono-operational
commands only [HRU76] or if the number of subjects is finite [LS78]. Sandhu and
Suri have shown in [SS92] that their model of non-monotonic transformations
(i.e., no deletion of access rights from the system), is subsumed by the model
of [LS78] if object creation is possible but no subject creation. The approach of
defining limited access control models with sufficient expressive power for prac-
tical use has not been followed recently because of complexity (both conceptual
and algorithmic).
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More recent research has focused on the alternative of defining constraint
languages for the treatment of safety requirements. An example of a limited
logical language is RSL99 [AS00]. Unfortunately, the languages proposed so far
seem to lack either in simplicity or in expressive power.

We proposed a graph-based security framework to specify access control mod-
els [KMPP00, KMPP01a, KMPP01b] and we investigate in the present paper
the safety issue of this graph-based framework. Compared to the HRU model,
safety in our framework is decidable if each graph rule either deletes or adds
graph structure but does not do both.

Graph rules do not have to be mono-operational and object creation is pos-
sible. Subject nodes chosen from a predefined finite set can be added to the
system graph using the graph rules. The graph transformations do not have to
be non-monotonical in the sense of [SS92].

There are other approaches [NO99, JT01] to the graphical representation of
constraints in access control. The first defines a graphical model to combine role
inheritance and separation of duty constraints. The second one uses a graphical
model to express constraints based on set identification and set comparison.
Neither paper deals with decidability of safety. In the context of the Take-Grant
model, decidability is discussed in [Sny77]. The model presented is graph based,
in the sense that the state is represented by a graph and state changes by graph
transformations as rewriting rules. Safety is described as the (in)ability to derive,
using the rewrite rules, a graph containing a specified edge.

In this paper, we illustrate our result with two simple examples: a graph
based DAC model and a decentralized RBAC model. These examples are over-
simplified in order to focus on the methodology to carry on the safety analysis.
Note that the graph-based security framework proposed can specify also more
expressive (and realistic) access control models for which the safety property
remains decidable.

The result can be seen also as a new mechanism to compute safety in the
presence of propositional constraints.

In section 2 of this paper, we review the basic notion of graph transforma-
tions; section 3 presents the decidability results and section 4 and section 5 show
examples of decidability in a graph-based DAC model and a decentralized RBAC
model, respectively. Section 6 contains a summary and points to future work.

2 Graph-Based Models

This section recalls some basic definitions and notation for graph transfor-
mations [Roz97]. A graph G = (GV , GE(e)e∈ETyp, t

G
V , l

G) consists of a set of
nodes GV , a relation GE(e) ⊆ GV × GV for each edge type e in the set of
edge types ETyp, a typing mapping tGV : GV → V Typ and a label map-
ping lG : GV → V Label for nodes. Node labels are elements of a disjoint union
V Label = X ∪ C, where X is a set of variables and C is a set of constants.
A reflexive binary relation <⊆ V Label× V Label is defined as α < β if and only
if α ∈ X or α = β.
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Figure 1 on the left-hand side depicts a graph with three nodes and three
edges. The node types are U (for user) and O (for objects). There is an edge type
for edges without any label and an edge type for edges with label r (for a read
access right). The labels for nodes are the user names Jackie and Thomas, the
object label is the object name newProject.pdf. We omit the explicit presentation
of the typing and labeling morphisms in the figures and attach types and labels
at the nodes and edges.

A graph morphism f = (fV , fE(e)e∈ETyp) : G→ H between graphs G and H
is given by partial mappings fV : GV → HV between nodes and fE(e) : GE(e) →
HE(e) for e ∈ ETyp between edges so that

– f preserves the graph structure, i.e., fE(e)((v, v′)) = (fV (v), fV (v′)) for all
(v, v′) ∈ dom(fE(e)) and e ∈ ETyp,

– f preserves types, i.e., tGV (v) = t
H
V (fV (v)) for each v ∈ dom(fV ) and

– f respects the label order, i.e. lG(v) < lH(fV (v)) for each v ∈ dom(fV ).

A graph morphism f is total (injective) if all underlying mappings fV and fE(e)
(e ∈ ETyp) are total (injective). Nodes in the domain of a graph morphism need
not have variable labels. But if they do, they can be replaced by other variables
or constants; if they are not variables, the labels must be preserved.

A graph rule p(V ) : (r, A(p)) consists of a rule name p, a tuple of variables
V = (x1, ..., xn), xi ∈ X , a label preserving injective graph morphism r : L →
R and a set A(p) of negative application conditions. The graph L, left-hand
side, describes the elements a graph must contain for p to be applicable. The
morphism r is undefined on nodes/edges that are intended to be deleted, defined
on nodes/edges that are intended to be preserved. Nodes and edges of R, right-
hand side, without a pre-image are newly created. The actual deletions/additions
are performed on the graphs to which the rule is applied. A Negative Application
Condition (NAC) consists of a set A(p) of pairs (L,N), where the graph L is
a subgraph of N . The part N \ L represents a structure that must not occur in
a graph G for the rule to be applicable. In the figures, we depict (L,N) by the
graph N , where the subgraph L is drawn with solid and N \L with dashed lines

U
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Graph Rules

Graph Rule Instances
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Fig. 1. An example of a graph (left), graph rules and graph rule instances (right)
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(e.g., rule remove user in figure 4). A rule p with NAC A(p) is applicable to G
if L occurs in G and it is not possible to extend L to N for each (L,N) in A(p).

A rule instance p(c1, ..., cn) : (rI , A(p)) with ci ∈ C for a rule p(x1, ..., xn) :
(r, A(p)) instantiates the rule variables xi by constants ci (i = 1...n), so that the
constants in the left-hand side and the right-hand side are unique.

Figure 1 on the right-hand side shows examples for rules and rule instances.
The rule new user creates a new user, the rule delete object deletes an object
which belongs to a user. The rules contain the variables Ux and Ox which can
be instantiated by constants. The bottom of the figure shows two possible rule
instances where, on the one hand, Ux is instantiated by Richard (rule new user),
on the other hand Ux is instantiated by Jackie and Ox by newProject.pdf.

A match for a rule instance p(C) : (r, A(p)) in a graph G is a label preserving
total graph morphism m : L → G. The application of a rule instance p(C) :
(r, A(p)) to a graph G is given by a match for p in G which satisfies the NAC
A(p). The direct derivation G

p,m⇒ H is given by the pushout of r and m in the
category of graphs [Roz97]. The pushout is constructed by deleting all elements
m(L\dom(r)) and adding afterwards all elements R\r(L) to the partm(dom(r)).
A derivation sequence ρ = (G0

p0,m0⇒ G1
p1,m2⇒ G2

p2,m2⇒ ...) is a sequence of direct
derivations Gi

pi,mi⇒ Gi+1. The length of a derivation sequence is the number
of direct derivations it consists of. We denote a derivation sequence (possibly of
length 0) from G0 to Gn using rule instances of R by G0

R⇒∗ Gn.
Figure 2 depicts an example of a derivation sequence of length 2. First, a rule

instance for the rule delete object is applied. The rule delete object specifies the
deletion of an object which belongs to a user, in this rule instance, the deletion
of the object newProject.pdf of user Jackie. We can find these graphical elements
into graph G and delete the newProject.pdf node. Since no dangling edges must
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U O
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Fig. 2. A derivation sequence
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occur in graphs, dangling edges are removed as well. In the second derivation
step, a rule instance for the rule new user is applied to the result graph of the
first derivation step. The rule new user adds a new user, in this instance the user
Richard.

Graph transformations are the basic component for security policy frame-
works used to model access control policies (a role-based model in [KMPP00],
a lattice-based model and a discretionary model in [KMPP01a]).

3 Decidability in Graph Transformations

Definition 1 (safety). Let Q0 and A be graphs and RI be a set of graph rule
instances. The graph Q0 is safe w.r.t. RI and A if and only if there does not
exist a graph Q so that A ⊆ Q and Q0

RI⇒∗ Q.

In other words, an initial system state represented by Q0 is safe, with re-
spect to the access right represented by the graph A and a set of policy rule
instances represented by RI , if and only if no derivation sequence exists from Q0

to a graph Q such that A ⊆ Q, that is no sequence of graph rule instances can
transform Q0 in a state Q that leaks A.

Proposition 1. Safety for graph transformations in general is undecidable.

This is not surprising since graph transformation rules can model the rules
of a type 0 grammar, but safety is decidable if each rule is either expanding or
deleting. Deleting rules delete nodes or edges, but add nothing (i.e., r(L) = R)
and expanding rules may add nodes and edges, but do not delete anything (i.e.,
dom(r) = L ⊂ R) and do not have a negative application condition.

Proposition 2 (upper bound). Let Q0 and A be graphs, R+
I be a finite set

of expanding graph rule instances and Der = {Q0
R+

I⇒∗ Q|A ⊆ Q} be the set of
all derivation sequences starting at Q0 that use the rule instances in R+

I and
ending in a graph Q which contains A. Then, the minimal derivation ρmin in
Der (i.e., for all ρ ∈ Der, the length of ρ is greater or equal the length of ρmin)
has an upper bound that depends only on R+

I , Q0 and A.

Proof. Let R0 be the set of rule instances in R+
I that are applicable to Q0 and

M(p) = {m : L → Q0|m total} the set of all matches of rule instance p ∈ R0

in Q0. Furthermore, let Rf be the set of rule instances in R+
I that construct

parts of A, i.e., (p : L r→ R) ∈ Rf if and only if there is a nonempty injective
partial graph morphism h : R→ A so that h(R \ r(L)) ∩A �= ∅. The set Rf (p)
contains all these partial morphisms h in A for the rule instance p ∈ Rf .

If all rule instances in Rf are applicable to a graph Qf , the number of rule
applications to construct graph A is at most

∑
p∈Rf

card(Rf (p))1. Then, all

1 card(A) of a set A denotes the number of elements in A.
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elements of A are constructed that can be constructed by the rule instances in
R+

I and one can decide whether A occurs or not.
We show now, that there is an upper bound for the number of rule ap-

plications to construct a graph Qf (i.e., a graph to which all rule instances
are applicable) from Q0 by the rule instances in R+

I . We consider all paths
σ = (p0

m0→ p1 → p2 → ...pn−2 → pn−1), where p0 ∈ R0, m0 ∈ M(p0), pi ∈ R+
I

for each 0 ≤ i < n, so that each pi occurs at most once. The paths have a length
not greater than card(R+

I ). Let P be the set that contains all the paths σ.
A derivation ρ = (Q0

p0,m0⇒ Q1
p1,m1⇒ ...

pn−1,mn−1⇒ Qn) is a transformation of
a path σ = (p0

m0→ p1 → p2... → pn−1), if it applies the rule instances in the
order given in the path, starting at match m0. Let Ω be the set of derivations
transformed from the paths in P . All derivations ρ ∈ Ω have the maximal length
of maxDerivation = card(R+

I ).

r*0 r*1

m*
0

m*
1

r*2

m*
2

1 1
p  :r 

2 2
p  :r 

L R

Q

L

Q

R

m

Q

p  :r 
0 0

0 0 1 1

210

0 1
m

L 2 R 2

m2

Q3

We claim now: if a graph Qf can be constructed by the rule instances in R+
I ,

there is a derivation ρ = (Q0
p0,m0⇒ Q1

p1,m1⇒ ... ⇒ Qf ) in Ω. If we assume the
opposite, there is a derivation ρ′ = (Q0

p0,m0⇒ Q1
p1,m1⇒ ...

pj ,mj⇒ Q′
f ) �∈ Ω, which

constructs a graph Q′
f to which all rule instances are applicable. Then, the path

σ′ = (p0
m0→ p1 → p2...→ pj) can not be in P , i.e., there must be at least one rule

instance pi that occurs more than once in the path σ′. In the diagram below, we
assumed that the rule instance pi is applied at position i and k.

1 1
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In the derivation ρ′, we identify in each graph Qi (0 ≤ i ≤ j) all nodes with
the same label and get total surjective morphisms qi : Qi → Q̄i. The sequence
(Q̄0 → Q̄1...→ Q̄′

f) is generally not a derivation sequence, since the diagrams r̄i◦
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qi ◦mi = qi+1 ◦m∗
i ◦ri are generally not pushout diagrams. But the identification

ensures that qi+1 ◦m∗
i (Ri) = qk+1 ◦m∗

k(Ri), so that in particular qi+1 ◦m∗
i (Ri) =

qk+1 ◦m∗
k(Ri) ⊆ Q̄i+1 ⊆ Q̄k ⊆ Q̄k+1.

We construct now the derivation sequence ρ̃ = (Q̃0
p0,m̃0⇒ Q̃1

p1,m̃1⇒
...Q̃k−1

pk−1,m̃k−1⇒ Q̃k
pk+1⇒ Q̃k+2 ⇒ .... ⇒ Q̃f), where Q̃0 = Q0, m̃0 = q0 ◦ m0

and m̃i = ui ◦ mi where ui is the universal pushout morphism w.r.t. the
pushout diagram m∗

i ◦ ri = r∗i ◦ mi (0 < i < j, i �= k + 1). We define
m̃k+1 = uk ◦ q−1

k ◦ qk+1 ◦mk+1, what is possible since qk is surjective and r̄k is
the identity on Qk, since qi+1 ◦m∗

i (Ri) = qk+1 ◦m∗
k(Ri).

By assumption, there is a match mi : Li → Qf for each rule instance pi :
ri ∈ R+

I . Then, we have also a match uf ◦mi : Li → Q̃f , i.e., all rule instances
in R+

I are applicable to Q̃f . In such a way, we can remove each repeated rule
instance application from ρ′ and get a path σ̃ ∈ Ω, what is a contradiction to
our assumption.

To conclude, the upper bound for constructing a graph Qf from Q0 us-
ing the rule instances in R+

I in which all rule instances of Rf are applicable
is card(R+

I ). The necessary rule applications for constructing A from Qf are
at most

∑
p∈Rf

card(Rf (p)). Together, we get an upper bound of card(R+
I ) +∑

p∈Rf
card(Rf (p)).

Theorem 1 (safety). Safety of a graph Q0 with respect to a graph A and a fi-
nite set of graph rule instances RI is decidable if RI contains only expanding
and deleting graph rules.

Proof. We show first that the minimal length derivation has only expanding
rules. Suppose Q0

p1⇒ Q1
p2⇒ ...

pn⇒ Q is a minimal length derivation reaching
graph Q that contains A. Then, each rule instance pi for 1 ≤ i ≤ n is an
expanding rule. If we assume not, let pj be a deleting rule. The removal of
the rule pj from the derivation does not affect the construction of the graph A
in Q: If we remove pj , we get the derivation sequence Q0

p1⇒ Q1
p2⇒ ...

pj−1⇒
Qj−1

pj+1⇒ Q′
j+1...

pn⇒ Q′. Since the graph Q could be constructed also without
the structure Qj−1 \Qj and expanding rules do not have application conditions
forbidding some structure in a graph, the rule pj+1 can be applied to Qj−1 as
well. Analog, the rules pk for k > j can be applied constructing a graph Q′

containing A. Hence, we got a shorter derivation what is a contradiction to the
assumption of a minimal length derivation sequence.

Thus, the minimal sequence for constructing a graph containing A starting
at Q0 contains only expanding rules. Proposition 2 shows that the minimal
sequence to construct A has an upper bound m. A decision procedure would try
all derivation sequences of expanding rules of length up to m.

Proposition 3. Let A be a graph and pI(C) : LI
rI→ RI be an instance rule of

rule p(V ) : L r→ R. Furthermore, let

– Rf (p) be the set of nonempty partial injective morphisms g : R→ A so that
g(R \ r(L)) ∩A �= ∅ and
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– Rf (pI) the set of nonempty partial injective morphisms g : RI → A so that
g(RI \ rI(LI)) ∩A �= ∅.

Then, card(Rf (pI)) ≤ card(Rf (p)).

Proof. Bases on the fact that the variables in rules can be mapped to any appro-
priate constant, but constants in rule instances can be mapped only to the same
constants: For each morphism in Rf (pI) there is a morphism in Rf (p). A mor-
phism in Rf (p), however, does not need to have a counterpart on the instance
level, since nodes labeled with a constant can be mapped only to nodes labeled
with the same constant.

Corollary 1 (upper bound). Let Q0 and A be graphs, R+ a set of expanding

rules, R+
I (p) a finite set of rule instances for p ∈ R+ and Der = {Q0

R+
I⇒ ∗

Q|A ⊆ Q} be the set of all derivation sequences starting at Q0 and ending in
a graph Q which contains A. Then,

UB = card(R+
I ) +RF

is an upper bound for the minimal derivation in Der, where RF =∑
p∈R+ card(R+

f (p)).

Proof. In the proof of proposition 2, the upper bound was given by

card(R+
I ) +

∑

pI∈Rf

card(Rf (pI)).

By proposition 3, we have
∑

pI∈Rf

card(Rf (pI)) ≤
∑

pI∈R+
I

card(Rf (pI)) ≤
∑

p∈R+

card(Rf (p)).

Figure 3 depicts the decidability algorithm.The method setOfOver-
laps(rule,graph) returns the set of partial injective mappings from the right-
hand side of the rule to the graph, where the domain of the mapping con-
tains at least an element constructed by rule (i.e. in R \ r(L)). The method
setOfDerivationSequences(ruleSet,startGraph, length) constructs all derivation
sequences up to length starting from startGraph using rule instances of ruleSet.
The method card(set) returns the number of elements in set. The method sub-
graph(graph1,graph2) returns true if graph1 is a subgraph of graph2, otherwise
it returns false.

The decidability algorithm presented above can probably be optimized. The
apparent complexity is exponential because it requires generating a set of over-
laps and checking the subgraph property. The effective complexity of the algo-
rithm is probably much lower than the computed worst case since labels (or
unique names) on nodes reduce considerably the number of possible matchings.
Graph transformation tools [EEKR99] can be used to automate the process
of generating all the mappings and all the derivation sequences to be checked
against the unwanted configuration.
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input: sets RI(p) (p ∈ R) of expanding rule instances of rules in R, graph Q0 and
graph A
output: true, if there is a derivation sequence (Q0 ⇒ ... ⇒ Q) where A ⊆ Q, false
otherwise

begin
//get the rules which construct parts of A
RF = 0;
for each p ∈ R {
Rf (p) = setOfOverlaps(p, A);
RF = RF + card(Rf (p));

}
//construct the upper bound for derivation sequences
length = card(RI) + RF ;
Der = setOfDerivationSequences(RI , Q0, length);
for each (Q0 ⇒ ... ⇒ Q) ∈ Der
if subgraph(A,Q) then return true;

return false;
end

Fig. 3. The decidability algorithm

4 Example: Decidability in a Graph-Based Model for
Discretionary Access Control

We describe a graph-based DACmodel for which the safety property is decidable.
This simplified DAC model provides subject and object creation/removal and
the granting of rights to access objects from one subject to another subject. The
terms subject and user are synonymies in this section. For simplicity, the access
rights considered are read and write only.

4.1 Graph Model for the DAC Policy

Users are represented by nodes of type U , objects to which users may have access
by nodes of type O. Labels attached to user nodes specify the user name, labels
attached to objects the object name. The variables used in rules are denoted by
Ux,Uy,Ox,Oy, ....

The rule new user in figure 4 introduces a user Ux. The creation of new
objects (e.g., files and directories) on behalf of a user Ux is specified in the rule
new object. Every object has an owner, namely the user who has created the
object. The ownership of an object to a user is modeled by an edge from the
user node to the object node. The owner of the new object has read and write
access to the object. A permission on an object o for the owner is modeled by an
edge from o to the owner with a label specifying the permitted access right (r
for read and w for write). The owner of an object can simply remove the object
(modeled in rule delete object). Users can be removed with rule remove user.
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Fig. 4. The graph rules for the DAC model

To prevent objects without owner, the deletion of users is possible only if they
do not own objects (specified in the NAC of rule remove user which forbids the
application of remove user to a user who is connected to an object).

A user may grant its right on an object to other users. The rule grant read
right specifies how a user Ux grants a read right on an object Ox (the right
is modeled by an r-labeled edge from Ox to Ux) to another user Ux′. The r-
labeled edge from Ox to Ux′ specifies the read access right for Ux′ on Ox. The
rule for granting the write permission is analogously. Whereas an access right on
an object can be granted by anybody who has the right, the revocation of a right
on an object can be only executed by the object’s owner. This is specified in rule
revoke read right. The revocation of the write right is similar to rule revoke read
right.

If a user Ux has read access to an object (i.e., there exists an edge with label r
from the object to the user), and Ux copies the object, then Ux becomes the
owner of the copy with read and write permission. The rule copy object specifies
the copying of objects.

4.2 Safety of the DAC Model

This section carries on a safety analysis of the initial system state Q0 shown
in figure 5 with users Richard, Jackie and Thomas. Jackie is the owner of the
object newProject.pdf. Thomas has read access to the object newProject.pdf and
Richard has no right to access the object at all. Jackie has read and write access
to the object because she is the object owner.



Decidability of Safety in Graph-Based Models for Access Control 239
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Fig. 5. An example for safety

Suppose that we would like to know now if it is possible for Richard to read
newProject.pdf unbeknown to Jackie. That means, is it possible to construct
a graph Q starting from Q0 using the rules in figure 4 so that graph A of figure 5
is a subgraph of Q? Theorem 1 and corollary 1 state that it is sufficient to check
all the derivation sequences of rule applications using rule instances of expanding
rules up to a length of the upper bound UB = card(R+

I ) +RF . The expanding
rules in figure 4 are: new user, new object, grant read right and copy object.

The number of rule instances card(R+
I ) depends on the (finite) set of lables

for user names, where UN denotes the number of elements, and of the (finite)
set of labels for object names, where we denote by ON the number of elements.
For example, the number of rule instances for new user is equal to UN since new
user has one variable for a user. The number of rule instances for rule new object
is UN ·ON since both a user and an object variable must be instantiated. The
number of rule instances for rule grant read right is UN ·(UN−1)·ON , since two
user and one object node must be instantiated. Since node labels for nodes of
the same type must be unique in the left-hand side of the rule (as well as in the
right-hand side), we have UN · (UN − 1) possibilities to instantiate the two user
nodes with different labels. For the rule copy object, we get UN ·ON · (ON − 1)
possible rule instances. Table 1 shows the number of possible instance rules.

The last column of table 1 depicts the number of partial nonempty injective
mappings from the right-hand side R of rule p into the graph A, so that at least
some newly created elements in R are mapped to A. By the information of this
last column, the value of RF can be calculated (cf. corollary 1).

Table 1.

number of instances card(Rf (p))

new user(Ux) UN 1

new object(Ux,Ox) UN · ON 3

grant read right(Ux,Ox) UN · (UN − 1) · ON 1

copy object(Ux,Ox) UN · ON · (ON − 1) 3
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In this example, the upper bound is: UN + UN · ON + UN · (UN − 1) ·
ON + UN ·ON · (ON − 1) + 8. After having calculated the upper bound, only
a finite number of derivation sequences with length less or equal than the upper
bound are checked to decide the safety of the model. In particular, in this DAC
example the derivation sequence which applies first the rule instance copy ob-
ject(Thomas,newProject.pdf) to the initial state Q0 and then the rule instance
grant read right(Thomas,Richard,newProject.pdf) to the resulting graph con-
structs a graph which contains A. Therefore, the algorithm in figure 3 returns
true, meaning that Q0 leaks A.

5 Example: Decidability in a Graph-Based Model for
Role-Based Access Control

The example in this section considers a simple graph model for decentralized
RBAC (i.e., with more than one administrator for roles). In this model, where
the safety property is decidable, a user is assigned to at most one role at a time
and the assignment of a user to a role is static in the sense that it can only be
changed by deleting the assignment and inserting a new one. The deletion of user-
role assignment implies the loss of authorization for roles that were granted by
the deleted assignment edge. This simplified RBAC graph model was originally
presented in [KMPP00], and is reported in figure 6.

Users are created by the rule add user and are deleted by the rule remove
user. A user can be assigned to a role if (s)he is not yet a member of a role.
Membership is indicated by the color of the u node. A white u node indicates
that the user is not yet in a role; a black one indicates that (s)he is a member
of a role. The rule add to role turns a white user node to black when an admin-
istrator sets the assignment edge from the user to the role node. Since the roles
authorization for each user is known, namely all junior roles reachable from the
unique assignment edge, the deletion of a user-role assignment is simpler than in
the general decentralized RBAC model. In particular, the deletion of the unique
assignment edge ensures that the user does not have authorization for any role.
In this case, all sessions are deactivated since all active roles for a session are
authorized by the removed assignment edge, and the user node is changed to
white.

A session is graphically presented by a node of type s and has always a con-
nection to one user. The rules for the creation and deletion of sessions are new
session and remove session. A session can be deleted at any time regardless of
the presence of active roles of the session. The session is deleted by deleting the
session node. This implies that all session-to-role assignments are deleted as well.

A user may activate any role r for which she/he is authorized. A user is
authorized for r if there is a path starting from an assignment edge and ending
in r. The corresponding graph rule is activate role. Rule deactivate role specifies
the deactivation of a role from a session by deleting the edge between the session
and the role node.
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Fig. 6. Graph rules for the RBAC model

5.1 Safety of the RBAC Model

Suppose that we want to know if the initial state Q0 in figure 7 can leak A, that
is we would like to know whether Elena may play the role President. Table 2
shows the number of possible rule instances for the expanding rules of the RBAC
example and the number of mappings from the right-hand side of the rules into
the graph A. The number of rule instances depends on the finite label sets for
user, session, role and administrator role variables. The label set for user includes
the label Elena, the set of role labels is {President, ChiefManager,Manager},
the set of administrator role labels is {Bart, Anna}. We denote by UN the
number of elements in the user label set, by SN the number of elements in the
session label set, by RN = 3 the number of elements in the role label set and by
AN = 2 the number of elments in the administrator role set.

U U
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Manager
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0
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R

Anna

R
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Ar

ArR

Fig. 7. A safety example for the RBAC model
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Table 2.

number of instances card(Rf (p))

add user(Ux) UN 1

new session(Ux,Sx) UN · SN 0

activate role(Ux,Rx1,Rx2,Sx) UN · SN · RN · (RN − 1) 0

add to role UN · RN · AN 1

The last column of table 2 depicts the number of nonempty partial injective
mappings from the right-hand side R of the rule into graph A so that at least
some newly created elements of R are mapped to A. Here, only the rules add user
and add to role construct parts of A. After having calculated the upper bound, all
derivation sequences with the given rule instances are checked up to the length
given by the upper bound. In this example, the decidability algorithm returns
true since the application of the rule instance add to role(Elena, President, Anna)
constructs graph A.

Note that if we remove Anna from the administrator set AN (e.g., because
we have confidence in Anna, but Bart must be checked explicitly), this RBAC
example turns to be safe. Indeed, in the modified example, it will result that A
cannot be constructed from Q0. We will not list here all derivation sequences up
to the upper bound, this can be automated with the help of a graph transforma-
tion tool [EEKR99]. However, we would like to informally convince the reader,
that none of these derivation sequences constructs the graph A. The reason is
that the rule add to role(Elena,President,Anna) cannot be instantiated, since the
administrator label Anna is not in the label set AN for administrators. Indeed,
only Anna can assign Elena to the president role, and Elena will never become
president. Therefore, the decidability algorithm returns false.

6 Conclusion

The safety problem (can a state be reached in which a subject is granted a per-
mission not previously possessed) in an arbitrary access control model based on
graph transformations is in general undecidable.

This is not surprising since graph transformation rules can easily model the
rules of a type 0 grammar. By imposing reasonable restrictions on the form of
the rules, we have shown that the problem becomes decidable. The restrictions
imposed still allow for an expressive framework as illustrated by the two examples
of a graph-based DAC model and a graph-based single assignment decentralized
RBAC. Moreover, it is possible in our framework to specify the Take-Grant
model so that the rewrite rules take, grant, create, remove in [Sny77] satisfy the
restrictions of our Theorem 1. Our notion of safety is more general than the one
in [Sny77], since we test the presence of a general subgraph instead of a simple
edge.
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The safety problem “there exists a subject with a permission not previ-
ously possessed” can be handled, with a finite number of subjects, by defining
a graph A for each specific subject. Alternatively, the problem can be handled
by allowing the nodes in the graph A to be labelled with variables and checking
if there exist an instantiation that is a subgraph of a state Q generated by the
graph rules (similar to resolution in logic programming, shown in [CRPP91]).

The effective complexity of the decidability algorithm is probably much lower
than the computed worst case since labels (or unique names) on nodes reduce
considerably the number of possible matchings.
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