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Abstract. A. K. Lenstra and E. R. Verheul in [2] proposed a very ef-
ficient way called XTR in which certain subgroup of the Galois field
GF(p6) can be represented by elements in GF(p2). At the end of their
paper [2], they briefly mentioned on a method of generalizing their idea
to the field GF(p6m). In this paper, we give a systematic design of this
generalization and discuss about optimal choices for p andm with respect
to performances. If we choose m large enough, we can reduce the size of
p as small as the word size of common processors. In such a case, this
extended XTR is well suited for the processors with optimized arithmetic
on integers of word size.

1 Introduction

After Diffie-Hellman (DH) key agreement protocol was published, many re-
lated key agreement protocols have been proposed. Very recently, in [2] A. K.
Lenstra and E. Verheul proposed an efficient computational tool called XTR
(Efficient and Compact Subgroup Trace Representation) and showed that it
can be adopted to various public key systems including key exchange protocols.
Their scheme results in relatively efficient system with respect to the computa-
tional and communicational complexity compared to currently known public key
schemes using subgroups. At the end of their paper, they mentioned very briefly
that XTR can be generalized in a straightforward way using the extension field
of the form GF(p6m) and made some general comments with the focus on the
case p = 2.

In this paper, we carry out the generalization in detail and discuss about
optimal choices of the parameters p and m. The idea is mostly straightforward,
but we need to be more systematic to find out optimal choices of p and m
among the possible cases. In more detail, the generalization is done in two steps.
First, we propose a systematic design for XTR-like system in GF(p6m) using an
irreducible cubic polynomial F (c,X) = X3− cX2 + cp

m

X−1 ∈ GF(p2m)[X] for
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any m. Then we determine the required properties of the parameters m, p, and c
for F (c,X) under the efficiency and security considerations. We are focusing on
the case that is efficient in the limited applications such as smart cards. We use
an optimal normal basis to represent elements of GF(p2m) over GF(p). Hence we
consider the case where 2m+ 1 is a prime and p is a primitive element modulo
2m+1. We suggest to use m such that either 2m+1 is a Fermat prime or both
m and 2m+ 1 are primes. With such a choice of m, a randomly chosen prime p
has a better chance to be a primitive element in Z2m+1.

We estimated the required computational complexity for XTR extended to
GF(p6m) under considerations as the above, and compare the result with XTR
in GF(P 6) where P and p6m have the same bit sizes. The result shows us that
the required number of bit operations for both are about the same.

Modern workstation microprocessors are designed to calculate in units of
data known as words. For large prime p, multiple machine words are required to
represent elements of prime field GF(p) on microprocessors, since typical word
sizes are not large enough. This representation causes two possible computational
difficulties: carries between words must be treated and reduction modulo p must
be performed with operands of multiple span words.

Hence we see that using prime number p as small as the word size of common
processors for XTR relieves the above computational difficulties for operation
in GF(P ) for large prime P . In this way, the proposed generalization maintains
the communicational advantages as in XTR and it enhances the computational
advantages over XTR since there is no need of multiprecision computation es-
pecially when the system is implemented under workstation processors with
optimized arithmetic on integers of word size.

Unfortunately, there are some drawbacks in extending XTR to GF(p6m). As
m gets larger there are fewer prime numbers p, q that can be used to establish
an XTR-like system in GF(p6m). Also it takes longer to generate the primes p, q
with the required properties. But generating p, q is a one-time task and it is not
a serious disadvantage in many cases.

Our paper is organized as the following. In Section 2, we describe the gener-
alized system in such a way that it can be formulated for any m, setting aside
any security or complexity related concerns. In Section 3, we discuss about the
security of the system and determine the choices of parameters. In Section 4,
we estimate the computational complexity for the proposed XTR-like scheme in
GF(p6m). Then we discuss about optimal choices of parameters. In Section 5, we
conclude our paper with comparison of efficiency and security for cryptographic
schemes using this generalization with those using the original XTR under the
Galois fields with about the same sizes. We also discuss about an efficient way
of parameter generation of XTR system extended to GF(p6m) and recommend
good choices of m for current use in Appendix A.
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2 A Description of XTR Extended to GF(p6m)

In this section we describe the XTR system using elementary symmetric poly-
nomials and give a systematic way to generalize XTR-like system to GF(p6m).
Following [2], we start by setting up some notations. Given an element c ∈
GF(p2m), we define the cubic polynomial F (c,X) as following:

F (c,X) = X3 − cX2 + cp
m

X − 1 = (X − h0)(X − h1)(X − h2),

where the roots hi’s are taken from the splitting field of F (c,X). We set cn =
hn0 +hn1 +hn2 for any integer n. Then from the root-coefficient relations of a cubic
equation, we have

Lemma 1. For any integers n and t we have

1. c1 = c, h0h1 + h1h2 + h0h2 = cp
m

, and h0h1h2 = 1;
2. c−n = cnpm = cp

m

n ;
3. Either all hi’s are in GF(p2m) or F (c,X) is irreducible over GF(p2m) and

all hi’s have order dividing p2m − pm + 1;
4. (cn)t = ctn = (ct)n.

Proof. Item 1 is nothing but the root-coefficient relation. Items 2 and 3 can
be proved exactly the same way as Lemma 2.3.2 of [2] is proved.

To prove item 4, note that

cn = hn0 + hn1 + hn2 , c
pm

n = c−n = (h1h2)n + (h0h2)n + (h0h1)n.

This implies that

F (cn, X) = X3 − cnX2 + cp
m

n X − 1 = (X − hn0 )(X − hn1 )(X − hn2 ).

And thus we see that

(cn)t = (hn0 )
t + (hn1 )

t + (hn2 )
t = hnt0 + hnt1 + hnt2 .

Hence we see that (cn)t = cnt = (ct)n for any integer n, t.

It can be easily checked that any irreducible cubic polynomial f(x) = x3 −
ax2 + bx− 1 ∈ GF(p2m) is of the form f(x) = x3 − ax2 + ap

m

x− 1 if the order
of the roots h0, h1, h2 ∈ GF(p6m) of f(x) = 0 divides p2m − pm + 1.

Recall that the elementary symmetric polynomials σk of degree k in the
indeterminates X1, X2, X3 are given by

σ1 = X1 +X2 +X3, σ2 = X1X2 +X2X3 +X1X3, σ3 = X1X2X3.

Here is a theorem, due to Newton, so-called ‘fundamental theorem on sym-
metric polynomials’.
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Theorem 1. (Theorem 1.75 in [7]) Let σ1, σ2, σ3 be the elementary symmetric
polynomials in X1, X2, X3 over a commutative ring R, and let s0 = 3, sn =
Xn

1 +Xn
2 +Xn

3 ∈ R[X1, X2, X3] for n ≥ 1. Then the following equality

sk − sk−1σ1 + sk−2σ2 − sk−3σ3 = 0

holds for k ≥ 3.

As a direct application of Newton’s Theorem the following lemma can be
easily proved.

Lemma 2. Then for any positive integer n we have

1. cn+2 = cn+1c− cncpm + cn−1, cn−1 = cn+2 − cn+1c+ cncp
m

;
2. c2n = c2n − 2cp

m

n ;
3. c2n+1 = cncn+1 − ccpmn + cp

m

n−1;
4. c2n−1 = cncn−1 − cpmcpmn + cp

m

n+1.

As in [2], we denote Sn(c) = (cn−1, cn, cn+1) for any integer n. Then by
Lemma 2.2, we see that S−1(c) = (c2p

m − 2c, cp
m

, 3), S0(c) = (cp
m

, 3, c), and
S1(c) = (3, c, c2 − 2cp

m

). Thus, if we do not care about efficiency or security
we can define XTR-like key exchange system as following for any prime p and
positive integer m and for any c ∈ GF(p2m).

XTR-DH key exchange system in GF(p6m):

1. Alice chooses a random integer n and computes Sn(c) then sends cn to Bob.
2. Bob chooses a random integer t and computes St(c) then sends ct to Alice.
3. Alice and Bob share the key cnt that can be obtained by computing either
Sn(ct) = ((ct)n−1, (ct)n, (ct)n+1) or St(cn) = ((cn)t−1, (cn)t, (cn)t+1).

All the XTR-based schemes given in [2] can be extended to GF(p6m) similarly.
In the following sections, we will discuss about the parameter selections to meet
various security levels and to boost up the efficiency.

3 Parameter Selection for Security Consideration

Various XTR-based public key systems or key exchange protocols rely their
security on the Discrete Logarithm Problem(DLP) in the base g ∈ GF(p6m),
where g is a root of the cubic equation F (c,X) = 0. Therefore, in order to make
XTR-based schemes secure, we need to use parameters p,m, c such that the DLP
in the base g is difficult. In this section, we follow the method in [1] to determine
the size of the subgroup generated by g to prevent known attacks on DLP in
extension fields.

Up to this point one of the best attacks known for the DLP is the Index
Calculus Method using Number Field Sieve. For a DLP in the base g ∈ GF(p6m),
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the asymptotic complexity of the Index Calculus Method using Number Field
Sieve is

L(ps, 1/3, 1.923 + o(1)),

where s is the smallest divisor of 6m such that g is contained in a subfield of
GF (p6m) isomorphic to GF (ps). Thus, for the security reason, it is desirable to
use g ∈ GF(p6m), which is not contained in any proper subfield of GF(p6m).
Note that if a root g of the polynomial F (c,X) is not contained any proper
subfield of GF(p6m) then F (c,X) is irreducible over GF(p2m). Hence we have
c = Tr(g) and the roots of F (c,X) are conjugates of g over GF(p2m). Here, Tr :
GF(p6m)→ GF(p2m) is the trace projection defined by Tr(x) = x+xp

2m
+xp

4m

for x ∈ GF(p6m).
The following Lemma, which follows directly from Lemma 2.4 of [1], gives

a sufficient condition for a subgroup of GF(p6m)∗ not to be contained in any
proper subfield of GF(p6m).

Lemma 3. Let q be a prime factor of Φ6m(p). Then the subgroup of GF(p6m)∗

of order q is not contained in any proper subfield of GF(p6m).

Here Φn(X) is the n-th cyclotomic polynomial for a positive integer n not divis-
ible by p. For computations with cyclotomic polynomials, we can use Theorem
3.27 in [7]:

Φ6m =
∏
d|6m

(X6m/d − 1)µ(d),

where µ(·) is the Möbius function.
As we shall see in the next section, we will take m to be a prime or a power

of 2 (so that 2m+ 1 is a Fermat prime) for easy selection of the prime p. Thus
we have

Φ6m(X) =
(X6m − 1)(X2 − 1)(X3 − 1)(Xm − 1)
(X2m − 1)(X3m − 1)(X6 − 1)(X − 1)

=
X2m −Xm + 1
X2 −X + 1

if m is a prime, or

Φ6m(X) =
(X6m − 1)(Xm − 1)
(X2m − 1)(X3m − 1)

= X2m −Xm + 1

if m is a power of 2.
When we use a system based on the DLP in a multiplicative subgroup of size

q of the Galois field, the sizes of q and the underlying Galois field that guarantee
the security required currently can be determined according to the table in [4].
The recommended size for q is much larger than p2 − p+1 for small or medium
sized p. Thus in our case we need to take the size q of the subgroup of GF(p6m)∗

to be much larger than p2 − p+ 1. In addition, if we take q to be a prime factor
of p2m − pm + 1 then the calculation in the previous paragraph tells us that q
is a prime factor of Φ6m(p). Then by Lemma 3 the subgroup of order q is not
contained in any proper subfield of GF(p6m).
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Also it is well-known that birthday-type attacks can be applied to get x from
the given gx and the complexity of birthday attacks can be estimated by O(

√
q)

where q is the order of g. Currently the recommended size for q is q > 2160. Thus
to make our system as secure as the DLP problem in GF (p6m) against currently
known attacks, it is enough to choose g ∈ GF(p6m) so that the order of g is a
prime factor of p2m − pm + 1 and larger than max(p2 − p+ 1, 2160).

4 Parameter Selection for Efficiency Cconsiderations

The most basic computation required in XTR-like schemes is to compute Sn(c)
from any given c ∈ GF(p2m) and a positive integer n. ¿From Lemma 2 we have

Lemma 4. Let c be any element of GF(p2m) and A(c) be the 3×3 matrix given
by

A(c) =




0 0 1
1 0 −cpm
0 1 c


.

For any integer n ≥ 1, we have Sn+1(c) = Sn(c)A(c).

By modifying the ‘square and multiply’ method, we can compute Sn(c) as fol-
lows:

Algorithm 2 Let c ∈ GF(p2m) and a positive integer n be given. ¿From the
binary expansion of n =

∑k
i=0mi2i define a sequence {ti} by
t0 = m0

ti = 2ti−1 +mi, i ≥ 1.

To compute Sn(c) = (cn−1, cn, cn+1), follow the steps:

Step 1. Set St0(c) = (cp
m

, 3, c) if t0 = 0, or St0(c) = (3, c, c2 − 2cp
m

) if t0 = 1.
Step 2. Compute Sti from Sti−1 for i = 1, 2, · · · , k.
Step 3. Output Stk .

Step 2 of the above algorithm is performed as following. For a fixed i let us let
d = ti−1 for simplicity. If mi = 0, then

Sti = S2d = (cdcd+1 − cpmcp
m

d + cp
m

d+1, c
2
d − 2cp

m

d , cdcd+1 − ccp
m

d + cp
m

d−1).

If mi = 1, then

Sti = S2d+1 = (c2d − 2cp
m

d , cdcd+1 − ccp
m

d + cp
m

d−1, c
2
d+1 − 2cp

m

d+1).

As we can see from Lemma 2 and Algorithm 2, the most frequently performed
operations in our system are the following three types:

x2, xy, xz − yzpm for x, y, z ∈ GF(p2m).
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In order to make the XTR system in GF(p6m) efficient, it is enough to perform
these operations efficiently. Thus, we consider the case when GF(p2m) has an
optimal normal basis (ONB) of type I, that is, the case when 2m+ 1 is a prime
number and p (mod 2m + 1) is a primitive element in Z2m+1. In this case, the
cyclotomic polynomial

Φ2m+1(X) =
X2m+1 − 1
X − 1

= X2m +X2m−1 + · · ·+X + 1 ∈ GF(p)[X]

is irreducible and the set B1 = {α, αp, αp2
, . . . , αp

2m−1} of roots becomes an
Optimal Normal Basis for GF(p2m). Since p (mod 2m+1) is a primitive element
in Z2m+1, this basis B1 is setwise equal to the (almost) polynomial basis B2 =
{α, α2, α3, . . . , α2m}.

The complexity for elementary operations in GF(p2m) is well studied by
Lenstra in [1]. Our focus is on the most frequently performed operations

x2, xy, xz − yzpm for x, y, z ∈ GF(p2m)

as was in [2]. We have similar result as in [2] on the complexity for these opera-
tions.

Lemma 5. Let p and 2m + 1 be prime numbers, where p (mod 2m+ 1) is a
primitive element in Z2m+1. Then for x, y, z ∈ GF(p2m), we have

1. Computing xp
m

is for free.
2. Computing x2 takes 80 percent of the complexity taken for multiplications in

GF(p2m).
3. Computing xy takes 4m2 multiplications in GF(p).
4. Computing xz − yzpm takes 4m2 multiplications in GF(p).

Proof. Since we can use either of the two bases B1 and B2 at our convenience,
all the items are straightforward. Thus we only prove item 4 in detail. Set t = 2m.
First we represent x, y, z by using the normal basis B1,

x =
t−1∑
i=0

aiα
pi , y =

t−1∑
i=0

biα
piz =

t−1∑
i=0

ciα
pi ,

and we get

zp
m

=
m−1∑
i=0

ciα
pi+m +

t−1∑
i=m

ciα
pi−m .

Then we have

xz − yzpm =
t−1∑
i=0

m−1∑
j=0

aic
′
jα

piαp
j+m

+
t−1∑
i=0

t−1∑
j=m

bic
′′
jα

piαp
j−m

,

where c′j = cj + cm+j and c′′j = cj + cj−m. Getting c′j , c
′′
j from cj ’s is a free

operation. Now we convert the basis into B2 and then the computation for
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αp
j

αp
i±m

becomes free. Hence we need t2 multiplications in GF(p) to compute
xy − yzpm .

We note here that we haven’t used any high speed multiplication algorithms
in the proof. When we apply more efficient multiplication algorithms, then the
required bit complexity will be reduced. Comparing Lemma 2.1.1 in [2] and the
above Lemma 5, we see that the number of bit operations for computing

x2, xy, xz − yzp

are about the same in the following two cases when |P | = m|p|,

– x, y, z ∈ GF(P 2) with P = 2 (mod 3) ;
– x, y, z ∈ GF(p2m) where 2m+ 1 is a prime and 〈p〉 = Z∗2m+1.

Now based on Lemma 5, we have the following estimate for the computational
complexity of Algorithm 2.

Theorem 3. Let c ∈ GF(p2m) and a positive integer n be given. Then it takes at
most 11.2m2 log n multiplications in GF(p) to compute Sn(c) = (cn−1, cn, cn+1).

Also we estimate the required bit complexity to compute Tr(gagbk) from
given Tr(g) and Sk(Tr(g)) for unknown k. This computation is required for
XTR-Nyberg-Rueppel signature scheme as in [2].

Theorem 4. Let g ∈ GF(p6m) be an element of prime order q and suppose
Tr(g) and Sk(Tr(g)) be given for some unknown positive integer k. Let a, b be
positive integers with less than q. Then Tr(gagbk) can be computed at a cost of
(11.2 log(a/b (mod q) + 11.2 log b+ 36)m2 multiplications in GF(p).

We specify the steps as following :

– Compute e = a
b (mod q).

– Compute Tr(gk+e).
– Compute Tr(g(k+e)b) = Tr(gagbk)

We focus on the second item here. We have

Sk(Tr(g))A(c)e = [S0(Tr(g))A(c)k]A(c)e = [S0(Tr(g))A(c)e]A(c)k

In order to get Tr(gk+e), what we need is [S0(Tr(g))A(c)e]C(A(c)k), where
C(A(c)k) is the center column of the matrix A(c)k. Since we have already given
Sk(Tr(g)), and we know that

Sk(Tr(g))T =



S−1(c)
S0(c)
S1(c)


C(A(c)k),
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where Sk(Tr(g))T is the transpose of Sk(Tr(g)). Hence we have the very same
formula as in XTR,

C(A(c)k) =



S−1(c)
S0(c)
S1(c)



−1

Sk(Tr(g))T .

This implies that computing C(A(c)k) takes constant time for any k when
Sk(Tr(g)) is given. In fact, it takes at most 9 × 4m2 = 36m2 multiplications
in GF(p). Hence the complexity to compute Tr(gk+e) can be estimated as
(11.2 log e + 36)m2 multiplications in GF(p). And the complexity to compute
the third item is 11.2 log bm2 multiplications in GF(p). Thus we can estimate
the complexity to get Tr(gagbk) by (11.2 log(a/b (mod q))+ 11.2 log b+36)m2

multiplications in GF(p).
Thus we see that the computational complexity is about the same for the

original XTR and our extension to GF (p6m). But the multiprecision problem
that occurs in the operations in GF(P ) for large P can be removed when we use
GF(p) with p as small as the word size of the processor.

Now we pose another condition on m so that it is easy to generate the prime
p. Since we are using ONB, p is necessarily a primitive element in Z2m+1. But as
a matter of parameter generation, we will decide m first and choose the prime p
somewhat randomly. So it is desirable that Z2m+1 has more primitive elements.

The number of primitive elements in Z2m+1 is φ(φ(2m+1)) = φ(2m), where
φ(·) is the Euler totient function. Thus we want to make φ(2m) as big as possible
compared to m. There are two possible directions we can take to this end. The
first is to take m to be a power of 2. But then 2m+ 1 must be a Fermat prime,
which is very rare. The other is to take m to be a prime. There are reasonably
many choice of primes m for which 2m+ 1 is also a prime.

For appropriate selection of m for current recommendation is given in the
Appendix A. After m and the sizes of p, q have been established, we generate p, q
and c = Tr(g). Algorithms for generating parameters are also given in Appendix
A.

5 Conclusion

Thus most of the details in XTR can be generalized systematically to the finite
field GF(p6m) using the trace projection Tr : GF(p6m) → GF(p2m). Hence it is
straightforward to see that the schemes as XTR-DH, XTR-ElGamal encryption,
and XTR-Nyberg-Rueppel signatures can be extended to GF(p6m).

For security concerns, all the details were given in Section 5 of [2]. They’ve
discussed about the DLP in GF(pt), and hence it can be applied to cases in
GF(p6m). The communicational and computational advantages of the XTR
schemes can be obtained in the generalization as long as we choose m so that
either 2m + 1 is a Fermat prime or both m, 2m + 1 are primes and we don’t
have any multiprecision operations if we select the size of p as small as the word
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size of common processors in the generalization but we might need longer time
to generate prime numbers p and q in such cases. But the prime numbers are
needed to generate only once, the generalized version of XTR is more preferable
for limited applications as smart cards.
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A An Efficient Way for Parameter Generation

In this appendix, we describe an efficient way for parameter generation one by
one. At first, we decide the size of the field GF(p6m) and which m to use. Then
we select the primes p, q. And finally, we select c ∈ GF(p2m) \GF(pm).

As we discussed in Section 4, m will be chosen so that either 2m + 1 is a
Fermat prime or both m and 2m+1 are primes. In the Table 1 below, we give a
list of m which meet this criterion. The numbers in the column titled ‘ratio’ are
the proportion of primitive elements of Z2m+1. The case m = 1 is the original
XTR. Not much improvement is achieved in the cases m = 2, 3. Thus we do not
recommend to use these cases. Note that the ratio tends to 1/2 as m gets larger.

For given m as in the above table, we choose the appropriate size for the field
characteristic p so that the size of p6m is about the same as the recommended
size for prime fields with respect to the security concerns in the DLP in prime
fields. For example, see Table 2.

Now we consider the generation of the prime numbers p, q in our scheme. We
follow the scheme of generating prime numbers as in [1] rather than using the
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Table 1. Choices for m and the corresponding extension fields

m ratio field extensions

1 1/3 GF(p)→ GF(p2)→ GF(p6)

2 2/5 GF(p)→ GF(p4)→ GF(p12)

3 2/7 GF(p)→ GF(p6)→ GF(p18)

5 4/11 GF(p)→ GF(p10)→ GF(p30)

8 8/17 GF(p)→ GF(p16)→ GF(p48)

11 10/23 GF(p)→ GF(p22)→ GF(p66)

23 22/47 GF(p)→ GF(p46)→ GF(p138)

29 28/59 GF(p)→ GF(p58)→ GF(p174)

41 40/83 GF(p)→ GF(p80)→ GF(p240)

Table 2. Choices for m and the corresponding size of a finite field

field size 1024 bit 2048 bit 2700 bit 5100 bit

recommended m for p of 16 bits 11 23 29 41

recommended m for p of 32 bits 8 11 23 29

recommended m for p of 64 bits 5 8 11 23

method given in [2]. In general setting, we are interested in the cases using small
or medium sized prime number p covered in [1].

Here we describe the method of generating prime numbers p and q that we
need. First we determine the |p6m| and |q| (the bit sizes of p6m and q) for general
security considerations according to [4]. And then we decide m so that p is of
the word size of the processor to be used.

We repeat selecting p until p2m − pm + 1 has a prime factor of size |q|. We
refer the result of [1] that points it works sufficiently quickly in practice. As
m grows, hence p gets smaller, there are fewer appropriate p,m’s than XTR
case (assuming comparable levels of security). The exact distribution of such
primes p, q is not known until now. Since this is one-time cost, it’s not a serious
disadvantage.

Now consider the generation of c = Tr(g). The most elementary way to
generate c = Tr(g) where g ∈ GF (p6m) of the order q with q divides p2m−pm+1.

As usual, first we randomly generate h ∈ GF (p6m) and check if h
p2m−pm+1

q �= 1

and set g = h
p2m−pm+1

q . Then such g has the order q. We compute Tr(g). But
here we have lemmas which will come in handy when we construct a suitable
generator g of a subgroup. And the proofs of these lemmas are similar to the
XTR in GF (P 6).
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Lemma 6. Let m be a positive integer such that either 2m+1 is a Fermat prime
or both m and 2m+ 1 are primes. Suppose F (c,X) is irreducible over GF(p2m)
and g ∈ GF(p6m) is a root of F (c,X). Then we have c = Tr(g) and cn = Tr(gn)
and the multiplicative order q of g divides p2m − pm + 1.

Lemma 7. F (c,X) is reducible over GF (p2m) if and only if cpm+1 ∈ GF (pm)

By using this lemma, we have a similar algorithm as in XTR to generate
c = Tr(g) where g ∈ GF (p6m) of prime order q that is not contained any
subfield of GF (p6m).

Algorithm to generate c = Tr(g) for our purpose
1. Choose c̃ ∈ GF (p2m) \GF (pm).
2. Check if c̃pm+1 ∈ GF (pm). If it is, go to 1.
3. Compute c̃ p2m−pm+1

q

and check if it is 3. If it is not 3, then set c = c̃ p2m−pm+1
q

.

This c is what we wanted.
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