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Abstract. This paper presents a fault model for interoperability testing of com-
munication protocols that are modeled by communicating finite state machines, 
and proposes a technique that extends an initial interoperability test suite, which 
is given by another existing method, to be a test suite that can detect "almost 
all" interaction faults based on the fault model. We start with an interoperability 
test suite derived by a known method and develop a technique for the fault cov-
erage analysis and a technique for the extension of the test suite in order to 
achieve high fault coverage. We illustrate the proposed techniques with TCP 
protocol. The fault coverage analysis concludes that the test suite has 100% 
fault coverage with respect to the proposed fault domain and does not need to 
be extended. It is shown that our method is applicable to practical protocols and 
can be used to make interoperability test suites have high fault-detecting capa-
bility. 

1 Introduction 

In the field of communication protocols testing there exist a number of types of test-
ing, in particular, conformance and interoperability testing. Conformance testing is 
used when a single protocol entity is tested. The objective of conformance testing is 
to establish whether an implementation under test conforms to its protocol specifica-
tion. Interoperability testing is used for checking if two or more protocol entities can 
operate as a system. The objective of interoperability testing is to check whether two 
or more implementations that usually pass the conformance testing can interact and if 
so whether they communicate with each other correctly providing the expected ser-
vices.  

In the case of conformance testing, there are many research works in which test 
suite derivation methods are based on a formal fault model [1]. A Labeled Transition 
System (LTS) and a Finite State Machine (FSM) can serve as examples of a formal 
model of the system that consists of a single entity. To evaluate the quality of a test 
suite, two well-known criteria are used: a fault coverage and total length of a test 
suite, i.e., a high-quality test suite must detect all or almost all faults of a given fault 
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domain and must be short enough. The fault domain including such types of faults as 
any output and/or transfer fault in the implementation at hand is widely used.  

Here we notice in the case of interoperability testing, we need a more complex 
formal model of a system under test (SUT), for example a system of communicating 
finite state machines (SCFSM). There are a number of papers that deal with testing a 
SCFSM [2-5] with respect to a formal fault model [6]. In this paper, we use this 
model for interoperability testing. Namely, we assume that a joint behavior of the 
protocol entities is described by a SCFSM and at most one component FSM can be 
faulty. To be more rigorous, the following is assumed. Communicating FSMs have 
been thoroughly tested in isolation and found conforming to their specifications, and 
interact through a media that can be modeled by an FSM with a single state. How-
ever, the component FSMs can be incompatible. For example, some options are im-
plemented only for a single component FSM; the component implementations can 
have different codes for the same variable. Such faults can be modeled as output 
faults of component FSMs, i.e., when the output of an appropriate transition is wrong. 
Thus we consider interoperability faults to be output faults in component implementa-
tions. It is assumed that the access to internal interfaces of protocol entities is not 
granted. 

In this paper, we develop a technique for a test suite derivation w.r.t. single output 
faults of component transitions which are responsible for interacting between com-
municating FSMs. The technique includes the fault coverage analysis of a given in-
teroperability test suite is derived by another existing method and an algorithm for 
extending the initial test suite to increase its fault coverage.   

We illustrate the proposed fault coverage analysis with TCP protocol, using the 
initial interoperability test suite which is derived by the method from [8]. The test 
suite for the TCP has 100% fault coverage w.r.t. the above fault domain.  

The rest of the paper is structured as follows. Section 2 presents the related work 
while preliminaries are given in Section 3. In Section 4, we present a fault model for 
interoperability testing. We explain in Section 5 how a given test suite can be ex-
panded in order to have a higher fault coverage and propose a technique for such 
extension. In Section 6, we apply the proposed fault coverage analysis to the TCP 
protocol. Section 7 concludes the work.  

2 Related Work and Motivation 

There are a number of papers that deal with interoperability testing [7-12]. In most of 
them when deriving an interoperability test suite, the technique is based on a reach-
ability analysis. Depending on how the protocol implementations to be tested interact, 
and depending on the points of observation and control, different interoperability 
testing architectures are used. Some papers present a framework for interoperability 
testing [9,10]. Viho et al [10] show how the existing concepts of conformance testing 
can be used for interoperability testing. Griffeth et al [12] present a method for auto-
matic generation of test cases which cover all the required interoperations and contain 
a number of test cases with total length close to minimum. We also notice that vari-
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ous kinds of interactions can occur between protocol entities; the latter can communi-
cate synchronously or asynchronously, based on the single or multi stimulus princi-
ples [11]. 

However, the authors of most existing papers do not discuss the fault coverage of 
an interoperability test suite. The goal of interoperability testing often is to execute all 
possible system interactions not caring which interoperability faults can be detected. 
Therefore, the fault coverage of a derived interoperability test suite remains unknown, 
i.e., we usually can say nothing about faults that are detected by the test suite. To 
discuss the fault coverage we need to formally describe the set of faults to be de-
tected. The fault coverage of a given test suite is then calculated as the ratio of num-
ber of faults that are detected by the test suite, to total number of possible faults. The 
fault coverage shows the quality of a test suite in terms of its fault-detecting capabilities; 
the higher is the fault coverage the higher is the quality of a test suite [13]. Thus, the 
evaluation of the fault coverage of a given test suite is an important issue in the protocol 
testing. In this paper we propose a model of interoperability faults and a method of the 
calculation of the fault coverage. 

3 Preliminaries 

3.1 Finite State Machine  

We define a deterministic FSM A as a 6-tuple (S, X, Y,ψ ,ϕ, s0), where S is a finite set 
of states with s0 as the initial state, X is a finite set of inputs, Y is a finite set of out-
puts, ψ :  S×X→S is the transition function and ϕ:  S×X→Y is the output function. 
The 4-tuple (s, x, y, s′), s, s′∈S, x∈X, y∈Y, is called a transition, where s, s′ are, re-
spectively, the initial and final states of the transition, and x, y are, respectively, the 
input and the output symbols. 

We assume that a FSM has a reset capability, i.e., there is a special reset input “r” 
that takes the FSM from any state to the initial state. The output “null” is produced 
when performing this transition. Moreover, we assume that the transition (s,r, null, 
s0),  s∈S, is always correctly implemented. 

In this paper we use only complete FSMs. However, usually a protocol specifica-
tion is not completely specified. For each state and each undefined input at the state, 
we augment the description of an FSM by use of a completeness assumption [1]. The 
corresponding complete FSM remains at the state while producing external output 
“null”. In a real situation the “null” output can be detected by waiting a specified 
time-out period. 

As usual, we extend the output function to input sequences. We assign ψ (s ,ε)=s  
and ϕ(s ,ε)=ε, for any s∈S , where ε is so-called empty symbol. Given states s ,s ′∈S , 
input sequence α=x 1 x 2 …x k ∈X*, and output sequence β=y 1 y 2 …y k ∈Y*, ϕ(s ,α)=β  
if there exist states s 1 =s ,s 2 ,… , s k , s k + 1 =s ′  such that ψ (s i ,x i )=s i + 1 ,  ϕ(s i ,x i )=y i ,  
i=1,…,k .  
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The equivalence relation between two states s  and s ′  of FSM A holds if ∀α∈X* 
[ϕ(s ,α)=ϕ(s ′ ,α) ] , otherwise, the states are non-equivalent. Two FSMs A and B are 
said to be equivalent if their initial states are equivalent; this means that the machines 
have one and the same behavior. For non-equivalent FSMs there is a sequence such 
that the responses of the machines do not coincide. A sequence is said to distinguish 
FSM A and FSM B if FSMs have different output responses to this sequence. 

Let X=X1∪X2∪ ... ∪Xn. Given a sequence α∈X* and k=1,…,n ,  let a sequence 
β∈Xk*, is obtained from the sequence α by deleting all the symbols that are not in Xk. 
Then the sequence β  is called Xk-projection of sequence α. 

3.2 System of Communicating Finite State Machines 

Formal methods can be applied for interoperability testing if a joint behavior of the 
protocol entities is formally described. In this paper we assume a behavior of the 
specification system and of a system under test is described by a system of communi-
cating finite state machines [2] that exchange symbols over channels. Each protocol 
entity is a FSM (further a component machine) while each channel is a perfect 
bounded FIFO (first-in and first-out) queue.  

We assume a SCFSM works in a slow environment [2], i.e., the next input can be 
applied only when all the processes in the system under the previous input have been 
completed. Neither the specification system nor its implementation has a live-lock, 
i.e., component machines execute finite number of transitions under any external 
input. Each component machine has no input queue and produces a pair of outputs, 
an external output and an internal output, as a response to a current  input. 

Let a system under test be specified as a system of communicating finite state ma-
chines A1=(Q,X1∪E2,Y1×E1,ψ 1 ,ϕ1 ,q0) and A2=(T,X2∪E1,Y2×E2,ψ 2 ,ϕ2 ,t0) with the struc-
ture shown in Fig. 1. 

Fig. 1. System under test as system of communicating finite state machines. 

In order to deal with the situation when only one output is produced by a compo-
nent machine we assume that each alphabet Y1 and E1 (Y2 and E2) has empty symbol ε. 
Thus output pair (e,ε) or (ε, y), e∈E1, y∈Y1, corresponds the situation when a compo-
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nent machine produces output e or y, respectively. Thus the SCFSM has X=X1∪X2 as 
the set of external inputs, Y=Y1∪Y2 as the set of external outputs, while E1 and E2 are 
internal alphabets. For the sake of simplicity, the alphabets are assumed to be pair-
wise disjoint. Note, that formally we ought to consider Y=Y1×Y2 as external output 
alphabet. However, since there exist only external pairs (ε,y) or (y,ε) then we omit 
empty symbol ε and consider Y=Y1∪Y2.  

The channel C12 (respectively C21) is a perfect FIFO queue linking from the FSM 
A1 to the FSM A2 (from the FSM A2 to the FSM A1, respectively). The content of the 
channel C12 (respectively C21) is a sequence of symbols of E1 (respectively E2). 
Note, for the above assumptions the content of a channel is a symbol, i.e., the channel 
size is one.  

We use 4-tuple (q,t,c12,c21) to represent a global state of the SCFSM, where q∈Q, 
t∈T, c12 and c21 are contents of channels C12 and C21, respectively. In other words, a 
global state of the SCFSM consists of a pair of states of the component machines and 
the content of each channel. A global state is called stable if all channel queues are 
empty. Otherwise, it is called transient. Due to the principle of a slow environment, a 
stimulus from the environment can be submitted only when the system is at a stable 
state.  

A joint behavior of communicating FSMs A1 and A2 can be represented by means 
of a reachability graph that is similar to a global state machine [2] and a composition 
of FSMs [5]. The reachability graph G is pair (V,E), where the set V of vertices repre-
sents the set of global states of the system. The set of edges E corresponds to transi-
tions of the system from one global state to another. Each edge is labeled by an in-
put/output pair of an appropriate component machine. The initial vertex is the stable 
state (q0,t0,ε,ε).  

The reachability graph is constructed by simulation of a behavior of the system 
under external inputs, i.e., is derived as follows: 

- Let g∈G be a current vertex representing a stable state (q,t,ε,ε) while x∈X1 being 
an external input, i.e., the FSM A1 has a stimulus from environment. Then there is 
an outgoing edge from the vertex g labeled by pair x/α, α=ϕ1 (q,x), where α is a 
pair of symbols (e,y), e∈E1, y∈Y1. The next state is (q’,t,e,ε), where q’=ψ 1 (q,x). It 
means that the FSM A1 at state q under the input x produces the output α, enters 
the next state q’ and the queue of the channel C12 is filled by the symbol e. Note 
that e can be equal ε and, in this case, the next state is a stable state. In similar way, 
the next state is derived when an external input from X2 is submitted.  

- Let g∈G be a vertex representing a transient state (q,t,ε,c21). Therefore, an external 
input is absent and a stimulus for a component machine is taken from a queue of 
the channel C21. Let c21=c, c∈E2 . Then g=(q,t,ε,c) and there is an outgoing edge 
from the state g labeled by pair c/α,  where α=ϕ1 (q,c) is a pair of symbols (e,y). 
The next state is (q’,t,e,ε), where q’=ψ 1 (q,c). The same construction is used when 
channel C12 is not empty.  

The whole reachability graph representing the behavior of SCFSM is constructed 
until all states reachable from the initial state are derived.  
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We consider a SCFSM such that any component machine can produce a pair of ex-
ternal and internal outputs as a response to an accepted input. By this reason, given an 
external input and a stable state, the system may produce a sequence of external out-
puts in response to the input until the system enters the next stable state. Since we 
also assume that any internal dialogue is finite, length of this output sequence cannot 
exceed an appropriate integer l. In this case, an external behavior of the system can be 
described by an FSM where outputs can be sequences of length up to l. Thus when a 
SCFSM has the above properties, in particular it has no live-lock and runs in a slow 
environment, then its behavior can be described by an FSM that is obtained through 
the reachability analysis. The composed machine is obtained by hiding all internal 
actions [2], i.e., symbols of the sets E1 and E2. 

4 Fault Model for Interoperability Testing 

An interoperability test suite is a sequence of external inputs, which are applied to a 
SUT to verify that its parts can interact with each other as expected. However, most 
interoperability test suite derivation methods do not return which faults can be de-
tected with a derived test suite. The goal of interoperability testing often is to execute 
appropriate possible internal interactions only.  

Obviously, interoperability testing is concerned only with those failures that occur 
when protocol entities are interacting. Therefore, it is reasonable to concern about 
failures occurred through the interaction only, i.e., about a failure when a message 
produced by one protocol entity has been transformed into another message when 
reaching another peer entity. In other words, the failure changes a transmitted mes-
sage. Interoperability testing can be used to detect incompatibilities of protocol im-
plementations such as incompatible options, coding, ect. Note, that compatibility 
testing can be reduced to media testing, for example the case of incompatibilities of 
protocol implementations when a message is not accepted by protocol entity due to its 
format can be considered as the case of a corruption or a loss of a message.   

Fig. 2. Communication  media with a failure. 

Thus we assume that protocol entities are tested separately and found conforming 
to their specifications, i.e., they are faulty-free. The commutation media including 
internal interfaces of protocol entities can be faulty; faults of the media correspond to 
the wrong processing of a given message (Fig. 2).  
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Fig. 3. Media function. 

We propose to model a media through which protocol entities interact as a FSM 
with a single state, i.e., as the mapping  f: E→E, , where E is an internal alphabet (E1 

or E2) (Fig. 3), and consider that the faults of the media FSM do not increase its num-
ber of states. Then the function of correct media is the mapping fc(e)=e for any e∈E 
and the function of faulty media is the mapping fd(e)=e’ where e’≠e for some e∈E. 
When e’∈E then the function of faulty media models the case of a corruption of a 
message, when e’=ε  then we have the case of a loss of a message.  

The replacement of a reference message produced by one component FSM by an-
other wrong message can be modeled as the change of one internal output to another 
internal output. Remember, that an implementation has a transition with an output 
fault if the output of the transition is different from that of the specification. Thus the 
faults of the media can be modeled as output faults of a FSM that represents a behav-
ior of a corresponding protocol entity.  

Unfortunately, the number of output faults of an FSM is exponential, i.e., can be 
very large. On the other hand, the results of performed computer experiments [5] 
show that a test suite complete w.r.t. single output faults of each component machine 
usually also detects "almost all" multiple output faults. By this reason, in this paper 
we only consider single output faults. In addition, we assume that at most one com-
ponent machine can be faulty. Moreover, since interoperability testing is only con-
cerned about interacting between component machines, we only consider so-called 
internal output faults. In other words, we consider single output faults at the transi-
tions with a non-empty internal output since only such transitions of component ma-
chines are responsible for the interaction between component FSMs. Each transition 
where the empty word is produced as the internal output is assumed to be faulty-free.  

We introduce the formal notion of a single internal output fault of a component 
machine. Let FSM A1=(Q,X1∪E2,Y1×E1,ψ 1 ,ϕ1 ,q0) be a specification component ma-
chine, while FSM B1=(Q,X1∪E2,Y1×E1,ψ 1 ’,ϕ1 ’,q0) models an implementation of the 
above specification. We call FSM A1 the reference component while calling FSM B1 
an implemented component. 

We say that B1 has a single internal output fault if for each pair (q,x), q∈Q, 
x∈X1∪E2, ψ 1 ’(q,x)=ψ 1 (q,x) and there exists exactly one pair (q,x) such that 
ϕ1 ’(q,x)=(y,e’)≠ ϕ1 (q,x)=(y,e), e,e’∈E1, y∈Y1. Thus a fault is defined as the replace-
ment of the internal output symbol by a symbol from the same alphabet. A single 
internal output fault of the component FSM A2 is defined in the same way. 

FSM 
 

x∈X  y’∈Y  e∈E  e’∈E  
f : E→E FSM 
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5 Interoperability Test Suite Derivation  

5.1 Test Architecture  

Test architecture is an environment where a system under test is tested. Depending on 
a testing architecture, a system under test has different points of control and observa-
tion. It is known that some test suites require proper points of control and observation 
for protocol entities in order to recognize all the faulty implementations of an appro-
priate fault domain. It is shown in [5] that a conformance test suite derived by visiting 
all transitions of each communicating FSM detects all single output faults when there 
is an observation point at the internal outputs of component machines. In other words, 
the test suite detects all faulty implementations if we have a possibility to observe 
internal output reactions of protocol entities. However, sometimes the access to inter-
nal interfaces is not granted. In this paper, when deriving a test suite we consider a 
more difficult option: the access to internal outputs is not granted.  

Fig. 4. Test architecture. 

Thus we use test architecture in Fig. 4. The SUT is composed of two entities (en-
tity A and entity B). The upper interface of each entity through which the entity com-
municates with its upper layer is accessible. The low interface is used by entity to 
interact with the peer entity in the same layer and it is not accessible. Thus only ex-
ternal output sequences can be observed after applying an external input sequence to 
the implementation. We also assume that a test synchronization procedure exists 
between Tester A and Tester B. 

5.2 Sketch of a Proposed Method 

As discussed above, an interoperability test suite visits each component transition 
concerned on interacting of component machines. However, such test suite does not 
guarantee detecting all output faults since even traversing all transitions of each com-
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ponent machine it is not enough to detect all output faults when no access is granted 
to internal outputs [5]. Thus the fault coverage of an interoperability test suite re-
mains unknown. Therefore it is required to make the fault coverage analysis of the 
interoperability test suite as follows: to check if the test suite can detect “almost all” 
single internal output faults that can occur in traversed transitions. If the test suite 
does not detect most such faults then additional test cases should be generated.  Here 
we notice that the fault coverage analysis can also be used to detect redundant test 
sequences, i.e., can be applied to problem of minimizing of test length. In this paper, 
we don’t consider this problem.  

Thus we propose the following test generation process. We first derive an interop-
erability test suite using an existing method. We then evaluate its fault coverage. 
Finally, we propose how to extend a non-complete test suite if necessary. 

In this paper, to derive an interoperability test suite covering appropriate transi-
tions of the specification component machines we are guided by the approach from 
[8] that is based on a reachability graph of the specification SCFSM. Thus, we as-
sume an initial interoperability test is given and consider two other steps in details. 
We first evaluate the fault coverage of the test suite w.r.t. single internal output faults 
of component machines.  

5.3 Fault Coverage Analysis  

Let an interoperability test suite be IT⊂(X1∪X2)*. For the sake of simplicity, we as-
sume that the test suite does not have sequences, which are proper prefixes of other 
test cases. 

As mentioned above, if a SCFSM has no live-lock and runs in a slow environment 
then its behavior can be described by a composed machine. Let ℑ be the set of com-
posed machines, which can be obtained from the SCFSM when a reference compo-
nent is replaced by a machine with a single internal output fault. In other words, the 
set ℑ can be derived by explicit simulation of all single internal output faults of each 
component machine. Let an FSM N denote the composed machine of the specifica-
tion system. Then the fault coverage analysis can be executed as follows. For each 
FSM M of set ℑ that is not equivalent to FSM N check if an interoperability test suite 
has a sequence that distinguishes the FSMs N and M.  

It is known that in general case, the set ℑ can have an FSM that is equivalent to 
FSM N. In this case, a behavior of an implemented component with a fault does not 
influence on a behavior of whole system. Such fault is undetected by any input se-
quence. We call such fault undetectable [5], since it cannot be detected by any test 
case.  

In general there can exist component transitions that are not reachable from the ini-
tial state of the component machine. We further assume when an interoperability test 
does not traverse an appropriate component transition the transition cannot be trav-
ersed at all and do not consider output faults for such transitions.  

If for each FSM M∈ℑ, that is not equivalent to FSM N, there exists a sequence in 
the test suite IT distinguishing N and M then the test suite detects all single internal 
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output faults of each component machine and is complete. Otherwise, we are required 
to extend the test suite. A completeness (the fault coverage) of a test suite is calcu-
lated as the ratio d / f100% where f  is a number of all detectable faults from the fault 
domain while d  is a number of faults detected with the test suite IT.  

We below propose how to perform the fault coverage analysis of a given test suite 
without explicit enumeration of all faults of the fault domain or at least without ex-
plicit enumeration of composed FSMs from set ℑ. 

When no access is granted to internal outputs a single internal fault can be masked 
by another component machine. By this reason, the absence of a point of observation 
at internal outputs implies it is not enough to traverse a transition in order to detect a 
corresponding output fault. However, for some systems, the absence of the points of 
observation does not influence the observability of a component behavior. For such 
systems the fault coverage analysis is reduced to checking appropriate properties of 
component machines. In particular, this is possible if each component machine is an 
FSM with so-called transparent states.  

We say that a state of a FSM is transparent if for each internal input the external 
parts of all outputs produced at the state are not equal to the empty word and are 
pairwise different.  

The definition of the transparent states leads us to the following proposition. 

Proposition 1. If each state of FSMs A1 and A2 is transparent then any interoperabil-
ity test suite traversing each component transition with a non-empty internal output is 
complete. 

Unfortunately, if the conditions of the proposition are not satisfied then we can say 
nothing about the completeness of an interoperability test suite. 

We further propose the technique for the fault coverage analysis. Given a test case, 
we derive the reachability graph that besides of reference transitions of appropriate 
component machine has all transitions with internal output faults. If the correspond-
ing projection of a faulty path is not equal to the expected than the corresponding 
fault is detected with the test case.  

We denote F(k)={(q,x,(e’,y),q′): e’≠e} the set of all transitions that can be obtained 
from the transition k=(q,x,(e,y),q′) via a single internal output fault and call a transi-
tion k’∈F(k) as a faulty (error) transition, while a transition k is called a reference 
(correct) transition. In similar way, the set of faulty transitions of A2 is defined. Each 
faulty transition k’∈F(k)  corresponds to a component machine having a single inter-
nal output fault.  

Let G’ be a reachability graph where a reference transition k of an appropriate 
component machine is replaced by a faulty transition k'∈F(k) .  The graph G’ is called 
a reachability graph for faulty transition k'. 

Fault coverage analysis  
Input: interoperability test suite IT  
Output: verdict about test suite completeness 

For each sequence α of the set IT, do  
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1. Construct the path P(α) generated by the sequence α in the reference reachability 
graph (the reachability graph of specification SCFSM).  

2. Obtain the set RT(α) of reference transitions covered by the path P(α).  
3. For each reference transition k∈RT(α),  derive the set F(k) of faulty transitions.  
4. Find a set W(α) as union of sets F(k) over (for all) k∈RT(α).   
5 .  For each faulty transition k’∈W(α)  do 
- construct a deterministic path P’(α) generated by the sequence α in the reach-

ability graph for the faulty transition k’;  
- compare the external projection of the path P(α) with that of the path P’(α); if 

they are different then add faulty transition k’ to the set D(IT);  

Once a faulty transition is detected by a test sequence, it further is not considered 
when running the algorithm.  

Finally, if the set D(IT) has all faulty internal transitions of each component then 
the interoperability test suite is complete; otherwise, it is incomplete. Each single 
internal output fault that is not in the set D(IT) is not detected with the test suite.  

Here we notice that when a component machine has undetectable faults then the 
fault coverage analysis algorithm might produce the verdict about incompleteness 
though the test suite detects any interaction fault. However, it is well known that the 
problem to eliminate an undetectable fault has the same complexity as the problem of 
test derivation for this fault. By this reason, in practical situations, a test engineer 
usually agrees to have a test suite that detects about 95% of the faults of the interest. 

Example. We now illustrate the proposed algorithm. Consider the system of commu-
nicating finite state machines A1 (Fig. 5) and A2 (Fig. 6). Such SCFSM models a 
behavior of a symmetric communication protocol. Each component machine pro-
duces a single meaningful output at a time, i.e., we omit the empty item of the output.  

Fig. 5. Component machine A1.                       Fig. 6. Component machine A2. 

The FSM A1 has input alphabet X1∪E2, where X1={x1, x2, x3}, E2={e1, e2, e3}, and 
output alphabet Y1×E1, where Y1={y1, y2, y3}, E1=E2, set of states Q={q0, q1, q2, q3} with 
q0 as the initial state. The FSM A2 have input alphabet X2∪E1, where X2={x4, x5, x6}, 
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and output alphabet Y2×E2, where Y2={y4, y5, y6}, set of states T = {t0, t1, t2, t3} with t0 as 
the initial state. In order to deal with complete FSMs, we augment the machines due 
to completeness assumption, i.e., for each undefined input the FSM remains at same 
state while producing external special output "y7" (“null”). 

The method in [8] returns the interoperability test suite IT={r x1x5, r x2, r x4x2x1, r 
x4x2x3x1, r x4x2x3x4, r x4x2x4, r x4x2x6, r x5}. We use the sequence "x2" to illustrate the 
algorithm.  

The path P(x2) corresponding to the sequence of transitions "x2/e1, e1/e2, e2/y2" cov-
ers the set RT(x2)={k1=(q0, x2, e1, q2), k2=(t0, e1, e2, t0), k3=(q2, e2, y2, q3)} of reference 
transitions. Then the sets of faulty internal transitions covered with the path P(x2) are 
as follows: F(k1) = { (q0, x2, e2, q2), (q0, x2, e3, q2)}, F(k2) = { (t0, e1, e1, t0), (t0, e1, e3, t0)}. 
We construct the corresponding paths for faulty transitions from F(k1)∪F(k2) (Fig. 7). 
The only faulty transition k2’ = (t0, e1, e3, t0) is undetected by the sequence "x2", since 
Y-projection of the path P(x2) coincides with the Y-projection of the path P’(x2) corre-
sponding to the faulty transition k2’ and is equal to "y2". By direct inspection, one can 
assure the faulty transition k2’ is not detected by any sequence from the test suite. 
Thus, we conclude that the test suite is not complete.  

Finally, the set of undetected faulty transitions is {(t0, e1, e3, t0), (q0, e1, e3, q0), (q2, 
x1, e2, q0), (t2, x4, e2, t0), (t2, x6, e3, t3)}.  

 

Fig. 7. The reachability graphs corresponding to the test sequence "x
2
" that has faulty internal 

transitions. 

Thus the general idea of the algorithm is to enumerate all possible faults and to 
compare reactions of correct and fault systems under the test suite. Here we notice 
single internal output faults of each component machine can be explicitly enumer-
ated, since their number is proportional to the size of a component machine. Note, 
that we treat all the output faults corresponded to a given internal transition in paral-
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lel, i.e., we do not derive a faulty composed machine in order to check if the fault is 
detected with a given test suite.  

When a given test suite is not complete we propose a procedure how to augment 
the test suite in order to detect “almost all” single internal output faults. Note, that if 
the initial interoperability test suite is complete we do not extend the test suite. 

5.4 Extension of the Test Suite 

Let P(α) and P’(α) be the paths generated by the sequence α in the reference reach-
ability graph and in the reachability graph for a faulty transition k’, respectively.   

Random extension algorithm  
Input: interoperability test suite IT, length max of maximum possible extension. 
Output: extended interoperability test suite ET. 

For each sequence α in IT do 

1. Construct the path P(α).  
2. Obtain the set S(α) of undetected faulty transitions covered by the path P(α).  
3. For each faulty transition k’∈S(α) assign β =ε and do   

until length of the sequence β is less than max do 
- select randomly symbol x from (X1∪X2);  
- concatenate the sequence β with symbol x; 
- construct paths P(αβ) and P’(αβ);  
- if the Y-projection of the path P(αβ) is not equal to that of the path P’(αβ) then 

claim the faulty transition k’ to be detected and replace the sequence α with the 
sequence αβ in the test suite IT. 

4. If the set of undetected transitions is empty then the extended test suite is com-
plete. 

If when performing the algorithm a faulty transition is detected by an extended test 
sequence then further this faulty transition is not considered.  

The idea behind the above algorithm is to extend a test sequence symbol by sym-
bol under a reasonable limit. However, the random extension algorithm does not 
guarantee the construction of a complete test suite. Moreover, in the worst case any 
random extension of any test sequence can be ineffective. In fact, an extension algo-
rithm when extending a given test suite must try each external input sequence with 
length up to max. Below we establish an upper bound on length of the sequence max 
after which the extension becomes useless.  

As stated in [14], any two FSMs with n and m states, respectively, can be distin-
guished by a sequence with length up to n+m-1. Since an internal output fault does 
not increase number of states of a component machine then the specification system 
and its faulty implementation have up to n1n2 stable states where n1 and n2 are numbers 
of states of component machines. Therefore, any detectable fault of any component 
machine is detected by a sequence of length up to 2n1n2 – 1, i.e., the following propo-
sition can be stated. 
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Proposition 2. Given a test case α∈IT, if a single internal output fault of any compo-
nent machine is undetected with each sequence αβ, where length of β is (2n1n2 – 1 – 
|α|), then the fault is undetected with any sequence with the prefix α. 

However, in practical situations the obtained upper bound is too large. By this reason, 
usually it is enough to check input sequences of length up to k where k is much lower 
than (2n1n2 – 1 – |α|), for example sequences β of length up to two.  

Thus we propose to extend each test case α with each input sequence of length up 
to two and to estimate the fault coverage of each extended test case αβ  w.r.t. the set 
of undetected faulty transitions covered by the path P(α). All faults that remain unde-
tected after this procedure usually are undetectable at all.  

Example. Consider the above example. The fault coverage analysis of the test suite 
IT= {r x1x5, r x2, r x4x2x1, r x4x2x3x1, r x4x2x3x4, r x4x2x4, r x4x2x6, r x5} returns the following 
result. The faulty transition (t0,e1,e3,t0) when traversed is undetected by the sequence 
"x2". If we replace the test case "x2" with the extended sequence "x2x1" then the faulty 
transition becomes detected. Fig. 7 shows how the extension algorithm is executed 
for the sequence "x2". By direct inspection, one can assure that the faulty transition 
(q0,e1,e3,q0) is detected by the sequence "x5x4", the transition (q2,x1,e2,q0) by "x4x2x1x4", 
the transition (t2,x4,e2,t0) by "x4x2x4x1", the transition (t2,x6,e3,t3) by "x4x2x6x4". Thus the 
extended interoperability test suite ET  = {r x1x5, r x2x1, r x4x2x1x4, r x4x2x3x1, r x4x2x3x4,  
r x4x2x4x1, r x4x2x6x4, r x5x4} is complete.  

6 Application to TCP 

We consider TCP that s shown in Appendix1 where data transfer and a behavior 
related to a timer are not considered. The interoperability test suite for the TCP de-
rived by the method in [8] is  

{listen_1call_2close_1close_2, listen_1listen_2send_data_1,  
listen_2call_1close_2close_1, listen_2listen_1send_data_2}.  

The index of an external input or output indicates an appropriate component machine. 
Note, that TCP specification is not completely specified. We augment the descrip-

tion of the TCP FSM due to the completeness assumption: for each state and each 
undefined input at the state the TCP FSM remains at the state while producing exter-
nal output "null". 

In this paper, we use the model of a slow environment, i.e., multiple stimuli and 
stimuli during transition are not considered. However, the TCP was initially designed 
to handle situations when both entities send a message at the same time. By this rea-
son, the TCP FSM has unexecuted transitions due to the limitations of the used for-
mal model. Namely, the transitions (SYN_Sent, SYN, SYN_ACK, SYN_Rcvd), 
(SYN_Rcvd, SYN_ACK, established, Estab), (SYN_Rcvd, close, FIN, FIN_Wait_1), 
(FIN_Wait_1, FIN, ACK, Closing), (Closing, ACK, closed, Closed) are not covered 
by the interoperability test suite. Moreover, since there is no state where FIN_ACK 
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can be sent the transition (FIN_Wait_1, FIN_ACK, {ACK, closed}, Closed) cannot 
be executed too.  

Thus each TCP component has nine transitions with an internal output that are 
reachable from the initial state (see bold edges in the Appendix). The fault coverage 
analysis returns the following result. The test suite does not detect all single internal 
output faults in the transition (FIN_Wait1, ACK, NOTHING, FIN_Wait2) and there 
is an undetected faulty transition (SYN_Sent, SYN_ACK, {SYN_ACK,established}, 
Estab). We consider these undetected faults as undetectable since in all cases the 
correct SCFSM and the SCFSM with the fault have the same final global state. Thus 
interoperability test suite for the TCP is complete w.r.t. single output faults of the 
component machines.  

7 Conclusion 

In this paper, we have proposed a fault model for interoperability testing of commu-
nication protocols. Interoperability testing can be used to detect incompatibilities of 
protocol implementations. In one’s turn compatibility testing can be reduced to de-
tecting failures when a message sent by one protocol entity is replaced by another 
message when transmitting to another peer entity. If a joint behavior of protocol enti-
ties is described by a system of communicating finite state machines then such fail-
ures can be modeled as output faults of component machines. In order to reduce a 
number of possible faults in the implementation we limit ourselves with single output 
faults, since it is well known a test suite detecting all single output faults also captures 
“almost all” multiple faults. Moreover, since interoperability testing is only concerned 
about interacting between component machines, we are interested only in internal 
output faults.  

Based on the above fault model, we propose an interoperability test suite deriva-
tion method with high fault coverage when the access to internal channels is not 
granted. We establish a sufficient condition when a test suite visiting all transitions, 
which are responsible for interacting between communicating FSMs, also detects any 
internal output fault. When the sufficient condition does not hold for component 
machines, we propose a technique how to augment a given test suite in order to get 
higher fault coverage. Undetected faults with the augmented test suite can be listed if 
necessary. 

We illustrate the proposed method with the TCP protocol, using the initial interop-
erability test suite which is derived by another existing method. The performed fault 
coverage analysis shows that the test suite is complete and does not need to be ex-
tended. We are going to adapt the proposed approach to multi stimulus composition 
of FSMs as well as to interoperability testing based on other formal models of com-
munication protocols. 
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Appendix: The FSM of Simplified TCP 

� �� � � �

� � � 	 � 


� �� � � 
 �

� � 	  �

� �� � � �

� � � 	 � 
 � � � � 	 � 
 �  � �

� � 
 � � �  	 
� � � � � � � 
 	

� �� � � � � �� � � �

�  � � � � � � � �  � � �  � �

� � � � � � � � � � �

� � � � � � � � � � �

� �� � � � � �� � � �

� � �
� � � 	  � � � � � � �

� � � � � � �
� � � � � � � � 	  � � � � � � � �

� �� � � � � � �
� � � � � � �

� �� � � � � � �

� � � � � � �

� �� � � � � � �� � �
� �� �  ! � � "

� � � � � � �
� � � � � � � �� � � � � � � � � � �� � � �

� � �
� � � � � � � �� � � � �

� � � � � �� � � �

# � � � � � � �� � �� � � � 	 
 � �  � 	 � � � � � � � � � � � � � � � � � � � � � � � � � 	 	 � � � 	
� � 	 	 � � � �� � � � � � � � � � � � � � � � 	 � � � � � � � � � � �� � 	 	 � � � 	 � �

# � � � � � � �� � �� � � � 	 
 � �  � 	 � � � � 	 � � � � � � � � � � � � � � � � � � 	 	 � � � 	
� � � � 	 	 � � � � � � 	 � � � � � � �  � � � �� � � 	 � � � � � � � � � � �� � 	 	 � � � 	 � �

� � � � � � 
 	

� �� � � � $  � 	

�  � 	 � � � �

� � � � % � & �

� � � � $  � 	 '

� � � � $  � 	 (

� � � � � � �
� � � � 	  � � � � � � �

 


	1 Introduction
	2 Related Work and Motivation
	3 Preliminaries
	3.1 Finite State Machine
	3.2 System of Communicating Finite State Machines

	4 Fault Model for Interoperability Testing
	5 Interoperability Test Suite Derivation
	5.1 Test Architecture
	5.2 Sketch of a Proposed Method
	5.3 Fault Coverage Analysis
	5.4 Extension of the Test Suite

	6 Application to TCP
	7 Conclusion
	References
	Appendix: The FSM of Simplified TCP

