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Abstract. Recently, there has been a surge of interest in key-escrow 
systems, from the popular press to the highest levels of governmental 
policy-making. Unfortunately, the field of key-escrow has very little rig- 
orous foundation, leaving open the possibility of a catastrophic security 
failure. As an example, we demonstrate a critical weakness in Micali's 
Fair Public Key Cryptosystem (FPKC) protocols. Micali's FKPC pro- 
tocols have been licensed to the United States Government for use with 
the Clipper project, and were considered to be a leading contender for 
software-based key escrow. In the paper, we formally model both the 
attack and what it means to defend against the attack, and we present 
an alternative protocol with more desirable security properties. 

1 Introduction 

1.1 Background 

In a Public Key Cryptosystem, each user is assigned or chooses a matching pair 
of keys (P, S), where P is the public key corresponding to  the pair and S is the 
secret key. For ease of access, as well as authentication purposes, the public key 
for each user is catalogued and/or certified by a central authority (or authorities) 
so tha t  other users in the system can retrieve the authentic public key for any 
individual. Public Key Cryptosystems can be used for many purposes, including 
encryption and/or digital signatures. For a survey of the extensive literature in 
this area, we refer the reader to 17, 25, 19, 41. 

One problem with a PKC (and Cryptosystems in general) is that  they may be 
abused by non-law-abiding users. For example, two criminals could communicate 
using a PKC established by the Government and law enforcement authorities 
would have no way to decrypt their message traffic, even if the authorities had re- 
ceived a court authorization to  wiretap the communication. Such activity might 
take place even if the PKC were established solely for the purposes of digital 
signatures since the criminals might use the PKC for other purposes such a~ 
encryption. 
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The general issue of the need for government wiretaps versus the need for 
individual privacy has been debated in society for decades. With the advent of 
inexpensive and fast cryptographic technology, this debate has intensified. This is 
because wiretaps can be effective against encrypted traffic only if the government 
can gain access to the secret key that is used to decrypt the traffic. In France, for 
example, all cryptographic material must be revealed to the government before 
it can be used. Even in Germany, where there is great sensitivity to government 
monitoring of individuals, the issue of government escrow of secret keys for the 
purposes of government wiretapping has been under discussion for many years 

The simplest method of key control is to have a trusted government agency 
(or agencies) simply escrow the secret key for each individual. Then, in the event 
of the proper authorization, the government can retrieve the secret key from 
storage and decipher the intercepted communications of a suspected criminal. 
In such a system, the government would have the same power that it had before 
the advent of public key cryptography, and the citizens would have no less privacy 
than before. (This is essentially the proposal made by Beth [l] to the German 
Parliament in 1990.) 

As observed by Blakley [2], Shamir [ZO], Karnin-Greene-Hellman [13] and 
many others, however, it may be cheap to simply store copies of the secret keys, 
but such a solution can be corrupted. In an effort to prevent such corruption, 
Blakley and Shamir propose methods for splitting a secret key into n shares 
so that the secret can be reconstructed from any k of the shares. In addition, 
no information about the secret key is revealed given only k - 1 shares. By 
providing each government trustee with one share of each secret key, the chances 
for corruption of the escrow system are substantially reduced, since the secret 
key of an individual can be recovered if and only if k of the trustees reveal their 
shares. 

Since the Blakley and Shamir schemes were first proposed in 1979, a wide 
variety of ”secret sharing” schemes have been discovered (e.g., see the survey 
paper by Simmons [24]). 

One difficulty with the secret sharing schemes discovered by Blakley and 
Shamir is that there is no provision for insuring that the trustees have received 
valid shares of each user’s secret key. Indeed, when the trustees reveal their 
shares under a court order (say), the shares may be found to be useless because 
the criminal user did not provide proper shares of his or her secret key. This 
problem is partially resolved in [6], where it is shown how shares of a secret can 
be provided in a way so that each trustee can be assured that he or she has 
received a valid share of the secret. 

A secret sharing scheme in which each trustee can be assured that he or 
she has a valid share of a secret is known as a Verifiable Secret Sharing (VSS) 
scheme. Many VSS schemes are known in the literature. Typical VSS schemes 
proceed by having the user choose a secret m, and then publish an encryption 
E(m) of m. The user then splits m into shares for the trustees, and the trustees 
verify that they have valid shares by checking against the published value of 

PI. 

E ( 4 .  
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In order to be useful in the context of key escrow, it is necessary and sufficient 
that the pair (m,E(m))  form a (secret key, public key) pair of the public key 
cryptosystem that is being used. (This is because the secret being shared is 
the secret key of the user.) Feldman [ll] and Pedersen [18] describe such VSS 
methods where E(m) = gm is based on the discrete-log problem. The Feldman 
and Pedersen VSS schemes can thus be used to share secret keys in the Diffie- 
Hellman, DSS, El Gamal, and elliptic curve cryptosystems. Micali provides some 
alternative VSS schemes based on discrete logarithms in [16], but these methods 
are less efficient than the Pedersen scheme. Micali also provides a VSS scheme 
that can be used to share secret keys in the RSA system. 

In [MI, MiCali proposes the Fair Public-Key Cryptosystem approach to key 
escrow. In the Micali FPKC approach, each user shares his or her secret key 
with the trustees using a VSS scheme that allows each trustee to verify that 
they have a share of the secret key for the user that corresponds to the public 
key for that user. A key claim about FPKCs is that they “cannot be misused by 
criminal organizations.” 

1.2 The results of this paper 

Cryptanalysis of FPKCs Naively, it might seem that the Micali FPKC can- 
not be misused by criminals. The government-escrowed keys cannot be used for 
encryption without the government being able to listen in since the escrow agents 
can collaborate to reveal the secret key for any user. While the criminals can use 
alternative means for secure communication, they are not using the government 
key escrow system except, perhaps, for the purposes of authentication, and thus 
the government escrow system has not been “abused” per se. Moreover, even 
if criminals use the government key escrow system for authentication purposes 
during a protocol to exchange other secret keys, they would still have to go 
through some for of interactive secret key exchange protocol prior to the initi- 
ation of secure communications, thus losing the convenience of a noninteractive 
public-key system. 

Unfortunately, this reasoning assumes that the criminals use the same secret 
keys that were provided to the trustee. However, there is no reaaon to believe 
that the criminal will be so cooperative. We in fact describe a very simple way 
that criminals can exploit the Micali method for Fair PKCs without fear of 
eavesdropping by the government. 

We exploit one of the FPKCs advertised features - the ability of the user to 
choose his or her public and private keys. Indeed, the defining features of the 
Micali FPKC are that each user can have the security of selecting his or her own 
secret key and that the government can be assured that criminal users cannot 
use the escrowed keys in a manner that is secure against government wiretaps. 
We demonstrate that it is impossible to achieve both goals at the same time: any 
escrow system which allows users to select their own keys can be easily abused 
by criminal users. 



21 1 

Defining security We suggest a number of desirable properties for key-escrow 
systems. Most of these properties are well understood from the extensive work 
on verifiable secret sharing. However, we know of no “standard” property that 
implies immunity from the weakness we found in FPKCs. We give a simple 
example demonstrating that immunity from subliminal attacks is insufficient 
for our purposes. We give the first formal definition of being shadow-public-key 
resistant, i.e. being secure against untappable messages. 

An alternative key-escrow protocol In the paper, we also describe an al- 
ternative approach to Fair Cryptosystems that is provably immune to such sub- 
liminal attacks. The approach, which we refer to as Failsafe K e y  Escrow, is 
characterized by the use of government-user interaction to select keys. Indeed, 
an important conclusion of our work is that only by having interaction between 
users and the government is it possible to attain the security features that are 
desired by both the users and the government. In particular, our protocol has 
the following five properties: 
Property 1: Each user in the system should have sufficient control over his or 
her secret key to be sure that the key is chosen securely, even if all the trustees 
and central authorities are malicious. 

Property 2: The central authority will also be guaranteed that the secret key 
for each user is chosen securely even if the user doesn’t have access to a good 
random number generator or if the user fails to use the random number gener- 
ator properly (e.g., by using a birthday or phone number instead of a random 
number). 

Property 3: Each user will be guaranteed that his or her secret key will remain 
secret unless a sufficient number of trustees release their shares of the key to the 
central authority. 

Property 4: The central authority needs to be assured that it can obtain the 
secret key for a user who is suspected of using his or her escrowed public key 
for encryption in the context of illegal activities by retrieving shares of the key 
from a certain number of trustees. 

Property 5: The central authority needs to be assured that the escrow system 
will not be abused by criminals in a way that helps them to communicate without 
fear of court-authorized wiretapping. More precisely, if two criminals abuse the 
FKE by using the information contained in their public keys to communicate 
using any published public-key encryption algorithm, and the central authority 
is provided knowledge of the criminals’ escrowed secret keys by the trustees, then 
one of the following two cases should hold: 

1. it should as easy (at least on a probabilistic basis) for the central authority 
to decrypt the message traffic between the criminals as it is for the criminals 
themselves to decrypt that traffic, or 

2. the criminals already had a way to communicate that could not be decrypted 
by the government. 
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One can never disallow the possibility that criminals will use a completely dif- 
ferent means for covert communication, but one does not wish to assist them in 
this process. 

Whereas the first four properties are well understood, the last property re- 
quires a more detailed discussion. Indeed, one section of our paper is devoted to 
making this property, which we call shadow-public-key resistance, well defined. 
Our main theorem is as follows: 

Theorem: Failsafe key-escrow is shadow-public-key resistant. 

We note that achieving this property requires complications to our protocol 
that would seem to be extraneous without a rigorous standard. This motivates 
further foundational work in this area. 

In comparison, the Fair Public-Key Cryptosystem (FPKC) approach advo- 
cated by Micali [16] does not satisfy Properties 2 and 5, and at least one proposed 
variant of his FPKC does not satisfy Property 3. 

Techniques used Our attack is based on the subliminal channel attacks devel- 
oped by Simmons and Desmedt in the 1980s [21,22,23,  9 , 8 ,  261. Using such an 
attack, a government-sanctioned FPKC can be subverted by criminals or other 
users to form a "shadow" public key cryptosystem that is untappable by the gov- 
ernment. In some cases, the shadow cryptosystem is even more secure against 
the government than the original cryptosystem is against nongovernmental ad- 
versaries. The shadow cryptosystem can be set up using only publicly available 
information, yet we know of no way for the government to prevent its use or to 
determine who is using it. 

In our protocol, we also make important use of information theoretically 
secure bit commitments, first proposed by Brassard, Chaum and CrCpeau [5]. 
In addition, we require protocols with the chameleon property. Informally, the 
chameleon property says that the recipient of a committed bit is able to open 
the bit as either a 0 or a 1. This property is necessary for our proof of security to 
go through. Such schemes are well known, in particular we can use the protocols 
of [3] based on the hardness of computing discrete logarithms. 

Outline of the paper The remainder of the paper is partitioned into sec- 
tions as follows. The flaw in the Micali FPKC is explained in Section 2. We 
describe the Failsafe approach to key escrow in Section 3. We formalize our 
attack and show the resistance of Failsafe escrow system to this attack in Sec- 
tion 4. Some applications of the new approach are discussed in Section 5 and 
its limitations are discussed in Section 6. We conclude with some acknowledg- 
ments in Section 7. For brevity, several proofs and details have been omitted or 
deferred to the longer version of the paper. This longer version is available at 
ftp://theory.lcs.mit.edu/pub/ftl/failsafe.ps. 
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2 The Flaw in the Micali FPKC 

In what follows, we first give a high-level description of the attack, and then show 
how to apply it with varying degrees of efficiency to the most popular public-key 
cryp tosys t ems. 

2.1 Shadow public-key systems 

Our attack is essentially a subliminal attack on a given public-key cryptosystem. 
A normal user generates a pair (P, S), publishes P and gives the government the 
ability to reconstruct S. In the simplest form of our attack, the attacker instead 
generates two key pairs (P, S) and (PI, S'), where (P, S) is a proper (public-key, 
private-key) pair, (PIS') is a shadow key pair, and P' = f(P) where f is an 
easily computed and publicly known function. The attacker uses (P ,S)  in the 
same way as would an ordinary user, but keeps S' reserved as his shadow secret 
key. In order for someone to send a truly secret message (i.e., one that cannot be 
deciphered by the government) to an attacker, the sender computes P' = f ( P )  
and then encrypts the message using P'. (The truly-encrypted message could 
then be superencrypted using P, if desired, so that it would appear as if the 
government FPKC were being used in the normal fashion.) The receiver of the 
message then decrypts it using S' (as well as S if superencryption by P was 
used). 

The key to this approach is to find efficient ways of generating P, S, PI and 
S' along with an easy to compute f that generated P'. We call such a system a 
shadow public-key cryptosystem. (Note that since the attacker generates a valid 
(P, S) pair, and uses it in exactly the same way aa does a legitimate user, the 
trustee verification protocols will not detect any cheating.) 

2.2 

Our attack is most straightforwardly implemented against the RSA cryptosys- 
tern. Recall that an RSA public key is of the form P = (n, e) where n = pq is a 
product of two primes and e is some exponent which is typically represented as 
a number mod w3 We first note that e is essentially unrestricted. Thus, given 
a security parameter k (e.g., where the k-bit product of two k/2-bit primes is 
considered hard to factor), one can encode k bits in e. This is already enough to 
encode the public key to Rabin's public-key cryptosystem or to public-key cryp- 
tosystems based on discrete logarithms (such as the Diffie-Hellman scheme), 
using the same security parameter k. 

As observed by Desmedt [8], an attacker can publish roughly k/2 additional 
bits in the escrow system by suitably choosing n. Given a string m of approx- 
imately k / 2  bits (we ignore small factors that will not affect the theoretical 
analysis or practical utility of the attack), an attacker can choose a random 

Mathematically, it is an element of Zdn), but this is irrelevant to how it is repre- 
sented, especially since 4(n )  is secret. 

A shadow public-key system based on RSA 
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k/Zbit prime p, and then divide p into 2kfam to obtain a q and r such that 
pq + r = 2‘/’m and r < 2‘1’. If q is also prime, then choose n = p q ,  in which 
case rn is contained in the higher order bits of n. Otherwise, start over with 
a new p .  Making reasonable assumptions on the distribution of primes, O(k) 
iterations will suffice to find a suitable n. 

Thus, by choosing n and e correctly, the attacker can encode an arbitrary 
shadow public key of size 3 k / 2  in the RSA key escrowed in the FPKC. While this 
isn’t as many bits as was used to set up the RSA public key, it allows one to use 
a discretelog based scheme or Rabin’s scheme with a higher security parameter 
than the one supported by the government. He can simply choose an arbitrary 
(PIS‘) such that IP’I = 3k/2, and then generate (n = p q , e )  to encode P’, 
publish (n, d )  (where d = e - l  mod +(n)) and share e with the escrow agency. 

We give more shadow-public key attacks in the longer version of this paper. 

3 The Failsafe Key Escrow Approach 

The flaw in the Micali FPKC is derived from the fact that it is possible for a 
user to choose a pair of keys (S, P) with the special properties that: 

1) the trustees can be provided with valid shares of the secret key S, and 
2) the FPKC public key P can be easily converted into a shadow public key 

P’ (using a published algorithm) for a shadow cryptosystem for which the user 
has also precomputed a shadow secret key S‘. 

The criminal user can then communicate using the shadow cryptosystem and 
the shadow pair of keys. The central authority (with the aide of the trustees) 
can retrieve S but this will not be useful in deciphering traffic encrypted with 
S’. Moreover, the central authority may have no hope of discovering S‘. Un- 
fortunately, it appears that such an attack can be mounted against any escrow 
system in which the users are given the freedom to select their own keys. 

The subliminal key attacks can be avoided by having the central authority 
or the trustees themselves select the pair of keys for each user. But schemes in 
which the central authorities select the secret key for each user may leave the 
user with no assurance that his key has been properly generated (so as to be 
secure). Such a scheme would not satisfy Property 1. 

Several methods have been proposed in the literature for overcoming sub- 
liminal attacks. Desmedt [8], in particular, has proposed a general method for 
defending against subliminal attacks in public-key cryptosystems, and our meth- 
ods have a number of similarities to his approach. In both cases, the user and 
the government collaborate to generate a fair key by a “coin-flipping” technique 
(first proposed by Blum) in which one side precommits its half of the final key. 
However, there are also a number of differences: The Desmedt scenario assumes a 
trusted center (warden) who can be relied on to make his bits random. Whereas 
we consider a key-escrow setting, in Desmedt’s protocol, the secret key is com- 
pletely reserved by the user. Also Desmedt’s solution works in polynomial time, 
but is not practical. We more efficiently exploit the algebraic properties of our 
public-key cryptosystem to yield a practical system which is easily implementable 
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in software. Finally, and most importantly, protection against subliminal chan- 
nels from the user to the outside world is necessary but not suficient for our 
security properties to hold. Indeed, some further technical subtleties seem to be 
required to guarantee that no attack on our system will succeed. 

3.1 Why abuse-freeness is insufficient 

The attack on the previous key-escrow scheme worked by abusing the protocol 
to set up a subliminal channel. The creation of abuse-free protocols [S, 101 is well 
understood, 80 it is tempting to simply require that the key-escrow protocols be 
abuse-free. Unfortunately, there exist abuse-free protocols which are nevertheless 
vulnerable to this attack. The example we give below is artificial, and would 
never be reasonably proposed, but illustrates that abuse-freeness is a technically 
insufficient for our purposes. 

Given a canonical public-key cryptosystem for generating secret-key/public- 
key pairs (S, P), we first construct a new public-key cryptosystem as follows. To 
generate a pair in the new cryptosystem, one independently generates (271, PI)  
and (SZ , Pz) in the canonical system. The secret-key/public-key will be (SI , P1 P2). 
To encrypt a message rn according to public key P1P2, the sender simply en- 
crypts m with PI in the canonical manner, ignoring Pz. 

Now consider the following key-escrow protocol: A genuinely trusted entity 

1. Constructs (S1, PI) and (SZ, P2) in the canonical manner, 
2. Publishes PI P2 as U’s public key, 
3. Shares SI among the escrow agents and 
4. Sends (5’1, SZ) to U .  

Note that for the purpose of this discussion, we assume that the agents have 
combined their shares, so Step 3 is equivalent to sending SI to G. Also, one can 
replace the genuinely trusted entity with a secure protocol without affecting our 
analysis. 

The above protocol is clearly abuse-free, since U cannot influence the output 
in any way. However, there is an obvious shadow public-key system: 0 can 
simply encrypt his message according to Pz, which the government has no way of 
knowing. The point is that our ultimate goal is not just to keep information from 
leaving U but to keep information from being sent (in an untappable manner) 
to u. 

3.2 

In what follows, we describe one example of the general Failsafe Key Escrow 
approach. This example is based on a Discrete-Log PKC such as Diffie-Hellman 
or DSS. Here we assume that a prime modulus Q and a generator g for 26 
are publicly known. In this caae the public key P that is escrowed for a user is 
gs mod Q, where S is the secret key for the user. The escrow system that will 
be used in conjunction with the US Digital Signature Standard has this form. 

An example of failsafe key-escrow 
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The keys for a user are selected as follows: 

Step 1: The trustees and/or the central authority select a random value B from 
the interval [O,Q - 21 and commit to B with the user using an information- 
theoretically secure commitment protocol with the chameleon p r ~ p e r t y . ~  One 
very simple family of protocols, based on the discrete-log problem is given in 
[3]. (In fact, depending on the security desired, each trustee i might select and 
commit to a B,, with the value of B being formed by taking the XOR of the 
Bi’s. Then only one trustee needs to be trustworthy for the user to be assured 
of security. 

Step 2: The user picks a random secret value A from [0, Q - 21 and announces 
the value of g A  mod Q to the trustees and/or the central authority. 

Step 3: The user “shares” A with the trustees using a VSS scheme such as that 
described by Pedersen [MI. (The precise VSS scheme that is used depends on the 
degree to which the trustees can be trusted to behave properly and the degree 
to which the users distrust the trustees.) This requires X to send the shares of 
A to the trustees and it requires the trustees to verify that they received valid 
shares of A. 

Step 4: The trustees and/or the central authority reveal B to the user (who 
verifies that it is the value previously committed to) and set the public key to 
be P = (gA)gB mod Q. The value of B is escrowed with the public key for the 
user. The value of B is not released to the public. 

Step 5: The user then sets his secret key to be S = A + B mod (Q - 1). 

In what follows, we show that Properties 1-5 hold for this system. For sim- 
plicity, we will argue Properties 1-4 informally, since they are well understood. 
In the next section, we consider Property 5 in detail. 

Verification of Property 1: Every user who follows the protocol can be sure 
that he or she has a randomly chosen secret key. This is because the user chooses 
A at random in [0, Q - 21. The authority chooses B, but does so with no knowl- 
edge of A. In order to renege on the commitment, the authorities must break 
the discrete-log problem, in which case they could easily break the whole system 
anyway. This means that if A was selected at random by the user, then the user 
can be assured that the distribution on S = A + B mod (Q - 1) is indistinguish- 
able from the uniform distribution on [0, Q - 21. Dishonest authorities can skew 
the distribution slightly by, for example, trying to guess a discrete logarithm that 
allows them to break the commitment scheme, which will happen with positive 
but negligible probability. However, this will not measurably affect the security 
of the key. 

‘ For slightly greater efficiency, a bit-commitment scheme without this simulatabdity 
property may be used, and we know of no major problems with such a protocol, but 
a formal security analysis becomes problematic. 
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Verification of Property 2: Even a user who fails to select the value of A 
correctly (e.g., by using a birthday instead of a random number generator) will 
get a random secret key. This is because the value of B is selected randomly by 
the authorities and it is revealed to the user after the user commits to the value 
of A .  Hence, the authorities can be assured that S = A + B mod (Q - 1) is a 
random integer in [0, Q - 21. 

Verification of Property 3: Each user can be assured that his or her secret 
key stays secret unless a sufficient number of trustees release their shares. This 
is because knowledge of A can be revealed only with the assent of a sufficient 
number of trustees by the properties of the VSS scheme. Even if B were to be 
public, this means that A + B mod (Q - 1) will remain secret unless a sufficient 
number of trustees cooperate to reveal A .  

Verification of Property 4: The central authority is guaranteed to be able to 
retrieve the secret key of any user provided that a sufficient number of trustees 
reveal their shares. This is because the properties of the VSS scheme assure that 
a sufficient number of trustees can collaborate to reveal A.  Since B is escrowed, 
it is then a simple matter to compute S = A + B mod (Q - 1). 

Similar protocols can be developed for use with other PKCs such as RSA, 
but the details become more complicated since the authorities need to interact 
with the user to choose a “random” number with some special structure. For 
example, the public keys used with RSA need to be the product of a small 
number of primes. (If we relax the constraint of having to formally prove that 
the scheme is secure, then it may suffice for the trustees to multiply the RSA 
modulus supplied by the user by a random prime, and to add a random number 
to the RSA exponent.) 

4 A formal foundation for security 

The flaws in previous attempts at key-escrow highlight the need to put this 
area on a firmer theoretical foundation. We give a first step in formalizing the 
subtle security issues that surround key escrow. While the issue of protecting 
the user’s privacy against improper subsets of escrow agents is well understood, 
protecting the government against shadow public-key attacks is somewhat more 
complicated. In this section we give present a more formal discussion of this 
problem. 

First, let us state a reasonable objective. We cannot possibly prevent in- 
teractive participants from agreeing on a secret-key that is unavailable to the 
government. Nor can we guard against a user U and and outsider 0 from having 
a previously agreed upon convention or secret key that allows 0 to noninterac- 
tively send a message to U .  What we can do is to ensure that 0 cannot exploit 
our key-escrow system to noninteractively send a single untappable message to 
U ,  unless he could already do so. 



21 8 

4.1 Modeling the participants’ knowledge 

It is often useful to model the participants’ knowledge before and after the pro- 
tocol. For example, in zero-knowledge proofs the verifier’s auxiliary input [17] 
represents whatever information he may have had before the protocol began. 
In even the simplest of key-escrow scenarios we must represent many types of 
knowledge held by different subsets of the participants, For simplicity, we con- 
sider the case of a single outside entity user 0 who wishes to send a bit b to U 
in a manner untappable by the combined set of escrow agents, denoted G. 

Definition 1. We define a knowledge ensemble K ( k )  to be a parameterized en- 
semble on 4tuples ( K O ,  KU , K G ,  Kp), where K O ,  Ku , K G ,  K p  are of expected 
size polynomial in k. 

The components of the knowledge vector correspond to information held by 
the outsider, the user, the government (once the escrow agents have combined 
their information) and the general public. We consider a parameterized ensemble 
to, among other things, model the fact that the key eacrow protocol is being run 
with a security parameter k. 

We don’t make any assumptions about the joint distribution of the compo- 
nents of a knowledge ensemble. For example, one legal knowledge ensemble is 
where (KO, Ku,  KG,  K p )  uniformly distributed over 

{(O,O, 09% (1,L 0, @)I, 
corresponding to the user and the outsider possessing a single private random 
bit in common. 

Running any sort of protocol causes the knowledge ensemble to evolve. In- 
deed, if U flips a fair coin this will cause Ku to change. Given a key-escrow 
protocol P, we define the knowledge ensemble 

n’ = (K& KF,  KZ ,  KJ) 

by the following procedure for sampling from K’. Given parameter k: 
1. Sample (KO, Ku, KG,  K p )  - K ( k )  
2. U, with inputs k, Ku, Kp, and G, with input k, execute protocol P, gener- 

ating public-key P. Denote by Viewu and ViewG the views obtained by U 
and G. 

3. Output (KO, K u V i e w u ,  KGVieWG, K p P ) .  

4.2 Modeling the attack 

What does it mean for 0 to send a (single-bit) message to U? We model this 
by a pair of probabilistic polynomial-time procedures send(b, K O ,  K p ,  B )  ---+ M 
and receive(M, Ku,  K P ,  k) ---+ (0 , l ) .  We model the government’s attempt to tap 
this message by a probabilistic polynomial-time procedure tap(M, KG , K P ,  k) --+ 

{0,1}. Given a security parameter k and b chosen uniformly from (0, l}, we define 
(bu, bG) as the result of the following operations: 
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1. Choose (KO, Ku, K G ,  K p )  + K ( k ) ,  
2 .  Choose M t send@, KO, K p ,  k), 
3. Choose bu t receive(M, Ku, K p ,  k )  and 
4. Choose b~ t tap(M, &, K p ,  k). 

Using this notation, we define our basic concepts. 

Definition2. We say that (send, receive) is valid with respect to K if for b t 
{0,1), 

1 1  
P r ( b  = b )  > - + - 2 kc 

for some constant c and k. sufficiently large. 

Definition3. We say that (send, receive) is immune to tap with respect to K if 
for b + (0, l}, 

1 JPr(bu = 6) - P r ( 6 ~  = b)  > - kc 
for some constant c and all sufficiently large k .  Otherwise, we say that tap is 
successful against (send, receive) with respect to Ic. 

Definition4. We say that (send, receive) is untappable with respect to K if it is 
immune to all probabilistic polynomial-time procedures tap. We say that K is 
vulnerable if there exist PPT procedures (send, receive) that are untappable with 
respect to Ic. 

Less formally, we want the receiver to receive some nonnegligible information 
about the message-bit b and to learn more than the person tapping the line. Note 
that untappability implies validity, since the send-receive pair must by immune 
against the “tapping” procedure that flips a fair coin. We purposefully define a 
very weak notion of untappability, since we will show that even this is impossible 
using our scheme. 

Finally, we now give the key definition of resistance against shadow public- 
key attacks. 

Definition5. We say that protocol P is shadow-public-key resistant if for all K, 
K’ is vulnerable iff Ic is vulnerable. 

We note that K“ is certainly vulnerable if K is. Informally, P is shadow-key 
resistant if running it does not open up an opportunity for a covert message 
where none before existed. 

Our main security theorem is as follows: 

Theorem 6. Failsafe key-escrow is  shadow-public-key resistant. 

We sketch its proof in the longer version of this paper. 
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5 Applications 

Failsafe Key Escrow systems can be used in conjunction with any PKC to protect 
the interests of both law enforcement and the users. FKE may prove to be 
particularly valuable in the context of the new US Digital Signature Standard 
(DSS). In particular, it will be important to insure that criminals are not able 
to use DSS keys for the purposes of encrypting communications in a way that 
is indecipherable to the Government. This issue is of particular concern in the 
context of DSS since DSS keys can be easily adapted for encryption. The FKE 
approach described in Section 3 prevents precisely this sort of abuse. 

6 Limitations 

It is also worth pointing out the limitations of the Failsafe Key Escrow Approach. 
Most importantly, the FKE approach does not prevent a pair of criminals from 
communicating securely using secret information or an alternative escrow sys- 
tem, or from using other protocols for secret key agreement. The main point of 
the FKE is to prevent criminals from abusing the public keys in the key escrow 
system. In other words, by designing the key escrow system in a failsafe fashion, 
the Government can be more assured that the escrow system will not make it 
any easier for criminals to communicate securely. 

Our formal proof of Property 5 also requires that the precise name (and other 
header information) listed in the public file is easily computable given already 
publicly available information. Otherwise, one can subliminally hide information 
by declaring one's name to be John "2134fewlr4323423423423 ...." Doe. Similar 
restrictions must also be placed on other information available in the public file 
such as the number of keys for an individual, etc. 
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