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Abstract. We describe an implementation of the PASS polynomial au-
thentication and signature scheme [5,6] that is suitable for use in highly
constrained environments such as smart cards and wireless applications.
The algorithm underlying the PASS scheme, as described in [5,6], al-
ready features high speed and a small footprint, and these are further
enhanced by transferring computational overhead to the server to the
extent possible. We also describe timing and footprint results from a
prototype implementation.

Introduction

Secure public key authentication and digital signatures are increasingly impor-
tant for electronic communications and commerce, and they are required not
only on high powered desktop computers, but also on smart cards and wireless
devices with severely constrained memory and processing capabilities. An au-
thentication/digital signature scheme called PASS (Polynomial Authentication
and Signature Scheme) was introduced in [5], and a slightly modified version
with even better operating characteristics was described in [6]. It was asserted
in [5,6] that PASS is ideal for constrained environments due to its high speed
and small footprint. In this article we substantiate those claims by giving a
detailed description of how to implement PASS on a small memory/low speed
device such as a smart card. We also give the results of experiments using a
preliminary implementation of these ideas.

The importance of public key authentication and digital signatures is amply
demonstrated by the large literature devoted to both theoretical and practical
aspects of the problem, see for example [2,3,8,9,11,13,14,16]. The widespread
need for such applications makes the introduction of new schemes of interest
to both the academic and financial communities, especially schemes which are
based on well studied hard mathematical problems and which offer significant
practical advantages in terms of speed and key size over existing methods.

1 A Brief Description of PASS

The PASS Polynomial Authentication and Signature Scheme is based on the hard
mathematical problem of finding a binary polynomial f(X) that takes on pre-
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scribed values f(α) mod q at a given collection of numbers α = α1, α2, . . . , αn.
(This problem is equivalent to solving the closest vector problem in a certain lat-
tice, see [5,6] for details.) Briefly, the Prover publishes the set of values f(αi) as
her public key, and she proves her identity by demonstrating that she possesses
a binary polynomial taking those values.

One version of PASS was presented at CrypTEC ’99 [5] and a modification
based on the same principles, but with better operating characteristics, is de-
scribed in [6]. Since our goal in this paper is to fit a fast and secure authentication
scheme into a highly constrained environment, we will use the version of PASS
from [6], but virtually all of our remarks apply also to the original version in [5].
(See also Remark 8.) In this section we will briefly review how the PASS scheme
works. Further information and a detailed security analysis may be found in the
cited papers.

A PASS scheme depends on the choice of a prime number q, and we set
N = q − 1. A typical choice yielding a security level approximately equivalent to
an RSA 1024 bit key (see [5,6] for a detailed security analysis) is

q = 769 and N = 768. (1)

For higher security, one might take q = 1053 and N = 1052. For the remainder
of this article, unless we specify otherwise, all computations with numbers are
performed modulo q.

The basic objects used by PASS are polynomials of degree N − 1,

f(X) = a0 + a1X + a2X
2 + · · ·+ aN−1X

N−1,

taken with coefficients modulo q. Multiplication is accomplished using the rule
XN = 1, which leads to the multiplication formula

(N−1∑
i=0

aiX
i

)(N−1∑
i=0

biX
i

)
=

N−1∑
k=0

( ∑
i+j≡k (mod N)

0≤i,j<N

aibj

)
Xk. (2)

Another way to view this multiplication is to write the coefficients of a polyno-
mial as a vector

[a0, a1, . . . , aN−1],

and then the product of two vectors is the usual convolution product.
The other public parameter for PASS is a set

S = {α1, α2, . . . , αN/2}

of distinct nonzero numbers modulo q with the property that if α ∈ S, then
also α−1 ∈ S. For concreteness, we will fix a generator w modulo q (i.e., w is a
primitive root modulo q) and take

S = {wi : N/4 ≤ i ≤ 3N/4}. (3)
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In particular, there is no need to actually store the set S.
If f(X) is a polynomial of degree N−1 with mod q coefficients as above, then

its Discrete Fourier Transform (DFT) is a polynomial f̂(X) whose coefficients
are the values of f . More precisely, we fix a generator w modulo q, and then

f̂(X) =
N−1∑
j=0

f(wj )Xj ,

where remember that all numbers are computed modulo q. A well-known formula
says that the coefficients of the original polynomial f(X) =

∑
aiX

i can be
recovered from the values of f via the equation

ai =
1
N

f̂(w−i) =
1
N

N−1∑
j=0

f(wj )w−ij. (4)

(Here w−1 is the inverse of w modulo q, and w−i is the ith power of w−1.)
Now suppose that we are only given some of the values of f , for example the

set of values
f(S) = {f(α) : α ∈ S}.

There are a large number of polynomials which take these prescribed values
(precisely, there will be qN/2 of them). However, the PASS polynomial forming
the private key will have the additional property that it is a binary polynomial,
that is, all of its coefficients are 0 or 1. It is then a difficult problem to find the
target binary polynomial f(X) among the qN/2 polynomials taking the correct
values.

Remark 1. The security of PASS is based on the fact that it is difficult to si-
multaneously control both the values and the coefficients of a polynomial over
a finite field. As indicated above, the values and the coefficients of a polyno-
mial are (discrete) Fourier transforms of one another. Thus underlying PASS
is the mathematical principle that it is difficult to simultaneously control the
values of a function and the values of its Fourier transform. This principle is the
discrete analogue (for finite fields) of the Heisenberg Uncertainty Principle. (A
mathematical formulation of the Heisenberg Uncertainty Principle says that for
suitably normalized functions f , the product ‖f‖ · ‖f̂‖ cannot be made arbitrar-
ily small.) As described in [5,6,12], this problem of finding a small polynomial
taking some given values can be solved using lattice reduction methods (just
as RSA can be broken using the number field sieve), but if N is sufficiently
large, then the underlying lattice problem is too difficult to solve using current
techniques.

Outline of the PASS Authentication and Signature Scheme

Public Parameters. All users agree on a prime number q and a set of distinct
numbers S = {α1, . . . , αN/2} modulo q, and they let N = q − 1. All poly-
nomials are of degree N − 1, polynomial multiplication uses the convolution
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rule (2) given above, and all computations (except for verification step A)
are performed modulo q. Appropriate quantities Ah, Bh are also chosen to
be used in the verification process.

Key Creation. The Prover selects a binary polynomial f(X). This polynomial
is her private key. She publishes the set of values f(S) = {f(α) : α ∈ S}.
This set of values is her public key.

Commitment. In the commitment step, the Prover selects another binary poly-
nomial g1(X) ∈ Rq. She computes and sends to the Verifier the set of val-
ues g1(S).

Challenge. In the challenge step, the Verifier selects two extremely small poly-
nomials c1(X) and c2(X) (say with between two and eight nonzero coeffi-
cients) and sends them to the Prover. For security reasons, it is also im-
portant that c1(X) have no nonzero roots modulo q for values of X not
in S. (There is at least a 50% chance that this will be true for a randomly
chosen c1.)

Response. In the response step, the Prover selects a third binary polynomial
g2(X). She computes and sends to the Verifier the polynomial

h(X) =
(
f(X) + c1(X)g1(X) + c2(X)g2(X)

)
g2(X). (5)

Verification. The Verifier performs the following two steps to verify the Prover’s
identity:

(A) The Verifier checks that the polynomial h(X) is moderately small by
writing it as h(X) =

∑
aiX

i and verifying the bound

N−1∑
i=0

(ai − Ah)2 < Bh,

where Ah and Bh are public quantities. Note that this computation is
not done modulo q, but is simply a sum of integers.

(B) For each α ∈ S, the Verifier computes the quantity

(
f(α) + c1(α)g1(α)

)2 + 4c2(α)h(α) (mod q) (6)

and checks that it is a square modulo q.
If the polynomial h passes tests (A) and (B), then the Verifier accepts the
Prover’s identity.

Why It Works. First we note that the definition (5) says that the polyno-
mial h(X) is a simple combination of the polynomials f, g1, g2, c1, c2, all of
which are binary, so it is clear that the coefficients of h(X) will also be mod-
erately small. It is a simple matter to take Ah to be the average expected
value of the coefficients of h and to experimentally find a bound Bh so that
if h has the correct form (5), then it will almost certainly pass verification
step A. Next we observe that the verifier is able to compute the quantity (6),
since he knows the polynomials h(X), c1(X), c2(X) and he knows the values



332 Jeffrey Hoffstein and Joseph H. Silverman

of f(X) and g1(X) for all α ∈ S. To see why (6) is a square, we use the
definition (5) of h(X) to compute

(f + c1g1)2 + 4c2h = (f + c1g1)2 + 4c2

(
(f + c1g1 + c2g2)g2

)
= f2 + 2c1g1 + c2

1g
2
1 + 4c2g2f + 4c1c2g1g2 + 4c2

2g
2
2

= (f + c1g1 + 2c2g2)2. (7)

Thus
(
f(X) + c1(X)g1(X)

)2 +4c2(X)h(X) is actually the square of a poly-
nomial, so it certainly gives a square modulo q when evaluated at any α.

Remark 2.

– The best way to create the challenge polynomials c1 and c2 is for the Verifier
to choose a random string (of 80 to 160 bits) and send it to the Prover. They
then both apply a common hash function to the random string in order to
create c1 and c2. This has the advantage of cutting down the number of bits
transmitted, as well as making it more difficult for the Verifier to mount any
sort of attack based on choosing c1 and c2 to have a particular form.

– We have presented PASS as an authentication scheme, but any authenti-
cation scheme that includes a challenge step can be combined with a hash
function to create a signature scheme. Thus if a digital document D is to
be signed, D and the set of values g1(S) are sent through a standard hash
function to obtain a small bit string (say 80 to 160 bits), and this bit string
is used to create the challenge polynomials c1, c2. The Signer then publishes
the values g1(S), h(X), and D. (We assume, of course, that the Signer’s pub-
lic key f(S) is already in the public domain.) Anyone wishing to verify the
signature can use D, g1(S), and the hash function to recreate c1 and c2, and
then he has enough information to perform the verification step described
above.

– The computation of the sets of values f(S), g1(S), and h(S) required during
the PASS process can be performed extremely rapidly. Even a direct com-
putation takes only O(N2) steps, but it is even more efficient to use FFT,
especially if N is highly divisible by 2 (as are the suggested values N = 768,
N = 928, and N = 1052), in which case the computation is reduced to
O(N logN) steps. Note that the field Fq contains a primitive N th-root of
unity, so in this setting one can compute Fast Fourier Transforms using only
integer arithmetic; there is no need to use complex numbers or floating point
numbers.

– In verification step (B), the Verifier needs to check if certain quantities are
squares. This can be done rapidly using either quadratic reciprocity or the
powering map, but if a little extra storage is available, it’s even quicker to
precompute a table of squares.
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2 MiniPASS

Our goal is to fit PASS into a minimal amount of space while still retaining
desirable operating characteristics. We begin by analyzing each step of the PASS
algorithm to see how much computation needs to be done. In particular, we will
assume that a smart card with constrained operating resources is communicating
with a server that has access to a more robust operating environment. Thus we
will analyze PASS twice, first with the smart card as the Prover, and second
with the smart card as the Verifier. In both cases we will shift as much of the
computation as possible onto the server. We will assume that the smart card
already includes a (pseudo)random number generator and a hash function.

2.1 The Smart Card as Prover

We will assume that the smart card’s public key f(S) is publicly available, and
that her private key f(X) is stored in ROM. Note that since the private key f(X)
is a binary polynomial, it requires only N bits to store.

The SmartCard/Prover begins with the Commitment step. She chooses a
random binary polynomial g(X). She needs to compute and send to the server
the values g(α) for every α ∈ S. If g(X) =

∑
biX

i, she can compute these values
one at a time via the formula

g(α) = (· · · ((aN−1 ∗ α + aN−2) ∗ α + aN−3) ∗ α + · · ·+ a1) ∗ α + a0. (8)

This method requires N multiplications modulo q and N additions. There are
much faster ways to compute the g(α) values (see remark 6 below), but they
require somewhat more storage, which is what we are trying to minimize. Note
that the SmartCard/Prover does not need to store the values, so she can simply
compute one g(α), send that value to the Server/Verifier, and then go on to the
next value of α.

The Server/Verifier then selects challenge polynomials c1 and c2, or more
likely, selects a bit string that is hashed to form c1 and c2. See Remark 4 below
for further details on the selection of c1 and c2.

In the response step, the SmartCard/Prover is supposed to select another
binary polynomial g2(X) and send the quantity

h = (f + c1g1 + c2g2)g2 = fg2 + c1g1g2 + c2g
2
2

to the Server/Verifier. However, it is probably more efficient for the Smart-
Card/Prover to compute and transmit all of the values of this polynomial h, and
then the Server/Verifier can reconstruct h itself using the inversion formula (4).
As in the commitment step, the SmartCard/Prover only needs to compute one
value of h(α) at a time. Further, the challenge polynomials c1 and c2 are ex-
tremely sparse, so evaluating them can be done very rapidly. Thus the time
consuming part of the response step is computation of the values f(α), g1(α),
g2(α) for all 0 ≤ α < q, but even this is not a tremendously onerous task.

The SmartCard/Prover has now fulfilled her tasks, and it remains for the
Server/Verifier to perform the final verification step.
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2.2 The Smart Card as Verifier

We will assume that the SmartCard/Verifier contains the Server/Prover’s public
key f(S) in ROM. In principle, this requires N

2 log2(q) bits; but in practice for
(say) q = 769, each of the N/2 numbers modulo q would be stored in 16 bits, so
the public key requires N bytes of storage.

The first thing that the SmartCard/Verifier does is receive from the Ser-
ver/Prover the set of values g1(α) for α ∈ S, and it appears that the Smart-
Card/Verifier needs to store all of those values for later use. This seems necessary
because in the final verification step, the SmartCard/Verifier is asked to check
that the quantity

(
f(α) + c1(α)g1(α)

)2 + 4c2(α)h(α) (mod q) (9)

is a square modulo q for every α ∈ S. However, suppose that instead the Smart-
Card/Verifier only checks the condition (9) for a random selection of α ∈ S.
More precisely, suppose that she checks (say) 60 values of α and that all of them
pass the test (9). The probability of this happening at random is 2−60, so she
can be fairly confident that in fact every α ∈ S will pass the test (9). This sim-
ple observation will greatly increase operating speed while decreasing memory
requirements.

This means that prior to the commitment step, the SmartCard/Verifier ran-
domly selects a set of 60 numbers

T = {α1, α2, . . . , α60}
in S. (For added efficiency, but slightly reduced security, she could instead select
40 numbers.) Then, during the commitment step, the SmartCard/Verifier will
receive from the Server/Prover the values g1(α) for every α ∈ S, but she will
only store the 60 values of g1(α) for α ∈ T .

Remark 3. The choice of the number of values to check clearly has an impact an
security. One of the nice features of PASS is that the Verifier can choose what
level of security she feels is appropriate. For most applications it will probably be
acceptable that an imposter has a 1 in 260 chance of success; indeed, even 1 in 240

is likely to be enough. In general, if the SmartCard/Verifier checks t randomly
chosen values in S, then the probability of fraud is 1 in 2t, while the amount of
computation is proportional to t. This probabilistic component of PASS is one
of its attractive features, since it lets the Verifier balance exponential security
against linear computational load.

For the challenge step, the SmartCard/Verifier creates the polynomials c1(X)
and c2(X) and sends them to the Server/Prover. More precisely, she chooses a
random string, and c1 and c2 are created using a hash function, see Remark 4
below for details.

The Server/Prover’s response is to create a certain polynomial h(X) and
send h(X) to the SmartCard/Verifier. If h(X) is the polynomial

h(X) = a0 + a1X + a2X
2 + · · ·+ aN−1X

N−1,
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we will require the Server/Prover to transmit h(X) to the SmartCard/Verifier as
the list of coefficients aN−1, aN−2, . . . , a1, a0. As the SmartCard/Verifier receives
each coefficient, she does two things. First, she keeps a running total of the
quantities

(ai − Ah)2, i = 0, 1, 2, . . . , N − 1. (10)

Note that these numbers are not reduced modulo q, so the sum should be stored
as a 32 bit number. Second, she computes the values of h(α) modulo q one
coefficient at a time, but only for the 60 values of α in T . Note that she does
not need to store the coefficients of h, so the only storage requirements are the
running total (10) and the 60 values of h, for a total of 4 + 60 · 2 = 124 bytes.

After receiving and storing this information, it remains to complete the veri-
fication process. If the running total (10) is larger than Bh, then the Server/Pro-
ver’s identity is rejected. Otherwise, the SmartCard/Verifier computes the quan-
tity

(
f(α) + c1(α)g1(α)

)2 + 4h(α)c2(α) (11)

for each α ∈ T and checks if it is a square modulo q. Note that the Smart-
Card/Verifier stored the values of g1(α) for α ∈ T during the commitment
step, she stored the values of h(α) for α ∈ T during the response step, and she
knows f, c1, c2, so she can compute their values for any α. It is thus easy (and
fast) for her to compute the 60 values of (11) for the numbers α ∈ T .

There remains the question of how she verifies that they are squares modulo q.
The fastest method is to store a table of values, or more efficiently, store a bit
string of length q − 1 so that the ith bit equals 1 if i is a square modulo q. For
q = 769, this requires an additional 96 bytes of ROM. An alternative method
for checking if a number n is a square modulo q is to compute

n(q−1)/2 mod q.

This value will be 1 if n is a square, and −1 if it is not a square. This powering
operation is fast, and will probably already be used for computing the values
of the sparse polynomials c1(X) and c2(X), so it will not require additional
routines. (It is, of course, also possible to use quadratic reciprocity for this step.)

We stress again that since the SmartCard/Verifier is only checking 60 val-
ues, the time required to perform a verification is extremely small. Based on
the experiments described in Section 3, the smart card does verifications 25 to
30 times faster than proving identity.

2.3 Additional Implementation Considerations

We briefly mention additional items to consider during implementation.

Remark 4. In order to avoid possible attacks, the challenge polynomials c1 and c2

should be generated as follows. The Verifier selects a random 80 bit string B. A
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hash function is evaluated at B, and the result is fed into a simple function that
generates two very sparse binary polynomials c1(X) and c2(X). For N = 768, it
suffices to have a total of eight nonzero coefficients, and for ease of implementa-
tion, we will assume that c1(X) has two nonzero coefficients and that c2(X) has
six nonzero coefficients. Thus c1(X) looks like

c1(X) = Xn1 + Xn2 , (12)

and c2(X) looks similar, but with six terms. Note that c1 and c2 should be
stored as a list of exponents (e.g., c1 = (n1, n2)), so they require only 16 bytes
of storage.

For security reasons described in [6], it is important that c1(X) have no
nonzero roots α modulo q with α /∈ S. An easy way to guarantee this is to take c1

as above (12) with the condition that the exponents satisfy gcd(N, n1 −n2) = 1.
Further, for N = 768, this gcd condition is equivalent to

n1 − n2 ≡ ±1 (mod 6), (13)

so it isn’t even necessary to compute a gcd.
Thus a simple protocol for choosing c1 is to use the hash function as above to

produce a possible candidate (12) for c1. If it satisfies the security condition (13),
stop, otherwise increment n1 until condition (13) is satisfied. This will take at
most 3 iterations.

Remark 5. In order to save space, binary polynomials should be stored as 1 bit
per coefficient. Evaluation of binary polynomials via the formula (8) is then mod-
erately inefficient, since individual bits need to be pulled out one at a time. One
way to speed up this process is to precompute a small table of (say) 16 values.
Thus to compute f(α), first make a table of values:

Bits Value Bits Value Bits Value Bits Value
0000 0 0100 α2 1000 α3 1100 α3 + α2

0001 1 0101 α2 + 1 1001 α3 + 1 1101 α3 + α2 + α
0010 α 0110 α2 + α 1010 α3 + α 1110 α3 + α2 + α
0011 α + 1 0111 α2 + α + 1 1011 α3 + α + 1 1111 α3 + α2 + α + 1

Then read the coefficient bits of f(X) off four bits at a time and use the table to
compute a partial value. We illustrate with a polynomial of low degree. If f(X)
is the polynomial

f(X) = x15 + x14 + x12 + x11 + x9 + x8 + x7 + x5 + x4 + x2 + 1,

then we can evaluate f(α) as

(([α3 + α2 + 1] ∗ α4 + [α3 + α + 1]) ∗ α4 + [α3 + α + 1]) ∗ α4 + [α2 + 1].

The quantities in square brackets (and the precomputed value of α4) can be
read from the table, significantly increasing efficiency. Since the table only takes
32 bytes, the space is negligible. If additional space is available, one could use
512 bytes to make a table of 256 values; but beyond that size it would make
more sense to use Fast Fourier Transforms, which give an even greater speedup.
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Remark 6. As indicated in the previous remark, there are various ways to com-
pute the values f(α) of a polynomials that trade space for time. In our situ-
ation, since N is divisible by a large power of 2 and since a generator mod-
ulo q is an N th root of unity, the fastest way to compute the full set of values
{f(α) : 1 ≤ α < q} is using Fast Fourier Transforms (FFT). This is probably
not a good method for use by the smart card, since it requires more storage;
but the server will certainly want to use FFT. An FFT polynomial evaluation
routine for use by PASS easily fits into 10K (of which only about 4K need be
RAM), and at the cost of some efficiency, can be made to fit into 5 or 6K.

3 Sample Implementation of MiniPASS

In this section we describe the results of implementing MiniPASS on a desktop
computer using C. We implemented the routines to be used by the smart card.
We did not implement the server routines, which would be considerably faster,
but would also require more memory.

For ease of implementation, we used the standard C utility function rand()
to generate random numbers. This is not cryptographically secure. In practice
the smart card would probably have its own (pseudo)random number generator
and hash function.

Table 1 gives the operating characteristics of our implementation of Mini-
PASS. We make the following remarks concerning the information in Table 1.

Remark 7.

– ROM includes storage for the smart card private key (96 bytes) and for the
server public key (768 bytes).

– The smart card never simultaneously acts as Prover and Verifier, so it suffices
to have 564 bytes of RAM. At the cost of only checking 40 values (with
somewhat reduced security), this may be reduced to 404 bytes.

– The MacOS figures were obtained on a Macintosh G3 300 MHz running
MacOS 8.5 and compiled with Metroworks Codewarrior. The Linux figures
were obtained on a Celeron 400 MHz running RedHat Linux 6.0 and compiled
with egcs.

– We used a table of length 16 as described in Remark 5 to speed evaluation
of polynomials. The requisite 32 bytes of RAM is included in the table.

The timing estimates in Table 1 are for computations only. They do not
include time for communication between the smart card and the server. The
amount of data that needs to be exchanged is listed in Table 2. (We have listed
the Challenge as the 20 bytes needed to send the actual challenge polynomials c1

and c2, but in practice the challenge would consist of 80 bits that is hashed to
produce the challenge polynomials.)
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Table 1. MiniPASS Operating Characteristics

Card/Prover Card/Verifier

RAM 350 bytes 564 bytes

ROM (MacOS) 3076 bytes

ROM (Linux) 3088 bytes

Time (MacOS) 60.5 ms 2.6 ms

Time (Linux) 71.3 ms 2.3 ms

Table 2. MiniPASS Communication Requirements

Commitment 768 bytes

Challenge 20 bytes

Response 1536 bytes

Total 2324 bytes

Remark 8.

– It would be relatively easy to pack the transmitted material more efficiently
and save approximately 37%. This is because the smart card and server are
exchanging lists of numbers, with each number lying between 0 and 768. For
simplicity, we have assumed that these numbers are stored and transmitted
as 16 bit numbers, but they will actually each fit into 10 bits.

– Further savings of both speed and bytes transmitted may be achieved by
other PASS-type authentication/signature schemes, i.e., by schemes that de-
pend for their security on the difficulty of reconstructing a small polynomial
from a partial set of its values. These PASS-type schemes are similar to the
schemes described in [5] and [6] (and in this paper), but use polynomial
combinations different from the quantities

c1fg + c2fg′ + c3f
′g + c4f

′g′ and (f + c1g1 + c2g2)g2

used in [5] and [6], respectively. However, since these new schemes are still
undergoing security analyses, we have opted to feature the PASS scheme
from [6] in this paper.
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