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This paper will discuss the  role of cryptography within a particular "world view", with the aim of 
investigating the history and foundations of the subject. Particular emphasis will be placed of the 
role of cryptography in the  German military failures of WW2, lessons to  be derived, and possible 
new directions for research (including extending the theory of cryptographic protocols to what I 
call "Abstract Protocol Theory".) I hope that some of the readers will become interested in doing 
further research in the  areas discussed. 
To begin we describe t h e  world view, which is partially derived from the Vedas, and from Aristo- 
tle. Of course, Godel's incompleteness theorems demonstrate the impossibility of a complete 
description of the world. W e  seek a few simple "primitive", or "basic", notions (somewhat like the 
practice in axiomatic mathematics) from which to create a useful description. 
3 primitive notions are  seen as fundamental principles operative in the lives of men, described as 
"inactive","active","bdanced". T h e  inactive state is characterized as slow, dull, lazy, dormant,  
weak, sluggish, confused, chaotic; the active state as passionate, aggressive, strong, competitive, 
ambitious; the balanced state as intelligent, coordinated, cooperative, skillful, orderly, careful. 
Man is viewed as having a soul which takes on form repeatedly in order to progress from the 
lower to  the higher condition (and perhaps to something further beyond my understanding). 
Society is viewed as composed of various classes, based on the mixture of the above principles 
operative in various types of men, and the interests and abilities of individual men. I t  is sufficient 
for the purposes of this paper to deliberately oversimplify and describe these classes as the work- 
ers, the commercial class (motivated by desire for wealth), the political/military class (desire for 
power), and the class consisting of the intellectual community (desire for knowledge). 
Each class has a necessary function in a healthy society and is dependent on the others for 
existence, antagonism between classes being a pathological state. This may happen if power and 
wealth are used for self-indulgence instead of social welfare, for example. 
The intellectual class has the  role of guiding, advising, and educating the other classes, as well as 
pursuing and preserving knowledge. T h e  power holders have the role of maintaining an  orderly, 
just society and defending the  society from external enemies. The commercial class accumulates 
wealth, of which some is taken by the power holders to be used for the welfare of society, leaving 
enough so that  the commercials have incentive to keep producing. 
A fundamental problem is maintaining the intellectual community and an orderly, progressive 
society in the h c e  of ignorance and the tendency towards disorder among the lower classes, whose 
numbers are larger. 
Relations between nations may be viewed in terms of the above primitive notions as indifferent, 
competitive, or cooperative. Of course always there is a mixture of these 3 in various proportions. 
Competition is useful in raising man and society from inactivity to activity, for reducing 
inefficiency, etc. Excessive competition may lead to the pathological state called war (as well as 
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to other unpleasantness). A fundamental problem is to reach a state of cooperation between 
nations, for mutual benefit, avoiding unneccessary war (this includes the problem of de-escalation 
of tensions). 
(Cryptography is intimately linked to war. In war, the forces of the nation must cooperate in 
order to function effectively, which requires exchange of information. A t  the same time this infor- 
mation needs to be kept  hidden from the enemy.) 
One means for avoiding war has been exchange of information between states, so as t o  avoid fatal  
misunderstandings. Th i s  includes dialogue (including meetings between political leaders), travel 
and cultural exchange, and such proposals as a joint USA-LSSR crisis communications center. 
History shows t h a t  there is a great danger of war due to accidents, misunderstandings, or  miscal- 
culation (witness WWl and WW2), hence such proposals are extremely important. 
Historically, cryptography has sometimes played a role in information exchange. Compromised 
ciphers have knowingly been used in order to give away certain information. (This practice goes 
back at least as far as Bismarck.) The use of compromised encoding schemes will likely continue 
to be important for this  purpose, and for purposes of giving away false or misleading information 
in intelligence operations. (So in some cases a perfectly secure encryption scheme might be 
undesirable.) One  possibly new idea is for adversaries to agree to use jointly constructed codes for 
certain purposes so t h a t  both may be aware of certain information, while outsiders remain in the 
dark. This idea involves many difficulties, including the problem of ciphertext which appears to 
be plaintext. If they could be overcome this scheme might be useful in certain situations, so tha t  
military exercises, test firings of missiles, etc., would not be mistaken for hostile activity. 
It is interesting t h a t  encryption schemes can be constructed 50 that  with very high probability the 
scheme can be broken after a prechosen amount of computation (plus or minus epsilon). So infor- 
mation can be released now and read at a quite precisely predetermined time in the future. 
We now leave the subject of peaceful cooperation between nations and examine the  situation 
where competition has degenerated to war. The theory of war in certain of its aspects was 
brought to a high level in Germany earlier in the century (especially the theory of land warfare). 
We mention some of the principles of war: Concentration of force, mobility, divide and conquer, 
breakthrough and pursuit, mass exploitation of new weapons and tactics, surprise, extensive train- 
ing of troops, proper organizational structure of military groups, propaganda (these principles can 
be interpreted in terms of the 3 primitive notions mentioned earlier, as seeking to maximize 
cooperation and effective activity of one’s forces in order to disrupt and destroy the activity of 
enemy forces, and cooperation between enemy forces, creating chaos, weakness, confusion, uncer- 
tainty and demoralization in the enemy camp, so as to impose one’s will on the enemy.). Ideally 
the aim of war is to destroy the power of the enemy to resist in a single blow, thus achieving vic- 
tory at minimum cost. Failing this a war of attrition may result, extremely costly to both sides. 
In that  case i t  is essential t o  preserve one’s strength as much as possible while weakening the 
enemy. (It  might be  mentioned that  this ideal of achieving victory in a single blow does not seem 
to be fully understwd.  Witness the gradual escalation in Vietnam, the war against Nicaragua, etc. 
Such gradualism allows the enemy time to develop countermeasures. Then the victor is the one 
who endures the longest, and i t  should be no surprise when a weaker power on its own territory is 
victorious. In terms of the present world view, small scale attacks may have the effect of raising 
the enemy from a s t a t e  of inactivity to 3 state of greater activity, thus being of limited value. 
One should quietly accumulate strength, then suddenly deal an overwhelming suprise blow. Even 
after war has broken ou t  this principle remains valid: when preparing for battle giving the enemy 
a temporary respite from harassment may induce some degree of inertia in him.) 
It might be mentioned here that  long term intelligence operations which may not bear fruit for 
many years are a fundamental  par t  of the modern political struggle. Also the scientific, technolog- 
ical, economic, and educational levels of the country are critical. These are lessons clearly demon- 
strated in WW2. 
Let us  examine briefly the role of cryptography in WWI. Development of wireless technology, 
mechanized transport ,  and very large scale armies led to the practice of controlling troop 
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movements from remote headquarters via wireless communications. Cryptography was needed to 
hide the transmitted information from the enemy, but was in a pre-scientific stage leaving much 
room for code breaking and exploitation of information gained. 
On the eastern front, the Russians employed primitive ciphers which were easily broken by the 
Germans. Knowing Russian intentions, the numerically inferior (of course qualitatively superior) 
German forces were, in the early stages of the war, able to remove troops from certain defensive 
sectors and concentrate forces t o  attack and defeat separated parts of the Russian forces in turn 
(witness Tannenburg, the Maurian Lakes). This is an early example of using cryptographic infor- 
mation in order to make optimal use of scarce resources in battle. Later it was possible to  exploit 
the tendency of the Russians to employ human wave attacks and inflict heavy casualties, knowing 
in advance the time and location of these attacks. This slaughter led to the breakdown of the 
Czarist regime and the resulting so called communist state. The information gained through 
compromised Russian codes was almost the only source of intelligence information about the Rus- 
sians available to Germany. 
On the western front German codes were broken frequently and information given away was of 
much value to their enemies. Broken codes played a large part in bringing the United States into 
the war against Germany (witness the Zimmerman affair). Another, fundamental reason for the 
German defeat lay in the bad judgement of her military and political leaders. (Bismarck’s succe- 
sors did not have his level of judgement.) It was not in Germany’s interest to become involved in 
a war in the first place (Marshall Foch said that given 20 more years of peace Germany would 
have become the dominant world power). The removal of troops from France before achieving 
victory in the initial invasion was an unnecessary violation of principle. Antagonizing the USA 
through- U-boat warfare violated the divide and conquer principle. Finally the attempt to  decide 
the issue late in the war by taking the offensive without sufiicient superiority was very risky. 
Given the superiority of defense at that time an alternative plan could have been temporary with- 
drawal followed by massive counterattack before the- enemy had time to establish strong defensive 
positions, hopefully leading to  breakthrough and pursuit, etc. (this method also has the virtue 
that it forces the enemy to be more cautious in pursuit and is consistent with a game theoretical 
attempt to optimize strategy). It was particularly important for Germany not to waste troop 
strength in the attack unless a decisive victory was likely, given the numerical inferiority of the 
German armies. 
Another failure that  should be mentioned is the German loss of the propaganda war. Her enemies 
succeeded in portraying the Germans as brutal and inhuman aggressors, while not so much was 
heard of the German point of view. The importance of intelligence operations, such as long term 
propaganda efiorts in foreign countries should again be emphasized. Cryptography has a role 
here, as in the case of the  Zimmerman affair. Information gained through broken codes can be 
useful in propaganda campaigns. Use of this information has to be weighed against the cost of 
revealing to the enemy that  his codes are compromised. Here we see a dilemna for the intellectual 
community, who are presumably responsible for cryptographic efforts. The political leadership 
may not have sufficient understanding of the difficulty and importance of breaking enemy codes, 
and too readily allow the secret out. It is the responsibility of those in charge of cryptographic 
efforts to impress upon the political leadership the vital importance of secrecy. This problem is 
still with us (witness the revelation that Soviet encryption methods had been compromised after 
the shooting down of the Korean airlines flight 007, the revelation that Cuban codes had been 
compromised after Grenada, etc.) 
All in all, we see that cryptography played a vital role in W W l .  with fateful consequences for 
human history that are not widely understood. I view cryptography as a “weak link in the chain”, 
or vital point on which events turned, rendering the immense efforts of millions of people all for 
nought. The efforts to unify Germany and make her a leading world power led to disaster. The 
importance of subtle ideas and the intellectual community as opposed to the more direct, forceful, 
active type of person has at times been neglected. Perhaps more subtle judgement would have 
preserved the pre-WW1 European empires. 
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Between wars, cryptography has played a role during negotiations, among other uses. 
Let us turn to WW2. For many years I was baffled by the failures of German military operations 
in WW2. I t  was only when I became aware of ULTRA that I began to believe that I understood 
the reasons for Germany’s defeat. It is my thesis that without ULTRA the Allies would have had 
a very difficult time defeating Germany. The possible result might have been the use of atomic 
weapons in Europe. It is also possible that ULTRA prevented the German atomic effort from 
succeeding, although the information I have seen has been incomplete and sometimes inconsistent. 
I believe the full story of the German atomic effort has not been made public. 
To  clarify more exactly what role ULTRA played, it is important to mention some mistakes 
which were more or less independent of L t T R A .  Principally these were a consequence of Hitler’s 
overeliance on intuition as opposed to logic, perhaps as a consequence of his lack of formal educa- 
tion a t  the higher levels (his limited experience in foreign countries also contributed to mistakes 
in judgement, as did excessive use of drugs). (Information gained from ULTRA was useful in the 
campaign of psychological warfare aimed at unbalancing Hitler, creating dissension in his camp, 
etc.) I t  was again not in Germany’s interest to fight a war a t  the time. Most of the principles of 
war which were so well understand by the German military theorists were violated. For example, 
the pursuit was halted and the British forces allowed to escape at  Dunkirk. After the fall of 
France, full mobilization of the German war effort did not occur for some time, in the belief that 
the war was essentially over. While still at war with Britain, the Soviet Union was invaded, in 
violation of the divide and conquer principle. If anything, the invasion of Britain should have 
been attempted instead (~LJLTRA played a role here, as the Luftwafie’s failure to drive the RAF 
from the skies made the invasion seem too dangerous to Hitler). Then war was declared on the 
United States without anything to gain except perhaps the goodwill of Japan. German military 
forces were separated and sent off on uncoordinated missions instead of being concentrated. 
Despite the success and German superiority in mobile warfare, Hitler reverted to  a strategy of 
static warfare on the Eastern front. (Of course this strategy would have been more successful 
were it not for ULTRA.) Overemphasis on appearances led him to refuse to allow construction of 
defensive positions in rear areas, and to reject the strategy of temporary withdrawal followed by 
counterattack so necessary for the numerically inferior side. (That this also might have failed due 
to ULTRA is beside the point.) Local commanders were not given the proper amount of discre- 
tion in tactical and operational matters, nor was there unified tactical command of all the 
branches or the armed services on the battlefield. The commander on the battlefield has direct 
perception of the particular local conditions, and should be free to react accordingly, in order to 
make optimal use of temporary opportunities which may arise, etc. Also lack of freedom to take 
the initiative is demoralizing. Hitler was often too remote from the battlefield to be in a position 
to make correct judgements. (This is an example of the problem of abstract vs. particular 
knowledge.) New weapons were not developed as rapidly as possible, nor on the largest possible 
scale, due to Hitler’s interference, vacillation, amateurishness, and irrationality, instead being 
employed piecemeal (again this gives the enemy time to develop countermeasures). (ULTRA also 
played a role in hindering weapons development, reducing their surprise value, etc.) Before the 
war, scientific and technological development was hindered by Hitler’s persecution of the Jewish 
and the intellectual community (this also strengthened his enemies). Mistreatment of subject pe+ 
ples made them less useful in the war effort, when many would willingly have become allies. His 
choice of Japan as an ally was disastrous. ( Japan refused to relieve pressure on the Eastern front 
by attacking the Soviet Union, instead bringing the United States into the war.) 
In spite of all these mistakes, Germany had very good chances for military success up to the point 
where atomic weapons could come into play (at that point war takes on a new aspect and the 
theory of war has to be reconsidered). Let us  examine some examples. 
ULTRA was indispensible during the battle of Britain, allowing the British to make optimal use 
of limited resources in fighting the Luftwaffe. Knowledge of enemy numbers, locations, and plans 
w a s  of extreme importance. Without ULTRA the expected outcome should have been German 
control of the skies and much more severe damage, along with a possible invasion of Britain. I t  
should be mentioned that  production of German aircraft should have been incresed at an earlier 
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date and that the diversion of planes to the Eastern front weakened the German effort. 
The U-boat war failed primarily for 2 reasons. First they were not employed on a massive scale. 
Production should have been underway on a large scale well in advance of any war. This is in 
accordance with the principal that  new weapons and tactics should be employed on a massive 
scale in order to overwhelm the enemy a t  the very beginning of the conflict. Incidentally this 
principle is still being violated in the West. For example the United States has only on the order 
of a hundred submarines in service, to my knowledge. No matter how high the quality, weapons 
have to be employed on a large scale for full effectiveness. Production has to begin early, as it 
may be too late after the conflict begins. Production of military equipment should be a long term 
continuing effort, and can be tied to  economic cycles in order to counter cyclical downturns (i.e. 
vary production so that  it increases when unemployment rises, etc.). A surplus of equipment 
should be the goal (this is perhaps more useful than Keynes’ idea of putting the unemployed to 
work digging holes and filling them again). 
The other fundamental reason for the failure of the U-boat campaign was ULTRA. The new tac- 
tical methods developed in Germany relied on coordination from a central location, hence wireless 
encrypted messages. Included in these messages were locations of U-boats, places and times to 
rendezvous, etc. Over and over again this information was used to attack and sink German sub- 
marines. This was carried to such an extreme that the U-boat commanders had no doubt that the 
Admiralty codes had been broken, despite official denials that this was even possible. (Here we see 
an example of the need for the empirical method in cryptography: if things aren’t going well con- 
sider changing your cryptosystem, even if the experts ”prove” it to be secure. Any proof of secu- 
rity is necessarily based on certain assumptions within a model and can be invalidated if the 
enemy can escape the restrictions in the model.) As early as 1955 unequivocal statements to  the 
effect that the German codes had been compromised appeared in print, although it was much 
later that more complete information was published. We see another principle at work here, 
namely that in exploiting information gained through code breaking the enemy may be given a 
hint that his cryptosystem has been broken. It is a difficult problem for intelhgence agencies to 
disguise activities in such a way that broken codes remain in use by the enemy. This leads natur- 
ally to a game theoretic approach to cryptography: One csn predict the probable outcome of a 
military operation and if it  fails to achieve the expected outcome change the cryptosystem in use. 
Thus either one achieves one’s military goal, or the enemy loses access to the information from a 
compromised code, if such a code has been in use. In military games (both in the field and in com- 
puter simulations) various assumptions about the security of cryptosystems can be incorporated, 
to gain more experience about how broken cryptosystems are likely to affect combat, and to 
enable commanders to recognize situations where codes have been compromised. Another subtle 
point that has crept in is the notion of independence of cryptosystems. It is no use changing to a 
new cryptosystem which can be broken in the same way as the old one. We saw this in WW2, 
continuing modifications of enigma being broken one after the other. And in some cases the 
modifications actually made it easier to break. We would like to be able to switch to  a cryptosys- 
tem independent of the old one. Finally, it should be stated that cryptography needs to be seen 
as a part of a larger subject that includes the problem of how to make proper use of information 
gained. 
To  conclude the discussion of the U-boat war, without ULTRA the b-boats would have been an 
extremely difficult problem for the allies, despite their not being employed on a sufiiciently large 
scale. The invasions of North Africa, Italy, and France, and the supply of British forces in North 
Africa, as well as the shipment of supplies to the Soviet Union, would have been much more prob- 
lematic. 
Let us examine the North African campaign. Here ULTRA was used to discover Rommel’s plans, 
and to sink ships carrying supplies to him. He suffered severely due to a supply shortage during 
most of the campaign. 
The thing that impresses me most about Romrnel’s operations is how finely calculated they were, 
and how they reflect nearly perfectly the optimal practical spplication of the theory of mobile 
warfare, and the principles of war in general. Rommel h s  not been given full credit for his 
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superior understanding and application of military principles. Almost invariably, his failures in 
North Africa were due to  information leaked to ULTRA. The one mistaken assumption which 
upset all his plans was that  enigma was secure. He became convinced that enigma must have 
been broken, but was assured by experts that this was not possible (here we see the principle that  
one relies on the judgement of so-called experts at one’s peril: again any deduction must be based 
on assumptions which cannot be proven, hence one must sometimes allow empiricism some sway, 
not accepting advice which contradicts one’s experience). This led to suspicion of his Italian allies 
(reinforced by Allied intelligence operations designed to conErm that suspicion), loss of confidence 
in his leaders, and perhaps to  his decision to join the opposition to Hitler. Were it not for the 
accident of July 17, it is likely that  Rommel within a few days would have openly broken with 
Hitler, with the most unpredictable consequences. (Information about the events around this time 
related to the plot against Hitler seems still to be incomplete.) In any case history has yet  to do 
justice to Rommel and his work. It is perhaps interesting that one of his ambitions was to 
redesign the waterways of Europe during the postwar reconstruction (which he did not live to see, 
having lost his life to  the Nazis for having accepted the role as the leader of Germany in case the 
plot against Hitler had succeeded. Had Rommel become Germany’s leader he would likely have 
sought peace with the West, withdrawn from occupied countries, removed the Nazis from power, 
and kept the Soviets out of Eastern Europe.) 
One particular characteristic of Rommel’s methods was the attempt to exploit confusion and 
uncertainty on the battlefield (where the superior mobility and training of his troops, their ability 
to function independently of command supervision, and Rommel’s personal style of leadership and 
initiative could have its maximum effect), to lead the opposing commanders to become confused, 
disoriented, and make fatal misjudgements. This happened, and it was only ULTRA and 
Churchill’s consequent intervention that  saved the British forces from being completely routed. 
One other point worth mentioning is that much of Rommel’s early success was due to his own 
cryptographic section. Unfortunately a typically ignorant onicer ordered these ”do-nothings” into 
combat a t  El Alamein, resulting in their destruction. This is an example of the danger of the lack 
of respect for the more intellectual types by more primitive men. 
Finally Montgomery found the correct method of fighting against Rommel (with ULTRA). Use 
ULTRA to discover Rommel’s plans, prepare accordingly, take no risks of being drawn into 
mobile warfare, acquire an overwhelming material superiority and grind down the numerically 
inferior opponent. Montgomery has been criticized for not engaging in mobile warfare or more 
vigorous pursuit when Eghting Rommel, but given that his source of information about Rommel’s 
activities tended to vanish in this type of battle, that Montgomery had an almost mathematical 
certainty of succes  following the methods he actually used, and that the Germans could little 
afford material losses while the British could, Montgomery deserves historical credit for following 
exactly the correct plan, against all opposition. 
Turning to the Eastern Front, we see ULTRA being used by the Soviets in the Stal ingrd cam- 
paign, their plan of encirclement being based on information from ULTRA. Without ULTRA 
Stalingrad must have taken a different course. 
Again at  Kursk, we see the Russian defensive system (extremely extensive and thoroughly 
prepared, on the order of a hundred miles deep!) being based on knowledge of the plans for the 
German attack gained months in advance via ULTRA. The attack must have had much greater 
success had it not been for ULTRA. The failure of the attack was of course a military disaster of 
the highest order for the Germans. (Note that the enormous and costly efforts to create such a 
defensive system could only be justified by foreknowledge of enemy plans.) 
Information from ULTRA was available to the Soviets from the beginning of the campaign in the 
east (and even earlier), until the end. Much more could be said, but the above 2 examples should 
demonstrate that ULTRA had the most serious consequences in the east. 
Information gained from ULTRA was invaluable in planning and executing the Normandy inva- 
sion, etc., etc. 
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One point worthy of note is t ha t  the Allies came to rely too heavily on ULTRA, so that  when the 
Ardennes offensive came without warning (for reasons other than fear for the security of the 
enigma, plans for this offensive were not broadcast), the Allied forces were immediately in serious 
trouble, being caught unprepared and unawares. This brings up 2 points: (1): One should develop 
as many alternative sources of intelligence as possible in case some sources fail, and (2): It may be 
possible to deliberately compromise a source of information to. the enemy, lead him to  rely on it 
too heavily, then strike a sudden blow, without warning being given through the compromised 
channel. 
Summing up, in all theatres of war ULTRA had the most serious consequences for t he  German 
war effort. Without U L T R A  Rommel should have overrun the British in North Africa and been 
able to carry out  his plan for moving into southern Russia, the Allies should not have been able 
to invade North Africa or Europe, and the war on the Eastern front should have been at least a 
stalemate. When Atomic weapons came into play the most uncertain consequences could be 
expected. 
Let  us examine the theory of war in the Atomic age. It is no longer likely that  one side will be 
able to accumulate a decisive superiority and deliver an overwhelming blow which destroys the 
enemy, without risk of being destroyed in turn. (Let us hope that the so-called superpowers will 
realize that  their mutual  self-interest is in maintaining peaceful relations and the s ta tus  quo, 
preventing the spread of atomic weapons, etc.) However, there is always the chance t h a t  a flaw in 
one side's military scheme will be uncovered. One weak point currently may be communication 
systems. Being able to disable or interfere with the enemy's communication system could make a 
succesful first strike possible. Another danger is simulating a compomised cryptographic scheme, 
delivering false information to an enemy while an attack is underway. Hence the need for the 
utmost care in such matters.  Multiple, fault tolerant communication and cryptographic systems 
would make such a first strike strategy more difficult. 
With regards to conventional weapons systems, some of the interesting developments are in bad 
weather and night fighting equipment, satellite vision systems able to penetrate cloud cover, etc. 
Many varied types of surveilance systems are needed to guard against a Soviet surprise invasion 
of Western Europe. Cryptography of course has an important role here. Particularly interesting 
are cryptosystems related to error-correcting codes (B. Chor has done some interesting work in 
this area). 
We now turn to  some possible new directions for cryptographic research. Let us examine some 
speculative cryptographic ideas. W e  have seen in Brassard's Quantum Cryptography how ideas 
on the frontiers of science can be used to develop unusual cryptographic schemes, both for practi- 
cal and theoretical purposes. L e t  us look at "Psychic Attacks" on cryptosystems. I t  might seem 
that  not much can be done about such attacks. However, suppose we model the situation as fol- 
lows: A "psychic" can look at say N bits of information hidden by an enemy. Then a cryptosys- 
tern with a short  key is at risk, while the one time pad is optimally secure, since seeing N bits of 
the key is no better than seeing N bits of the real message. In any case, some interesting theoreti- 
cal and perhaps practical consequences are derivable in this and other models of psychic attack. 
One practical question might be what storage medium to use in order to hide a key to a c r y p  
tosystem. I t  may be safer on a hard disk, say, than written on paper. An interesting theoretical 
problem is whether there are  "Quantum" methods for storing information so that i t  is invulner- 
able to psychic attack. 
Let  us examine research and education in relation to cryptography. One lesson from WW2 is that  
genius (i.e. Alan Turing) can be of vital importance. How to tap such genius? No bureaucratic set  
of rules can hope t o  produce such genius, rather red tape tends to inhibit researchers. I propose to 
look a t  the problem of gett ing research done as follows: research by its very nature defies precon- 
ceived explanations. We cannot dictate how to go about solving unsolved problems, at least not in 
all cases. Still, t he  effort in case of war or political struggle needs to be organized in some way. 
Using the 3 primitive principles stated earlier, I look at it as follows. Research should be subsi- 
dized to  a certain funding level. (The function represeoting yearly funding should normally be 
"smooth" as radical changes from year to year are wasteful. Rates of change may be more 
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important than particular yearly amounts, with the long run in view.) Whether a particular 
researcher continues to be subsidized depends on competitive principles, i.e. after a certain 
number of years the ou tpu t  of various researchers is investigated and a certain percentage receive 
continued funding, others lose their funding. A certain number of new researchers are given fund- 
ing each year. A certain number of researchers who have done good work a re  given lifetime s u p  
port. (So they can pursue their work with the long term in view, without having to compromise 
by seeking quick results in order to justify continued support, etc.) While sometimes the "critical 
mass" needed to solve a problem needs to form in the mind of a single individual, at other times 
it helps to  bring together a number of individuals working in related areas, who then form 
another type of critical mass. Additionally, more researchers than are currently needed should be 
subsidized, so as to  be available with no lag time in case of emergency. The  above applies t o  c r y p  
tographic research in particular, as well as research in general. It might be noted tha t  as weapons 
development is a part  of war ,  t he  theory of weapons development needs to be studied. As in the 
case of research in general, preconceived specifications far weapon systems are likely to lead to 
problems. Many researchers should be given funding to develop systems on their own, and the 
best creations put  into production. Overall guidelines may be helpful, but  overprecise 
speciEcations are likely to  be counterproductive. Instead competition between researchers for 
funding should be used to get the best possible systems created. Also developments in other 
countries should be monitored and the best creations copied. 
Of course there are t imes when scarcity of resources (or other factors) requires a single cooperative 
effort to solve a particular problem. Cooperative efforts have same theoretical advantages. 
Applying the principle of competition to good effect requires intelligence. No appeals to an 
"Invisible Hand" allowed. So called "competitive markets" really exist within a larger framework 
of cooperation. Competition carried to  the extreme is destructive (i.e. spillover costs, war, etc.) 
I now discuss the role of cryptography in education. The problem of teaching students to think 
independently in addition to giving them a technical education is a difficult one. Logic and c r y p  
tograpby can be useful here. 
As logic can be used for discerning t ruth and falsity in certain circumstances, its study is useful in 
helping students develop the  ability to think independently and develop the faculty of critical 
analysis. One danger in this s tudy is tha t  the student when first introduced to logic may become 
too concerned with t ruth and not understand the need for falsehood and deception (including 
social pleasantries) under certain circumstances, instead having to learn this through painful 
experience. Cryptography is in some sense a dual science to logic, concerned with hiding the 
truth.  Its study sheds some light on the ages old problem in philosophy of knowing t h e  truth,  
speaking the truth,  etc. (Recall Diogenes). Why is it that  it is so hard to  find an honest man? In 
terms of the present world view, the answer is simple. In competition, as in war, information is 
valuable to the opponent, helpful to ones allies. So information should be truthfully shared with 
those working in cooperation towards a common goal, and hidden from those working towards 
antagonistic ends, with a view to the consequences in mind. Teaching cryptography as well as 
logic in colleges and universities could be a valuable part of student education, in understanding 
the proper role of t ruth and deception in life, further developing the power of discrimination in 
judgement and independent thought.  A one semester course in cryptography could easily be 
given, containing perhaps history, computer programming assignments related to cryptography, 
the problems of d a t a  security in computer systems, theory (illustrating such things as computa- 
tional complexity theory when dealing with public key cryptography, beautiful mathematical  
topics like information theory ...), etc. If such courses were implemented on a wide scale, increas- 
ing the number of students aware of cryptographic issues, there is a greater likelihood of out- 
standing researchers appearing from this larger population. Also cryptographers would have 
greater employment opportunities given the need for instructors for such courses, thus increasing 
the size of the cryptographic community. The history of cryptography provides an  excellent 
example of the importance of the intellectual in society, and the tragic consequences of the  weak- 
ening of the intellectual community in a particular society. 
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A curious question is the relation between cryptography and chess. A number of outstanding 
cryptographers have also had a serious interest in chess in one way or another. T h e  question of 
whether there is some causual relation, or whether chess develops mne faculty useful in cryptog- 
raphy, is open, to my knowledge. Perhaps including courses in chess in schools would have some 
unexpected benefits. Th i s  has been done on a very large scale in the Soviet Union. A t  the very 
least this has resulted in a great  many strong chess players. Besides being a pleasant form of men- 
tal exercise which can strengthen memory, etc., chess (as well as other competitive games) can be 
useful in developing a more objective view of oneself and respect for the opposition (if only Hitler 
had been a chess player, perhaps his megalomania would not have been so pronounced. Usually 
only world champions can maintain illusions of grandeur for long. Poor Fischer ...). 
ABSTRACT PROTOCOL THEORY 
We now turn to the  subject of Cryptographic Protocols, and "Abstract Protocol Theory". Recent 
research has  investigated cryptographic protocols such as "Exchange of Secret Keys", "Contract 
Signing'', "Digital Money", "Certified Mail", "Oblivious Transfer", etc. When dealing with these 
protocols certain principles appear repeatedly. I would like to propose considering "Abstract  Pro- 
tocol Theory", abstracting certain underlying principles from the theory of Cryptographic Proto- 
cols. We  will take the view that  we have a number of parties who interact under some rules (the 
rules of the protocol). W e  aSsume certain functions exist, say functions representing the wealth of 
each individual, the  probability of being caught cheating (violating the rules of the protocol), the  
penalty for cheating, the probability tha t  an individual will attempt to  cheat, the  amount  of 
information each individual has, etc. These functions may vary with time, wealth, information, 
etc. We  do not specify these functions more precisely as we want to remain somewhat abstract 
for now. 
Suppose that  the protocol is insecure in the sense that the penalty for cheating is less than the 
benefits. Suppose some individuals are more likely to cheat than others. Then immediately we see 
that  over time wealth wiIl tend to accrue to the cheaters. Suppose that  willingness to cheat is 
increased by lack of wealth and/or information that  cheating is profitable. Then as t ime passes 
and cheaters accumulate wealth, presumably this will become more and more evident and form- 
erly honest participants will become more inclined to cheat. In the extreme we may imagine all 
participants forced to cheat  in order t o  survive. 
So we immediately see a relation between the mathematical model and such issues as honesty, 
morality, law, social and economic policy. By studying abstract protocol theory, my hope is tha t  
the certainty of deductive methods can be applied to certain problems which are presently treated 
in a haphazard and unscientific way. 
Some interesting questions arise. Is i t  possible to design fair protocols where the chance of success- 
fully cheating is low and the benefits from cheating do not outweigh the penalties? In some cases 
(such as with Income Tax Protocols), we may ask, is it even possible to have a well defined proto- 
col? Godel's incompleteness theorems might lead us to suspect that in some cases no well defined 
protocol can exist. (After all, arithmetic is used in income tLx protocols.) What are the  conse- 
quences? We might conclude t h a t  the efforts to establish such protocols have the unintended effect 
of creating a haven for clever and unscrupulous individuals. Also that the moral elements of 
society may be either reduced to poverty or forced to compromise their morality. 
Let us look at  some examples, t o  indicate a few of the many directions research might take.  
In the USA, the income t ax  system is notoriously badly designed, and easily cheated, either 
through outright fraud or through exploiting poorly designed rules (i.e. "loopholes"). In conse- 
quence a greater segment of the population seems to be violating at  least the spirit of the law, an 
underground economy has developed, honest citizens pay a disproportionate share of taxes, etc. 
Some interesting points come out when considering traffic hws. Certain laws (i.e. speeding) are 
widely broken. Logically, when an individual breaks one such law, where is he to stop? T h e  result 
may be a breakdown in the  social order, as individuals no longer respect the laws in general, hav- 
ing broken some particular law. Having no protocol may be better than a badly designed or unen- 
forced one. 
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Sometimes traffic laws make conflict between drivers inevitable, whereupon the drivers get angry 
with each other while the real culprits (the protocol designers) escape blame. 
Drug laws against such substances as marijuana, etc., have had the effect of restricting supplies, 
with the obvious result t ha t  price increases, giving more incentive for individuals to become 
growers, etc. Hence a great deal of effort on both sides is wasted to the detriment of the overall 
economy and society. An alternative approach would be for the government to license producers 
and tax i t ,  thereby eliminating a segment of the underground economy, returning individuals to 
more productive occupations, eliminating the violent drug wars which are ruining some parts of 
the country and the lives of many people, saving costs of anti-drug enforcement, and increasing 
tax revenues, not t o  mention removing a source of social conflict, eliminating a source of funding 
for revolutionary groups, etc. (It has  also been suggested that a great deal of crime is due to drug 
users seeking money to support  drug habits.) In this way closer supervision could be maintained 
over drug users and drug purity, casualties of drug use could be given medical treatment,  etc. 
After some years, when the underground supply system had disappeared, it might then be possible 
to eliminate the drug from society, if desired. 
One problem that  can arise is tha t  a badly deGgned protocol can be diflicult to get rid of. In prac- 
tice human beings seem to have a habit of constructing ill-conceived protocols ("red-tape", 
"catch-22", etc. Individuals who have been graduate students at Berkeley may be able to discuss 
other surprising examples.) A possible solution is a "meta-protocol" which requires all protocols to 
have an expiration d a t e  set  when they are created, thus killing OK bad protocols eventually 
instead of giving them eternal life. Protocols which turned out to be useful could be renewed. One 
of the main tasks I envision for researchers in Abstract Protocol Theory is getting rid of existing 
undesirable protocols. 
We might note that  given the likelihood that  certain protocols cannot be designed in a provably 
secure way, we need to consider an empirical approach where protocols are tried for a certain 
period of time, later being modified or terminated based on experience. Of course this is often 
what happens in practice. When new protocols are implemented, criminals get to work seeking 
Raws. After the Raws become evident, the protocol is altered, new Raws are sought, etc. 
Also to be considered is the problem of propaganda/disinformation campaigns designed t o  mislead 
the population into obeying the  rules of certain insecure protocols. This practice may s tar t  during 
childhood ... 
Integrating some of the principles mentioned earlier, let us look at  education from the viewpoint 
of Abstract Protocol Theory. We saw that  competition is a force that can reduce inefficiency. In 
the USA the public school system is subsidized with only moderate competition. T h e  resutt is fre- 
quently mediocre public education for the students (it must be clear that  education is for the 
benefit not only of the student but  also of the society he lives in). A simple method of introduc- 
ing competition is the so called "school voucher" proposal. where individuals are given vouchers 
which they can take to any school of their choice. This would force schools to compete for stu- 
dents, hopefully resulting in better quality education. 
In general the possibility of applying the competition principle in protocol design might be inves- 
tigated. 
Turning to another example,  suppose that  when receiving -transfer payments" or services subsi- 
dized by the government, the total is recorded by the IRS. Then when paying taxes, a surcharge, 
say la%, is levied on those with a positive balance. This would provide incentive not to use such 
services needlessly while minimizing economic hardship for those in need. 
Political systems can also be looked upon as protocols. 
From an anthropological point of view, protocols might be linked to the notion of ritual as 
fufilling some innate need. It might be noted that  the chance of cheating without being caught 
increues in societies with larger populations, where interaction between strangers is frequent, 
while in smaller tribal groups one cannot so easily hide, as everyone has more information about 
the other participants. Perhaps i t  can be proven that attempts to organize large groups inevitably 
create opportunities for criminal activity. Perhaps dissimilar genetic or cultural backgrounds 
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within a population make certain types of protocols (social organization) impossible, due to lack 
of certain common implicit assumptions. 
In conclusion, I believe integrating abstract protocol theory with theories from other fields such as 
economics, etc., can yield a usefuI too1 for improving social conditions, and an interesting model 
for understanding events. 


