
Computation 

1. Introduction 

of Discrete Logarithms in Prime Fields 
(Extended Abstract+) 

B. A. LaMacchia’ 
A. M. Odlyiko 

AT&T Bell Laboratories 
Murray Hill, New Jersey 07974 

If p is a prime and g and z integers, then computation of z/ such that 

Y=Y5modp, Oly<p-I (1.1) 

is referred to as discrere exponentiarion. Using the successive squaring method, it is very 

fast (polynomial in the number of bits of Ipj + 1.g + /sJ). On the other hand, the inverse 

problem, namely, given p. g, and 3, to compute some z such that Equation 1.1 holds, which 

is referred to as the discrete logarithm problem, appears to be quite hard in general. Many 

of the most widely used public key cryptosystems are based on the assumption that discrete 

logarithms are indeed hard to compute, at least for carefully chosen primes. 

The current state of knowledge about discrete logarithms is surveyed in [3,4]. If certain 

precautions concerning the choice of p are observed. then the best published algorithms [ 1 I 

for computing discrete logarithms modulo a prime p have running time 

exp((1 f o(l))(logp)~(loglogp)f) asp-+ co. (1.2) 

The estimate given by Equation 1.2 is of roughly the same form as that of most of the 

fast practical algorithms for factoring composite integers of about the same size as p. An 

important feature of the estimate above is that it applies to a precomputation phase that has 

to be carried out once for each prime p. Once that phase is completed, individual discrete 

logarithms modulo that prime are much easier to compute. 
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3. Sieving and Linear Algebra 

We used a sieve to find pairs of integers (c l  , c2) whose residues cI Lr - c2T were smooth over 
the small real primes in &. For each pair (e l ,  c2)  with a smooth residue. the corresponding 
equation clV - c2T = V ( c ,  - cLs)  mod p' was factored (if possible) over the extended 
(complex) factor base. The sieve considered approximately 2.7 x 10" ((-1 c2) pairs, of 
which 288,017 yielded equations. 

The various algorithms that are available for solving large sparse linear systems over 
finite fields are surveyed in [?I. Here we will only mention briefly how they performed on 
our problem. The system of 288,017 equations in 96,321 unknowns was reduced by the 
structured Gaussian elimination method to a smaller system of 7,262 equations in 6,006 
unknowns. The resulting smaller system was then solved modulo 2 using a conjugate 
gradient program, and modulo using the Lanczos algorithm. These results suggest that 
linear algebra is likely to be a significant but not an insurmountable problem in computing 
discrete logarithms modulo large primes. 

4. Conclusions 

Our experiments with the 192-bit Sun prime as well as with a 224-bit prime demonstrate 
that the discrete log algorithms of [ I ]  are indeed practical. Using the same amount of 
computing power that is used to factor a generally hard 115 decimal digit integer by the 
multiple polynomial quadratic sieve method, one can compute discrete logarithms modulo 
a prime of at least 100 decimal digits. 
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