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Abstract. Access structure is a flexible mechanism for representing
complex access control and authorization policies [1]. Numerous efforts
have been devoted to the research of efficient schemes for implementing
access structures in a scalable manner. Threshold closure was invented as
an efficient way to implement access structures that represent complex
authorization policies [4]. In essence, threshold closure is an efficient and
scalable implementation of access structure using a reduced collection of
threshold schemes [5]. A practical application of threshold closure was
presented in [6] where the use of threshold closure for addressing the
complex security needs of Grid Computing Systems was explained. One
major deficiency of threshold closure is that a threshold closure generated
from the corresponding access structure is not minimal in size, thus the
collection of threshold schemes is not optimized for efficiency. In this con-
nection, an operation called minimal covering was proposed to minimize
the size of a threshold closure once it is formed from its corresponding
access structure [4]. Unfortunately, the minimal covering of a threshold
closure is no longer a threshold closure, thus is not scalable in terms
of addition/deletion of access control rules. This paper presents a way
for constructing minimal threshold closure. It defines a new structure
called enhanced threshold closure. The paper proves that the enhanced
threshold closure of an access structure is a threshold closure and is min-
imal, hence it is also called a minimal threshold closure. The paper also
presents a mechanism for constructing minimal threshold closure from a
basis access structure.

Keywords: Access Control, Authorization, Threshold Schemes, Thresh-
old Closure.

1 Introduction

Threshold scheme was proposed for implementing access control [5]. With a (t,
l) threshold scheme, a secret key needed for accessing the resource is split into
l pieces such that any t (or more) of the l pieces are needed to reconstruct the
secret, hence enabling access to the resource. The beauty of the threshold scheme
is that it is a simple mechanism for describing the “t out of l” authorization rules.
More importantly, such rules can be directly implemented very efficiently using
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threshold cryptography. Hence, a collection of threshold schemes may be used
to efficiently implement complex policies of access structures. The threshold
scheme is attractive because it is computationally efficient and only involves the
computation of a simple Lagrange interpolation. However, its expressive power
is still very limited as it was proven that threshold schemes cannot express
authorization policies in many cases [7]. For example, it cannot specify exactly
which subset of participants is allowed to determine the secret and which is
not. Therefore, the concept of access structure for representing complex secret
sharing schemes was proposed by [1, 2, 3].

Access structure is a flexible mechanism for representing complex access con-
trol and authorization policies [1]. An access structure is composed of a collection
of authorized set which can be implemented as a collection of threshold schemes
[5]. Unfortunately, access structures are difficult to implement. Furthermore, the
use of threshold schemes will be tedious if the policies they represent are dy-
namic. For example, when more “t out of l” rules are added to the system, it is
highly likely that the overall collection of threshold schemes are redundant, thus
leading to serious security management problems [4].

Numerous efforts have been devoted to the research of efficient schemes for im-
plementing access structures in a scalable manner. The strong expressive power
of access structure makes it an attractive approach for representing access con-
trol policies. However, the collection of threshold schemes of an access structure
is hard to maintain especially when the authorized set needs to be updated reg-
ularly. In practical situations, dynamic updating of the authorized set is more
of the norm than exception, unfortunately. In order to realize the potential ben-
efits of access structure, some efficient schemes for implementing the dynamic
authorized set in a scalable manner is highly desirable.

To allow efficient implementation of access structures and at the same time
address the security management issues of threshold schemes, threshold closure
was proposed by [4] as an efficient and flexible approach to secret sharing. A
threshold closure is an efficient approach for representing an access structure
by specifying a collection of threshold schemes. Complex authorization policies
may be represented using an access structure (with each authorized set in the
access structure represented by a threshold scheme) which is then translated to
a threshold closure which in turn can be implemented efficiently using a minimal
collection of threshold schemes. In essence, threshold closure is an efficient and
scalable implementation of access structure by representing an access structure
with a reduced collection of threshold schemes. [4] proved that a threshold clo-
sure generated from a basis access structure is equivalent to that basis access
structure. Besides, operators are provided to maintain this one-to-one correspon-
dence when access control rules and added/deleted from the authorized set. A
practical application of threshold closure for addressing the complex security
needs of Grid Computing Systems was presented in [6].

One major deficiency of threshold closure is that a threshold closure generated
from the corresponding access structure is not minimal in size, thus the collec-
tion of threshold schemes is not optimized for efficiency. In this connection, an
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operation called minimal covering was proposed by [4] to minimize the size of
a threshold closure once it is formed from its corresponding access structure.
Unfortunately, the minimal covering of a threshold closure is no longer a thresh-
old closure. Thus the threshold closure operators will not be applicable to the
minimal covering, hence it is not scalable in terms of addition/deletion of access
control rules and fails to maintain the scalability of threshold closure.

This paper addresses the deficiency of threshold closure by presenting a way
for constructing minimal threshold closure. In this paper, we define a new struc-
ture called enhanced threshold closure, and prove that the enhanced threshold
closure of an access structure is a threshold closure and is minimal. As a result
of this prove, an enhanced threshold closure is also called a minimal threshold
closure. The paper also presents a mechanism for constructing minimal threshold
closure from a basis access structure.

This paper is organized as follows: An overview of threshold closure and the
minimization issues of threshold closures are explained in Section 2. In Section 3,
a new structure for implementing access structure, namely the enhanced thresh-
old closure, will be introduced. This section also proves that an enhanced thresh-
old closure is indeed a threshold closure. Section 4 proves that the enhanced
threshold closure is minimal and unique. Section 5 describes the mechanism for
constructing minimal threshold closure from access structure. The discussion of
this paper is concluded in Section 6.

2 Threshold Closure

A threshold closure, denoted as ε, is a collection of (t, S)-threshold schemes (S
is a set of l users such that 0 < t ≤ |S|, S ⊆ P where P is the set of all potential
participants/users), and satisfies the three conditions:

1. Redundant-free i.e. there do not exist two distinct (t1, S1), (t2, S2) ∈ ε such
that

S1 ⊆ S2 or |S1 ∩ S2| ≥ min{t1, t2}, t1 �= t2.

2. Reduced i.e. there do not exist (t, S1), (t, S2), . . . , (t, Sm) ∈ ε such that

m⋃

i=1

[Si]t = [
m⋃

i=1

Si]t.

where
[S]t = {S′ : |S′| = t, S′ ⊆ S}.

3. Closed i.e. ∀(t, S1), (t, S2), . . . , (t, Sm) ∈ ε and S′
1 ⊆ S1, S

′
2 ⊆ S2, . . . , S

′
m ⊆

Sm (“=” cannot be held by all) if

m⋃

i=1

[S′
i]t = [

m⋃

i=1

S′
i]t
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then

(t,
m⋃

i=1

S′
i) ∈ ε, or

(t,
m⋃

i=1

S′
i) /∈ ε and (∃(t, S) ∈ ε)

m⋃

i=1

S′
i ⊂ S.

It was proven in [4] that there exists a one-to-one correspondence between
access structure Γ0 and threshold closure ε. After implementing the algorithm
of converting Γ0 to ε, the number of the thresholds in the destination threshold
closure is very much smaller than the number of the authorized sets in the access
structure.

Besides, [4] also introduced four kinds of operation on Γ0 and ε to allow
authorization policies to be dynamically changed efficiently. The four operations
are:

1. Add (t, S) into ε.
2. Add S into Γ0.
3. Delete (t, S) from ε.
4. Delete S from Γ0.

The consistency between Γ0 and ε can be maintained using these four opera-
tions. By exploring these convenient operations, the threshold closure not only
can expand and contract freely but also preserve its permanent consistency with
the dynamic access structure. Therefore we can see that threshold closure has
better efficiency and scalability while it keep the high express power of other
general access structure schemes.

In addition, the min(ε) which is the minimal covering of threshold closure ε can
be obtained. As pointed out by [4], the threshold closure is not minimal in size. In
order to reduce the size of the threshold closure, a minimization mechanism was
introduced and the result, namely minimal covering of the threshold closure, is
a minimal collection of threshold schemes that represent the same access control
policies as the original threshold closure. However, a minimal covering is not a
threshold closure by itself. To illustrate this, we look at the following counter-
example: For instance,

ε = {(2, P1P2P5), (2, P1P3P5), (2, P1P4P6),
(2, P2P3P6), (2, P2P4P7), (2, P3P4P7),

(2, P1P2P3P4)}

is a threshold closure [4]. According to the definition of the sufficient covering of
threshold closure, it is easy to see that a collection

ε1 = {(2, P1P2P5), (2, P1P3P5), (2, P1P4P6),
(2, P2P3P6), (2, P2P4P7), (2, P3P4P7)}

is a sufficient covering of the threshold closure ε. It is the minimal covering of
threshold closure ε, too. However, it is not a threshold closure.
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Because of the contradiction between condition (3) of Definition 4.1 and con-
dition (2) of sufficient covering (defined in Definition 4.5 of [4]), in general, a
sufficient covering of threshold closure is not a threshold closure.

As a consequence, the minimal covering reduces the size of the threshold clo-
sure at the cost of scalability. Note that a threshold closure is scalable because
it is consistent with its associated access structure, and such consistency can be
maintained with the help of four conventional operations. Now that the mini-
mal covering is not a threshold closure, the consistency cannot be maintained
efficiently and hence the scheme is not scalable.

In the next section we define the enhanced threshold closure as a tool for rep-
resenting a complex access structure. We then prove that an enhanced threshold
closure is indeed a threshold closure with minimal size.

3 Enhanced Threshold Closure

Let P = {P1, P2, · · · , Pw} be a finite of w participants. T ⊆ 2P be a collection
of subsets of the set P . Relation � be defined as the set inclusion ⊆. Then the
set T is a finite subset and {T, �} is a poset. It implies that there are some
maximal elements on the set T. From the property of the poset we have that if
a is a maximal element of the poset {T, �}, then a is unique and there exists
no element in T to contain a. Denote that:

T = {a|a is a maximal element of T}

and
[S]t = {X ||X | = t, X ⊆ S}.

Definition 1. Let T be defined on the set T ⊆ 2P . A collection of (t,S)-threshold
schemes ε = {(t, S)|0 < t ≤ |S|, S ∈ T} is called an enhanced threshold closure
of the set T, if it satisfies the following conditions:

1. For any two distinct threshold schemes (t1, S1), (t2, S2) ∈ ε

|S1 ∩ S2| < min{t1, t2}.

2. If a set S0 ⊆ P and [S0]k ⊆ ∪(t,S)∈ε[S]t, then there exists a threshold scheme
(k, S) ∈ ε such that S0 ⊆ S.

Now we show that an enhanced threshold closure is indeed a threshold closure.
To prove this, we need the following lemmas.

Lemma 1. If ε is an enhanced threshold closure of the set T, then there do not
exist (t, S1), (t, S2), · · · , (t, Sm) ∈ ε such that

∪m
k=1[Sk]t = [∪m

k=1Sk]t.
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Proof : Otherwise, if the above relation is held, then

[∪m
k=1Sk]t ⊆ ∪(k,S)∈ε[S]k.

By condition (2) of Definition 1 there exists a threshold scheme (t, S) ∈ ε that
satisfies

∪m
k=1Sk ⊆ S.

Therefore, there exists at least one set Sk ∈ {S1, S2, · · · , Sm} such that Sk ⊂ S.
It is contradictory to fact that Sk is a maximal element in the set T.

Lemma 2. Suppose that ε is an enhanced threshold closure of the set T. For
any (t, S1), (t, S2), · · · , (t, Sm) ∈ ε and S′

1 ⊆ S1, S
′
2 ⊆ S2, · · · , S′

m ⊆ Sm (”=”
cannot be held by all), if

∪m
k=1[S

′
k]t = [∪m

k=1S
′
k]t

then
(t, ∪m

k=1S
′
k) ∈ ε

or there exists a threshold scheme (t, S) ∈ ε such that

∪m
k=1S

′
k ⊂ S.

Proof : If (t, S1), (t, S2), · · · , (t, Sm) ∈ ε and S′
1 ⊂ S1, S

′
2 ⊂ S2, · · · , S′

m ⊂ Sm,

∪m
k=1[S

′
k]t = [∪m

k=1S
′
k]t

and
(t, ∪m

k=1S
′
k) �∈ ε.

Hence
[∪m

k=1S
′
k]t = ∪m

k=1[S
′
k]t ⊆ ∪m

k=1[Sk]t ⊆ ∪(t,S)∈ε[S]t
By condition (2) of Definition 1, there exists a threshold scheme (t, S) ∈ ε such
that

∪m
k=1S

′
k ⊆ S

Since
(t, ∪m

k=1S
′
k) �∈ ε

that is
∪m

k=1S
′
k �= S,

so
∪m

k=1S
′
k ⊂ S.

From Lemma 1 and Lemma 2 we can obtain the following result.

Theorem 1. If ε is an enhanced threshold closure, then it is also a threshold
closure.

Proof : Lemma 1 shows that an enhanced threshold closure satisfies Condition 2
of threshold closure. Lemma 2 shows that an enhanced threshold closure satisfies
condition 3 of threshold closure. Hence, Lemma 1 and Lemma 2 proves that an
enhanced threshold closure is a threshold closure.
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4 Minimal Threshold Closure

For a given access structure (i.e. a set of threshold schemes), there may exist
more than threshold closure. For instance, the universal set should satisfy the
condition of threshold closure [4]. We are interested in the performance of the
enhanced threshold closure which could be determined by the number of elements
it contains. This section we will answer this problem and illustrate that the
enhanced threshold closure of the set T is minimal and unique if it exists.

Definition 2. Let A ⊆ 2P be a finite set. ξ(A) ⊆ 2P is a closure of A if for
∀A ∈ A, ∃C ∈ ξ(A), such that A ⊆ C ⊆ P .

Definition 3 A closure B of A is called a minimal closure of A, if ξ(A) is
another closure of A, then ξ(A) must be a closure of B. A minimal closure of A
is called the least closure of A if it has the least elements among the collection of
minimal closure of A, that is, if B is the least closure of A and C is any minimal
closure of A, then |B| ≤ |C|.

Lemma 3. The least closure of A is unique.

Proof : Suppose that B and C are two distinct least closures of A. By the defini-
tion we have |B| = |C|. It follows that there exits an element B ∈ B and B �∈ C.
Because B is a minimal closure and C is a closure of A, C should be a closure of
B. There exists an element C ∈ C, such that B ⊂ C. Because C is also a minimal
closure of A, the same reason as before, there exist an element B1 ∈ B, such
that C ⊆ B1. It implies that B, B1 ∈ B, and B ⊂ B1. We construct a collection
D as the following:

D = B − {B}

It is obvious that D is also a minimal closure of A since B1 is still an element of
D. But |D| = |B| − ∞. It contradicts that B is the least closure of A. Therefore
the least closure of A is unique.

According to the previous definition, the enhanced threshold closure is based on
a maximal element set T. Thus the number of element in the enhanced threshold
closure depends on the set T. To determine the size of the enhanced threshold
closure, we need the following theoretical results.

Lemma 4. T is the least closure of T.

Proof : From the definitions of the closure and T, it is easy to see that T is a
closure of T. If T1 is another closure of T, then for any element a ∈ T, there
exists an element in T1 contained the element a. According to the definition of
T, it implies T ⊆ T. Therefore, for every a ∈ T, there exists an element in T1

contained the element a. It follows that T is a minimal closure of T.
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If there exists a set T2 such that T2 is a minimal closure of T and |T2| < |T|,
by the above argument, T2 is also a closure of T. Then for every a ∈ T, there
exists an element b ∈ T2, such that a ⊆ b.

Because T is the collection of the maximal elements of T and |T2| < |T|,
there exist at least two elements a1, a2 ∈ T and an element b1 ∈ T2, such that
a1 ⊆ b1 and a2 ⊆ b1.

Since T is a minimal closure of T, it is a closure of T2 too. It follows that
for b1 ∈ T2, there exists an element a3 ∈ T, such that b1 ⊆ a3. It implies that
a1 ⊆ a3 and a2 ⊆ a3. It is contradictory to the fact that a2 is a maximal element
in T. Therefore, T is the least closure of T.

From Lemma 3, Lemma 4, and Definition 1 it concludes that:

Theorem 2. If ε is an enhanced threshold closure of the set T, then ε is unique
and minimal.

Proof : According to Definition 1, an enhanced threshold closure is a maximal
element collection. The maximal element collection is the least closure (Lemma
3) and the least closure is unique (Lemma 4).

Because of Theorem 2, the enhanced threshold closure of a collection of threshold
schemes is the unique minimal threshold closure of the collection. Hence, from
now on, the term “enhanced threshold closure” and “minimal threshold closure”
will be used interchangeably.

5 Constructing Minimal Threshold Closure

The collection of authorized sets Γ and unauthorized sets Γ̃ , assumed to be
disjoint, are called the access structure (Γ, Γ̃ ) of the secret sharing scheme. Fur-
ther, if every subset of participants belongs to either Γ or Γ̃ then (Γ, Γ̃ ) is
called complete. Through this discussion we assume that every access structure
is complete.

If Γ is an access structure on P , then X ∈ Γ is a minimal qualified set if
Y �∈ Γ whenever Y ⊂ X . The family of minimal qualified set of Γ is denoted as
Γ0 and is called the basis of Γ . We refer to a minimal qualified set as a basis set.

Definition 4. An access structure Γ0 and a threshold closure ε are said to be
consistent with each other iff

∪(t,S)∈ε[S]t = Γ0.

If Γ0 and ε are consistency, we denoted as Γ0 ∼ ε or ε ∼ Γ0.

Now we want to find a way to construct the enhanced threshold closure. First
of all, the relationship between the enhanced threshold closure and basis access
structure is analyzed. Next theorems are contributed for this purpose.
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Theorem 3. If two enhanced threshold closures ε1 and ε2 are distinct, then

∪(t,S)∈ε1 [S]t �= ∪(t,S)∈ε2 [S]t.

Proof : Otherwise, if ε1 �= ε2, and

∪(t,S)∈ε1 [S]t = ∪(t,S)∈ε2 [S]t (1)

We can suppose that there exists a threshold (t1, S1) ∈ ε1 − ε2. By Equation 1,

[S1]t1 ⊆ ∪(t,S)∈ε2 [S]t.

From condition (2) of Definition 1 it follows that there exists a threshold (t, S2) ∈
ε2 such that S1 ⊂ S2. Same reason we get that there exists a threshold (t, S3) ∈
ε1 such that S2 ⊂ S3. It implies that S1, S3 ∈ ε1 and S3 ⊂ S1. It is in contradic-
tion with that S1 ∈ T is a maximal element.

Theorem 4. Given a basis access structure Γ0, there is one and only one en-
hanced threshold closure ε consistent with it.

Proof : Given a basis access structure Γ0. Define

Ξ = {(t, S)|[S]t ⊆ Γ0}, Θ = {(t, S)|(t, S) ∈ Ξ, S is a maximal element} (3)

Π = {S|(t, S) ∈ Ξ}, Π = {S|(t, S) ∈ Θ} (4)

Now we will prove that Θ is an enhanced threshold closure consistent with
Γ0. First, we prove that Θ is an enhanced threshold closure. If there exist two
thresholds (t1, S1), (t2, S2):

|S1 ∩ S2| ≥ t1, t1 < t2.

Then there exist two sets St1 , St2 ∈ Γ0, such that

|St1 | = t1, |St2 | = t2, St1 ⊆ S1, St2 ⊆ S2, St1 ⊂ St2

It is in contradiction with the definition of Γ0. Therefore, for any two distinct
access structures (t1, S1), (t2, S2) ∈ Θ condition (1) of Definition 1 hold. It also
follows that the set Π is the maximal elements on the set Π .

Suppose there exists a set S0 to satisfy:

[S0]k ⊆ ∪(t,S)∈Θ[S]t

Since (t, S) ∈ Θ ⊆ Ξ. Then [S]t ⊆ Γ0. It implies that [S0]k ⊆ Γ0. It follows
(k, S0) ∈ Ξ. Thus, there exists a threshold (k, S) ∈ Θ and S0 ⊆ S. Therefore,
the set Θ is an enhanced threshold closure of the set Π .

Next we prove that Γ0 ∼ Θ. By relation (3) (t, S) ∈ Θ ⊆ Ξ, that is, [S]t ⊆ Γ0.
Thus, ∪(t,S)∈Θ[S] ⊆ Γ0.

For any S1 ∈ Γ0, it is obvious that [S1]|S1| ∈ Ξ. By the definition of Θ, there
exists a threshold (|S1|, S2) ∈ Θ, such that S1 ∈ [S2]|S1|. Therefore, Γ0 ∼ Θ.

Lastly, from Theorem 3 we can conclude that there is only one enhanced
threshold closure consistent with the basis access structure Γ0.



154 X.-B. Zhao et al.

Theorem 5. Given an enhanced threshold closure ε, there is one and only one
basis access structure Γ0 consistent with it.

Proof : Construct
∪(t,S)∈ε[S]t = Γ.

If there exist two sets

S10 ∈ [S1]|S10|, S20 ∈ [S2]|S20|, S10 ⊂ S20

where (|S10|, S1), (|S20|, S2) ∈ ε. It is a contradiction to the condition (1) of
Definition 1. Therefore, Γ is a basis access structure. From the construction it is
directly to see that Γ is consistent with the enhanced threshold closure ε. The
uniqueness of the basis access structure is also followed from the definition and
the construction.

By combining Theorem 3, 4 and 5, it concludes that the enhanced threshold
closure and basis access structure are one-to-one correspondence.

6 Conclusion

This paper addresses the deficiency of threshold closure by presenting a way for
constructing minimal threshold closure. In this paper, we defined a new struc-
ture called enhanced threshold closure, and proved that the enhanced threshold
closure of an access structure is a threshold closure and is minimal. As a result
of this proof, an enhanced threshold closure is also called a minimal threshold
closure. A mechanism for constructing minimal threshold closure from a basis
access structure was also presented in this paper.
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