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Abstract. Modern information systems interact with a wide variety
of users ranging from people with specific roles in business processes
to end-users who access information in various ways and in different
environments. Therefore, an application has to adhere to a well defined
security policy on one hand and be highly adaptable to context on the
other. We have extended the OM data model, with its rich support for
role modelling, with concepts for modelling interactions between users
and applications. In this paper, we show how the resulting interaction
model can be used for role-based access control, as well as for modelling
interactions in context-aware applications.

1 Introduction

Interaction with users is one of the central aspects of designing an information
system. Any interaction between a user and an application has to take care
of two things. First, the application should be able to adapt to the users and
their environment, and consequently provide only relevant information. Second,
only authorised users should be allowed to interact with the application in a
particular way. Depending on the type and purpose of a system, one or the
other component is dominant. However, in every multi-user environment both
context-awareness and security are always present to some extent.

An information system which supports an organisation’s business processes
has to support interaction with users having different responsibilities. In such
systems, it is important to deliver the right information to the right users within
given time constraints, and to ensure that only users with certain roles are
allowed to perform a task. In contrast, recent developments in mobile information
systems focus more on delivering relevant information to users depending on
contextual parameters such as location, preferences and client device. In content
management systems, these two aspects come together as nowadays they are
expected to offer multi-channel and personalised access, while at the same time
enforcing strict access control to content authoring based on user roles.

Interaction depends on characteristics of users and application entities. Often
the same characteristics are relevant to both security and context-awareness.
Moreover, relevant information and services delivered to a user will always be
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subsets of the information and services, respectively, that they are authorised
to access. For these reasons, it is necessary to reason about interactions on an
abstract level, describing them in a way that covers both aspects. Both security
and context are orthogonal to the application’s functionality and therefore, in-
stead of being modelled in the core application, they should be described in a
separate model that enables their influence on runtime behaviour to be handled
with well-defined algorithms based on that model.

In this paper, we present such a model and show how it can be used to capture
both the context-dependent and access control aspects of information systems.
A role-based approach to modelling interactions is used as role hierarchies map
well to organisational hierarchies and their expressiveness makes them suitable
both for capturing requirements and system design. However, role-based models
are rather coarse-grained, and thus should be augmented with means to address
fine-grained features.

Section 2 motivates our approach through an example scenario and discusses
related work. The OM model and its support for role modelling is described
in Sect. 3. Section 4 introduces the interaction model based on OM concepts.
Section 5 discusses the role-based access control model obtained from the in-
teraction model, while Sect. 6 discusses modelling interactions in context-aware
applications. In Sect. 7 we briefly deal with implementation issues. Concluding
remarks are given in Sect. 8.

2 Background

Throughout the paper, we will use a simplified version of an on-line conference
management system to explain our approach. The different roles that users may
have are Programme Committee (PC) members, some of whom are PC chairs,
reviewers and authors. An author submits a paper before the submission deadline
and classifies it by topics. PC members register their preference for topics and,
given a list of papers associated with these topics, indicate their preferences for
papers to review. The PC chairs then assign papers to reviewers who include
PC members but may also include other nominated reviewers. Reviews should
be submitted before a review deadline, after which, the PC decides whether or
not a paper is accepted.

Each of the user roles has clear responsibilities and associated permissions.
Reviewers can review papers but the system must ensure that only a reviewer
who is assigned to the paper may actually activate review permission on it.
Users may have multiple roles as a reviewer can also be an author. In this case,
the protection mechanism has to take care of possible conflicts of interest and
disallow that a paper is reviewed by its author. Further, permissions change over
time according to the phases in reviewing process. For example, authors should
not be allowed to submit or update papers after the submission phase is over
and reviewers should not be able to change their reviews in the decision phase.

A conference management system not only has to be secure, but also should
provide its users with information relevant to their role and task. For example,
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when a PC member wants to select papers for review, the system should not only
exclude the papers that they authored, but also present those which match their
preferences by default. The system should also be proactive and push information
to the user. For example, one day before the review deadline, the system could
automatically send a reminder to reviewers who have not completed all of their
reviews.

Probably the most widely used models for capturing interactions between
users and applications are UML use case and interaction diagrams [1]. Use case
diagrams are used to model the requirements of an application and to clearly de-
fine the boundaries of a software system in interaction with actors which can be
either humans or other software systems. On the other hand, sequence and com-
munication interaction diagrams model a sequence of messages passed between
objects on the level of method calls. The level of abstraction that we need is be-
tween those of use case and interaction diagrams. Similar to use case diagrams,
our goal is to capture interactions between users and applications. However, to
be able to model access control and context requirements, application entities
with which the user interacts have to be present in the model. We are not inter-
ested at this level in the order of the messages and low level interactions in the
implementation of application logic. Rather, we want to focus on characteristics
of a user and application entity which influence interaction, and to change the
runtime behaviour accordingly.

Research in access control in the past was focused on mandatory (MAC)
and discretionary access control (DAC). MAC associates security labels to both
subjects and objects and manages access rights in a centralised fashion, whereas
DAC leaves the administration of access rights to the object’s owner. Role-based
access control (RBAC) [2, 3] allows for simplified management of permissions
since they are specified on the level of roles and not of individual users. RBAC
is policy neutral and can also be used to support MAC and DAC policies [4].

Role hierarchies further simplify the management of permissions by allow-
ing inheritance of access rights. However, as shown in [5], in some cases such
inheritance may lead to violation of organisation’s control principles, such as
separation of duty. In addition to generalisation based role hierarchies described
in [2, 3], some other types of role hierarchies have been identified in organisation
structures. In [5], activity hierarchies were introduced to model inheritance of the
responsibility for activities that are part of larger activities, whereas supervision
hierarchies were used to represent user positions in the organisation hierarchy.
In [6], contextual and seniority role hierarchies of users and asset hierarchies of
accessed objects were introduced. Contextual roles are used to model the fact
that, in order to access an asset, a user not only has to posses the required
ability, but also needs to be linked to it through some situational role, such as a
common project.

In [7], a model-driven security approach is taken where security and a de-
sign language are combined to enable automatic generation of access control
infrastructures on target software platforms. SecureUML is a security modelling
language for role-based access control built as an extension of UML and thus
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with an intuitive graphical notation. It can be combined using a dialect with any
design language in order to introduce access control on its resources. A security
design model obtained by merging SecureUML and a structure model enables
usage of OCL authorisation constraints to express activation of permissions de-
pending on the state of a system, such as the existence of a relationship between
a user and an accessed object.

The roles and properties of individual users and objects may also effect in-
teraction between the user and the system in terms of the form and content of
information delivered to the user in a particular context. In web engineering [8, 9],
a role-based approach for adaptation to user interests and access control is taken
on the navigational and presentational level in a manner similar to adaptive hy-
permedia [10]. It is usually assumed that the user logs in with one role and
navigates through the site view designed for this role. Personalisation is done by
querying information associated with a particular user through that role. For our
requirements, it is important to integrate access control and context awareness
in the core interactions between users and application entities. Further, we need
to take all user roles into account when filtering information. Finally, we want
to deliver the relevant information by means of an algorithm at runtime based
on the model, rather than with queries written in application logic. Note that in
this paper, we will not deal with the gathering, representation and interpretation
of context information, but rather assume that context is already present in the
data model and use it to specify conditions which influence interactions.

There have been several attempts to bring together security and context.
In [11], a dynamic access-based control model is presented with the focus on
the activation and deactivation of user roles in the session based on changes in
user context. In [12], a generalised role-based access control (GRBAC) model
is proposed with the notion of environment roles. Environment roles represent
conditions which have to hold for some permission to be granted. These ap-
proaches are concerned with using context information, such as location and
time, to make access control decisions. Our primary goal, however, is to provide
a model and an algorithm which can be used to achieve goals focused either on
context awareness, access control or both. GRBAC is also interesting because
it classifies not only users, but also objects into roles. Such a feature allows for
greater flexibility in modelling.

We want to make several points in this paper. Firstly, security and context-
awareness are related and consequently can be modelled using the same concepts.
They are both system aspects [13] and should be represented in terms of a model
rather than in application logic. Further, extensive use of role modelling for both
user and application entities can satisfy complicated interaction requirements in
a simple way. The modelling of fine-grained behaviour on the level of individual
objects can be achieved by the integration of the interaction and structure model.
Having users as application entities makes such integration simpler and leads to
flexible user management. Finally, querying which takes multiple user and object
roles into account can be expressed in such model and can be handled by means
of an algorithm.
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3 The OM Data Model

The OM data model combines conceptual modelling constructs present in ex-
tended entity relationship models with object-oriented constructs, by introduc-
ing a clear separation of typing and classification [14, 15]. While types specify
the actual representation of objects, collections and associations represent their
semantic groupings.
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Fig. 1. Conceptual modeling in OM

A simplified OM model of the conference management system is shown in
Fig. 1. Shaded rectangles represent semantic collections of objects and ovals
associations between the members of collections. Generalisation hierachies are
built from subcollection relationships between collections which are represented
by directed edges between collections. For example, Committee, Reviewers and
Authors are all subcollections of Users. The association authors captures the re-
lationship between authors and their papers. Members is a subcollection of both
Committee and Reviewers, expressing the fact that PC members are both review-
ers and members of the committee together with its chair. The subcollections
of Papers and Reviews correspond to the phases in the reviewing process. The
partition constraint ensures that an object is always in exactly one phase. The
system collections Objects and Users are parent collections for all application
and user collections, respectively. The collection Users is also a subcollection of
Objects, but this is not shown in the figure for reasons of clarity. Every applica-
tion object has its owner, which is represented by the system association owns.
Associations of interest between different user roles and Papers are represented.
Since reviewers create reviews, the relationships between them are captured im-
plicitly by the association owns.

The separation of typing and classification allows flexible role modelling to be
supported as the multiple classification of objects simply corresponds to member-
ship of multiple collections. At the type level, the OM model supports multiple
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instantiation as objects are dynamically composed from type units depending on
a particular type view. Every collection has an associated type which restricts
membership to objects of that type and determines the default type view of an
object accessed through that collection. Thus, if a user object is accessed through
the collection Reviewers, the properties of type reviewer will be accessible, while
if they are accessed through collection Authors then it will be the properties
of type author. Further, associations can be defined between two roles without
having to change the types of the associated objects. This allows for extensive
use of role hierarchies and associations without impact on the representation.

Many object-oriented models lack the semantic expressiveness of OM in terms
of role modelling. Another important factor is that OM is not simply a modelling
language but also a model for data management and offers a well defined oper-
ational model inclusive of an algebra over collections and associations. Various
implementations exist, such as OMSwe, a database system designed to support
context-aware web publishing [16]. The OM model therefore offers better sup-
port for modelling interactions according to our requirements than UML and
OCL.

4 Interaction Model

In the previous section we presented the structure model of the conference man-
agement system. Having identified user roles and the most important applica-
tion entities, we can model interactions based on the requirements presented
in Sect. 2. We first introduce the core concepts of the interaction model. An
interaction represents a set of semantically correlated messages which can be
exchanged between a user and an accessed object. An interaction constraint is
a logical predicate which determines the validity of the interaction. To specify
that an interaction is possible between a member of a user role and a member
of the object role, we use an interaction relation which is a tuple consisting of
a user role, an object role, an interaction and a set of interaction constraints. If
interaction constraints are defined on the interaction relation, then all of them
have to be satisfied for the interaction between two objects to be valid.

The model of interactions between user roles and papers is shown in Fig. 2.
An interaction relation is graphically represented as a labelled, directed line
between two roles. An interaction constraint is graphically represented as an
annotation to the line. From the diagram, we see that a user who possesses the
role of a reviewer may issue a review interaction for a paper if the interaction
constraint assigned to is satisfied for the two objects. Interaction constraints are
expressed in terms of the OM collection algebra extended with the keywords
caller and callee to refer to the user and the accessed object, respectively.
Interaction constraints may accept additional parameters if they are defined for
the interaction as in the case of the interaction assign to(member). A list of
the interaction constraints used for the model is given below. We assume there
is a global object conference which holds information on submission deadline,
whereas parameter global time represents the current system time. We see that



Role-Based Modelling of Interactions in Database Applications 69

_user

Users

_user

Committee
reviewer

Reviewers

author

Authors

_user

Chairs

reviewer

Members

_object

Objects
paper

Papers

paper

Registered

paper

Submitted

paper

Reviewed

paper

Assigned

partition

{authored_by}

{assigned_to}

{not authored_by}

{not authored_by (param)}

{before_submission_deadline}

update

register

view

accept/reject

indicate_interest

review

assign_to (member)

delegate(reviewer)

Fig. 2. Interaction model example

some interaction constraints are dependent on relationships between objects
in the structure model, while others depend on context information such as
time.

authored by(param) := (param, callee) in a"authored by"

authored by := (caller, callee) in a"authored by"

assign to := a"assigned_to"

before submission deadline :=

global time < conference[submission deadline]

The relationships in assigned to are created in interaction assign to. Both
associations and interactions link two objects. However, associations represent
static, persistent relationships between objects, while interactions are dynamic,
transient relationships which exist only during the exchange of messages.

Both users and papers are classified into role hierarchies. When an interac-
tion relation is defined between a user and an object role, it is inherited by
all combinations of child user and object roles, including the user and object
roles themselves. This means that the view interaction relation defined between
Chairs and Papers implies that PC chairs can view papers in all phases. Sim-
ilarly, the review interaction relation between Reviewers and Assigned implies
that PC members can also review papers in that phase. In the case that a user or
object role is a child of more than one role, then it inherits interaction relations
from all of its parent roles. Nevertheless, in some cases, roles need to redefine
the interaction relation defined between parent roles because of different inter-
actions or interaction constraints, or both. An example is given in Fig. 3 where
the interaction relation view between Reviewers and Reviews is redefined by the
interaction relation between Members and Finals, to allow only PC members to
view all other finalised reviews once they have finalised their own.
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To model the creation and deletion of objects, we assume that, for each OM
type, there is a collection corresponding to the extent of that type. We introduce
system interactions create and delete which are only allowed to be specified on
collections that correspond to type extents e.g. Reviews. Creation and deletion
are considered equivalent to insertion into and removal from such collections. As
reviewers create reviews, we define an interaction relation with the interaction
create between the roles Reviewers and Reviews, as shown in Fig. 3. Interaction
constraints can be specified in combination with the create interaction, in which
case they are checked after the interaction has been carried out and the object
created. In this example, the constraint of assigned paper given below checks
whether the reviewer is assigned to the paper for which the review is created.
In the case of instance deletions, all interaction constraints are checked before
the interaction. When it comes to other collections, insertion and removal have
different semantics as they correspond to granting and revoking roles. The system
interactions grant and revoke are allowed to be used only when the accessed
collection does not correspond to the extent of a type.

of assigned paper :=

(caller, callee) in inverse (a"assigned_to") compose a"has_reviews"

The metamodel of the interaction model is presented in Fig. 4. An interaction
relation connects a user role, an object role, an interaction and a set of interaction
constraints. Both user and object roles can take part in many interaction rela-
tions. An interaction constraint expresses conditions from the structure model
and thus can be used for many interaction relations. Since an interaction is just
a set of messages, the same interaction can exist between many combinations of
user and object roles. Thus, an interaction can be related with many interaction
relations. An interaction relation can redefine zero or one interaction relations
between parent roles, with the constraint that both the source and target roles
are subcollections of the source and target parent roles. Further, an interaction
relation can be redefined by many interaction relations defined between different
combinations of user and object child roles. Interactions which correspond to a
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single message are called atomic interactions. An interaction may be composed
of many interactions which in turn can either be composite or atomic. Any inter-
action can be part of many interactions. Limitations in composing interactions
come only from the evaluation of the interaction constraints in interaction rela-
tions. Any interaction constraint which is valid on the parent interaction has to
be valid on the child interactions.

Fig. 4. Interaction metamodel

Both a user and an accessed object are classified into many roles in parallel
inheritance paths. The resolution algorithm given below takes this into account
to check the validity of interaction i, issued by user u on object o, by passing a
set of parameters P . A more general version of the algorithm receives a collection
of objects and returns those for which the requested interaction is valid. This is
useful when querying for objects which can provide a certain interaction.

1. let Ru and Ro be sets of user and object roles of u and o, respectively
2. let IR be the set of interaction relations IRk for which (has caller(IRk),

has callee(IRk)) ∈ Ru × Ro and i ∈ has interaction(IRk)
3. let IR′ be the subset of IR obtained by leaving out all IRk for which exists

some IRj such that redefines(IRj) = IRk

4. accept if there is IRk ∈ IR′ for which for all c ∈ has constraints(IRk),
c(u, o, P ) = true

5 Role-Based Access Control Model

The interaction model of the conference management system is in fact a role-
based access control model. We specified which interactions are allowed for user
roles in different phases of the reviewing process. In that sense, interactions are
permissions that are activated if all interaction constraints evaluate to true for
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objects in the interaction. Thus, interaction constraints play the role of autho-
risation constraints in this case.

We will show how the concepts of our interaction model relate to those pro-
posed as a possible standard for role-based access control [3]. The first important
difference stems from the OM feature that not only user objects, but also ob-
jects accessed by them may have multiple roles. This means that our model
is role-based both from the point of view of the user and the accessed object.
Permissions correspond to interactions, and they can be used in many interac-
tion relations defined between different user and object roles. Thus there exists
a chain of many-to-many relations between users, user roles, permissions, ob-
ject roles and objects. Interactions can be decomposed to the level of atomic
interactions which correspond to operations on objects. As atomic interactions
can be part of many interactions, there exists a many-to-many relation between
permissions and operations as well. Such generality results in great flexibility in
modelling security requirements. Especially useful is the usage of object roles.
We used this feature to change access rights according to the reviewing phases.
Otherwise, the state information would have to be maintained in the object it-
self, leading to non-intuitive diagrams and complicated authorisation constraints
composed of a large number of logical conjunctions and disjunctions.

The second important difference stems from the redefinition of interaction
relations. In the proposed standard for role-based access control, a partial or-
der relation exists between roles: senior roles acquire the permissions of their
juniors and junior roles acquire users of senior roles. Senior roles correspond to
the child roles of the OM model and junior roles correspond to its parent roles.
The acquisition of users is achieved using OM subcollections, while the acqui-
sition of permissions is obtained in the interaction model. If a child role has
more than one parent role, it inherits the permissions from all of them. Also, a
parent role may have many child roles which then inherit its permissions. Thus,
role hierarchies are general as they allow multiple inheritance of both users and
permissions. The same observations are valid for object role hierarchies. In our
model, interaction relations can be redefined by child roles, thus changing per-
missions and authorisation constraints. This allows for situations where a senior
role has less permissions than the junior role. This breaks the partial order but
allows for greater flexibility. Without this feature, non-conceptual roles would
have to be introduced, as is the case with private roles in [2], thus leading to
non-intuitive models.

Authorisation constraints partition objects with the same role into those
which are authorised to participate in a given interaction and those which are
not. This allows for the expression of fine-grained security requirements. A par-
ticularly important authorisation constraint is owner since, in many security
policies, the object’s owner has special rights on it. The owner constraint stems
from the system association owns defined between system collections Users and
Objects. It can be placed on any interaction relation since the user and the
accessed object must be members of the corresponding system collections.
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The constraint and operational model of OM allows for the specification of
complex constraints such as separation of duty, where a task is divided into
smaller ones which have to be done by different persons. Simple cases can be
handled on the level of the structural model using OM constraints. For instance,
the disjoint constraint could be used to ensure that a user object cannot pos-
sess more than one role from a set of child roles. However, more complex cases
require the use of authorisation constraints. Since, in our example, a user may
have both the author and the reviewer role, a conflict of interest is prevented by
controlling permission activation using authorisation constraints. In similar fash-
ion, authorisation constraints could be used to solve conflicts between control
principles and inheritance of access rights posed in [5]. Relationships could be
used to track performers of activities. Separation of duty would then be enforced
by placing an authorisation constraint which would be negation of the existence
of relationship between user and object in the previous activity.

Requirements stemming from the presence of different types of role hierarchies
in organisations [6] can be expressed in terms of our model by using associations
and authorisation constraints. User and object role hierarchies of our model cor-
respond to functional roles and asset hierarchies, respectively. We do not need
to explicitly define seniority and contextual roles that a user needs to possess in
addition to functional roles in order to access an asset. Rather, we can introduce
an association between user roles to model seniority, and associations between
user and object roles instead of contextual roles. Then, we can use authorisation
constraints based on these associations to achieve the same effect. Our model is
general in the sense that it provides a framework where arbitrary associations
between roles can be defined and then used for expression of authorisation con-
straints in terms of the OM algebra. This enables us to also support delegation
and responsibility introduced in [5], since they are in fact based on relationships
between user roles and sets of activities.
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Fig. 5. User management

User objects are not treated differently from any other objects in the OM
model. This is convenient for user management and administration as permis-
sions on users can be modelled and controlled in the same way and using the
same rules as other objects. The model shown in Fig. 5 states that both PC chairs
and members can create reviewers, and that only chairs can promote them to
PC members. In this way, we can model and control the creation of users and
propagation of privileges in a fine-grained way.
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Our model is similar to a security design language obtained by a merging of
SecureUML [7] and a static structure design language in that it is graphically
intuitive and makes use of authorisation constraints. The difference is that in
such a language, users and roles from SecureUML are not part of the structure
model, and thus have to be connected with the application entities which repre-
sent them using a convention. This complicates the expression of authorisation
constraints and, more importantly, prevents the administration of users in the
same way as application entities.

6 Context-Aware Interactions

To be able to express context in terms of a model, we generalise the notion
of context to any information present in the data and interaction model that
is relevant for the interaction between a user and an application. This is in
accordance with the definition of context given in [17]. Relevant information and
its influence on interaction is expressed in terms of interaction constraints, which,
in this case play, the role of context constraints. Any property that characterises
a user, an accessed object, associated objects or the global environment can be
context for a particular interaction. Often the fact that some relationship exists
influences the interaction, thus being context itself.

To illustrate how we can support the delivery of relevant information and
services based on the interaction model, consider the interaction in which a PC
member indicates interests in papers. Although PC members have rights to ac-
cess any paper, the system should provide them with the list of papers that
matches their topic preferences as a default. To achieve this, we can classify
PC members into many roles based on their preferences and expertise. Simi-
larly, authors classify papers by topic. Then, we can introduce an interaction
which indicates user preferences and specify it using interaction relations be-
tween the corresponding user and object roles, as shown in Fig. 6. When a
user issues interaction list preferred on the collection Papers, the resolution al-
gorithm takes all user roles into account, finds the corresponding object roles
through the interaction relations and returns only papers having one of these
roles. For further fine-grained modelling of preferences, it is possible to create
multilevel user and object role hierarchies, and introduce context constraints on
interaction relations. We believe that a role based approach to the modelling of
user profiles and object categories is graphically intuitive and allows for multi-
ple user and object roles to be taken into account when querying for preferred
objects.

Further, when a PC member accesses a paper, the relevant functionality
should be offered to them. If they access a paper in which they have already
indicated an interest, the system should offer an update operation. Otherwise,
it should offer them the option to indicate their interest. This behaviour is
achieved by introducing the interactions indicate interest and update interest
in combination with the context constraint indicated based on the association
interested in.
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We have shown how the runtime resolution algorithm can use the inter-
action model to adapt the system when a user makes request. Nevertheless,
context-aware applications need to be proactive. They should be able to push
information to users and execute actions on their behalf when certain condi-
tions are satisfied. Such conditions can be expressed using context constraints.
This requires that the application is equipped with an environment that period-
ically checks all context constraints to trigger proactive interactions. Examples
of such proactive interactions in our example are shown in Fig. 7. Interactions
which push information are directed from the object to the user role, while in-
teractions which represent automatic execution do not have a direction. In this
case, the system will send a reminder to a reviewer one day before the review
deadline if a review has not been finalised. The interaction auto finalise states
that the system will automatically move the review to the finalised state af-
ter the deadline, if a reviewer has set the automatic finalise setting in their
preferences.
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automatic set := caller[automatic_finalise]

reminder time := conference[review_deadline] - global_time < 24h
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7 Implementation

We have shown in Sect. 4 how interactions between roles are modelled on the
conceptual level. However, the behaviour of individual objects is specified by
the methods of the underlying object-oriented type model. Each interaction can
be recursively decomposed to the level of atomic interactions and then mapped
to method declarations in an object-oriented language. The interaction model
does not deal with the method implementation, and redefinition of interaction
relations is fundamentally different from method redefinition. Further, to ensure
that interaction constraints are valid, object types need to have the correspond-
ing properties. For example, given the model of Fig. 7, type review would need to
provide an attribute for review deadline and a common method for interactions
finalise and auto finalise. Finally, system interactions create, delete, grant and
revoke correspond to the methods insert and remove of the collection type.

By developing the interaction model as an extension of OM model, we could
integrate it into the core of eOMS, a new data management platform under de-
velopment based on the OM model. The operational model of eOMS is based
on a specially developed object-oriented database programming language OML,
which brings together the algebraic operators of the OM query language with
procedural constructs. Application logic is provided in OML methods and ac-
cess control is enforced by the runtime checking of the validity of method calls
by applying the resolution algorithm on the application database. To support
context-awareness, we are integrating concepts developed in OMSwe, an OM-
based platform for web publishing [16].

The interaction model could be also used together with other object-oriented
platforms and languages. Similarly to the approach in [7], security infrastruc-
tures could be generated for existing software platforms which already support
role-based access control to some extent, as is the case with application servers.
However, because of the generality of the interaction model, complex mappings
would need to be defined in order to bridge the gap between the models. Another
approach would be to integrate the interaction model with an existing object-
oriented language such as Java. Aspect-oriented frameworks could be used to
instrument application code in order to perform security checks on method in-
vocation. However, this would result in issues of how to handle the impedance
mismatch arising from the fact that OM supports multiple instantiation and
inheritance. Other issues would be how to keep the information on object roles
and deal with OM operations in the case of unidirectional Java references.

8 Conclusions

We have shown that it is possible to have a unified role-based interaction model
that caters for both the security and context-aware aspects of user interaction
with database applications. This was achieved by extending the OM object data
model with concepts of interaction relations, interactions and interaction con-
straints and providing mechanisms for the inheritance and refinement of inter-
actions in role hierarchies.
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We plan to facilitate modelling of complex application domains, by providing
design patterns to address often occuring requirements. Also, we are working on
combining of the interaction model with our extended version model in order to
model interactions in collaborative and mobile environments.

References

1. OMG: Unified Modeling Language: Superstructure Version 2.0. (2004)
2. Sandhu, R.S., Coyne, E.J., Feinstein, H.L., Youman, C.E.: Role-Based Access

Control Models. IEEE Computer (1996)
3. Ferraiolo, D.F., Sandhu, R., Gavrila, S., Kuhn, D.R., Chandramouli, R.: Proposed

NIST Standard for Role-Based Access Control. ACM Trans. Inf. Sys. Sec. (2001)
4. Osborn, S., Sandhu, R., Munawer, Q.: Configuring Role-Based Access Control to

Enforce Mandatory and Discretionary Access Control Policies. ACM Trans. Inf.
Sys. Secur. (2000)

5. Moffett, J.D.: Control Principles and Role Hierarchies. In: Proc. RBAC. (1998)
6. Crook, R., Ince, D.C., Nuseibeh, B.: Modelling Access Policies Using Roles in

Requirements Engineering. Information & Software Technology (2003)
7. Basin, D., Buchheit, M., Doser, J., Hollunder, B., Lodderstedt, T.: Model Driven

Security. In: Proc. DACH Security. (2005)
8. Koch, N., Kraus, A., Hennicker, R.: The Authoring Process of the UML-based Web

Engineering Approach. In: Proc. Web-Oriented Software Technology Workshop.
(2001)

9. Schwabe, D., Guimaraes, R.M., Rossi, G.: Cohesive Design of Personalized Web
Applications. IEEE Internet Computing (2002)

10. Brusilovsky, P.: Adaptive Hypermedia. User Modeling and User-Adapted Interac-
tion (2001)

11. Zhang, G., Parashar, M.: Context-Aware Dynamic Access Control for Pervasive
Applications. In: Proc. Comm. Networks and Distr. Systems Modeling and Simu-
lation. (2004)

12. Covington, M., Moyer, M., Ahamad, M.: Generalized Role-Based Access Control
for Securing Future Applications. In: Proc. Inf. Sys. Sec. (2000)

13. Kiczales, G., Lamping, J., Menhdhekar, A., Maeda, C., Lopes, C., Loingtier, J.M.,
Irwin, J.: Aspect-Oriented Programming. In: Proc. ECOOP. (1997)

14. Norrie, M.C.: An Extended Entity-Relationship Approach to Data Management
in Object-Oriented Systems. In: Proc. ER. (1993)

15. Norrie, M.C.: Distinguishing Typing and Classification in Object Data Models.
In: Proc. European-Japanese Seminar on Information and Knowledge Modelling.
(1995)

16. Norrie, M.C., Palinginis, A.: Versions for Context Dependent Information Services.
In: Proc. CoopIS. (2003)

17. Dey, A.K., Abowd, G.D.: Towards a Better Understanding of Context and Context-
Awareness. In: Proc. Context-Awareness Workshop, CHI. (2000)


	Introduction
	Background
	The OM Data Model
	Interaction Model
	Role-Based Access Control Model
	Context-Aware Interactions
	Implementation
	Conclusions


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.01667
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /SyntheticBoldness 1.000000
  /Description <<
    /DEU ()
    /ENU ()
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice




