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Abstract. This study presents an efficient division architecture using irreduci-
ble trinomial in GF(2n), based on programmable cellular automata (PCA). The 
most expensive arithmetic operation in elliptic curve cryptosystems (ECC) is 
division, which is performed by multiplying the inverse of a multiplicand. The 
proposed architecture is highly regular, expandable, and has reduced latency. 
The proposed architecture can be efficiently used in the hardware design of 
crypto-coprocessors. 

1   Introduction 

Finite field GF(2n) arithmetic operations have recently been applied to a variety of fields, 
including cryptography and error-correcting codes [1]. A number of modern public key 
cryptography systems and schemes, for example, Diffie-Hellman key pre-distribution, 
ElGamal cryptosystem, and ECC, require division and inversion operations [2]. 

The main operation of ECC is the inverse/division operation, which can be  
regarded as a special case of exponentiation [3]. Since division, however, is quite time 
consuming, efficient algorithms are required for practical applications. Division  
operations can generally be classified into two approaches: a fast architecture design 
or a novel algorithm development. This current study focuses on the former approach. 

Cellular automata have been used in evolutionary computations for over a  
decade. They have been used in a variety of applications, such as parallel processing 
and number theory. CA architecture has been used in the design of arithmetic compu-
tations that Zhang [4] proposed architecture with programmable cellular automata, 
Choudhury [5] designed an LSB multiplier based on CA, and Jeon [6] proposed sim-
ple and efficient architecture based on periodic boundary CA. 

This paper proposes efficient hardware architecture for division based on PCA. We 
focused on the architecture in ECC, which uses restricted irreducible polynomials, 
especially, trinomials. The structure has a time complexity of n(n-1)(T_AND+ T_XOR + 
T_MUX) and a hardware complexity of (nAND+(n+2)XOR+ nMUX+ 4nREGISTER). 
In addition, our architecture can easily be expanded for other public key cryptosys-
tems with additional (n-2)XOR gates. Our architecture focuses on both area and time 
complexities. 
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The rest of this paper is organized as follows: The theoretical background, includ-
ing finite fields, ECC, and CA, is described in Section 2. Section 3 presents the pro-
posed division architecture based on PCA, and we present our discussion, together 
with a comparison of the performances between the proposed architecture and previ-
ous research, in Section 4. Finally, the conclusion is presented in Section 5. 

2   Preliminary 

In this section, we discuss the mathematical background in the finite field and ECC, 
and the characteristics and properties of cellular automata. 

2.1   Finite Fields  

A finite field or Galois Field (GF), which is a set of finite elements, can be defined by 
commutative law, associative law, distributive law and it contains facilitates for addi-
tion, subtraction, multiplication, and division. A number of architectures have already 
been developed to construct low complexity bit-serial and bit-parallel structures by 
using various irreducible polynomials to reduce the complexity. Since a polynomial 
basis operation has regularity and simplicity, the ability to design and expand it into 
high-order finite fields, with a polynomial basis, is easier to realize than with other 
basis operations [7].  

A finite field can be viewed as a vector space of dimensions n over GF(2n). That is, 
there exists a set of n elements {1, α, …, αn-2, αn-1} in GF(2n) such that each 

A∈GF(2n) can be written uniquely in the form ∑= i
iAA α , where Ai ∈{0,1}. This 

section provides one of the most common bases of GF(2n) over GF(2), which are 

polynomial bases [7, 8]. Let f(x) = xn +∑ −
=

1
0

n
i

i
i xf , where fi ∈{0,1}, for i = 0, 1, … , n-1, 

be an irreducible polynomial of degree n over GF(2). For each irreducible polyno-
mial, there exists a polynomial basis representation. In such a representation, each 
element of GF(2n) corresponds to a binary polynomial of less than n. That is, for A 

∈GF(2n) there exist n numbers Ai ∈{0,1} such that A = An-1αn-1 + …+ A1α + A0. In 
many applications, such as cryptography and digital communication applications, the 
polynomial basis is still the most widely employed criterion [9-11]. In the following, 
we confine our attention to computations that use the polynomial basis. 

2.2   Elliptic Curve Cryptosystem 

In ECC, computing kP is the most important arithmetic operation, where k is an inte-
ger and P is a point on the elliptic curve. This operation can be computed by the addi-
tion of two points k times. ECC can be done with at least two types of arithmetic, each 
of which gives different definitions of multiplication [12]. Two types of arithmetic 
are, namely, Zp arithmetic (modular arithmetic with a large prime p as the modulus) 
and GF(2n) arithmetic, which can be done with shifts and exclusive-ors. This can be 
thought of as the modular arithmetic of polynomials with coefficients mod 2. 
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We focused on GF(2n) arithmetic operation. Let GF(2n) be a finite field by defini-
tion. Then, the set of all solutions for equation E: y2 + xy = x3 + a2x

2 + a6, where a2, a6 
∈GF(2n), a6 ≠ 0, together with special point called the point at infinity O, is a non-
supersingular curve over GF(2n). Let P1 = (x1, y1) and P2 = (x2, y2) be points in 
E(GF(2n)) given in affine coordinates [13]. Assume that P1 , P2 ≠ O, and P1 ≠ -P2. The 
sum P3 = (x3, y3) = P1 + P2 is computed as follows; if P1 ≠ P2 then λ = (y1 + y2)/( x1 + 
x2), x3 = λ2 + λ + x1 + x2 + a2, y3 = (x1 + x3)λ + x3 + y1, and if P1 = P2 (called point dou-
bling), then λ = y1 / x1 + x1, x3 = λ2 + λ + a2, y3 = (x1 + x3)λ + x3 + y1. 

In either case, the computation requires one division, one squaring, and one multi-
plication. Squaring can be substituted by multiplication. From the point addition for-
mula, it should be noted that no computation, except for addition, is performed at the 
same time due to data dependency. Therefore, sharing hardware between division and 
multiplication is more desirable than the separated implementation of division and 
multiplication [3, 8] 

The additive inverse and multiplicative inverses in GF(2n) can be calculated effi-
ciently using the extended Euclidean algorithm. Division and subtraction are defined 
in terms of additive and multiplicative inverses: A-B is A+(-B) in GF(2n) and  A/B is 
A·(B-1) in GF(2n). Here, the characteristic 2 finite fields GF(2n) used should have 
n∈{113, 131, 163, 193, 233, 239, 283, 409, 571} [3]. This restriction is designed to 
facilitate interoperability while enabling implementers to deploy efficient implemen-
tations that are capable of meeting common security requirements [13]. 

The rule that is used to pick acceptable reduction polynomials is the following: if a 

degree n binary irreducible trinomial, 1)( ++= kn xxxf , for n > k ≥1 exists, then, the 

irreducible trinomial with the smallest possible k should be used. These polynomials 
enable the efficient calculation of field operations.  

2.3   Programmable Cellular Automata 

A CA is a collection of simple cells arranged in a regular fashion. CAs can be charac-
terized based on four properties: a cellular geometry, a neighborhood specification, 
number of states per cell, and a rule to compute to a successor state. The next state of 
a CA depends on the current state and rules [14]. Only 2-state and 3-neighborhood 
CAs are considered in this paper. Table 1 shows all possible states and rules. Each 
mapping is called a ‘rule’ of the CA.  

The next state transition for the ith cell can be represented as a function of the pre-
sent states of the ith, (i+1)th, and (i-1)th cells for a 3-neighberhood CA: Qi(t+1) = 
f(Qi-1(t), Qi(t), Qi+1(t)), where ‘f’ represents the combinational logic function as a CA 
rule, which is implemented by a combinational logic circuit (CL), and Q(t+1) denotes 
the next state for cell Q(t). 

Table 1 specifies the three particular sets of transition from a neighborhood con-
figuration to the next state. CA can also be classified as linear or non-linear. If the 
neighborhood is only dependent on an XOR operation, the CA is linear, whereas if it 
is dependent on another operation, the CA is non-linear. If the neighborhood is only 
dependent on an EXOR or EXNOR operation, then the CA can also be referred to as 
an additive CA. 
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Table 1. State transition and functions according to different rules 

State transition 
Rules Logical functions 

111 110 101 100 011 010 001 000 

90 Qi-1(t) ⊕ Qi+1(t) 0 1 0 1 1 0 1 0 
150 Qi-1(t) ⊕ Qi(t) ⊕ Qi+1(t) 1 0 0 1 0 1 1 0 
240 Qi-1(t) 1 1 1 1 0 0 0 0 

Furthermore, if the same rule applies to all cells in a CA, the CA is called a uni-
form or regular CA, whereas if different rules apply to different cells, it is called a 
hybrid CA. A CA can be divided into three patterns based on the boundary condi-
tions: a null boundary CA, intermediate boundary CA, and periodic boundary CA 
(PBCA). For the remainder of this paper, a CA will be regarded as a PBCA, unless 
otherwise mentioned. A PBCA regards the leftmost and rightmost cells as neighbors. 

 

Fig. 1. A 3-neighborhood linear PCA cell structure 

Table 2. The PCA corresponding rules according to the control signals 

Control signals 
Cl Cm Cr 

Corresponding 
Rules 

0 0 1 Qr 170 
0 1 0 Qm 202 
0 1 1 Qm ⊕ Qr 102 
1 0 0 Ql 240 
1 0 1 Ql ⊕ Qr 90 
1 1 0 Ql ⊕ Qm 60 
1 1 1 Ql ⊕ Qm⊕ Qr 150 

A programmable CA (PCA) is a CA whose CL is not fixed for each cell, but is 
controlled by a number of signals such that different functions (rules) can be gener-
ated. Fig. 1 shows a 3-neighberhood linear PCA cell structure. A combination of 
control signals decides the rule of each PCA cell. The value of the control signals and 
corresponding rules of the PCA are presented in Table 2. If the ‘90’ rule presented in 
Table 2 is used for the renewal of the next cell’s value, the control signals of the Cl 
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and Cr values are ‘1’ and Cm has a value of ‘0’. Also, if the ‘150’ rule is used, the Cl, 
Cm, and Cr, all possess ‘1’values. We use the ‘170’ rule which only depends on the 
right cell. 

3   Division Architecture Based on PCA 

This section presents A(x)/B(x) architecture based on PCA. Finite field division in 
GF(2n) can be performed using multiplication and inverse; that is, A(x)/B(x) = 
A(x)B(x)-1. The division can be implemented efficiently by repeatedly applying 
A(x)B(x)2 multiplications. Let us suppose that A(x) and B(x) are the elements on 
GF(2n). Then, the two polynomials A(x), B(x) are as follows: 

A(x) = An-1x
n-1 + …+ A1x

1+ A0, B(x) = Bn-1x
n-1 + …+ B1x

1+ B0 

From the above equation, we have 

B(x)2 = Bn-1x
2n-2 + Bn-2x

2n-4 + …+ B1x
2+ B0 

Then, A(x)B(x)2 mod T(x) can be induced from the two equations. The definitive algo-
rithm for implementation is as follows: 

{…[A(x)Bn-1x
2 mod T(x) + A(x)Bn-2] x

2 mod T(x) + … + A(x)B1} x2 mod T(x) + A(x)B0 

[Algorithm 1] A(x)B(x)2 multiplication algorithm 

Input    : A(x), B(x), T(x) 
Output : A(x)B(x)2 mod T(x) 

Step 1  : M(x) = 0 
Step 2  : for i = n-1 to 0 
Step 3  :     M(x) = M(x) x2 mod T(x) + A(x)Bi 

 

Fig. 2. Multiplication architecture using irreducible trinomials in Step 3 of Algorithm 1 

Let M(x)x2 mod T(x) be Mn-1x
n-1 + …+ M1x

1+ M0, where T(x)= xn + xk + 1. Then the 
following equation holds: M(x)x2 mod T(x) = Mn-3x

n-1 + … (Mn-1⊕Mk-1)x
k+1 + (Mn-

2⊕Mk-2)x
k + … + Mn-1x

1+ Mn-2. The equation is illustrated based on two PCA cell struc-
tures where Cl, Cr = 1 and Cm=0. 
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Here, the A(x)B(x)2 operation can be used as an efficient method in division algo-
rithms as follows [7]: 

[Algorithm 2] A(x)/B(x) Division algorithm 

Input    : A(x), B(x), T(x) 
Output : D(x) = A(x)/B(x) mod T(x) 

Step 1  : D(x) = B(x) 
Step 2  : for i = n-2 to 1 
Step 3  :     D(x) = B(x)D(x)2 mod T(x)  
Step 4  : D(x) = A(x)D(x)2 mod T(x)  

 
The result is D(x) = A(x)B(x)-1 and when A(x) = 1, the algorithm realizes the in-

verse operation B(x)-1. In this case, the A(x)B(x)2 operation can be used to compute the 
operations in Step 3 and 4. Fig. 3 shows the proposed architecture for division. Each 
initial value is such that cellular automata have all zeros, and that the B register and 
Shift register have B(x) values. 

 
Fig. 3. Division architecture based on the trinomial multiplier in Fig. 2 

After the A(x)B(x)2 operation in Fig.2, the computed values transfer to the Shift 
register. B(x)-1 is computed after the above mentioned process n-2 times. After the 
process, the system chooses A(x) instead of B(x) in the upper registers by Muxes for 
the final resultant values. It is possible to perform A(x)/B(x) mod T(x) in n(n-1) clock 
cycles by using n AND gates, n+2 XOR gates, n Muxes, and 4n bits registers, plus 
extra equipment such as control signals for the transfer of results in cellular automata 
to the shift register, and in order to change the values in the B register, immediately 
after deriving the values of B(x)-1. 
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Moreover, our architecture can be easily applied to other public key cryptosystems 
by using general irreducible polynomials. In Fig. 3, by using additional n-2 XOR 
gates, the proposed architecture can perform a general division operation. Although 
the architecture is used as a general divider, it has the same latency as of that in Fig. 3 
because of the parallel property. 

4   Comparison and Analysis 

A comparison of the proposed division architecture, with existing structures was per-
formed, focusing on time and hardware complexity issues. As such, Wang’s [10] and 
Kim’s [11] division architecture was chosen.  

Wang proposed parallel-in parallel-out division architecture, which has a latency of 
n(2n-1.5) and a critical path of (T_AND+ 3T_XOR) over GF(2n). Kim proposed a serial-
in serial-out divider, which has a latency of 2n(n-1) and critical path of a (2T-
_AND+3T_XOR + T_MUX). However, our serial-in parallel-out architecture has only a 
latency of n(n-1) and a critical path of (T_AND+T_XOR +T_MUX) over GF(2n). 

We usually try to find the design that will best satisfy a given set of requirements 
when we implement the arithmetic unit design. We consider construction simplicity, 
which is defined by the number of transistors that are needed for its construction and 
the time that is needed for the signal change to be propagated through the gates [15]. 
Table 3 shows a comparison of area-time products. 

Table 3. A comparison of area-time products among dividers 

Circuits Area-time product 
Proposed architecture 128n3(n-1)(30n-22.5) 

Wang et al. [15] 92n(105n2 -176n+69)(n-1) 
Kim et al.[16] 336n(n-1)(4n+1) 

 
As in Table 3, our architecture has less complexity than the other architectures. In 

particular, the proposed architecture has О(n3) area-time complexity whereas the other 
architecture have О(n4) and О(n5) complexity, respectively. We have shown that our 
architecture has less complexity than the serial or parallel architectures with regard to 
area and time. Our architecture only focuses on ECC, which is restricted by using 
irreducible trinomials. Our architecture, however, can be easily applied to other public 
cryptosystems with additional n-2 XOR gates, while existing systolic architectures 
including those of Wang’s and Kim’s, hardly reduce the level of complexity, although 
they apply irreducible trinomials for ECC. Moreover, our architecture does not influ-
ence latency after it has been applied to a general divider. 

5   Conclusion 

This paper has presented efficient hardware architecture in order to compute the 
A(x)/B(x) modulo irreducible trinomials, which are restricted in the Certicom Standard 
for ECC. We have proposed a simple hardware architecture that is the most expensive 
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arithmetic operation scheme, such as inverse and division in ECC over GF(2n). The 
proposed architecture includes the characteristics of both PCA and irreducible trino-
mials, and it has minimized both time and hardware complexity. Moreover, our archi-
tecture can be easily applied to a general division architecture with no additional la-
tency needed. Therefore, we have shown that our architecture has outstanding advan-
tages, as compared to typical structures.  
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