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Abstract. The evolution of wireless network technologies and mobile
computing hardware made possible the introduction of various appli-
cations in mobile ad hoc networks. These applications have increased
requirements regarding security and the acceptable delays in order to
provide high quality services. Multipath routing protocols were designed
to address these challenges. With the use of multiple paths for the com-
munication between a source and a destination, the autonomic user be-
comes almost unaware of a possible network failure, due to security
attacks or link collapses. Several secure multipath routing protocols have
been proposed but little performance information and extensive compar-
isons are available. In this paper, we briefly describe some security issues
that multipath routing protocols face and we evaluate the performance of
three existing secure routing protocols under different traffic conditions
and mobility patterns.

1 Introduction

Mobile ad hoc networks have received great attention in recent years, mainly
due to the evolution of wireless networking and mobile computing hardware
that made possible the introduction of various applications. These applications
have increased requirements in order to ensure high quality for the provided
services. Security in such infrastructureless networks has been proven to be a
challenging task. Multipath routing protocols were initially proposed in order to
design robust and secure networks. The maintenance of multiple routes towards
a destination prevents initiation of a new path discovery from the source node
each time there is a link failure, due to a network fault or a malicious attack. In
addition, the existence of multiple paths may prevent node congestion, since it
may balances the traffic load through alternative routes.

Routing protocols may generally be categorized as table driven (often called
proactive) and source initiated (or on-demand). In table driven protocols
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(e.g. ZRP [13]), each host continuously maintains complete network routing in-
formation. On-demand schemes (e.g. DSR [12]), the routing discovery process is
invoked only on demand, in a query/reply approach. According to the number of
paths that are discovered from a route request, the routing protocols are divided
into single path (e.g. [12, 14]) and multipath (e.g. [9, 7]). The number of the discov-
ered paths that are actually used for sending data is another feature of the routing
protocols. Some protocols use only a single path for the communication, while oth-
ers distribute the data through different channels. The route discovery process in
the multipath protocols may be initiated either when the active path collapses (in
that case communication is performed with one of the alternative paths), or when
all known paths towards the destination are broken [5]. The route discovery may
stop when a sufficient number of paths are discovered or when all possible paths
are detected. The protocols of the second case, are also known as complete. Path
found by routing protocols can be node-disjoint [11] or link-disjoint [6] if a node
(or a link) cannot participate in more than one route between two end nodes.

The area of secure routing protocols is of particular interest in routing secu-
rity, since the lack of fixed infrastructure makes routing an obvious target for
malicious nodes. Several solutions for secure routing have been proposed, such
as collaborative monitoring of the routing behavior between nodes [15, 16], mo-
tivating nodes to behave well with fictitious currency [18] or participation of
nodes in routing paths based on quantifiable criteria [17]. However, these solu-
tions cannot resist Denial-of-Service (DoS) attacks of malicious nodes, since they
are designed for single path routing protocols.

Three secure multipath routing protocols have been recently proposed in or-
der to resist Denial of Service (DoS) attacks of collaborating malicious nodes,
which single path protocols fail to address; the Secure Routing Protocol (SRP)
[8], the multipath routing protocol of [2] and the Secure Multipath Routing pro-
tocol (SecMR) [4]. In this paper for simplicity reasons the protocol of [2] will
be called Multipath.

In this paper, we evaluate the performance of the currently proposed secure
multipath routing protocols of SRP, SecMR and Multipath by simulating their
behavior in various traffic scenarios and under different mobility patterns. In
section 2, we briefly describe some security issues that routing protocols face
in mobile ad hoc networks. In section 3, we present a short description of the
compared protocols, while in section 4 we present the simulation results. Finally,
in section 5 we discuss possible enhancements and we conclude this paper.

2 Security Issues in Multipath Routing Protocols

A major security issue that single path routing protocols fail to resolve is Denial
of Service (DoS) attacks of collaborating malicious nodes. With single path rout-
ing protocols it is trivial for an adversary to launch a DoS attack, even if security
measures are taken. A malicious node controlled by the adversary may partici-
pate passively in the routing path between two end nodes and may behave as a
legitimate intermediate node. The malicious node can stop the communication at
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any time it seems most advantageous to the adversary. Although communication
may be cryptographically protected, network characteristics (such as variation in
traffic) or external factors may be used by the adversary in order to identify the
proper time to disrupt communication. Even though the end nodes may initiate
a new route request after the DoS attack, the time required to establish the new
path may be critical. A dedicated and skillful adversary may thus identify the
most critical nodes and disable their single routing paths, by compromising a
small fraction of nodes.

Multipath routing protocols can be resilient to DoS attacks and may protect
network availability from faulty or malicious nodes [1]. Indeed, if there exist k
node-disjoint paths between two end nodes, the adversary should compromise at
least k nodes - and more particularly at least one node in each path - in order
to control their communication. A secure multipath routing protocol must be
node-disjoint. In order for a multipath routing protocol to be able to guarantee
at a certain level the availability of the communication against DoS attacks of a
bounded number k of collaborating malicious nodes, it should employ k+1 node-
disjoint routing paths between two communicating nodes. Otherwise, a malicious
node would be allowed to participate and consequently control more than one
path. Thus, a single malicious node may manipulate the routing protocol and in
this way it may compromise all the available routes between two end nodes.

In order to achieve resilience to DoS attacks, a multipath routing protocol
should be properly enhanced with cryptographic means, which will guarantee
the integrity of a routing path and the authenticity of the participating nodes.
However, the cryptographic protection in the route discovery of the secure mul-
tipath routing protocols will naturally increase the control overhead. Until now,
the efficiency of the secure multipath routing protocols for ad hoc networks has
not been thoroughly evaluated.

In order to reduce the control overhead, in several multipath routing proto-
cols e.g. [8], each intermediate node processes each instance of the route request
query only the first time it receives it and drops any duplicates. This may lead
to discovering less node-disjoint paths from the existing total set of paths be-
tween a given source and destination as the second instance of the request is
being dropped even if it has propagated through a different neighborhood. This
situation is known as the racing phenomenon.

If a protocol requires only end-to end authentication and intermediate nodes
participating in a routing path are not authenticated (as for example in SRP),
then the protocol is subject to impersonation sybil attacks [19], under which a
malicious node may present multiple identities.

3 Description of the Compared Multipath Routing
Protocols

In this section we will briefly describe the compared routing protocols.
SRP [8] is a routing protocol that manages to find multiple node-disjoint

paths. It uses symmetric cryptography in an end-to-end manner, to protect
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the integrity of the route discovery. In SRP the route request message contains
unique identifiers, assigned by the source, in order to avoid replay attacks. Each
intermediate node will process only the first instance of a route request that it
receives and it will drop any other recently heard. When an intermediate node
receives the request first checks if it has heard it recently and if not appends
itself in the routing path and forwards it, otherwise it drops it. When the target
node receives a route request query, the node checks the authenticity of the re-
quest by using a symmetric encryption key - a security association - which the
two end nodes are supposed to share prior to the request. The route reply query
will also be protected with the same security association, in order to protect
the integrity of the routing paths. Thus, it is very efficient and it protects from
several attacks of malicious nodes. However, the route request propagation is
inherently weak to the racing phenomenon, which may prevent the discovery of
existing node-disjoint paths. Moreover, the intermediate nodes are not authen-
ticated, making the protocol vulnerable to impersonation and sybil attacks [19].
Thus, a malicious node may participate with fake identities to several paths,
rendering the multipath routing insecure.

The secure multipath routing protocol Multipath [2] is based on the Ford-
Fulkerson MaxFlow algorithm. In this protocol, when an intermediate node re-
ceives a request first checks if a maximum hop distance has been reached. If
not appends its neighborhood information along with a signature and forwards
the packet, otherwise it drops it. When the target node receives the request, it
uses the received information in order to estimate the current network connec-
tivity and to construct the complete set of the existing node-disjoint paths. The
protocol exhibits high security characteristics, as all the participating nodes are
authenticated and the integrity of the routing path is protected. It manages to
find the complete set of the existing node-disjoint paths. However, the propaga-
tion of the route request query is not efficient in terms of computation and space
costs. The cumulative neighborhood information that the message carries may
become larger than the message length. Furthermore, the use of digital signatures
by the intermediate nodes of each route request message costs both in delay and
processing power and may not be affordable for typically available equipment.

SecMR [4] is a complete secure multipath routing protocol that exhibits au-
thentication in end-to-end and in link-to-link levels and manages to protect the
integrity of the routing paths. It works in two phases. The first phase is the
neighboring authentication phase which is repeated in periodic time intervals
and ensures the link-to-link authentication. During this phase, nodes in range
are mutually authenticated through digital signatures. Each node ni constructs
a set Ni that contains the identifiers of its authenticated neighbors. During the
second phase the source produces a signed request, which grants the system
with end-to-end authentication, and each intermediate node processes all the
receiving requests, ensuring this way that all possible node-disjoint paths will
be finally discovered by the destination. When an intermediate node receives a
request through a node that belongs to its authenticated list of neighbors, it
will first append itself in the routing path. Secondly, it will construct the neigh-
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Table 1. Protocol Comparison

Characteristics Protocols Vulnerabilities
SecMR Multipath SRP (derived from the luck

of this characteristic)
end-to-end authentication yes yes yes luck of data integrity
link-to-link authentication yes yes no impersonation,

sybil attacks
complete yes yes no less discovered paths

how many requests only
the intermediate node all all the racing phenomenon

processes first

borhood information and the exclude-nodes information that are also appended
to the message. The neighborhood information will contain all its authenticated
neighbors that have not yet received the request and the exclude information
will contain all the nodes that have received the message sometime in the past.
When a destination receives the request it will check its authenticity by checking
its signature, it will construct the node-disjoint paths and will produce a signed
reply message, thus protecting the integrity of the used path. Table 1 briefly
presents the comparison issues that were discussed in this section.

4 Performance Evaluation

Our study involves a comparison of the route request query between SRP, Mul-
tipath [2] and SecMR [4] protocols. We implemented the simulator within the
NS-2 library. Our simulation modeled a network of 50 hosts placed randomly
within a 1500 × 1000m2 area. Each node has a radio propagation range of 250
meters and channel capacity was 2 Mb/s.

The nodes in the simulation move according to the ’random way point’ model.
At the start of the simulation, each node waits for a pause time, then randomly
selects and moves towards a destination with a speed uniformly lying between
zero and the maximum speed. On reaching this destination it pauses again and
repeats the above procedure till the end of the simulation. The minimum and
maximum speed is set to 0 and 20 m/s, respectively and pause times 0,5,10,20,30
and 40 sec. A pause time of 0 sec corresponds to the continuous motion of the node
and a pause time of 40 sec corresponds to the time that the node is stationary.

Ten traffic generators were developed to simulate constant bit rate (CBR)
sources. Each source generates data packet continuously until the end of the
simulation run. The sources and the destinations are randomly selected with
uniform probabilities. The size of the data payload was 512 bytes. Each run is
executed for 350 sec of simulation time. We used the IEEE 802.11 Distributed
Coordination Function (DCF) as the medium access control protocol. The des-
tination of the traffic waits, if necessary, for 5 seconds until it assumes that all
possible paths have been found, selects the node-disjoint ones and generate Re-
ply messages concerning these paths. We generated various traffic scenarios by
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using the interarrival data packet time. For each traffic scenario, ten different
movement patterns were used.

A free space propagation model with a threshold cutoff was used in our ex-
periments. In the radio model, we assumed the ability of a radio to lock onto a
sufficiently strong signal in the presence of interfering signals, i.e., radio capture.

In order to compare the performance of the three routing protocols we eval-
uated them with respect to the following metrics.

Average end-to-end delay or mean overall packet latency: It is the average delay
a packet suffers from the time it leaves the sender application and the time it
arrives at the receiver.

Destination location time: Is the average time taken for the first instance of a
route request to reach the target node (destination).

Request Propagation time: It corresponds to the average total time that a route
request message takes to propagate through the entire network. Thus it is an
important metric as it can describe the burden that the request process puts into
the entire network. In comparison with the Destination location time metric,
the request propagation time illustrates the time that a request zombies in the
network and it is processed by nodes that are not going to participate in the
path for a given source and destination.

Drop percentage: The percentage of the packets that are dropped due to various
reasons.

Routing throughput: The throughput of the routing control packets in the entire
the network, averaged by the total number of nodes.

Figure 1 shows the average delay of the received data packets per data inter-
arrival time and pause time 20 secs. We can observe from the results that both
SRP and SecMR outperform Multipath even when the interarrival time is small,
which depicts high traffic conditions. In both SRP and SecMR the number of
generated messages during the route discovery process are kept in sufficiently
low levels while the ones of Multipath tend to flood the network. This happens
because in Multipath, each intermediate node forwards all the route requests
that reaches it for a given source, destination and sequence number, while SRP
forwards only the first and SecMR performs a selective forward with the use of
the exclude list. This flooding of the network results in higher delay in the data
packet delivery. Figure 2, which presents the average delay of the received data
packets to a network that transmits 100 data packets per second per with pause
time, strengthens the above observations. Indeed, as shown, the SecMR and SRP
protocols handle high mobility conditions better, although with a larger pause
time the behavior of Multipath tends to converge to the performance of the other
two protocols.

Figure 3 presents the dropping percentage of the data packets in relation
to interarrival times and a pause time of 20 secs. All three protocols exhibit
comparable performance, but SecMR and SRP manage to drop less packets,
especially as the interarrival time is getting larger. The observed high drop-
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Fig. 1. Average end-to-end data packet delay per interarrival time
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Fig. 2. Average end-to-end data packet delay per pause time

ping ratio, that all three protocols present is mainly due to the configuration
of the simulation, namely the expiration time of the paths in the routing ta-
bles. Nevertheless, the performance pattern reveals the better performance of
SecMR and SRP. Figure 4 shows the dropping percentage of the data packets
as this evolves in comparison to various pause times with a data interarrival
of 0.25 secs. As figure 4 shows the protocols manage to preserve their drop-
ping pattern under different mobility conditions.

The number of packets that are correctly received by the destination node
per interarrival time and a pause time of 20 secs are shown in figure 5. The
performance of all three protocols tends to converge as the interarrival time is
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Fig. 3. Data packet drop percentage per interarrival time
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Fig. 4. Data packet drop percentage per pause time

getting larger, that is because in this case the network is facing looser traffic
conditions. As one can see SRP and SecMR manage to serve more packets in
comparison to Multipath. That is mainly due to the fact that data packets in
Multipath encounter higher delay during their propagation and higher dropping
rate. All three protocols manage to maintain their behavior with regard to the
message delivery ratio under various movability patterns, as shown in figure 6,
which represent a data packet interarrival time of 0.01 secs.

Figure 7 presents the average total time that route request messages prop-
agate through the network. In Multipath, as nodes are getting more and more
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stationary the total propagation time tends to get smaller until it reaches a min-
imum threshold. That does not seem to be the case for SecMR where the use
of the ExcludeList prevents the request’s reception by nodes that have heard it
sometime in the past. In the case of SRP the protocol benefits come from the
fact that each route request is forwarded only once by each intermediate node.

Figure 8 presents the average time it takes for a request message to reach
its destination for the first time. If it is seen in comparison to figure 7, it is
obvious that in Multipath the request message zombies into the network for more
time than in the other protocols, which causes a degradation to the network’s
performance. In the secure Multipath, a route request travels for a longer time
than in the other two protocols, as the request is being forwarded to all nodes in
range, many of which will not be included into one of the discovered paths. The
route request of the SRP propagates the request towards the destination faster
than the other protocols, since it rejects any variant of a specific request. The
route request of the SecMR has slightly longer living times than SRP. This is
reasonable as it attempts to ensure the discovery of the complete set of existing
node-disjoint paths. Furthermore, the SecMR makes sure that all its neighboring
nodes have contributed to the route discovery, either by participating to the
RouteList (i.e. to a routing path) or by avoiding to re-process the same thread
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of the query (i.e. by participating into the ExcludeList of the query thread). The
above is, also, illustrated in figure 9, which presents the total throughput derived
from control messages averaged by the total number of nodes, for different pause
times and with an interarrival time equal to 0.01 secs. SRP produces less control
overhead than the other two protocols, thus the reduced control throughput
shown in figure 9. The control throughput of SecMR is slightly increased due to
the selective forwarding of request messages that it performs. Multipath has the
worst performance in comparison with the other two protocols, something that
is due to the number of forwards that it performs.

5 Discussion and Future Work

The area of ad hoc networking has received increased attention among re-
searchers in recent years, as the evolution of wireless networking and mobile
computing hardware made possible the service of various applications by this
type of networks. Security in such environments is a critical issue. Over the past
years a variety of new routing protocols have been proposed targeted specifically
at the area of secure ad hoc networking, but little performance information and
extensive comparisons between these protocols is available.

With this work we intended to examine the routing performance of three se-
cure multipath routing protocols, namely SecMR [4], SRP [8] and Multipath [2],
through various traffic conditions and under different mobility patterns. First
we briefly examined their security characteristics and studied the security issues
that these protocols address. Secondly, the protocols’ performance was evaluated
under different traffic conditions and mobility patterns.

The simulation results provide significant evidence about the efficiency of
the examined secure multipath routing protocols. Our study showed that SRP
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performs better than the other two protocols, SecMR follows in short distance,
while Multipath seems to be the heavier.

Considering the security characteristics (as analyzed in [4]) one can say that,
Multipath achieves to provide maximum resilience against DoS attacks of collab-
orating malicious nodes. It provides completeness in the route discovery process
and it explicitly authenticates all the intermediate nodes in each routing path.
These features make it appropriate for security critical ad hoc network appli-
cations, but its applicability can only be considered in networks with relatively
low density. In such environments the risk that of the request information will
become larger than the message’s length is minimized. Furthermore, congestion
and long delays will be avoided.

The SecMR protocol also achieves completeness and provides implicit au-
thentication of the intermediate nodes, since node authentication is performed
once for a discrete time period. These features seem to make it appropriate for
networks that require high security protection and present medium mobility as
well as a rather high node density. In such situations, the SecMR protocol has
comparable efficiency with the SRP, while it offers an increased security level.

Finally, the SRP protocol does not provide the complete set of node-disjoint
paths, and it provides only end-to-end authentication. Its better routing
performance makes it a suitable choice for several network configurations with
increased node density. This is caused by the fact that the route request propa-
gation avoids discovery of all the possible routes that each node could participate
and in this way it converges faster. This however leads to a non-complete route
discovery [4] and reduces the security resilience of the protocol to distributed DoS
attacks. Thus, SRP seems suitable for applications with medium security risks.

Regarding possible extensions of our work, we consider examining the be-
havior of the secure multipath routing protocols in various insecure network
configurations.
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