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Abstract. The current paper demonstrates the role of statistical mod-
els in authentication tasks − both in system development and in perfor-
mance evaluation. We first introduce a model-based face authentication
system based on the Fourier domain phase using Gaussian Mixture Mod-
els (GMM) which yields verification error rates as low as 0.3% on a face
database of 65 individuals with extreme illumination variations. We then
present a statistical framework for predicting authentication error rates
for future populations in a rigorous way. This is in contrast to most
evaluation protocols used today that are based on observational studies
and valid only for the databases at hand. Applications establish that
our model-based approach has better predictive performance than an
existing state-of-the-art authentication technique.

1 Introduction

There are two broad approaches to devising authentication systems: (1) feature-
based, and (2) model-based. For facial biometrics, feature-based methods use
individualized facial characteristics such as distance between eyes, nose, mouth,
and their shapes and sizes as the matching criteria. The model-based systems,
on the other hand, use a statistical model to represent the pattern of some facial
features (often, the ones mentioned above), and then some characteristics of the
fitted model, such as, parameters or likelihood, are used as the matching criteria.
Feature-based methods are simple and less rigorous usually than the model-
based ones and often involve parameters that need to be chosen by extensive
experimentation for a particular database.

Although the importance of models is well-understood and has been exploited
quite extensively in image re-construction and segmentation, its use it devis-
ing face authentication systems has been relatively limited. Some common face
models include Gaussian ([1]), Markov ([2], [3]). One class of flexible statistical
models is the Gaussian Mixture Models (GMM; [4]), which represents complex
distributions through an appropriate choice of its components to capture accu-
rately the local areas of support of the true distribution. Apart from statistical
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applications, GMMs have also been used in computer vision for modeling the
shape and texture of face images ([5]).

Most existing face recognition systems are based on spatial image intensi-
ties. Recently much research effort has focused on the frequency domain as
well, whose useful properties have been successfully exploited in many signal
processing applications ([6]). The frequency domain representation of an image
consists of two components, the magnitude and phase. In 2D images particu-
larly, the phase captures more of the image intelligibility than magnitude and
hence is very significant for performing image reconstruction ([7]). [8] showed
that correlation filters built in the frequency domain can be used for efficient
face verification. Recently, [9] proposed correlation filters based only on phase
which performed as well as the original filters, and [10] demonstrated that per-
forming PCA in the frequency domain using only the phase spectrum outper-
forms spatial domain PCA and also has illumination tolerance. However, no face
models have been developed, as per the authors’ knowledge, in the frequency
domain.

Another important component of biometric authentication is performance
evaluation. Most face authentication systems are tested on small to moderately-
sized databases, which is not adequate to address bigger questions about the ex-
pected performance on large-scale databases to which the system has not been
previously exposed to. For example, say a certain system yields a false alarm
rate of 1%; this implies that a database of size 1, 000, 000 will produce 10, 000
false alarms and this is quite undesirable in practice. It is known that there
are about 500 million border crossings per year in the United States (one-way
only), so this system will result in a lot of innocent travelers being unnecessar-
ily harassed and extra overhead (personnel, time) required to attend to them.
Large-scale evaluation protocols used today are based on observational studies
(like FRVT, 2002, 2004) but from a statistician’s perspective, these are at most
empirical in nature − there is no statistical basis (e.g.,modeling) and scope for
valid inference. Our goal in this paper is to propose a framework for performing
such large-scale inference based on statistical models which has the potential to
be more reliable.

The paper is organized as follows. Section 2 gives a brief description of the
database used and Section 3 presents our GMM-based authentication scheme.
The statistical framework for performance evaluation is introduced in Section
4 and its application to our model-based scheme and comparison with an ex-
isting non model-based method appears in Section 5. Section 6 contains a
discussion.

2 Data

We use a subset of the “CMU-PIE Database” ([11]) which contains frontal
images of 65 people under 21 different illumination conditions from balanced
to shadows. Images belonging to one person from the database appears in
Figure 1.
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Fig. 1. Sample images of a person from the CMU-PIE database

3 Model-Based System: GMM Based on Phase

Mixture models provide a semiparametric framework for modeling unknown dis-
tributional shapes and can handle situations where a single parametric family is
unable to provide a satisfactory model for local variations in the observed data.

Let (Y1, . . . ,Yn) be a random sample of size n where Yj is a p-dimensional
random vector with probability distribution f(yj) on Rp, and let θ denote a
vector of the model parameters to be estimated. A g-component mixture model
can be written in parametric form as:

f(yj;Ψ) =
g∑

i=1

πifi(yj, θi), (1)

where Ψ = (π1, . . . , πg, θ1, . . . , θg)T contains the unknown parameters. Here,
θi represents the model parameters for the ith mixture component and π =
(π1, . . . , πg)T is the vector of the mixing proportions with

∑g
i=1 πi = 1. In case

of Gaussian mixture models, the mixture components are multivariate Gaussian
given by:

f(yj; θi) = φ(yj; µi,Σi)

= (2π)−1|Σi|−
1
2 exp{−1

2
(yj − µi)T Σi

−1(yj − µi)} (2)

so that θi = (µi,Σi), i = 1, . . . , g and the mixture model has the form:

f(yj;Ψ) =
g∑

i=1

πiφ(yj; µi,Σi). (3)

Despite the significance of phase in face identification tasks, modeling the
phase angle poses several difficulties such as, the “wrapping around” property (it
lies between −π and π) and its sensitivity to distortions (such as illuminations).
This prompted us to use the real and imaginary parts of the frequencies in the
“phase-only” spectrum as an alternative representation of the phase. This is
a simple yet effective way of modeling phase since it does not suffer from the
difficulties associated with direct phase modeling.

Let Rk,j
s,t and Ik,j

s,t respectively denote the real and the imaginary parts at
frequency (s, t) of the phase spectrum of the jth image from the kth person,
s, t = 1, 2, . . ., k = 1, . . . , 65, j = 1, . . . , 21. We model (Rk,j

s,t , Ik,j
s,t ), j = 1, . . . , 21

as a mixture of bivariate Gaussians whose density is given by Eqn.(3) for each
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(s, t) and each person k. We model only the low frequencies within a 50 × 50
grid around the spectrum origin since they capture all the image identifiability
([6]), thus achieving considerable dimension reduction. We use a Gibbs sampler
for estimating the unknown parameters Ψ using posterior means ([12]).

3.1 Classification and Verification

Classification of a new test image is done with the help of a MAP (maximum
a posteriori) estimate based on the posterior likelihood of the data. For a new
observation Y = (Rj , Ij) extracted from the phase spectrum of a new image, it
is assigned to class C if

C = arg max
k

f(k|Y ), (4)

where f(k|Y ) ∝ g(Y |k)p(k) with g(Y |k) = ΠsΠtf
s,t
k (yj;Ψ) assuming inde-

pendence among frequencies and uniform priors over all the people and where
fs,t

k (yj;Ψ) denotes the likelihood of Y for person k at frequency (s, t).
Table 1 shows the classification results for our database using different num-

ber of training images and g = 2. The training set in each case is randomly
selected and the rest are used for testing. This selection of the training set is
repeated 20 times (in order to remove selection bias) and the final errors are ob-
tained by averaging over those from the 20 iterations. The results are fairly good,

Table 1. Identification error rates for GMM-based system (g = 2)

# of Training images # of test images Error Rates Std. dev. over 20 repetitions
15 6 1.25% 0.69%
10 11 2.25% 1.12%
6 15 9.67% 2.89%

which demonstrates that our model is able to capture the illumination variation
suitably. However, an adequate number of training images is required for the
efficient estimation of the parameters; in our case, 10 is the optimal number of
training images required. The associated standard errors in each case also prove
the consistency of the results. Increasing the number of mixture components
(g = 3 and g = 4) do not improve results significantly; hence a 2-component
GMM represents the best parsimonious model in this case.

Verification is performed by imposing a threshold on the log-likelihood of the
test images. Satisfactory results are achieved with the optimal model (g = 2
and 10 training images) that yields an Equal Error Rate (EER) of 0.3% at a
threshold value of −1700 (ROC curve not included for space constraints).

4 Large-Scale Performance: Random Effects Model

Traditional performance evaluation tools like linear regression models, ANOVA
([13]) are fixed effects models and the inference from them cannot be general-
ized beyond the people in the database at hand. This difficulty can be obviated
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by the use of random effects models ([12]) which provide a flexible framework
for extending inference to a bigger population by assuming that the particular
subset of subjects in the current database is a random sample from a bigger
population. The regression framework allows the inclusion of any number of po-
tential covariates representing image properties (distortions, clarity) and system
design parameters which may influence the system performance, and quanti-
tatively determine which of these factors significantly affect performance in a
general population and to what extent. They are thus crucial for large-scale in-
ference and also take into account the heterogeneity across individuals in their
regression coefficients with the help of a probability distribution. Some particular
questions of interest in this context are:

– What are the effects of certain image properties and system parameters on
the score distribution in the population?

– What is the predicted score distribution for authentics and impostors and
error rates for an unknown large population?

4.1 The Model Framework

Let Yij denote the outcome for the jth observation on the ith subject in the
database, while x

(m)
ij denotes the corresponding value for covariate m. We adopt

the following hierarchical model:

Yij
ind.∼ N(αi +

M∑

m=1

βm
i x

(m)
ij , σ2), i = 1, . . . , k, j = 1, . . . , ni, (5)

where M is the total number of covariates in the study. We assume that the
slope-intercept vectors for each individual are drawn from a common population:

θi ≡ (αi, β
1
i , . . . , βM

i )T ∼ MV N(θ0 ≡ (α0, β
1
0 , . . . , βM

0 )T , Σ), i = 1, . . . , k (6)

We then select conjugate hyperpriors for the other parameters as follows:

σ2 ∼ IG(a, b), θ0 ∼ N(η, C), Σ−1 ∼ Wishart((ρR)−1, ρ), (7)

where R is a matrix and ρ ≥ 2 is a scalar “degrees of freedom” parameter. The
hyperparameters in the model a, b, η, C, ρ, R are assumed known. The unknown
parameters are then estimated by using a Gibbs sampler by simulating from the
respective full conditionals, assumed independence, which are:

θi|y, θ0, Σ−1, σ2 ∼ N(Di(
1
σ2 XT

i yi + Σ−1θ0), Di), i = 1, . . . , k, where

D−1
i =

1
σ2 XT

i Xi + Σ−1, yi, Xi = variables for person i.

θ0|y, θi, Σ
−1, σ2 ∼ N(V (kΣ−1θ̄+C−1η), V ), where V = (kΣ−1+C−1)−1, θ̄ =

1
k

k∑

i=1

θi.
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Σ−1|y, θi, θ0, σ2 ∼ Wishart

⎛

⎝
[

k∑

i=1

(θi − θ0)(θi − θ0)T + ρR

]−1

, k + ρ

⎞

⎠ .

σ2|y, θi, θ0, Σ−1 ∼ IG

(
n

2
+ a,

1
2

k∑

i=1

(yi − Xiθi)T (yi − Xiθi) + b

)
, n =

k∑

i=1

ni. (8)

Inference from this model is based on the marginal posteriors for the popu-
lation parameters θ0 = (α0, β

1
0 , . . . , βM

0 ) and posterior predictive distributions
p(yij |y). This is obtained with Gaussian kernel density estimates for new data
generated using Equation 5 with the post-convergence values of the parameters.

5 Application

We apply the random effects methodology to the GMM-based system and to
an existing system called the Minimum Energy Correlation Filter (MACE; [8])
using their authentication results on the PIE database. The response variable in
each case is the authentication score − log-likelihood for GMM and log(PSR)
for MACE (PSR = Peak-to-Sidelobe Ratio; [8]). We use a covariate denoting
authenticity for both systems, but add one representing the illumination effect
in MACE (since GMM modeled this). We again use a Gibbs sampler for pa-
rameter estimation and posterior means as the estimates. Table 2 shows the
estimates of the population parameter θ0 which quantitatively show the effect
of the covariates on the scores. We see that authenticity has a significant effect on
authentication score for both systems while illumination has no effect on PSR.

The posterior predictive distributions of the authentication scores for the two
systems are shown in Figure 2. We generated 1000 values for each system and
500 each for the authentics and the impostors. As can be seen, there exists a
clear separation among the predicted values of authentic and impostor people;
in fact, the distributions of the score statistics appear to be a mixture of two
distinct distributions. The amount of overlap in the tails of the authentic and
impostor distributions indicates the chances of false alarm and this clearly shows
that the GMM method has a much reduced risk than the MACE system.

We next estimate the predicted FAR and FRR using closed-form expressions
based on Gaussian kernels as functions of the authentication threshold τ . Let
T denote the PSR values, and fA(·) and gI(·) respectively be the posterior

Table 2. Estimates of θ0 and 95% predictive intervals for the two systems

System Parameter Estimate Lower 95% CI Upper 95% CI
MACE α 1.9737 0.7504 3.1971

β0 1.4634 1.2874 1.6395
γ0 -0.0184 -0.1965 0.1581

GMM-based α0 -1694.4 -1698.0 -1690.8
β0 81.7 76.7 86.7
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Fig. 2. Predictive posterior distribution of scores for the two systems
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Fig. 3. Predicted false alarm rates for the two systems. The decreasing curve is the
FAR, and the increasing one is the FRR.

predictive distributions of log(T ) for the authentics and the impostors. If τ is
the given threshold for authentication, the FAR and FRR are defined as:

FRR = P (T ≤ τ |Authentic) = P (log(T ) ≤ log(τ)|Authentic) =
∫ τ

−∞ fA(x)dx

FAR = P (T > τ |Impostor) = P (log(T ) > log(τ)|Impostor) =
∫ ∞

τ
gI(y)d y( 9)

Now if fA and gI be Gaussian with means (µA, νI) and variances (σ2
A, η2

I ),
these can be written in a in terms of Φ (distribution function of standard normal)
as:

FRR = Φ

(
log(τ) − µA

σA

)
, FAR = 1 − Φ

(
log(τ) − νI

ηI

)
. (8)

The resulting FAR and FRR for the two systems are shown in Figure 3. The
predicted EERs are 0.8% for the GMM system at a threshold log-likelihood value
of −1650 and 1.5% for MACE at a threshold PSR value of 15.

6 Discussion

This paper presented a face authentication scheme based on phase and GMM.
Although the importance of phase is well-known, this fact had not been utilized
in building model-based classification techniques. This is partially because mod-
eling phase variations is a challenging task and our results show convincingly
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that the proposed model is able to handle it perfectly. In fact, we believe that
owing to its general framework, our model should easily be applied to other dis-
tortions as well, such as, expression, noise, pose, by assigning different types of
images to different components of mixture distributions. This proves the practi-
cal utility of this method for handling real life databases that are often subject
to extraneous variations. In conclusion, harnessing the combined potential of
GMM and phase has indeed proved to be a grand success.

We then proposed a novel statistical framework based on random effects model
to predict the performance of a biometric system on unknown large databases. We
applied this to the MACE system and our GMM based system, and established
that the latter has a superior performance in terms of predictive performance. De-
velopment of such a rigorous evaluation protocol is feasible only with the help of
statistical models which helps assess the true potential of authentication systems
in handling real-world applications. This is the first of its kind and hence replaces
the empirical and naive approaches based on observational studies that were being
used until now. It is fairly general and easily extends to other biometrics as well.
In conclusion, both our techniques have established the significant role played by
statistical modeling tools in the technology of biometric authentication.
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