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Abstract. Secure socket layer (SSL) is the most popular protocol to
secure Internet communications. Since SSL handshake requires a large
amount of computational resource, batch RSA was proposed to speedup
SSL session initialization. However, the batch method is impractical since
it requires a multiple of certificates. In this paper, we overcome this
problem without modifying SSL protocol. To select the optimal batching
parameters in terms of performance of server and durable waiting time
of the client, we model the connection request with M/D/1 queue. We
validate the solutions of the analytical model through simulation.

1 Introduction

Secure communication such as Internet banking and e-commerce [1] is an in-
trinsic demand of today’s world of online transactions. As the most widely used
method, SSL/TLS [2] runs above existing protocols like TCP. It protects com-
munications by encrypting messages with a secret key negotiated in the SSL
handshake protocol [3]. The SSL Handshake Protocol allows the server and client
to authenticate each other and to negotiate an encryption algorithm and crypto-
graphic keys before transmitting and receiving the first byte of data [4]. However,
SSL handshake protocol needs intensive computational resource due to the cost
of public-key operations. For example, a typical Pentium server (running Linux
and Apache) can handle about 322 HTTP connections per second at full capac-
ity but only 24 SSL connections per second; and a Sun 450 (running Solaris and
Apache) fell from 500 to 3 connections per second [5]. To improve the perfor-
mance of SSL/TLS handshake protocol, there are several ways:

(1) Hardware: Obviously, a specific circuit can improve the performance. This
solution may not be a good solution to middle or small servers [6].

(2) Session Caching: the cache allows subsequent connections to resume an ear-
lier TLS session and thus reuse the result of an earlier computation. Research
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has suggested that, indeed, session caching helps web server performance [7].
However, the cache technology has no help to speedup the session setup.

(3) Batching: Fiat [8] presented an algorithmic approach for speeding up SSL’s
performance on a web server by batching the SSL handshake protocol. It
is designed for heavily-loaded web servers handling many concurrent SSL
sessions. Shacham and Boneh [9] improved the batching performance with
batching multiplication-inversion.

In this paper, we focus on the batching technology to improve the perfor-
mance of SSL. Shacham and Boneh [9] prove that it is impossible to use a single
certificate in the present SSL/TLS system. Whereas, we adapt the certificate
mechanism so as to provide SSL/TLS setup with only one certificate issued by
Certificate Authority.

We also model the client request as a M/D/1 queue and use its approximate
solution to optimize the batch size of the server.This optimal batch size satisfies
the client’s requirement for the stability of the batching system and enables the
mean response time of a batch system behaves nicely using the the optimal batch
size.

The rest of the paper is organized as follows. To be self-contained, an overview
of the batch RSA [8] is presented in Section 2. The unique certificate schemes in
batch SSL are presented in Section 3. We propose the method to select optimal
batching parameters in terms of client convenience and server computational
cost in detail in Section 4. Finally, we validate the solutions of the analytical
model through simulation in Section 5.

2 Review of Batch RSA

As a SSL server waits for more than one RSA decryption request and performs
one big computation for all decryptions, it can spare a lot of running time ca-
pacity [8], being able to perform more SSL handshakes.

Given b distinct and pairwise relatively prime public keys e1, . . . , eb, all sharing
a common modulus N = pq.n is the bit length of the public modulus N and k
the bit length of the bigger of ei. Furthermore, we have b encrypted messages
v1, . . . , vb, one encrypted with each key, which we wish to decrypt simultaneously,
to obtain the plaintexts mi = v

1/ei

i .
In the following equations, quantities subscripted by L or R refer to the

corresponding value of the left or right child of the node, respectively. Fiat’s
algorithm consists of three phases: a multiplication computation phase, expo-
nentiation phase and division computation phase. In the multiplicative product
computation phase, we seek to combine the individual encrypted messages vi to
form, at the root of the batch tree, the value v =

∏b
i=1 v

e/ei

i , where e =
∏b

i=1 ei.
Using the binary tree construction, working from the leaves to the root. At

every internal node, each encrypted message vi is placed (as v) in the leaf node
labeled with its corresponding ei. The v’s are percolated up the tree using the
following recursive step, applied at each inner node:

v ← vER

L · vEL

R (1)
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EL, ER are the left child and right child of each product of internal node.
At the completion of the multiplication computation phase, the root node

contains v =
∏b

i=1 v
e/ei

i . In the exponentiation phase, the eth root of this v is
extracted. The exponentiation yields v1/e =

∏b
i=1 v

1/ei

i , which we store as m in
the root node.

In the division computation phase, each plaintext can be recovered with the
following formula:

Mi =
v

v
(ai−1)/ei

i

∏b
j=1,j �=i v

ai/ej

j

mod N (2)

where ai is calculated using the theory of Chinese remainder theorem.
This batching technique is only worthwhile when the public exponents ei are

very small (e. g. , 3 and 5). Otherwise, the extra arithmetic required is too
expensive. Also, notice that one can only batch-decrypt ciphertexts encrypted
using distinct public exponents. This is essential. Indeed, Shacham and Boneh
[9] showed that it is not possible to batch when the same public key is used.

3 Unique Certificate Scheme in Batch RSA

In the standard SSL protocol, each client encrypts a 48-byte pre-master secret
using ei as the encryption exponents, and the server decrypts the ciphertext
independently so as to get the pre-master secret. But batch RSA obtains the
pre-master secrets from a multiple clients and hence improve the performance
significantly. Unfortunately, batching schemes [8][9] has following disadvantages:
requirement for many different RSA certificates; additional payment for certifi-
cates; extra maintenance works of multiple certifications. There are two ways to
solve this multiple certificates problem in existing [8][9].

(1) The server issues sub-certificates for himself as sub-Certificate Authority.
The public keys of sub-Certificate which is sent to the clients are the encryp-
tion exponents ei using in batch RSA. This method has to ask the client to
check one more certificate.

(2) Another method is to re-use the message serverHello.random in the pro-
tocol as shown in Table 1. For simplicity, We only show the related processes
and the modified information in the standard SSL/TLS handshake protocol.
In this improvement, ei is actually a part of serverHello.random. Server
only need send unique certificate to all the clients. This solution requires no
modification on SSL protocol because the encryption exponents ei is assigned
to the client in serverHello.random. The client will verify the certificate
as usual, but encrypt the pre-master secret with received ei instead of the
public exponent in the certificate. Therefore, no extra charge is required, and
it is easy to manage the certificate. On the other hand, since the certificate
is used to prove the owner who knows the factors of the RSA moduli N only,
this adaption does not undermine the security strength of SSL protocol.
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Table 1. Unique Certificate for a partial handshake

Client 1 Server
ClientHello −→

←− ServerHello.random including e1

←− Certificate*(N,e)
Certificate*

ClientKeyExchange −→
(v1 = me1

1 )

Client 2 Server
ClientHello −→

←− ServerHello.random including e2

←− Certificate* (N,e)
Certificate*

ClientKeyExchange −→
(v2 = me2

2 )

4 The Optimization of Batching Parameter

In this section, we propose a method to select optimal batching parameters in
terms of client convenience and server computational cost.

4.1 Batching Queue Model M/D/1

Suppose the client arrival process is Poisson distributed with an arrive rate λ,
and the server response is regarded as an M/D/1 queue. Let the batching service
time be τ which is determined by the batching size b.

The M/D/1 model can be approximated with a semi-Markov process depicted
in Figure 1. The state of semi-Markov process is described by (i) where i indicates
the number of clients waiting in the queue with i=idle indicates the server is idle.
Let the mean residual service time is Tr = 0.5τ [10].

Idle 0 1 2 3 4
…  ….

λ λ λ λ

µ

λ

r1 T r 1 T r 1 T r1 T

Fig. 1. Semi-Markov Process Model of Batching server, µ = 1/τ
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Let ψ0 be the mean holding time in state idle, ψ1 be the mean holding time
in state (0), and ψ2 be the mean holding time in state (i), for i > 0. Thus

ψ0 =
∫ ∞

0
tλe−λtdt =

1
λ

ψ1 =
∫ τ

0
tλe−λtdt +

∫ ∞

τ

λe−λtdt =
1
λ

η1

ψ2 =
∫ Tr

0
tλe−λtdt +

∫ ∞

Tr

λe−λtdt =
1
λ

η2.

where η1 = 1 − e−λτ denotes the Markov transition Probability from state idle
to state(0), and η2 = 1−e−0.5λτ denotes the Markov transition Probability from
state(i) to state(i+1), for i > 0.

Then, we can solve the steady distribution π∗
0 for semi-Markov due to [11] as

π∗
0 =

(1 − η1)(1 − η2)
1 + η1η2 − η2

(3)

Then we compute the queueing waiting time Tq using the residual service time
Tr and the steady state distribution π∗

0 for semi-Markov when the server is idle.

Tq = (1 − prob(idle)) × Tr = (1 − π∗
0) × Tr (4)

4.2 Optimal Parameter

Clearly, the batching size b is related to the quality of server service. Thus, we
need to select an optimal parameter b for optimizing the performance of server
and clients.

Let the batching RSA decryption time in SSL handshake time is TB. Since TB

is the majority of service time, the batching service time of the server is roughly
TB.

Theorem 1: To satisfy the client’s requirement for the stability of the system,the
batching service time is less than the batch size multiply poisson distributed mean
arrival time interval when the time t → ∞ in the Batch Queue Model M/D/1,
thus

τ ≈ TB <
b

λ
(5)

Proof: Let {Xi} (i = 1, 2, . . .) be the arrival time interval of two consecutive
requests, and Y be the time interval of b consecutive requests. According to [10],
if the system achieves the stability when the time t → ∞ for M/D/1 queue
model,

TB < E(Y )
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where E(Y ) is the expected value of Y . Because the Xi are random variable
with independent identical distribution, the average arrival time interval of b
consecutive requests is

E(Y ) = E(
b∑

i=1

Xi) = bE(Xi) = b/λ (6)

Then the theorem 1 is proved. ��

Lemma 1:In the Batch Queue Model M/D/1, to satisfy the client’s requirement
for the stability of the system, thus

Tq <
b

2λ
(7)

Proof: In the Batch Queue Model M/D/1,we first continue deriving the value
of Tq following the Eq 4

Tq = (1 − prob(idle))Tr = (1 − π∗
0)Tr

= (1 − (1−η1)(1−η2)
1+η1η2−η2

)Tr = 1−e−λτ

1−e−λτ +e−1.5λτ Tr

= eλτ−1
e−λτ−1+e−0.5λτ Tr = 1

1+ 1
(eλτ −1)e0.5λτ

Tr

< 0.5τ
1+ 1

(eλτ −1)e0.5λτ

(8)

where Tr = 0.5τ < b
2λ .

Due to Theorem 1 λτ < b, it is easily described as

Tq <
1

1 + 1
(eb−1)e0.5b

(9)

Especially, when b = 2, 1
1+ 1

(eb−1)e0.5b

≈ 0.944. The value of this formula is

increased with the b, while not exceed 1. We can get the value bound of the
upper limit of Tq as [0.944 b

2λ , b
2λ). Then the Lemma 1 is proved. ��

From the point of view of the client, the total mean responding time T =
Tq +Tc +TB, where Tc is the time for waiting other client in the same batching.
We can easily derive the max value of Tc is (b − 1)/λ while the arrive rate is λ.
Otherwise, the upper limit of Tb has been estimated as b

λ in Theorem 1.
It is supposed that the total client response time dose not exceed the client’s

psychologically durable waiting time Td. Then, we can construct the following
inequation to estimate the approximate bound of batching size.

T = Tq + Tc + TB <
b

2λ
+

(b − 1)
λ

+
b

λ
< Td =⇒ b <

2
5
(λTd + 1) (10)

In summary, to satisfy the customer’s requirement for the stability of the
system,we can get the optimal solution which satisfy TB < b/λ derived from
theorem 1. On the other hand, it is supposed that the solution of b should
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satisfy the approximate bound described as Eq 10. which assumes that the total
customer response time will not exceed the customer’s psychologically durable
waiting time. The optimal parameter of batch size can be solved by the following
inequations. The reason to select b as large as possible is to reduce the number
of decryption request to decryption device.

{
2 ≤ b ≤ 	0.4(λTd + 1)

TB < b/λ

(11)

Determining Td: If the client’s durable waiting time is known, we can estimate
the upper limit of batch size b according as different arrival rate of the client.
We further consider the constants and practical value of the Td to estimate the
upper limit of the batch size b. On disconnected thinking, 50% people apparently
don’t look beyond the first page of search results, and will wait only 8 seconds
for a website to download before they get fed up and move on [12]. So we assume
durable waiting time Td ≈ 8. That is to say, if the response time Td exceeds 8
seconds, the client will cancel the request.

Estimating TB: Let n be the bit length of the public modulus N and k be
the bit length of the bigger of exponent ei. Because the public exponents ei are
chosen as small as possible to make auxiliary exponentiations cheap, the low-cost
operations in the computation cost estimation can be ignored.

The performance analysis of the batch RSA exponentiation algorithm can be
divided as multiplication, exponentiation and division computation phases as
discussed in Section 2.

We can estimate the cost of e =
∏b

i=1 ei is (b − 1)n2. The cost of computing
1/e is (b−1)n2. The main computation cost is exponentiation costs (3k−2)n2 +
o(n2) with the exponent ei where the bit length of ei is k. The whole cost in
multiplication phase is b(2 + 3k)n2 + o(n2).

In the exponentiation computation phase v1/e mod N =
∏b

i=1 v
1/ei

i mod
N costs 3n3 + n2 + o(n2).

The division computation phase use the theory of Chinese remainder theo-
rem. The phase requires a total of 4 small exponentiations, 2 inversions, and 4
multiplications at each of the (b − 1) inner nodes.

Roughly, the cost for two inversion operations is equivalent to that of 40
multiplications of n-bit integers. Thus, the whole cost in the division phase is
almost (40b + 3kb3 − 1)n2 + o(n2).

As a result, the batching RSA decryption time is

TB = (
3n3 + n2(42b + k(3b3 + 3b) − 1)

b(3n3 + n2)
)bTrsa = (

3n + 42b + k(3b3 + 3b) − 1)
b(3n + 1)

)bTrsa

5 Validation of Analytical Optimal Parameter

In this section we validate our analysis by comparing the analytical results ob-
tained above with the simulation results.
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5.1 Experiment Configuration

We perform the simulation by executing conventional RSA and batch RSA using
the Cryptix [14] implementation. The time of the conventional RSA and batch
RSA decryption and the other parameters such as the mean responding time
T , mean queueing waiting time Tq, the time waiting other client in the same
batching Tc and batching service time TB of the analytical models are executed
on a machine with an Dell Intel Pentium IV processor clocked at 3. 20GHz and
1GMB RAM.

Specifically, we perform the simulation of batching RSA with very small public
exponents, namely e = 3, 5, 7, 11, etc. The simulation result of the conventional
RSA decryption time Trsa with larger public exponent, namely e = 65537 is
about 32ms which is tested using reiterative results. Both algorithms assume
public modulus N is 1024 bits length. Otherwise, because SSL protocol usually
uses a random 48-bytes string R as Pre-MasterSecret, we assume the length of
plaintext is 384bits.

5.2 Experiment Results

Optimal Batch Size Validation: Figure 2 validates our approximation of
optimal parameter of batch size b described by the inequations 11.

For relative small arrival rates, b is almost uniform calculated by our analytical
model, especially for arrival rates λ < 2 as shown in figure 2. Since arrival rates
are small(i. e. , λ < 0.6),there is very little opportunity to batch, and therefore,
the solution of b are relative small as shown in figure 2. Even at higher arrival
rate, the analytical result and simulation result are very close. As shown in figure
2, the solution of the optimal batch size are increased with λ both in analytic
and simulation when λ < 4 approximately. When 4 < λ < 30, b is 13 and the
optimal batch size reaches Maximum. Although, the speed of batch RSA with
b = 13 compared with b = 4 proposed by Shacham and Boneh [9] (thereafter
we call this SB scheme) is not very fast, we effectively reduce the number of
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decryption request to decryption device. Otherwise, the mean response time in
this case is not increased obviously. The solution of the optimal batch size are
decreased with the λ when λ > 30 approximately.

Performance with Optimal Batch Size: Figure 3 illustrates the analytic
mean response time, our simulation mean response time and the the mean re-
sponse time of SB scheme. As show in the figure 3, the mean response time
T of a batched system behaves nicely when using the optimal solution of the
batch size. When λ = 4, T reaches Maximum and decreased with the λ when
using optimal batch size. If we determine b = 4 in the SB scheme [9], the mean
response time of a batched system behaves poorly especially when the arrival
rate does not exceed 1 requests/sec.

Performance with Different Batch Size: Figure 4(a)-(c) show that the
mean response time is almost linearly with the batch size when the arrival rate
is relatively small. This is due to the fact that the total mean responding time
T = Tq + Tc + TB, where Tc is the time for waiting other client in the same
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(b) λ = 2
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batching. When the arrival rate is relatively small, the main contribution to T
is made by Tc. It is evident that the time Tc is increased linearly with the batch
size. Otherwise, the batching service time of the server TB is also increased with
the batch size. Therefore the mean response time is also increased with the batch
size when the arrival rate is relatively large(i. e. , λ = 80).

Performance Speed Against Non-batching Scheme: A non-batched sys-
tem becomes unstable when the arrival rate λ > 1/Trsa = 1/0.032 = 31.25 due to
the fact that a non-batched system becomes unstable when arrival rate higher
than service rate [10]. But with batching, the mean response time of a batch
system behaves nicely even at high loads.

When the non-batching system is stable, the mean response time T’ without
batching in M/D/1 queue model while the mean service time τ ′ is deterministic
can be estimated as Eq 12 as [10] while the mean service time τ ′ is deterministic.
Since Trsa is the majority of service time, the the mean service time τ ′ of the
server is roughly Trsa.

T ′ = τ ′ + τ ′(
τ ′λ

2(1 − τ ′λ)
) (12)

Figure 5(a) and (b) illustrates the comparison of the mean response time of
the batching schemes with the non-batched scheme. The vertical axis in each
graph is the mean response time with different batch size divided by the mean
response time with non-batched scheme.

From the analytic solution and simulation result of b described by the inequa-
tions 11 which is showed in figure 3, we can get b = 3 when λ = 1 and b = 6
when λ = 2.

The speed of mean response time is an optimal one which equal to 2.52 ap-
proximately in figure 5(a). From figure 5(b), it is clear that speed of the mean
response time is also optimal one which equal to 2.86 roughly. It is also clear
that with the optimal batch size the batching system has considerable advantages
whereas costs little.
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Multi-server Case Validation: Based on the Theorem 1, a batched system
becomes unstable when the arrival rate λ > 100. In other words,with analytical
model and simulation, we can not find the result of solution of batch size when
the arrival rate λ > 100 requests/sec. In this case, we consider using two batch-
servers to provide service for SSL handshake requests. In figure 6, we give the
result of the optimal batch size using analytical and simulation. In figure 7, we
give the result of mean response time using the optimal batch size in multi-server
system.
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6 Conclusion

In this paper, we proposed the new method of assigning the set of public expo-
nents ei only using unique certificate in batching SSL handshake protocol. This
solution improved the multiple certificates scheme without adding any modifi-
cation on SSL protocol and additional information that needs to be sent to the
clients .

We have shown the stability conditions for the batching SSL handshake and
the optimal solution of batch size by developing an analytical model. We also
validated this model with simulation results. We have also demonstrated that
the mean response time etc. is very nice when using the optimal batch size.
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