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Abstract. Since 2002, variants of two tweakable block cipher modes of
operation, CMC and EME, have been presented by Halevi and Rogaway
that are suitable for encryption of disk sectors. In this paper, we show
that the security bounds given in their proofs are tight, and hence com-
plement the security proofs of the designers. In particular, we show how
to distinguish the CMC, EME, EME+ and EME∗ modes from random
tweakable permutations with negligible effort and 2n/2 chosen plaintexts,
where n is the block size in bits. Further, we point out that both modes
leak secret information via side-channel attacks (timing and power) due
to the data-dependent internal multiplication operation.
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1 Introduction

A block cipher is defined as

EK : {0, 1}k × {0, 1}n → {0, 1}n, (1)

where n denotes the block size, and k the length of the secret key, K. Meanwhile,
a block cipher mode of operation is an encryption scheme, EK that makes use
of a block cipher, EK as a basic primitive in order to encrypt a message that is
of length a multiple, m of the block size, n. Formally, this is defined as:

EK : {0, 1}k × {0, 1}mn → {0, 1}mn, (2)

where m denotes the number of n-bit blocks being operated upon.
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In Crypto ’02, Liskov et al. [20] first proposed a new cryptographic primitive
known as a tweakable block cipher. Informally, besides having n-bit plaintexts
and a k-bit secret key, K, a tweakable block cipher also possesses an extra t-bit
input, called a tweak, T . The tweakable block cipher, ET

K is defined as follows:

ET
K : {0, 1}k × {0, 1}t × {0, 1}n → {0, 1}n. (3)

Tweakable block ciphers are tailor-made for special applications such as disk-
sector encryption, which requires the bulk encryption of large amounts of data
for storage in different sectors on the disk. Therefore, tweakable block ciphers
must fulfill the following properties:

– a single bit change in the plaintext should impact the complete ciphertext
sector (variability).

– each sector can be encrypted independently of other sectors (efficiency).

A tweakable block cipher should be viewed as a strong random permutation and
be indistinguishable from any other random tweakable permutation (an oracle
that realizes a T -indexed family of random permutations and their inverses),
even if an attacker has access to encryption and decryption oracles, ability to
obtain adaptive-chosen plaintext/ciphertext queries, and control over the tweak.

Building on this construction, several tweakable block cipher modes of oper-
ation, namely CMC, EME, EME+ and EME∗ were recently presented in [9,10],
[11,12], and [7,8] at Crypto ’03, CT-RSA ’04 and Indocrypt ’04 respectively.
Thus, there is continued interest not only by the designers but the crypto com-
munity in these modes and their variants. Formally, a tweakable block cipher
mode of operation, ET

K is defined as:

ET
K : {0, 1}k × {0, 1}t × {0, 1}mn → {0, 1}mn. (4)

In this paper, we describe how to distinguish the CMC, EME, EME+ and
EME∗ modes from random tweakable permutations, by using 2n/2 chosen plain-
text (CP ) queries. Note that even with such queries, one would not be able to
distinguish the underlying block cipher, EK from random permutation.

Our results show that the upper bounds in the security proofs of the modes
are tight. These complement the security proofs of the designers (up to a factor
involving the number of blocks, m), and in this respect are somewhat similar
to those by Ferguson [5] on OCB, and by Mitchell [24] on XCBC, TMAC and
OMAC, respectively. However, in our case it is interesting when comparing our
results with the security proofs of the CMC, EME and EME∗ in [9,10], [11,12],
and [7,8]. The upper bounds on the advantage of an attacker for CMC, EME
and EME∗ are O((mq)2×2−n), O(q2×2−n) and O((m+q)2×2−n), respectively,
where q is the number of text queries made by the attacker. In our case, q = 2n/2

and our results are in line with the upper bound for EME but for CMC and
EME∗, our results show that the upper bound does not need to depend on the
number of blocks, m of the plaintext message. As an aside, we also discuss in the
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Appendix how these modes leak secret information via the timing [18] and power
[19] side-channels due to the data-dependent internal multiplication operation
being used in them.

1.1 Related Work

Tweakable block ciphers were first suggested by Liskov et al. [20] in 2002. Ro-
gaway [25] proposed in 2002 the Encrypt-Mask-Decrypt (EMD), and Encrypt-
Mask-Encrypt (EME) modes of operation, both of which are tweakable schemes.
[25] was in fact the paper that proposed the early versions of the CMC and EME
modes, then known as EMD and EME respectively. However, Joux [15] showed
in 2003 that both these early modes are insecure and fall to simple distinguish-
ing attacks. In particular, they could be distinguished with only 3 adaptively-
chosen plaintexts/ciphertexts (ACPs). Subsequently, Rogaway in collaboration
with Halevi proposed new versions called CMC [9,10] and EME [11,12] respec-
tively. To settle any further confusion, we emphasize here that though EMD
was renamed to CMC, EME remained with the same name. For the rest of
this manuscript, the term “EME” shall refer to the new EME version proposed
in [11,12]. Finally, Halevi on his own recently proposed EME∗ [7,8] as another
variant of EME.

2 The CMC, EME, EME+ and EME∗ Modes

The CBC-Mask-CBC (CMC) mode of operation was presented by Halevi and
Rogaway [9,10]. It operates on a plaintext message, P of m blocks, each block
of n bits, i.e. P = (P1, . . . , Pm) where |Pi| = n, for i ∈ {1, . . . , m}. Besides the
input P , there is also another n-bit input tweak, T . The CMC uses a secret key,

Table 1. CMC Mode Encryption

Algorithm ET
K(P1 . . . Pm)

T = EK2(T )
PPP0 = T
for i← 1 to m do

PPi ← Pi ⊕ PPPi−1

PPPi ← EK1(PPi)
M ← 2(PPP1 ⊕ PPPm)
for i ∈ [1 . . . m] do

CCCi ← PPPm+1−i ⊕M
CCC0 ← 0n

for i ∈ [1 . . . m] do
CCi ← EK1(CCCi)
Ci ← CCi ⊕ CCCi−1

C1 ← C1 ⊕ T
return C1 . . . Cm
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Fig.1. Encrypting under the CMC mode for a message of m = 4 blocks, and
where M = 2(PPP1 ⊕ PPP4) = 2(CCC1 ⊕ CCC4), and T = EK2(T )

K = (K1, K2) where K1 is used for encryption of plaintext blocks while K2 is
used to encrypt the tweak, T .

Table 1 gives the algorithm for CMC mode encryption1, while Figure 1 illus-
trates this for m = 4 blocks. For all modes we discuss in this paper, multiplication
by 2 is done in GF(2n). More details of this are in the Appendix and [9,10]. Note
that the output ciphertext blocks in CMC are taken in reverse order from the
input plaintext blocks. This was done by the designers to maintain the symmetry
of the encryption and decryption operations.

Further, note how similar the CMC mode is to the double modes in particular
double CBC [13]. Both require two encryption layers to process each block of
plaintext. The main differences are that CMC uses an extra internal mask, M ,
and only one key is used in the CMC’s block encryptions, in contrast to double
modes where an independent key is used for each different block encryption layer.
A further difference between them is that in the CMC mode, the second layer of
encryption is reversed, i.e. performed right-to-left rather than left-to-right. That
being said, we remark that aside from the single key used for mode encryption,
CMC does use another key to encrypt the tweak. Therefore, both CMC and
double modes effectively use two keys. In terms of efficiency, CBC requires 2m
single EK encryptions to process an m-block plaintext, while CMC requires
2m + 1 single EK encryptions, where one encryption is due to the computation
of T .
1 We have omitted describing the mode decryptions as they are irrelevant to our

attacks. The interested reader is referred to [9,10] for further details.
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Meanwhile, Halevi and Rogaway [11,12] also presented another mode of op-
eration, namely the the Encrypt-Mask-Encrypt (EME). The EME mode encryp-
tion is defined in Table 2, while Figure 2 illustrates this for m = 4 blocks.

Observe that the EME is essentially a double ECB mode [13] except for the
use of extra XOR maskings in between the block encryption layers. While a
double ECB mode would use two unique keys for each encryption layer, EME
only uses one key, and so the keylength of EME is only half that of the double
modes. Further comparing efficiency, double modes would require 2m single EK

encryptions to process an m-block plaintext, while EME requires 2m + 2 single
EK encryptions, where one extra encryption is due to the computation of L
while the other is due to the computation of MC = EK(MP ).

Two other variants of the EME are the EME+ and EME∗, proposed re-
spectively in [11,12] and [7,8] for handling long plaintext messages with blocks,
m > n.

Table 2. EME Mode Encryption

Algorithm ET
K(P1 . . . Pm)

L = 2EK(0n)
for i ∈ [1 . . . m] do

PPi ← 2i−1L⊕ Pi

PPPi ← EK(PPi)
SP ← PPP2 ⊕ · · · ⊕ PPPm

MP ← PPP1 ⊕ SP ⊕ T
MC ← EK(MP )
M ←MP ⊕MC
for i ∈ [2 . . . m] do

CCCi ← PPPi ⊕ 2i−1M
SC ← CCC2 ⊕ · · · ⊕ CCCm

CCC1 ←MC ⊕ SC ⊕ T
for i ∈ [1 . . . m] do

CCi ← EK(CCCi)
Ci ← CCi ⊕ 2i−1L

return C1 . . . Cm

3 The Security Bounds for CMC, EME, EME+ and
EME∗ Are Tight

In this section, we show that the security bounds for the CMC, EME, EME+

and EME∗ modes are tight by illustrating how to distinguish these modes from
random tweakable permutations.

3.1 The CMC Mode

We start with a basic distinguisher. Obtain the encryptions of 2n/2 messages,
P (i) = (i, 0, . . . , 0) under tweaks, Tj = j where i, j ∈ {1, 2, . . . , 2n/2} and thus
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Fig.2. Encrypting under the EME mode for a message of m = 4 blocks,
where L = 2EK(0n), SP = PPP2 ⊕ PPP3 ⊕ PPP4, M = MP ⊕ MC, and
SC = CCC2 ⊕ CCC3 ⊕ CCC4

obtain 2n pairs (P (i), Tj), (P (i)′, T ′
j) such that if the black box contains the CMC,

then at least one pair has a collision at PP1, and therefore satisfies the conditions:

PPP1 = EK(PP1) = EK(P1 ⊕ EK2(T )) (5)
= EK(PP ′

1) = EK(P ′
1 ⊕ EK2(T

′)) (6)
= PPP ′

1. (7)

This collision propagates through to the other blocks, and so

M = 2(PPP1 ⊕ PPPm) (8)
= 2(PPP ′

1 ⊕ PPPm) (9)
= M ′. (10)

Since all the plaintext blocks in the two messages are equal except for the
first block, and since the only other block affected by the tweak, T is the last
block, then we will observe

Ci = C′
i ; i = 2, . . . , m. (11)
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Checking for this is trivial.
In contrast for a random tweakable permutation, such a condition would

only occur with probability 2−n×(m−1), whereas for CMC, this is satisfied with
probability 2−n. Therefore, one could distinguish between CMC and a random
tweakable permutation.

This allows to distinguish the CMC with 2n chosen plaintexts/tweaks and
negligible effort.

We can do better by noting that a collision at PP1 works as long as one finds
P, P ′, T, T ′ such that

P1 ⊕ P ′
1 = T ⊕ T ′. (12)

By birthday analysis, one should be able to come up with this after seeing
about 2n/2 P, P ′ pairs, i.e. a collision occurs. Note that equation (12) is essen-
tially random since a block cipher primitive was applied to derive these values.
In all, this involves about 2n/2 chosen plaintexts/tweaks.

3.2 The EME, EME+ and EME∗

Distinguishing the EME mode works by obtaining the encryptions of 2n/2 mes-
sages P (i) =(P (i)

1 , P
(i)
2 , P

(i)
3 , . . . , P

(i)
m )= (i, i, P (i)

3 , . . . , P
(i)
m ) for i ∈{1, 2, . . . , 2n/2},

where P
(i)
j for j ∈ {3, . . . , m} are any constant fixed value2. These form 2n pairs

of P, P ′ that differ only in their first two blocks and equal in all other blocks.
For any such pair, if the black box contains the EME, then with a probability

2−n a collision occurs at their MP point, that is

PPP1 ⊕ SP ⊕ T = PPP ′
1 ⊕ SP ′ ⊕ T (13)

and so
MP = MP ′. (14)

When this happens, then
MC = MC′, (15)

M = MP ⊕ MC = MP ′ ⊕ MC′ = M ′ (16)

and this collision propagates to the other blocks via M . Since all the blocks
in the two messages are equal except for the first two blocks, then we will observe

Ci = C′
i ; i = 3, . . . , m. (17)

Note that for a random tweakable permutation, such a condition would only
occur with probability 2−n×(m−2), m > 2, whereas for EME, this is satisfied with

2 In fact, we can use any group of two messages as long as they are distinct in any
two blocks and equal in the other blocks.
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probability 2−n. Therefore, one could distinguish between EME and a random
tweakable permutation.

In summary, we can distinguish the EME with 2n/2 chosen plaintexts and
negligible effort.

Note that this distinguisher equally applies to both EME+ and EME*, two
very similar variants of EME proposed respectively in [11,12] and [7,8] for han-
dling long plaintext messages with blocks, m > n. In this case, a similar collision
occurs between any such pair with probability 2−n at MP1 halfway through
encrypting their first blocks, propagating further to MC1 and hence M1 = M ′

1

and this propagates through to all other blocks, and the distinguishing attack
proceeds along the same lines as that on EME.

4 Concluding Remarks

We have shown that the upper bounds of the security proofs of the CMC, EME,
EME+ and EME∗ modes are tight, in complement to the designers’ results up
to a factor involving the number of blocks. We list in Table 3 a comparison
between our results and previous ones on the early EMD and old EME modes.
Note that the complexities are given as the number of texts required as well as the
number of single encryptions. We also remark that Joux’s results on the earlier
modes require adaptively-chosen plaintext/ciphertext (ACP ) queries, while ours
require the more practical chosen (CP ) plaintext queries. Further, Joux’s result
on the old EME requires the attacker to have control over the tweak, T and
hence control over usage of different sectors. In contrast, our results on the new
EME in Section 3.2 makes use of the same T and this can be carried out on the
same disk sector.

Table 3. Comparing Distinguisher Complexities on EMD, CMC, EME, EME+ and
EME∗

Mode Text Complexities Source

EMD [25] 3 ACP s [15]

Old EME [25] 3 ACP s [15]

CMC [9,10] 2n/2 CP s This paper

New EME [11,12] 2n/2 CP s This paper

EME+ [11,12] 2n/2 CP s This paper

EME∗ [7,8] 2n/2 CP s This paper

The upper bounds on the advantage of an attacker for CMC[9,10], EME
[11,12], and EME∗ [7,8] are O((mq)2×2−n), O(q2×2−n) and O((m+q)2×2−n),
respectively. Since q = 2n/2 in our case, our results match the upper bound for
EME but show that the upper bounds of CMC and EME∗ do not need to depend
on the number of blocks, m.
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Appendix: Timing and Power Attacks on CMC, EME,
EME+ and EME∗

The multiply-by-2 operation used in CMC [9,10], EME [11,12], EME+ and EME∗

[7,8] is data-dependent, in the sense that a conditional XOR is performed depen-
dent on the value of the most significant bit (MSB) of the input data. In more
detail, a multiplication of a 128-bit L = Ln−1 . . . L1L0 ∈ {0, 1}n by 2 is defined
by the designers as:

2L = L � 1 if MSB(L) = 0, (18)

and
2L = L � 1 ⊕ Const87 if MSB(L) = 1, (19)

where L � 1 means Ln−2Ln−3 . . . L1L00, and Const87means a constant decimal
87.

This conditional XOR operation allows for one to mount a timing attack [18]
on these modes. In particular, the operation would take a slightly longer time if
the MSB of L is 1, compared to the case where it is 0. This allows an attacker
to differentiate between the MSB values of the input, L to the multiply-by-2
operation. In fact, since the modes are claimed to be secure against variable
length input queries, an attacker could obtain queries from the modes under
differing input lengths, each time increasing the block length by 1.
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For example, suppose we have m = 2 for EME. We input a plaintext P =
(P1, P2) to the EME oracle. Consider the processing of the second3 block, P2

which involves two 2L operations and one 2M operation. Depending on the
values of L and M , the processing of the second block would require either of
4 cases: two conditional XOR operations (due to an MSB of 1 in the input to
2L), one conditional XOR operation (due to an MSB of 1 in the input to 2M),
all three XORs or neither. This therefore leaks information on the MSBs of L
and M . Further, repeating the query by reusing the same plaintext but with
an extra block (m = 3 in this case), to obtain P = (P1, P2, P3) then this extra
block would entail two additional 2L and one additional 2M operation. Similarly,
observing the difference in time taken to process this plaintext, one could guess
which of the 2L and 2M operations on the block P3 require the conditional XOR
operation, and guess the MSBs of their inputs.

Table 4. Four Cases of Conditional XORs at Each Block

Total XORs MSB of input to 2L MSB of input to 2M

0 0 0

1 0 1

2 1 0

3 1 1

For each block we have 4 cases: one conditional XOR, two, three or none,
then since we are accummulating on all blocks, the sum of the differences (be-
tween whether an XOR is occuring at each multiply-by-2 operation) would be
bigger than the case where only one block is considered. And because each of
the 4 cases is due to a unique cause (as per Table 4), their combinations (af-
ter accummulation) are distinguisable since they do not run through the entire
combinations space.

Note that this leakage of the MSBs of L and M could also be observed via
power analysis [19]. A conditional XOR with Const87 = 10000111B (in binary)
means 4 bits will be complemented hence a state-changing transition (from 0 to
1 or from 1 to 0) would occur. It has been noted in [22,21] that state-changing
transitions dissipate significantly more power than state-preserving (from 0 to
0 or from 1 to 1) transitions, thus an XOR occuring for each multiply-by-2
operation would mean significantly more power dissipation than the case where
the XOR is not done, especially since we would be accummulating on all blocks
with 3 conditional XORs per block.

3 The first block contains only the L computation, which has a fixed input of 0n and
therefore MSB of 0, so no conditional XOR is performed.
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