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Abstract. Autonomic Systems are essentially about creating self-managing 
systems based on the biological metaphor of the non-conscious acting 
autonomic nervous system.  The Autonomic initiative has been motivated by 
ever increasing complexity and total cost of ownership of today’s system of 
systems.  Autonomicity also offers inroads in terms of fault-tolerant computing 
and assisting in creating survivable systems.  This paper examines the relevant 
technologies including Agents for engineering autonomicity and survivability in 
a secure location biometric system. 

1   Introduction 

The case has been well presented in the literature for the need to create self-managing 
systems due to the complexity problem, the total cost of ownership, or to provide the 
way forward to enable future pervasive and ubiquitous computation and 
communications [1][2][3][4].  Another aspect for self-management is to facilitate 
survivable systems. To enable self-management (autonomicity) a system requires 
many self properties (self-* or selfware), such as self-awareness.  This paper first 
looks at autonomic management, it then describes a deployed critical security system 
that requires built in survivability and autonomicity. The paper then briefly examines 
related work, namely agents and clusters before going on to present an agent based 
approach to deal with providing self-management redundancy in the system and avoid 
the traditional updating issues with failover servers.  

2   Autonomic Management 

Computing systems are expected to be effective.  This means that they serve a useful 
purpose when they are first introduced and continue to be useful as conditions change.  
Responses taken automatically by a system without real-time human intervention are 
autonomic responses [5]. The autonomic concept is inspired by the human body's 
autonomic nervous system. By analogy, humans have good mechanisms for adapting 
to changing environments and repairing minor physical damage. The autonomic 
nervous system monitors heartbeat, checks blood sugar levels and keeps the body 
temperature normal without any conscious effort from the human.  This biological 
autonomicity is influencing a new paradigm for computing to create similar self-
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management within systems (Autonomic Computing, Autonomic Communications 
and Autonomic Systems).  There is an important distinction between autonomic 
activity in the human body and autonomic responses in computer systems. Many of 
the decisions made by autonomic elements in the body are involuntary, whereas 
autonomic elements in computer systems make decisions based on tasks chosen to 
delegate to the technology [6]. 

Many branches of computer science research and development will contribute to 
progress in autonomic computing. In particular, it brings together work in software 
engineering and artificial intelligence. Research on dependable systems should be 
especially influential, as dependability covers many relevant system properties such 
as reliability, availability, safety, security, survivability and maintainability [7],[8]. 

In the late 1990s DARPA/ISO’s Autonomic Information Assurance (AIA) 
programme studied defence mechanisms for information systems against malicious 
adversaries.  The AIA programme resulted in two hypotheses; (1) fast responses are 
necessary to counter advance cyber-adversaries and (2) coordinated responses are 
more effective than local reactive responses [5].  These hypotheses may provide 
general guidance for creating autonomic survivable systems. 

‘Autonomic’ became mainstream within Computing in 2001 when IBM launched 
their perspective on the state of information technology [1].  IBM defined four key 
self properties: self-configuring, self-healing, self-optimizing and self-protecting [6].   
In the few years since, the self-x list has grown as research expands, bringing about 
the general term selfware or self-*, yet these four initial self-managing properties 
along with the four enabling properties; self-aware (of internal capabilities and state 
of the managed component), self-situated (environment and context awareness), self-
monitor and self-adjust (through sensors, effectors and control loops), cover the 
general goal of self management [8]. 

The influence of the autonomic nervous system (ANS) may imply that the 
Autonomic Computing initiative is concerned only with low level self-managing 
capabilities such as reflex reactions.  This fits with AIA perspective, other layered 
architectures such as; reaction—routine—reflection [9]; data—management/control—
knowledge planes [10]; hardware—cyber—mission planes [5]; autonomic—
selfware—autonomous [11]. Yet within the autonomic research community the vision 
behind the initiative is an overarching goal of system-wide policy-based self-
management where a human manager will state a business-critical success factor and 
the ICT systems will take care of it, self-configuring and self-optimising to meet the 
policies, and self-protecting and self-healing to ensure the policies are maintained in 
light of changing circumstances.  It may be reasoned that due to our ANS we are freed 
(non-conscious activity) from the low-level complexity of managing our bodies to 
perform high-level complex tasks.  Similarly, for Computing to develop further and 
provide equivalent high-level system-wide tasks, necessitates a corresponding low-
level ‘non-conscious’ architecture.  As such, increasing this initiative will converge 
and cross-influence the fields of ubiquitous and pervasive computing. 

3   The Core Survivable Security System 

Highly secure locations, such as research labs and law enforcement correction centers, 
are seeking to utilize the latest technology in biometrics such as iris and finger print 
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technologies to allow and restrict access and movement around their locations [12].  
Architectural requirements for such systems dictate that the architecture should be 
secure, fault-tolerant, and non-exploitable [5]; that the system must meet the security 
policies of the organization and it must accommodate different security 
infrastructures; the system must remain robust and secure when faults occur, both 
random faults caused by the failure of system elements and to malicious faults caused 
by a deliberate attack on the system; that communication must be reliable so that 
defensive components remain fully functional even in the face of an attack on the 
infrastructure; and that it must not be possible for an attacker to exploit defensive 
components to effect an undesirable action, for example, an attacker or random fault 
must not be able to trigger a response that causes the system to unnecessarily deny 
legitimate users access and movement nor the opposite allow non-legitimate users 
access and movement around the location [5]. 

 

Fig. 1. Core Security System - High Level Architecture 

Figure 1 depicts a high level architecture for access control to a correction center 
secure location incorporating such identification technologies as biometrics [12].  The 
implication of these multiple components is that the system becomes more complex, a 
theme the Autonomic initiatives aim to address.  In this situation the self-healing and 
self-protections aspects are more critical to the system.  The continuous monitoring of 
the system health through control loops matches the architecture needs.  Research 
within the Autonomic field such as self-healing and micro rebooting can assist in 
creating a survivable environment [8]-[14]. 

Figure 2 illustrates the Survivable Secure System (SSS) architecture.  It provides 
for an inmate tracking solution that delivers the information needed to manage the 
correction center. The system supports cell assignments and tracking of inmates' 
movements, various activities and events. The SSS is a modular system that will 
integrate with existing systems with the general concept being to monitor people 
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within a defined space and manage their movements, access to goods, services and 
privileges.  A predefined set of rules can be applied at any level to limit movement, 
interaction between individuals or access to resources. 

A history will build up of activity for each individual defined to the system. 
Biometric technology is used to uniquely identify prisoners. This makes it possible to 
provide inmates with personal information and enable them to request services 
through the system. 

3.1   Survivability 

Survivability is achieved within the system through the use of Watchdog, heartbeats, 
micro-reboots, automated failover and a dual redundant ring architecture.   

 

Fig. 2. Core Security System - Component Architecture 

3.1.1   Watchdog 
Watchdog is essentially status monitoring software, providing a service that monitors 
the status of a specific list of devices/programs across the network. This status 
information is sent to registered consoles where it is displayed in a graphical format 
representing the system. From the graphic layout users are shown the current system 
status and alerted to any problems. This enables the user to initiate pre-programmed 
remedial action.  It is also possible to have the Watchdog perform automatic 
responses to specific problems. 
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The Watchdog communicates with hardware devices either using standard pings or 
by using SNMP (Simple Network Management Protocol) messages. By using a 
standard ping the Watchdog can only ascertain if the device is replying or not. By 
using SNMP the Watchdog can collect more detailed information about the device, in 
the case of SNMP enabled switches (e.g. Netgear) individual links can be monitored. 
For software applications, the Watchdog sends heartbeat (Are you alive?) messages to 
which the application replies giving its status. The heartbeat messages also contain the 
status of other applications which have a functional relation to the application being 
polled. This additional information can be used by the application to make decisions 
on how to operate if a required function of the system is not working correctly.  

If a problem is detected in an application the Watchdog can kill the faulty 
application and restart it.  If a problem is detected in hardware the Watchdog can 
restart the device via software controlled power management.   

3.1.2   Heart-Beats 
Essentially, one view of the goal of autonomic computing is to create robust 
dependable self-managing systems [8]. To facilitate this aim, fault-tolerant 
mechanisms such as a heart-beat monitor (‘I am alive’ signals) and pulse monitor 
(urgency/reflex signals) may be included within the autonomic element [9][2].  The 
notion behind the pulse monitor (PBM) is to provide an early warning of a condition 
so that preparations can be made to handle the processing load of diagnosis and 
planning a response, including diversion of load.  Together with other forms of 
communications it creates dynamics of autonomic responses [15] – the introduction of 
multiple loops of control, some slow and precise, others fast and possibly imprecise, 
fitting with the biological metaphor of reflex and healing [9]. 

3.1.3   Micro-rebooting 
One promising avenue of research for self-healing (in particular in software) is 
microrebooting [13].  In this approach components at varying granularity levels are 
designed to be crash only, that is if they are not functioning correctly, self-healing is 
simply a reboot. 

Since rebooting can be expensive causing non trivial service disruption or 
downtime (even when failover and clusters are employed) the key is to separate 
process recovery from data recovery and to achieve fine grained rebooting; i.e. 
components as opposed to applications or even systems [13]. 

3.1.4    Redundant Ring Architecture 
Survivability is achieved within the network communications through a dual redundant 
fibre ring architecture. This is achieved by using Netgear layer 2 managed switches. 
For an Ethernet network to function properly, only one active path can exist between 
two stations. Multiple active paths between stations cause loops in the network. If a 
loop exists in the network topology, the potential exists for duplication of messages. To 
provide path redundancy on Ethernet networks the Spanning-Tree Protocol can be 
used. Spanning-Tree Protocol forces certain redundant data paths into a standby 
(blocked) state. If one network segment in the Spanning-Tree Protocol becomes 
unreachable, the spanning-tree algorithm reconfigures the spanning-tree topology and 
re-establishes the link by activating the standby path. This reconfiguration mechanism 
is transparent to the machines on the network.  The blocked standby paths are 
illustrated as lighter grey connection in Figure 3. 
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Fig. 3. Dual Redundant Ring Architecture 

3.1.5   Failover/Load Balancing 
The major server applications, illustrated in Figure 2 exist as multiple instances 
running on different machines. The load is balanced between these instances so that in 
the event of a machine failure there is minimal impact on the system. Local fail safe 
has been built into the access control system so that under extreme fault conditions 
the access control system will still function in a limited capacity. 

4   Related Work 

Autonomic Computing is dependent on many disciplines for its success; not least of 
these is research in agent technologies.  At this stage, there are no assumptions that 
agents have to be used in an autonomic architecture, yet the desired self-* properties 
can benefit from the nature of agents, namely; autonomy, reactivity, sociality and pro-
activity.  Also, as in complex systems there are arguments for designing the system 
with agents [ 16], as well as providing inbuilt redundancy and greater robustness [17], 
through to retrofitting legacy systems with autonomic capabilities that may benefit 
from an agent approach   [18]. 

Emerging research ranges from autonomic architecture containing autonomic 
managers as agents themselves, a self-managing cell  [19], containing functionality for 
measurement and event correlation and support for policy-based control, to alternative 
rational models, such as state-feeling-action [20],  that may better suit autonomic 
systems than traditional DBI models.  Autonomics is also finding its way into agent 
research, for instance semantic web agents [21]. 

Cluster computing, whereby a large number of simple processors or nodes are 
combined together to apparently function as a single powerful computer, has emerged 
as a research area in its own right.  Traditionally, Massively Parallel Processing 
(MPP) computer systems have been used to meet high performance computing 
requirements.  MPP computers may contain hundreds or thousands of processors 
within a single computer system.  Typically, upgrading such systems requires a 
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complete rebuild of the system.  They are, however, relatively simple to manage, and 
they certainly perform very well. A recent trend in high performance computing 
research has been to find new approaches to overcome the cost and scalability issues 
associated with MPP systems, such as clusters and grids.   

The Cluster approach offers a relatively inexpensive means of providing a fault-
tolerant environment and achieving significant computational capabilities for high-
performance computing applications.  However, the task of manually managing and 
configuring a cluster quickly becomes daunting as the cluster grows in size.   
Autonomic computing is also being researched to provide self-managing cluster 
systems, for instance the Autonomic Cluster Management System (ACMS) [22] that 
exploits autonomic properties and agents in automating cluster management. 

5   Autonomic Management with Agents 

A major issue with providing redundancy and automated failover is the expense in 
keeping the back-up servers up-to-date.  When you also consider the SSS environment 
where there are many types of servers this becomes particularly critical.  If one utilizes 
autonomic agents to design the self-management system, then such properties as agent 
cloning may be utilized to provide up-to-date back-up redundant servers. 

This section considers the autonomic self-managing survivable system as a mobile 
agent system, much the same as the ACMS [22].  The system is composed of a 
number of agent processes, representing both the required servers (control panel 
server, door server, audio server and so on) and the necessary autonomic management 
agents, communicating across a network of nodes. The system consists of four types 
of agents, each with functionality implementing autonomic system properties, namely 
the General Server Agents (GA), Health Agents (HA), Optimization Agents (OA), and 
Configuration Agents (CA). 

One configuration to provide the survivable autonomicity is that the system is 
comprised of two Configuration Agents, two Health Agents, and one Optimization 
Agent per implementation, as well as two General Agents per node (primary and 
redundant secondary).  Each general agent is designed to be specific-purpose, and to 
perform a particular task (the servers in the SSS).  The community of agents 
collaborates to achieve a common goal, specifically providing autonomic 
management of the system, while simultaneously maximizing performance by 
implementing load-balancing techniques on the system.  Figure 4 illustrates the 
architecture of the proposed system. 

The agents function includes a heartbeat (sending of a periodic ‘I am alive’ signal) 
[9], to facilitate fault tolerance and the provision of localized fail-over on the node; 
i.e., instead of the traditional approach of the CA noticing an agent has failed (through 
polling) on a remote host and instructing the switch over to the secondary agent on 
that remote host, this can occur locally via the secondary agent monitoring the 
heartbeat from the primary agent and thus providing a tighter and situated reflex 
reaction upon failure. 

The primary and secondary CAs will also utilize the same mechanism with 
heartbeats between them (typically on separate hosts to increase fault tolerance). Self-
healing is provided for explicitly through a health agent.  Its function, in collaboration 
with the CAs and OAs, will be to monitor vital signs on the hosts in an attempt to 
predict if a host is having difficulties and a failure is imminent. 
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Fig. 4. Autonomic Agents Survivable Self-Management System 

The health agent will be facilitated by pulse monitoring – the extension of heartbeat 
monitoring from ‘I am alive’ signals to include health information within the signal, 
akin to measuring the pulse [9].  In this scenario the local agents may failover with a 
new secondary agent being created, yet if this starts to occur frequently this may 
indicate the host itself is unstable.  The health agent can  monitor developing scenarios 
and work with the configuration agent to avoid allocating work to unstable hosts [22]. 

6   Conclusion 

This paper has highlighted that Autonomic Systems are not just motivated by 
concerns over complexity and total cost of ownership, but also extending fault-
tolerance to create survivable systems by utilizing self-* properties. 

We have described a deployed Biometric Identification and Tracking System 
incorporating survivability and autonomicity, used in law enforcement and correction 
centers with the aim to monitor people within the establishment in terms of 
movements, interactions and access to resources. 

In these environments it is simply not acceptable for failure at the system level and 
as such the architecture must have multiple mechanisms to ensure survivability.  In 
the development of the architecture it has been endeavored to incorporate into its 
design the AIA hypotheses of fast and coordinated responses.  The paper also 
considered a proposed mobile agent solution to increase the flexibility and 
survivability within the system.  
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Future extensions of this work will include adding layers above the survivable 
autonomic system such as Knowledge-based alerting to incidents occurring with the 
correction center. 
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